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Abhishek Vijaygopal
Programme Manager — Academic Programmes
CySecK

In today’s competitive world, skills have often been portrayed as
the “new currency”. Indeed, the ability to learn and master new
skills does put one ahead of his/her peers. However, only
focused, and high-quality training would create high-quality
industry-ready skilled professionals. It is with this forethought
and much consequent planning that CySecK launched two
pioneering training programmes in February 2024.

Firstly, we at CySecK conceptualized the Cyber Security Finishing
School (CSFS) as a programme that can address the skill gap
and provide industry-ready talent for India’s cyber security
industry. The technical training syllabus for the CSFS, which
comprises of a 200-hour training programme spread over five
weeks for a 50-student cohort (giving a total of 10,000 training
man-hours), was finalized by CySecK in consultation with cyber
security industry stalwarts from CySecK’s Chief Information
Security Officers of Karnataka (CISO-KA) forum. The CSFS is a
fully residential programme run in a boot-camp mode and only
admits full-time final year students of B.E./B.Tech. programmes
enrolled in colleges in Karnataka (in this case, students
graduating in 2024). For the first CSFS cohort that got underway
from 19th February, applicants were first invited to attend a
rigorous online proctored examination containing technical-cum-
general awareness-based questions. Top scorers in this
examination were then invited for a Personal Interview (Pl),
based on which participants for the CSFS cohort were selected.
Future plans include enabling placement opportunities for the
CSFS programme graduates through CySecK’'s industry
connections.

The second major academic initiative we launched in February
was the CySecK Polytechnic (Diploma) Internship Programme.
This is an eight-week long technical training programme for 6th
(final) semester Diploma students in CSE who have chosen to
specialize in cyber security. In the first cohort, 20 Diploma
students are attending classroom sessions by conducted by
technical experts on weekends at the Department of Electrical
Communication Engineering (ECE), 1ISc. Bengaluru, with weekly
assignments being provided to them on each technical topic that
is covered. The classroom sessions will continue until end-March
2024, after which the participants will move on to specialized
capstone projects mentored by industry professionals.

We see these two initiatives as landmark models at different
levels for capacity building in cyber security.
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Top Cyber News

Kaspersky Report:
34% of Indian Users

Targeted by Local

Cyber Threats

Kaspersky reveals that 34% of
Indian users faced local cyber
threats in 2023, with 74.3
million incidents detected and
blocked by its products. As
India's cybersecurity market
hits $6.06 billion, the company
warns of evolving threats and
urges  organizatons  and
individuals to enhance
cybersecurity measures amid

increasing digital connectivity

and Al adoption.

Karnataka Govt Partners with Truecaller for

Cyber Safety Awareness

Karnataka government joins forces with Truecaller
to boost cyber safety awareness, aiming to educate
citizens on digital hygiene and prevent scams. The
collaboration  underscores the government's
commitment to prioritizing citizen safety in the

digital realm.

Indian Telecoms Face Security Scare: 750 Million

Subscribers' Data Allegedly Leaked

The Department of Telecom has called for a
security audit of telecom operators' systems after
cybersecurity firm CloudSEK claimed that hackers
are selling a 1.8 terabyte database containing
details of 750 million Indian mobile consumers on

the dark web.
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Top Cyber News

CEN Police Launches

Cyber Crime Awareness

Campaign for Vulnerable

Groups

CEN Police initiates an awareness campaign
targeting educated women and elderly

individuals to educate them about
cybercrime risks, with sessions led by female
officers emphasizing caution against clicking
on unknown links, responding to suspicious
personal

messages, and disclosing

information.

Tamil Nadu Police Warns
Against 'Black Rock
Capital Investment Scam'

The Cyber Crime Wing of Tamil Nadu Police

cautions individuals seeking investment

opportunities about the 'Black Rock Capital
Investment Scam,' wherein fraudsters
impersonate reputable organizations like IIFL
Securities and Blackrock Capital to lure victims

into fake investment schemes via social media.

Google Launches Al Cyber Defense

Initiative for Enhanced Security

Google unveils an initiative to boost Al integration in
cybersecurity, aiming to empower defenders against

cyber threats and revolutionize digital security

measures. The initiative includes investment in Al
infrastructure, defensive tools, research, and training,

along with collaborations with startups and

universities to advance Al-powered security

solutions.

Mobile Phones Key Tool in 70% of Cyber
Frauds, Forensic Expert Warns

A.P. Forensic Science Laboratory Joint Director
emphasizes the rising role of smartphones in cyber
frauds, particularly in cases of sexual abuse, urging
police and prosecutors to enhance knowledge in

evidence collection.
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Online Frauds

Jaipur Police Nabs
Cyber Criminal in Rs

Lightning_operation by Kolkata Police: Rs
10,000 seized from fraudsters Rs 20 lakh

1.42 Crore Scam,
Handed Over to
Mumbai Police

A 30-year-old criminal, wanted
by Mumbai police for a Rs 1.42
crore cybercrime scam, was
apprehended by a special team
of Jaipur police. Him and his
associates lured people with
promises of part-time jobs,
investment opportunities, and
hefty returns, ultimately
transferring large sums to their

own accounts.

seized.
Kolkata Police and Bidhannagar Police crackdown on separate

cyber fraud cases involving impersonation tactics and false
promises, resulting in significant recoveries of lost funds. Victims
fell prey to schemes exploiting trust through fake news and

fraudulent loan approvals.

Bengaluru Woman Defrauded of Rs 18.75
Lakh in WhatsApp Con

A photo taken after buying a new motorcycle helped police in
Bengaluru investigate a multi-million rupee investment scam
involving 2,143 cases. The scam promised bigger returns for
completing online tasks, with the woman in Bengaluru defrauded
of Rs 18.75 lakh. Nine people, including stock market traders, a bar

dancer, and an HR recruiter, were arrested.
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Online Frauds

Government Official
Swindled of Rs 58.6
Lakh in Share
Market Scam

A government official
falls victim to cyber
criminals who tricked
him into investing Rs
58.6 lakh in the share
market through a
fraudulent WhatsApp
group

promising

and app,
high

returns.

Fraudsters Posing as Mumbai Police Swindle
Engineer of Rs 20 Lakh

A software engineer fell victim to fraudsters impersonating
Mumbai Police officials who coerced her into sharing personal
details by fabricating a story involving illegal items linked to her
name. Alarmed by threats of her involvement in illegal activities,
unwittingly transferred Rs 20 lakh as instructed, leading to a

criminal complaint filed with Cybercrime police.

Man Loses ¥11.14 Lakh to Online Scam While
Checking Pension Details

58-year-old man fell victim to online fraudsters posing as bank

customer care representatives while checking his pension
information on a mobile app, resulting in a loss of ¥11.14 lakh.
The Sadar police have filed an FIR against multiple accused from

various states, with investigations revealing the funds were

withdrawn from five different accounts.


https://timesofindia.indiatimes.com/city/ahmedabad/software-engineer-loses-20-lakh-to-cyber-fraud-ahmedabad-news/articleshow/107571907.cms
https://timesofindia.indiatimes.com/city/ahmedabad/software-engineer-loses-20-lakh-to-cyber-fraud-ahmedabad-news/articleshow/107571907.cms
https://www.tribuneindia.com/news/haryana/cyber-fraud-man-duped-of-58-lakh-590904
https://www.tribuneindia.com/news/haryana/cyber-fraud-man-duped-of-58-lakh-590904
https://www.tribuneindia.com/news/haryana/cyber-fraud-man-duped-of-58-lakh-590904
https://www.tribuneindia.com/news/haryana/cyber-fraud-man-duped-of-58-lakh-590904
https://www.hindustantimes.com/cities/chandigarh-news/ludhiana-man-loses-11-14-lakh-to-online-fraud-101707675183633.html
https://www.hindustantimes.com/cities/chandigarh-news/ludhiana-man-loses-11-14-lakh-to-online-fraud-101707675183633.html

Online Frauds

Cyber Extortionist
Arrested in Tamil
Nadu for Threats
Using Morphed

Family Photos

In a disturbing case, a cyber

extortionist in Tamil Nadu,

posing as a job recruiter,
tricked a man into transferring
funds and later threatened to
expose morphed family photos

on social media.

Punjab Police Busts
International Online
Job Fraud Racket,
Arrests Four

Punjab Police Cyber Crime
Division dismantles a
sophisticated online job scam,
arresting four criminals from
Assam who lured victims with
work-from-home

opportunities via Telegram.

Pune Real Estate Firm Loses ¥4 Crore in

Suspected Whale Phishing Scam

Pune police investigate a major cyber fraud involving a prominent
real estate company, where cybercriminals impersonated the
firm's CMD, coercing the accounts officer into making 18

transactions totaling ¥4 crore.

Cyber Attack on Cosmos Bank: Rs 94 Crore Lost,
11 Convicted in Probe

Pune's Cosmos Bank suffers a massive cyber attack, losing Rs 94
crore to cybercriminals who used cloned debit cards for ATM
transactions worldwide. Pune city police probe reveals involvement
of global cybercriminal group with ties to foreign state entity,
leading to convictions of 11 accused, while efforts to apprehend
other suspects continue. Authorities successfully retrieve Rs 5.72
crore transferred to Hong Kong bank, as investigation remains

ongoing.
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Inauguration of Cyber Security Finishing School

» The pilot batch of Cybersecurity Finishing School (CSFS), Sysec was launched on February 19, 2024, at
the premises of Alva's Institute of Engineering and Technology (AIET), Moodbidre. 50 selected

students have actively participated in the programme.

Launch of internship programme for polytechnic students who

have opted for the subject of cyber security.

» CySecK launched its Polytechnic (Diploma)
Internship Programme for 20 select Diploma
students in Computer Science and Engineering
(CSE) who have chosen the Cyber Security
specialization, with the inaugural training
session on 10th February 2024. These students
will attend technical training sessions by experts
on weekends at the Department of Electrical
Communication Engineering (ECE), IISc.
Bengaluru, with weekly assignments being
provided to them on each technical topic that is
covered. These classroom-based sessions will
continue until end-March 2024, after which the
participants will move on to do specialized
capstone projects mentored by industry

professionals.
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CySecK's Support for the NEWSFIRST Initiative: Cyber Crimes

Conclave 2024

e CySecK supported the NEWSFRIST Initiative of “Cyber Crimes Conclave 2024” which held on
28th - 29th Feb at IISc Campus. The CCC saw a huge success & enjoyed good support from
people across all domains.

e Mr. Karthik, Center Head, CySecK & Mr. Shivaling, Programme Manager - Industry &

Startups, CySecK moderated panel discussions on important topics.

CySecK's Active Participation in IISc Open Day, February 24th
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Some useful links for staying cyber aware and cyber safe -

» To lodge complaint against a cyber-crime -
» To identify fake information:
» Karnataka Cyber Crime Helpline Number 112

» National Helpline Number 1930

— D I Gl


https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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