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ಮುನು�� | FOREWORD

In today's digital landscape, the rise of cybercrimes and
fraudulent activities has become an escalating concern,
necessitating innovative solutions to shield internet users
from falling victim to these online fraudsters and increase the
wholesome awareness among the citizens, and that is what
exactly “Cyber Vaartika” is doing. 
At CySecK, a government-funded Center of Excellence in
Cybersecurity, we focus on devising strategies to protect
citizens from prevalent cyber frauds. Phishing attacks,
constituting a staggering 80% of annual cyber fraud cases in
our country, have prompted the development of a unique
solution: BROWSE SAFE.
BROWSE SAFE operates on a dual premise. Firstly, it thwarts
malicious content and threats, creating a protective barrier for
internet users. Secondly, it incorporates a parental control
feature, preventing access to adult websites, safeguarding
children from inadvertent exposure to explicit or inappropriate
online content.
Setting up BROWSE SAFE on your devices—laptops, mobile
phones, or tablets—is simple. Just input the following DNS
addresses:
For blocking threats: 139.5.190.57
For blocking threats and adult content: 139.5.190.47
Moreover, the Browse Safe Android mobile app is available
for easy integration and usage on smartphones. Also, the
detailed steps to configuration are available on our website,
please refer:
 https://cs-coe.iisc.ac.in/resources-hub/browsesafe/
This pioneering project, a collaboration with Shrestha IT, a
Belagavi startup, acts as a shield against malicious websites
for individuals, a potentially a first-of-its-kind initiative in the
country. It also showcases the immense value of government-
industry and government-startup partnerships for the greater
good of citizens.
I sincerely urge all readers to adopt BROWSE SAFE as a digital
safety measure for themselves, their families, and friends. By
embracing this solution, we collectively strengthen our
defenses against cyber frauds, ensuring a safer online
environment for all. Let's unite to safeguard our digital
presence and promote a secure cyber realm for everyone.
And wishing you all a very Happy New Year 2024! Let’s build a
safer year for all!

ಇಂ�ನ ��ಟ� ಜಗ��ನ��, �ೖಬ� ಅಪ�ಾಧಗ� ಮತು� �ೕಸದ
ಚಟುವ��ಗಳ �ಚ�ಳ� �ಚು���ರು�ದು ಕಳವಳ�ಾ��, ಇಂಟ���
ಬಳ��ಾರರನು� ಈ ಆ���� ವಂಚಕ�� ಬ��ಾಗದಂ� ರ�ಸಲು ಮತು�
�ಾಗ�ಕರ�� ಆ�ೂೕಗ�ಕರ �ಾಗೃ�ಯನು� ���ಸಲು ನ�ೕನ ಪ��ಾರಗಳನು�
ಅಗತ��ೂ�ಸುತ�� "�ೖಬ� �ಾ���ಾ".
�ೖಬ� ಭದ��ಯ�� ಸ�ಾ�ರದ ಉನ�ತ �ಾನ �ೕಂದ��ಾದ �ೖ��, ಪ�ಚ�ತ
�ೖಬ� ವಂಚ�ಗ�ಂದ �ಾಗ�ಕರನು� ರ�ಸಲು �ಾಯ�ತಂತ�ಗಳನು�
ರೂ�ಸುವತ� ಗಮನ ಹ�ಸುತ��. ನಮ� �ೕಶದ�� �ಾ��ಕ �ೖಬ� ವಂಚ�
ಪ�ಕರಣಗಳ�� 80% ರ��ರುವ ��ಂ� �ಾ�ಗ�ಂದ ಜನ�ಾ�ಾನ�ರನು�
ರ�ಸಲು ಒಂದು ��ಷ� ಪ��ಾರ�ಾದ BROWSE SAFE ಅನು�
ಅ�ವೃ��ಪ���.
�ೌ�� �ೕ� ಎರಡು ಪ��ೕಯದ�� �ಾಯ��ವ��ಸುತ��.
�ದಲ�ಯ�ಾ�, ಇದು ದುರು��ೕಶ��ತ �ಷಯ ಮತು� �ದ��ಗಳನು�
ತ�ಯುತ��, ಇಂಟ��� ಬಳ��ಾರ�� ರ��ತ�ಕ ತ��ೂೕ�ಯನು�
ಸೃ��ಸುತ��. ಎರಡ�ಯ�ಾ�, ಇದು �ೕಷಕರ �ಯಂತ�ಣ �ೖ�ಷ��ವನು�
ಒಳ�ೂಂ��, ವಯಸ�ರ �� �ೖ� ಗ�� ಪ��ೕಶವನು� ತ�ಯುತ��, ಅ��ೕಲ
ಅಥ�ಾ ಅನು�ತ ಆ���� �ಷಯ�� ಮಕ�ಳನು� ಅ�ಾಗರೂಕ��ಂದ
ಒ���ೂ���ದ�ಂದ ರ�ಸುತ��.
�ಾ�� �� ಗ�, ��ೖ� �ೕ� ಗ� ಅಥ�ಾ ���  ಗಳಂತಹ �ಮ�
�ಾಧನಗಳ�� �ೌ�� �ೕ� ಅನು� �ೂಂ�ಸು�ದು ಸರಳ�ಾ��. ಈ �ಳ�ನ
DNS ��ಾಸಗಳನು� ನಮೂ�� �ೕ� �ಾ�:
�ದ��ಗಳನು� �ಬ�ಂ�ಸಲು: 139.5.190.57
�ದ��ಗ� ಮತು� ವಯಸ�ರ �ಷಯವನು� �ಬ�ಂ�ಸಲು: 139.5.190.47
ಇದಲ��, �ೌ�� �ೕ� ಆಂ�ಾ��� ��ೖ� ಅ���ೕಶ�
�ಾ�� ��ೕ� ಗಳ�� ಸುಲಭ ಏ�ೕಕರಣ ಮತು� ಬಳ�� ಲಭ���. ಅಲ��,
�ಾ��ಗ�ೕಶ� � �ವರ�ಾದ ಹಂತಗ� ನಮ� �� �ೖ� ನ�� ಲಭ��ದು�,
ಇ��� �ೕ��ೕ�.
https://cs-coe.iisc.ac.in/resources-hub/browsesafe/
�ಳ�ಾ� ಮೂಲದ �ಾ���ಅ� ��ೕಷ� ಐ�ಯ ಸಹ�ೕಗ�ೂಂ�� ಈ
ಪ�ವತ�ಕ �ೕಜ�ಯು ವ���ಗ�� ದುರು��ೕಶ��ತ �� �ೖ� ಗಳ �ರುದ�
ಗು�ಾ��ಾ� �ಾಯ��ವ��ಸುತ��, ಇದು �ೕಶದ���ೕ �ದಲ
ಉಪಕ�ಮ�ಾ��. ಇದು �ಾಗ�ಕರ ���ನ ಒ���ಾ� ಸ�ಾ�ರ-ಉದ�ಮ ಮತು�
ಸ�ಾ�ರ-�ಾ���ಅ� ಸಹ�ಾ�ತ�ದ �ೌಲ�ವನು� ಪ�ದ��ಸುತ��.
ತಮ�, ತಮ� ಕುಟುಂಬಗ�� ಮತು� ��ೕ�ತ�� ��ಟ� ಸುರ��ಾ
ಕ�ಮ�ಾ� �ೌ�� �ೕ� ಅನು� ಅಳವ���ೂ��ವಂ� �ಾನು ಎ�ಾ�
ಓದುಗರನು� �ಾ��ಾ�ಕ�ಾ� ಒ�ಾ��ಸು��ೕ�. ಈ ಪ��ಾರವನು�
ಅಳವ���ೂ��ವ ಮೂಲಕ, �ೖಬ� ವಂಚ�ಗಳ �ರುದ� ನಮ� ರ��ಯನು�
�ಾ� ಒ��� ಬಲಪ�ಸು��ೕ�, ಎಲ��ಗೂ ಸುರ�ತ ಆ� �ೖ�
�ಾ�ಾವರಣವನು� ಖ�ತಪ�ಸು��ೕ�. ನಮ� ��ಟ� ಉಪ���ಯನು�
ರ�ಸಲು ಮತು� ಎಲ��ಗೂ ಸುರ�ತ �ೖಬ� �ೕತ�ವನು� ಉ��ೕ�ಸಲು
ಒಗೂ��ೂೕಣ.
���ಲ��ಗೂ 2024 ರ �ೂಸ ವಷ�ದ ಶು�ಾಶಯಗ�.! ಎಲ��ಗೂ ಸುರ�ತ
ವಷ�ವನು� ����ೂೕಣ!

Mr. Shivaling Salakki
Program Manager – Industry & startups
CoE CySecK

�ವ�ಂಗ �ಾಲ��
��ೕ�ಾ�ಂ �ಾ��ೕಜ�  - ಇಂಡ��ೕ & �ಾ�� �ಅ�� 
�ೖ�� 



�ೖಬ�  ಅಪ�ಾಧ ಸ�ಾಯ�ಾ� �ಾಮಥ�� �ಚ�ವಳ�ಂದ
�ನ�ಂದ�� ರೂ.೮೦ ಲ� ರ��

ಹಣ�ಾಸು �ೕ�ಗಳ
ವಲಯದ�� �ೖಬ� ಭದ��
ಕು�ತು DFS �ಾಯ�ದ��
ಅಧ���ಯ�� ಸ�

ಪ�ಮುಖ �ೖಬ� ಸು��

�ೖಬ�  ವಂಚ� ಪ�ಕರಣ ���� ಫ��ಾ�ಾ� �ಂದರ��ೕ ೩೧೭
ಮಂ� ಬಂಧನ

ಹಣ�ಾಸು �ೕ�ಗಳ ಇ�ಾ�ಯ�� �ೖಬ�

ಭದ�� ಮತು� ಇ��ೕ�ನ ಆ� �ೖ� ಹಣ�ಾಸು

ವಂಚ�ಗಳ �ಚು���ರುವ ಘಟ�ಗಳ ಬ��

ಚ��ಸಲು ಹಣ�ಾಸು ಸ��ಾಲಯದ

ಹಣ�ಾಸು �ೕ�ಗಳ ಇ�ಾ� (DFS)

�ಾಯ�ದ�� �ೕತೃತ�ದ�� ನವ�ಹ�ಯ��

ಸ� ನ��ದರು. ಸ�ಯ�� �ೕಂದ�ದ ಹಲ�

ಇ�ಾ�ಗಳ ಪ�ಮುಖರು �ಾಜ�ದ�ರು. 

ವಂಚ�ಯ ವ��ಾಟುಗ��ಾ� ��ೕ�

ಇ�ಾ�ಯ �ೖಬ�  �� ಗ�� �ಾ�ಜ�

�ಾ�ಂ� ಪ����� �ಾಗ�ಸೂ�ಗಳ ಬ�� RBI

ಸ���ೕಕರಣವನು� �ೕಡುವಂ� �ಹ�

�ೖ�ೂೕ�� ಒ�ಾ����.

ಕ�ದ �ಂಗಳ��ೕ ಮುಂ�ೖ ��ೕಸರು �ಾ��ೕಯ �ೖಬ�  ಅಪ�ಾಧ ಸ�ಾಯ�ಾ� ಸಂ��

೧೯೩೦ �ಾ�  �ಂಟ� ನ �ಾಮಥ��ವನು� ೧೧ �ಂದ ೨೨�� ����ದ�ರು. �ಾಮಥ��

����ದ ಮರು�ನ�ಂದ�ೕ, ಇದು �ಂ�ನ ಒಂ�ೕ �ನದ�� ಅವರು ಉ��ದ �ತ���ಂತ

10 ಪಟು� �ಚು� ಉ�ಸಲು ಸ�ಾಯ �ಾಡು��ರು�ದು ವರ��ಾ��. 

ಫ�ೕ�ಾ�ಾ�  ನಗರ�ಂದರ��ೕ ಈ ವ� � ೧೪೧ �ೖಬ�  ವಂಚ� ಪ�ಕರಣಗ� �ಾಖ�ಾ�ದು�,

ಈ ಸಂಬಂಧ �ೕ� �ೕ� �ಾಜ�ಗಳ�� ಕು�ತು �ೖಬ�  ಅಪ�ಾಧ ಚಟುವ��ಗಳ�� �ಾ��ಾ�ದ�

೩೧೭ ಆ�ೂೕ�ಗಳನು� ಬಂ�ಸ�ಾ�ದು�, ಬಂ�ತರು �ಾಖ�ಂ� , ��ಾ� , ಉತ�ರಪ��ೕಶ ಮತು�

ನೂ�  ಗಳ ��ಾ�ಗ�ಾ��ಾ�� ಎಂದು ಫ��ಾ�ಾ� ನ ��ೕ�  ಆಯುಕ�ರು �ಾ��

�ೕ��ಾ��. ಬಂ�ತ�ಂದ ರೂ.೫.೨ �ೂೕ� ನಗದು, ೪೬೦ಕೂ� �ಚು� ��ೖ� ಗ�

೧೧�ಾ�� ��  ಗಳನು� ವಶ�� ಪ��ದು�, ತ�� ಮುಂದುವ��ರು��ಾ� �ಾ�� �ೕ��ಾ��. 

�ಹ� �ೖ �ೂೕ� ��ಂದ
RBI � �ೂೕ�ೕ� 

https://indianexpress.com/article/cities/mumbai/rs-80-l-saved-on-first-day-as-1930-helpline-gets-double-manpower-9049373/
https://indianexpress.com/article/cities/mumbai/rs-80-l-saved-on-first-day-as-1930-helpline-gets-double-manpower-9049373/
https://pib.gov.in/PressReleasePage.aspx?PRID=1980562
https://pib.gov.in/PressReleasePage.aspx?PRID=1980562
https://pib.gov.in/PressReleasePage.aspx?PRID=1980562
https://pib.gov.in/PressReleasePage.aspx?PRID=1980562
https://timesofindia.indiatimes.com/city/faridabad/317-arrested-for-cyber-frauds-in-faridabad-this-year-rs-5-2-crore-recovered/articleshow/105692903.cms
https://timesofindia.indiatimes.com/city/faridabad/317-arrested-for-cyber-frauds-in-faridabad-this-year-rs-5-2-crore-recovered/articleshow/105692903.cms
https://timesofindia.indiatimes.com/india/delhi-hc-seeks-rbi-response-on-banks-preparedness-against-cyber-frauds/articleshow/105600366.cms?from=mdr
https://timesofindia.indiatimes.com/india/delhi-hc-seeks-rbi-response-on-banks-preparedness-against-cyber-frauds/articleshow/105600366.cms?from=mdr


ಪ�ಮುಖ �ೖಬ� ಸು��

AI ಆ�ಾ�ತ ಧ�� ವಂಚ� ಪ�ಕರಣ: ಪ�ಕರಣ
�ೕ�ಸಲು �ಾ�� �ೕ�  ���ೂೕದ ��ೕಸರು.

�ೕಸದ ಚಟುವ��ಗ�� ��ಾ��ಾಹ� ಧ��ಗಳನು� ಅನುಕ�ಸಲು

ಅಪ�ಾ�ಗ� AI ಅನು� ಬಳಸು��ರು�ದ�ಂದ, ಉತ��ಾಖಂಡದ

�ೖಬ� ��ೕಸರು ಎಐ-�ಾಡು��ೕ�� ಧ��ಗಳನು� ಬಳ��ೂಂಡು

�ಚು���ರುವ �ೖಬ� ವಂಚ�ಯ ಘಟ�ಗಳನು� ಎದು�ಸಲು

ತಂತ�ಗಳನು� ರೂ�ಸು���ಾ�� ಮತು� �ಾ���ೕನ��� ಹೂ�� �ಾಡಲು

ಮುಂ�ಾ�ರು��ಾ� ��ದುಬಂ��. 

�ೖಬ�  ಅಪ�ಾ�ಗ�� ���� 
ಆದ ��ಾಚಲ ಪ��ೕಶ

�ಚು���ರುವ ��ಟ� ವಂಚ� ಪ�ಕರಣಗ�: 70 ಲ� ��ೖ� ಸಂ��ಗಳನು� ಅ�ಾನತು�ೂ��ದ
�ೕಂದ� ಸ�ಾ�ರ

ಅನು�ಾ�ಾಸ�ದ ವ��ಾಟುಗ�� ಸಂಬಂ��ದ 70 ಲ� ��ೖ� ಸಂ��ಗಳನು� ಸ�ಾ�ರ ಅ�ಾನತು�ೂ���, ಆದ� ��ಟ�

�ಾವ� ವಂಚ�ಯನು� ತ�ಯಲು �ಾ�ಂ�ಂ� ವ�ವ��ಯನು� ಬಲಪ�ಸುವ ಅಗತ�ವನು� ಒ���ೕ�� ಎಂದು ಹಣ�ಾಸು �ೕ�ಗಳ

�ಾಯ�ದ�� ಅ��ಾ�ಯ ವ�ಕ�ಪ���ಾ��.

��ಾಚಲ ಪ��ೕಶ� �ೖಬ� ಅಪ�ಾಧಗಳ��

77% �ಚ�ಳ�� �ಾ��ಾ��, 2022 ಮತು� 2023

ರ ನಡು�ನ �ೕ� �ೂೕ�� �ಾ��ಾಗ,

��ೕಷ�ಾ� ಯು�ಐ ವಂಚ�ಗ�, ಉ�ೂ�ೕಗ

ಹಗರಣಗ�, �ೖಂ�ಕ� ಮತು� �ಾ�ಾ�ಕ

�ಾಧ�ಮ �ಾ� ಉಲ�ಂಘ�ಗ� �ಾಂ�ಾ� ಮತು�

��ಾ� ���ಗ� �ೕ�ತ ಪ��ೕಶಗಳ ಪ��ಯ��

ಅಗ��ಾ�ನದ��ರು�ದು �ಳ�� ಬಂ��. 

https://timesofindia.indiatimes.com/city/dehradun/uttarakhand-police-strategy-ai-voice-fraud/articleshow/105371719.cms
https://timesofindia.indiatimes.com/city/dehradun/uttarakhand-police-strategy-ai-voice-fraud/articleshow/105371719.cms
https://www.hindustantimes.com/cities/chandigarh-news/in-himachal-one-cyber-crime-complaint-per-hour-101701546992334.html
https://www.hindustantimes.com/cities/chandigarh-news/in-himachal-one-cyber-crime-complaint-per-hour-101701546992334.html
https://timesofindia.indiatimes.com/gadgets-news/government-suspends-70-lakh-mobile-numbers-heres-why/articleshow/105568789.cms
https://timesofindia.indiatimes.com/gadgets-news/government-suspends-70-lakh-mobile-numbers-heres-why/articleshow/105568789.cms


ಪ�ಮುಖ �ೖಬ� ಸು��

ಆ��ಕ ಹಗರಣಗಳನು� ಹ��ಕ�ಲು ಮುಂ�ಾದ �ೕಂದ�
ಸ�ಾ�ರ: ೧೦೦ಕೂ� �ಚು� ನಕ� �� �ೖ� ಗ��
�ಬ�ಂಧ.

ಸಂಘ�ತ ಹೂ�� ಮತು� ಅ��ಾ�ಕ ಉ�ೂ�ೕಗ ವಂಚ�ಗಳ��

�ಾ��ಾ�ರುವ 100 ಕೂ� �ಚು� ����� ಗಳನು� ಗೃಹ ಸ��ಾಲಯ

�ಬ�ಂ���. ಈ ಮೂಲಕ ಮ� �ಾಂಡ�ಂ� ಅಥ�ಾ ಭ�ೕ�ಾ�ದಕ

ಹಣ�ಾಸು �ಾ��ಾಗು�ದನು� ತ�ಯಲು ಅಪ��ತ �ಾ�ಗ�ಂ��

�ೂಡಗು�ದರ �ರುದ� �ಾಗ�ಕ�� ಎಚ��� �ೕ��.

ಹಣ�ಾಸು ವಂಚ�ಗ�ಂದ
ರೂ.930 �ೂೕ� ಉ��ಾಯ:
ಗೃಹ ಸ��ಾಲಯ

ಕಲ��ಾ� ��ೕಸ�ಂದ ��ನ� �ೕ�ಯ �ೖಬ�  �ಾಗೃ�

�ೖಬ�  ವಂಚ�ಗಳ ಕು�ತು ಸ��ೕಯ�� �ಾಗೃ� & ��ಣ �ೕಡಲು, ಶ�ವ�-ದೃಶ� ದ ಮೂಲಕ �ೂಲ��ಾ�ದ �ಾ��ಾ�

�ಎ� �ಂದ �ಾ�ರಂ�� ��ಾ�ಣಗಳ�� ��ೕಷ ಇ-��ೕ�� ಗಳನು� �ಾ��� �ಾಗೃ� ಮೂ�ಸಲು ಮುಂ�ಾ��ಾ��. 

ಇ��ಯವ�� ��ಧ �ಾಜ�ಗಳ ��ೕಸರು ವರ�

�ಾ�ದಂ� 2.45 ಲ�ಕೂ� �ಚು� ��

�ಾ� �ಗ� ಮತು� 42,000 ಐಎಂಇಐಗಳನು�

�ೕಂದ� ಸ�ಾ�ರ �ಬ�ಂ��� ಎಂದು ಗೃಹ �ಾ�

�ಾಜ� ಸ�ವ ಅಜ�  ಕು�ಾ� ��ಾ�

�ೂೕಕಸ�ಯ�� ಪ����ಂದ�� ��ತ ಉತ�ರದ��

����ಾ��.

https://indianexpress.com/article/cities/delhi/centre-bans-100-websites-involved-in-organised-investment-crimes-task-based-job-frauds-9056539/
https://indianexpress.com/article/cities/delhi/centre-bans-100-websites-involved-in-organised-investment-crimes-task-based-job-frauds-9056539/
https://indianexpress.com/article/cities/delhi/centre-bans-100-websites-involved-in-organised-investment-crimes-task-based-job-frauds-9056539/
https://www.thehindubusinessline.com/news/930-crore-saved-from-being-siphoned-off-in-financial-frauds-mha/article67607436.ece
https://www.thehindubusinessline.com/news/930-crore-saved-from-being-siphoned-off-in-financial-frauds-mha/article67607436.ece
https://www.thehindubusinessline.com/news/930-crore-saved-from-being-siphoned-off-in-financial-frauds-mha/article67607436.ece
https://timesofindia.indiatimes.com/city/kolkata/police-e-kiosks-to-combat-cyber-crime/articleshow/105429823.cms


Rs 80 lakh per day protection from cybercrime
helpline capacity enhancement

Strategic Coalition
Against Financial
Cybercrime

317 arrested in Faridabad alone in cyber
fraud case

The Secretary, Department of

Financial Services (DFS), Ministry of

Finance, chaired a meeting in New

Delhi, today, to discuss issues

related to cyber security in the

financial services sector and

increasing incidents of recent

online financial frauds. The

meeting was attended by heads of

several central departments.

The Delhi High Court has asked the

RBI to issue clarification on

commercial bank response

guidelines to cyber cells of the

police department for fraudulent

transactions.

Just a month ago, Mumbai Police doubled the capacity of the

National Cyber Crime Helpline (1930) call center from 11 to 22.

Since then, they've seen a tenfold increase in savings compared to

the previous day.

Faridabad city alone has registered 141 cases of cyber fraud this year

and 317 accused have been arrested for their involvement in

cybercrime activities sitting in different states and the arrested are

residents of Jharkhand, Bihar, Uttar Pradesh and Nuh, Faridabad

police commissioner said. Rs 5.2 crore in cash, over 460 mobile

phones and 11 laptops were seized from them. 

Delhi HC issues
notice to RBI

Top Cyber News
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Uttarakhand Cyber Police Prepares
Against AI Voice Fraud Surge

With criminals using AI to simulate trusted voices

for fraudulent activities, the cyber police in

Uttarakhand are working out strategies to counter

the increasing incidents of cyber fraud using AI-

modulated voices and are keen to invest in

software. 

Himachal Pradesh
targets cyber criminals

Government Suspends 70 Lakh Mobile Numbers Amid Rising Digital
Fraud Concerns

The government suspends 70 lakh mobile numbers linked to suspicious transactions, while

emphasizing the need for strengthened banking systems to curb digital payment fraud,

according to Financial Services Secretary.

Himachal Pradesh has witnessed a

77% increase in cybercrimes, when

the data between 2022 and 2023 is

compared, especially when upi frauds,

job scams, sexuality and social media

account violations have revealed that

Kangra and Shimla districts top the

list of affected areas. 

Top Cyber News
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Indian Government Blocks 100+
Fraudulent Websites in Crackdown on
Economic Scams

Ministry of Home Affairs blocks over 100 websites

involved in organized investment and part-time job

frauds. Citizens are cautioned against engaging

with unfamiliar accounts to prevent involvement in

money laundering or terror financing.

₹930 crore saved from
being siphoned off in
financial frauds: MHA

Police Launch Audio-Visual Cyber Awareness Kiosks in City

City police set up specialized e-kiosks across stations, starting with Nadial PS, to educate

locals, utilizing audio-visual aids and informative displays, promoting cybercrime

awareness among communities with plans to expand citywide.

To date more than 2.45 lakhs SIM

cards and 42,000 IMEIs as reported by

police from different States have been

blocked by the Central government,

MoS Home Ajay Kumar Mishra said a

written reply to a question in Lok

Sabha.

Top Cyber News
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�ೕ� ಬು� ನ�� ಅಪ��ತ�ೂಂ�� ��ೕಹ �ಳ�ದ ಪ��ಮ, ತನ� �ೕ��ೕ ಕ�ಯ

�ತ�ಗಳನು� �ಾ�ಾ�ಕ �ಾಧ�ಮಗಳ�� ಹ��ಡು��ಾ� �ದ�� �ಾ�ೂದ�ಾ ಮೂಲದ

ಮ��� CBI ಅ��ಾ�ಯಂ� ನ��ರುವ �ೖಬ�  ವಂಚಕರು ರೂ.೩.೩ಲ�ಗಳನು�

ವಂ��ರುವ ಪ�ಕರಣ �ಾ�ೂೕದ�ಾ ��ೕ�  �ಾ�ಯ�� �ಾಖ�ಾ��. 

�ೕ� ಬು� ನ�� ಅಪ��ತ�ೂಂ��ನ ��ೕಹ: �ೖಬ� 
ವಂಚ��ಂದ ರೂ.೩.೩ ಲ� ಕ�ದು�ೂಂಡ ಮ��.

ಆ� �ೖ�  �ೕಸಗ�

���ಾ��  ಮೂಲಕ ಉ�ೂ�ೕಗ ಹಗರಣ: �ರಂಬಲೂ�ನ�� 1.62
�ೂೕ� �ೖಬ� ವಂಚ�

���ಾ�� ಮೂಲಕ ���ನ ಸಂಬಳದ ಆ���� ಉ�ೂ�ೕಗಗಳ ಆಫಗ��, ಭರವ�ಯ

ಆ�ಾಯ�ಾ�� ಲ�ಾಂತರ ಹಣವನು� �ೕವ� �ಾಡಲು ಸಂತ�ಸ�ರನು� �ೕಸ�ೂ�ಸು��ರುವ

ಪ�ಕರಣಗ� �ರಂಬಲೂ�ನ�� ೨೦೨೧ರ�� �ೕವಲ ಒಂ�ೕ ಒಂದು ಪ�ಕರಣ�ತು� ಆದ�

ಇ�ೕಗ ಈ ಸಂ�� ೪೧�� ಏ���ಾ�ದು�, ರೂ.೧.೬೨�ೂೕ�ಗಳನು� ವಂ��ರು�ದು

ವರ��ಾ��. 

ನ�ೕ ಮುಂ�ೖ
��ೕಸ�ಂದ ವಂಚ�

�ಾ�ಂ�  ಅಂದ� :
ರೂ.೮೪.೯೫ ಲ�
ಮುಟು��ೂೕಲು

�ೕ�ಾದ�ಂತ 56 �ೖಬ� ವಂಚ�

ಪ�ಕರಣಗಳ�� �ಾ��ಾ�ರುವ �ೕಸದ

�ಾ� �ಂಟ� ನ�ಸು��ರುವ �ಾಜ�ಾ�ನ

ಮೂಲದ ಮೂವರು ವ���ಗಳನು� ನ�ೕ

ಮುಂ�ೖ �ೖಬ� ��ೕಸರು

ಬಂ���ಾ��. 

ನಕ� �ಾಖ�ಗಳನು� ಬಳ��ೂಂಡು ತ�ಾ

ರೂ. 5 ಲ� ಗಳ �ೌಲ�ದ 20 ನಕ� ����

�ಾ� �ಗಳನು� �ತ��, ಪ�ಚಯಸ�ರ

ಮೂಲಕ �ಾ� �ಗಳನು� ಬಳ� ರೂ. 1

�ೂೕ� ಗಳ ವ��ಾಟು ನ��, �ಾ�ಯನು�

�ಾವ�ಸದ ಆ�ೂೕಪದ �ೕ� ಸ�ಾಯಕ

ವ�ವ�ಾ�ಪಕರನು� ಅ�ಾನತು�ೂ�ಸ�ಾ��

ಎಂದು ವರ��ಾ��. 

ಯೂ�ಯ� �ಾ�ಂ�
ಅ���ಂ� �ಾ��ೕಜ�

ಅ�ಾನತು
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��ಯ �ೖಬ� ��ೕಸರು 'ಡ��� ಇ� �ಾ���' ಎಂದು ಕ�ಯಲ�ಡುವ ಅ�ಾ�ಧು�ಕ

�ೖಬ� ವಂಚ� �ಾಲದ ಬ�� ತ�� ನ�ಸು���ಾ��, ಅ�� ಸಂತ�ಸ�ರು ಈ ಹಗರಣಗ�ಂದ

�ೂೕ�ಗಳನು� ಕ�ದು�ೂಂ��ಾ��. ಅಪ�ಾ�ಗ� �ೂ�ಯ� �ಾಯ���ಾ�ಹಕರಂ�

ನ�ಸು�ಾ��, ಐ�ಎ� ಅ��ಾ�ಗಳ �ಸರುಗಳನು� ಬಳಸು�ಾ�� ಮತು� ಹಣವನು�

ವ�ಾ��ಸುವಂ� ಸಂತ�ಸ�ರನು� ಒ�ಾ��ಸು�ಾ��. ತ��ಯು �ಾರ�ೕಯ ಹಣವನು�

�ೕ�ಾ, ದು�ೖ ಮತು� �ೖ�ಾ� ನ ಉನ�ತ ��ೕ�ಯ �ೖಬ� ಅಪ�ಾ�ಗ�ಂ��

ಸಂಪ��ಸು��ರು�ದು ತ���ಂದ ಬಯ�ಾ��. 

ಡ��  ಇ�  �ಾ���  ಹಗರಣ: ದು�ೖ, �ೕ�ಾ, �ೖ�ಾನ���
�ೖಬ� ಅಪ�ಾಧ �ಾಸ�� �ೖಂ� ಗ� ����ೕ ಮೂಲಕ
�ಾಯ��ವ��ಸು��ರುವ ಶಂ�.

ಆ� �ೖ�  �ೕಸಗ�

ಅನಂತ�ರ ��ೕಸ�ಂದ ಭಜ�� �ೕ�: ರೂ.36 �ೂೕ� �ೖಬ�
ವಂಚ� �ಾಲ ಪ��, ಐವರ ಬಂಧನ

ಉ�ೂ�ೕಗ ಹಗರಣಗ�, ನಕ� �� �ೕಟ�� ಗ� ಮತು� ಆ���� �ೕ�ಂ�

�ೕ�ದಂ� ��ಧ �ೖಬ� ವಂಚ� ದಂ�ಯ�� �ಾ��ಾ�ದ��ಾ�� ಆಂಧ�ಪ��ೕಶ ಮತು�

�ಲಂ�ಾಣ�ಂದ ಐವರನು� ಅನಂತ�ರ ��ೕಸರು ಬಂ��ದು�, ��ರ�

ಮುಂದುವ���ಾ��. 

�ೖಬ� ವಂಚ��ಂದ
ಕ�ದು�ೂಂಡ ರೂ. 7 ಲ�

ಗಳನು� ಮರ� ಪ�ದ
ಮ��

��ಎ�� ಏ�ಂಟರು ಮತು� �ೖಬ�

��ೕಸರಂ� ನ��ದ ವಂಚಕರು,

ಮುಂ�ೖ�ಂದ �ೖ�ಾ� � ಅಕ�ಮ

�ಾ��� � ಸಂತ���ಯ �ಾ��ಯನು�

�ಂ� �ಾಡುವ ಮೂಲಕ ಸಂತ���ಯನು�

�ೕಸ�ೂ���ಾ��. ಅವರ �ೕಸದ

���� ಗಳ ಆ�ಾರದ �ೕ� ಅವ�

ಎರಡು ವ��ಾಟುಗಳ�� ರೂ.೭ಲ�ಷಗಳನು�

�ತ�ವನು� ವ�ಾ���ದ�ರು. 

�ಾ���ಾರರ �ೕ� ಸಂ��ಗಳನು�

ಬದ�ಾ��ದ ಆ�ೂೕಪದ �ೕ�

��ಾ ಕಂ��ಯ �ಾಯ���ಾ�ಹಕ

ಅ��ಾ�ಯನು� �ೂೕಲ��ಾ� ��ೕಸರು

ಬಂ���ಾ��. 

ರೂ.21 ಲ� ವಂಚ�
ಪ�ಕರಣ: ��ಾ ಕಂಪ�

ಅ��ಾ� ಬಂಧನ
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A Vadodara-based woman has been duped of Rs 3.3 lakh by cyber

fraudsters posing as a CBI officer by threatening to circulate

pictures of her video call on social media after befriending

strangers on Facebook.

Friendship with strangers on Facebook:
Woman loses Rs 3.3 lakh to cyber fraud

Telegram Job Scams: Rs 1.62 Crore Cyber Fraud
Hits Perambalur Hard

From a single case in 2021, Perambalur sees a spike to 41

complaints of online fraud via Telegram, involving offers for high-

paying online jobs, tricking victims into depositing lakhs for

promised returns, totaling about Rs 1.62 crore, revealed by

Perambalur cybercrime police.

Navi Mumbai police
seize Rs 84.95 lakh
from gang Andar

Navi Mumbai cyber police

apprehend three Rajasthan-

based individuals running a

fraudulent call center in a mall,

involved in 56 cyber fraud cases

nationwide, seizing significant

assets amounting to ₹84.95

lakh.

The assistant manager was

suspended for allegedly issuing

20 fraudulent credit cards

worth Rs 5 lakh each using fake

documents, accruing an

outstanding of Rs 1 crore by

making payments through

acquaintances and not settling

the card dues.

Union Bank Assistant
Manager Suspended
Over Rs 1 Crore Fraud

Online Frauds
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Pune's Cyber Police are investigating a sophisticated cyber fraud

network known as 'drugs in parcel,' where victims have lost crores

to these scams. Perpetrators impersonate courier executives, use

the names of IPS officers, and coerce victims into transferring

funds. The investigation links Indian money mules to top-tier cyber

criminals in China, Dubai, and Taiwan.

Cyber Fraudsters in Pune Scam Victims for
Crores, Link to Top-Tier Criminals Abroad
Uncovered

Anantapur Police Bust ₹36 Crore Cyber Fraud
Ring, 5 Arrested

Five individuals were arrested from Andhra Pradesh and Telangana

for involvement in diverse cyber fraud racket, including job scams,

fake web portals, and online gaming, resulting in a staggering ₹36

crore in transactions.

Woman dials cops,
gets back Rs 7 lakh
she lost to cyber

frauds
The scammers, posing as FedEx

agents and cyber police,

deceived the victim by falsely

linking her information to an

illegal parcel from Mumbai to

Taiwan. She transferred the

amount in two transactions

based on their fraudulent

claims.

The Kolkata Police have

arrested an executive officer

of an insurance company for

allegedly changing the phone

numbers of policyholders. 

Insurance firm exec
held for 21 lakh

fraud

Online Frauds
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https://timesofindia.indiatimes.com/city/gurgaon/woman-dials-cops-gets-back-rs-7-lakh-she-lost-to-cyber-frauds/articleshow/105916046.cms
https://timesofindia.indiatimes.com/city/kolkata/insurance-firm-exec-held-for-21-lakh-fraud/articleshow/105825393.cms
https://timesofindia.indiatimes.com/city/kolkata/insurance-firm-exec-held-for-21-lakh-fraud/articleshow/105825393.cms
https://timesofindia.indiatimes.com/city/kolkata/insurance-firm-exec-held-for-21-lakh-fraud/articleshow/105825393.cms
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�ಕ�ಬ�ಾ��ರದ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�� �ೌಕರರ ಸಂಘದ ಸಹ�ೕಗ�ೂಂ�� �ೖಬ� ಹಸ� ಸಂ� ನ��ತು. �ೖಬ� �ಾಸ�

ಸಂ� �ಾಯ�ಕ�ಮದ�� �ಾ�ತ ಕ�ಾ�ದ�ಾದ ಗಂ�ಾವ� �ಾ��ೕ�, ಎಂ.ಎ�.ನರ�ಂಹ ಮೂ��, �ೖ.�.ಗುಂಡು�ಾ�,

ಎ�.ಡುಂ��ಾ� ಮತು� ಬಸವ�ಾ� ಮ�ಾಮ� ಅವರ �ಾಸ�ದ ಮೂಲಕ ಜನರ�� �ೖಬ�  ಭದ��ಯ ಬ�� �ಾಗೃ� ಮೂ��ದರು. 

�ೖ�� ನ ಸ�ಯಂ�ೕವಕರು �ಾಜ�ದ ಒಂಬತು� ��ನ� ಸ�ಳಗಳ�� �ೖಬ� ಭದ��ಾ �ಾಗೃ� �ಾ�ಾ��ಾರವನು� ನ��ದರು, �ೖಬ� 

�ೖಮ�ಲ� ಅ�ಾ�ಸಗಳ �ಾ��ಯನು� ��ಾ���ಗ�� ಮನವ�� �ಾ��ೂಡ�ಾ�ತು.

�ೖ�� ಸಂ��ಯು Sacumen ಸಹ�ೕಗ�ೂಂ��

ಮೂಡು���ಯ ಆ�ಾ�� ಇ���ಟೂ�� ಆ�

ಇಂ��ಯ�ಂ� ಅಂ� ��ಾ�ಲ�ಯ�� "�ಕು���

ಇ���ಂ� & ಈ�ಂ� �ಾ��ೕ��ಂ�" ಕು�ತು ಒಂದು

�ನದ �ಾ�ಾ��ಾರವನು� ��ಂಬ� 18, 2023, ರಂದು

ಆ�ೕ�ಸ�ಾ�ತು�.
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4�ೕ ��ಂಬ�  �ಂದ 9�ೕ ��ಂಬ�  ವ�� �ಂಗ�ರು ಇ���ಟೂ�� ಆ� ��ಾ�ಲ� (�ಐ�), �ಂಗ�ರು �ೖಬ� 

ಭದ��ಯ ಸ�ಾಲುಗ� ಮತು� ಪ��ಕ�ಮಗಳ �ಷಯ ಕು�ತು �ಾ�ಕ�� ಎ�ಾ�� �ಂ�  ��ೕ�ಾ�ಂ ಅನು� �ೖ��

�ಾ��ೕಜಕತ�ದ�� ನ�ಸ�ಾ�ತು.

ಹೂ���ಾರರ ಸಂಪಕ� ಅ��ೕಶನ� 6�ೕ

��ಂಬ� 2023 ರಂದು �-�ಂ� ಎ�ಎ�ಆ�  ನ��

ನ��ತು, ಅ�� ಏ� �ಾ���ಅಪ�� �ಾಗವ�� ಐದು

�� ಸಂ��ಗಳ ಹೂ���ಾರ�� ಅವ�ಾಶ

�ಾ��ೂಡ�ಾ�ತು.

��ಂಬ� 15 ರಂದು �ಳ�ಾ�ಯ�� ನ�ದ ಎ���

�����ೕಷ� 2023 �ಾಯ�ಕ�ಮದ�� "�ಾಗ�ಕರ

ಒ���ಾ� ಸ�ಾ�ರ-�ಾ���ಅ� �ನ��" ಎಂಬ

�ಷಯದ ಬ�� �ಾ��� �ಾ� ಬಪ��ಾ� ತ�ರ

�ಾಷಣವನು� �ವ���ದರು.
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The Cyber Haasya Sanje event in Chikkaballapura featured stellar performances by renowned

artists like Gangavathi Pranesh, MS Narasimha Murthy, YV Gundurao, H Dundiraj, and Basavaraj

Mahamani. The Cyber Haasya Sanje was held in association with the Karnataka State Government

employees association.

Volunteers from CySecK conducted a cyber security awareness workshop at nine different

locations in the state, where students were made aware of the information on cyber hygiene

practices.

CySecK organized a one-day Workshop on

“Security Incident & Event Management”

in association with Sacumen at Alva’s

Institute of Engineering and Technology,

Moodubidire on 18th December 2023.
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CySecK sponsored Faculty Enhancement Programme (FEP) on “Cyber Security: Challenges and

Countermeasures” was organized at the Bangalore Institute of Technology (BIT), Bengaluru,

from 4th to 9th December 2023.

Investors Connect session was held on

6th Dec 2023 at K-wing HSR, where seven

startups participated & pitched to

investors from five VC firms.

Mr. Karthik Rao Bappanad moderated an

expert talk at the HDB Techceleration

2023 event held at Belagavi on 15th Dec,

the topic was “Government-Startup

Synergy for Citizens Good”.



�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲ� ಉಪಯುಕ� �ಂ� ಗ� ಇ���-

�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತ�� �ಾ�� ಗುರು�ಸಲು - https://factcheck.ksp.gov.in

ಕ�ಾ�ಟಕ �ೖಬ� ಅಪ�ಾಧ ಸ�ಾಯ�ಾ� ಸಂ�� 112

�ಾ��ೕಯ ಸ�ಾಯ�ಾ� 1930 � ಕ� �ಾ�

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

 ಉಪಯುಕ� �ಂ� ಗ� | Useful links 

Karnataka Cyber   Crime Helpline Number 112

National Helpline Number 1930

https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ��
ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  
�ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ
ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ
ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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