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Venkat Ramshet
Founder: FlexibleIR

This foreword looks ahead to address a pressing issue—the
escalating number of cybercrime incidents that currently plague
our state. As you read further, you will come to understand the
rapidity and diversity with which cybercrimes are proliferating.
These offenses are also becoming increasingly intricate and
multifaceted, making investigation and forensic analysis more
challenging. Consequently, the cybercrime divisions must
significantly enhance their investigative and response
capabilities. The urgent need for a massive nationwide capacity-
building initiative for investigators becomes evident.

One way to approach each of these incidents is to view them as
case studies, delving into how the investigative teams, especially
the cybercrime police divisions, analyzed and mitigated these
crimes. Well-structured and documented investigation steps are
crucial. This contributes to the creation of a vast knowledge base
at the state and national levels, bolstering our capacity to
address such crimes on a larger scale.

Let me commence with an engaging anecdote. October marks
Cyber Security Awareness Month, during which we conducted a
Ransomware Response program involving over 60 police officers
from various cities in Karnataka. Our focus was on
understanding the operations of different Ransomware families
and their underlying motives. What struck me during our
discussions is the proficiency that police officers have developed
in analyzing the modus operandi of criminals in the physical
world. Now, consider the potential application of this expertise to
combat cybercrimes! Cybercriminals have their own modus
operandi, and a deep understanding of it is already half the battle
won.

Crime investigators need to be well-equipped with awareness,
training, and tools to tackle cybercrimes. Fortunately, we possess
an exceptional police workforce with vast knowledge
accumulated over decades of experience. If we can implement a
program to facilitate their smooth transition to cybercrime
investigation, it will result in significant capacity-building on a
broad scale.

| extend my heartfelt gratitude to CySecK for giving me the
opportunity to pen this foreword, especially especially as October
is the cyber awareness month.
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https://www.hindustantimes.com/cities/chandigarh-news/chandigarh-rights-panel-to-issue-mandate-for-cyber-security-sessions-in-city-schools-101697487540925.html
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Top Cyber News

Google to step up cyber IACS to raise cyber security standards on ships
security

Google is introducing "Passwordless . I I - .
The International Association of Classification Societies (IACS) has updated its

by Default' for stronger protection. ) ) ) o )
requirements on cyber security to improve the application of cyber requirements

Gmail users can benefit from Al- . . . .
to ships. These revised norms will apply to new vessels built after July 1, 2024,

powered defences, blocking 99.9% ] ) ) ) ) ] )
which will contribute to greater clarity of security and industry alignment.

of threats.

UPI Fraud Dominates Bengaluru Police Unravel ¥854-Crore Cyber Heist

Online Financial Scams in

India, Says FCRF Report

A recent report by Future Crime Bengaluru police have arrested six persons belonging to a cybercrime gang that
Research Foundation (FCRF) reveals has victimised over 5,000 people across the country through clickbait
that UPI frauds accounted for nearly advertisements. Preliminary investigations have revealed that the three kingpins
half of all online financial frauds in India of the incident are absconding and have committed fraud of over Rs 854 crore

from January 2020 to June 2023. so far.
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Top Cyber News

TamilNadu Police Wam of

Chandigarh Schools Mandated to Conduct Cyber Security

Fake Online Store Links
on Social Media

TamilNadu Police's Cyber Crime Wing
alerts the public to fraudulent web links
posted on social media, citing a recent
incident where a victim almost fell for a

fake Big Basket ad.

Chennai Cyber Crime
Jurisdiction Revised for
Sensitivity and Money
Involvement

The Central Crime Branch in Chennai
will handle sensitive cybercrime cases,
bank frauds, fake passport, and visa
cases, regardless of the money
involved, as per a recent Standing

Order.

Sessions Following Student Cybercrime Incident

In response to a recent cybercrime incident involving a student who was
apprehended for morphing and using objectionable pictures of nine students with
an artificial intelligence tool, the Chandigarh Commission for the Protection of
Child Rights (CCPCR) will mandate all schools in Chandigarh, both private and

government, to conduct cyber security sessions.

JCCT Workshop for Strengthening Cybersecurity Initiatives
and Strategies

At a workshop on the Joint Cyber Crime Coordination Team (JCCT) of the Indian
Cyber Crime Coordination Centre in Lucknow, experts engaged in discussions

centred on strategies and citizen-centric initiatives.


https://www.thehindu.com/news/cities/chennai/cyber-crime-wing-alerts-public-about-new-fraud-in-name-of-e-commerce-company/article67295393.ece
https://www.thehindu.com/news/cities/chennai/cyber-crime-wing-alerts-public-about-new-fraud-in-name-of-e-commerce-company/article67295393.ece
https://www.thehindu.com/news/cities/chennai/cyber-crime-wing-alerts-public-about-new-fraud-in-name-of-e-commerce-company/article67295393.ece
https://www.thehindu.com/news/cities/chennai/central-crime-branch-of-chennai-police-to-now-investigate-cyber-crimes-against-women-children/article67426025.ece
https://www.thehindu.com/news/cities/chennai/central-crime-branch-of-chennai-police-to-now-investigate-cyber-crimes-against-women-children/article67426025.ece
https://www.thehindu.com/news/cities/chennai/central-crime-branch-of-chennai-police-to-now-investigate-cyber-crimes-against-women-children/article67426025.ece
https://www.thehindu.com/news/cities/chennai/central-crime-branch-of-chennai-police-to-now-investigate-cyber-crimes-against-women-children/article67426025.ece
https://www.hindustantimes.com/cities/chandigarh-news/chandigarh-rights-panel-to-issue-mandate-for-cyber-security-sessions-in-city-schools-101697487540925.html
https://www.hindustantimes.com/cities/chandigarh-news/chandigarh-rights-panel-to-issue-mandate-for-cyber-security-sessions-in-city-schools-101697487540925.html
https://timesofindia.indiatimes.com/city/lucknow/cyber-cops-lens-on-mule-bank-accounts/articleshow/104542151.cms
https://timesofindia.indiatimes.com/city/lucknow/cyber-cops-lens-on-mule-bank-accounts/articleshow/104542151.cms

SRS Bpeaned

23oneps.pomtels ot
LTTRRORE 470 Bek3 S,

230neRy RPDCTE  903903NnY
D3eRB0D TBFT, INTT AN
DT FOT  9TOFRYT B3O
Se.1.71 Bee& No3 W) SFIZY
©OPIDIDRT [CHBRNE. FST
9 doned) 12,600 3, Be3) BFCNS
S[BOBRNTY, XYY W3 7 vdRen
D3y B’ | R’ Tre JoWwIR

FoRoHATYNES.

ﬁuag a3com $ 738,182
0N INCHRT?, ARORRLT
203RCHSE

25908603 zDoSJaGep—adeaF#%éfiéef OB

W3R IIN SYONT  d&on'
03ReR0e) [0233OR $ 738,182 ey
TrerdbaZy. @BT  RR, sw3ad
DPFBN  @@T BRI, T3,
3BO0TN  JRFANIRT  IORPLE
B VY JIWOPLL ATIONNTOI

PES 34317 WodT.

AEPS z08 Zc® RHowd Ipowndd ode X3 esmec
203062085 ens'R Beeds

R OBz 3230008 TASNY Jee0TD Bed BT’ DIT B3y TFHNETy, JedT
8038 38 F0ZFD e, LROF WINPT WZHT,3 FRINYY, BT BPRWYT. 3 15
F3ND BRBAGTY, AT, 10,000 Se.nPord 1 ©F JR.NALSSR SFeNTHE

B30ns SHonBedIE) BTHCIPA.

RORE B3R BROSFRR SHE F0° B0

©IEI 23903° BRE’ INOE ABRATE B20F FOIT BOSRIH &RTF 3,
8539800083 BR. 99,999 R, BeeID0R BRE’ SRBLINGE R0 BT HDDATYT.

T3 FIWOT VOT 30D, AeFOIT FOFF G HES IBOT 36er TCOPAT.

2080 e R RG 510.18.35 wEReS;) 2688 SowEty

RO S[owWBL [RE BB 39 JIRFB FIR DIWOT FOF B[REE ©BRTBT

B DRNPE 80.18.35 ©F MYy, £0300a3 FES d)@@%ﬁ@ ROOO3PAT.


https://www.thehindu.com/news/cities/Mangalore/another-victim-loses-money-to-aadhaar-enabled-payment-system-fraud-following-registration-of-land-document-at-mangaluru-sub-registrars-office/article67408249.ece
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https://www.ndtv.com/india-news/dmk-mp-dayanidhi-maran-duped-of-rs-99-999-by-fraudster-had-just-picked-up-a-phone-call-4469176
https://www.ndtv.com/india-news/dmk-mp-dayanidhi-maran-duped-of-rs-99-999-by-fraudster-had-just-picked-up-a-phone-call-4469176
https://timesofindia.indiatimes.com/city/bengaluru/escrow-a/c-saves-biocon-from-losing-7-4l-to-cyber-frauds/articleshow/104002885.cms?from=mdr
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https://timesofindia.indiatimes.com/city/bengaluru/escrow-a/c-saves-biocon-from-losing-7-4l-to-cyber-frauds/articleshow/104002885.cms?from=mdr
https://timesofindia.indiatimes.com/city/nashik/cybercrooks-dupe-nashik-resident-of-18-lakh/articleshow/104057109.cms?from=mdr
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https://indianexpress.com/article/cities/bangalore/cyber-crime-bengaluru-links-over-5000-cases-india-8982753/#tbl-em-lnsixxovympxfxckr2r
https://timesofindia.indiatimes.com/city/thane/maharashtra-4-hack-into-software-of-firm-siphon-rs-25-crore-2-held/articleshow/104268649.cms?from=mdr
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https://www.the420.in/travel-scam-coimbatore-woman-loses-15-lakh-fake-makemytrip-impersonation/
https://newsmeter.in/crime/hyderabad-man-dies-suicide-after-loan-app-agents-blackmail-with-morphed-videos-718664
https://newsmeter.in/crime/hyderabad-man-dies-suicide-after-loan-app-agents-blackmail-with-morphed-videos-718664
https://timesofindia.indiatimes.com/city/lucknow/developer-of-site-for-fake-claims-held/articleshow/104201938.cms?from=mdr

Online Frauds

Bengaluru Residents Lose | Rising AEPS-Based Cyber Fraud Incidents Prompt Proposal for
Over Rs 470 Crore to Aadhar Biometric Lock
Cybercrimes in 9 Months

Mangaluru: Multiple victims have reported unauthorized deductions from their bank
accounts after providing Aadhaar details and fingerprints during registration of

documents at the sub-registrar's office. At least 15 individuals have filed complaints,

An analysis of Bengaluru police with losses ranging from 310,000 to 21 lakh.

data reveals that residents in the

MP Dayanidhi Maran Falls Victim to Unauthorised Bank Debit Scam

city lost more than Rs 1.71 crore
daily to various cybercrimes, with
over 12,600 cases reported in 9
months, primarily involving online

job and debit/credit card fraud

DMK MP Dayanidhi Maran filed a complaint about an unknown caller who fraudulently debited

Biocon Foils $738,182
PhIShIng Scam Thanks to around Rs 99,999 from his bank account, leading to a police investigation and a warning about

Escrow Account online banking frauds.

Indian biopharmaceutical company | Rs 18.35 lakh duped by fraudsters on the pretext of work

Biocon unknowingly transferred

§738,182 to fraudsters in a
phishing scheme, but the use of an
escrow account protected their
funds until suspicions arose,

leading to the return of the full A 39-year-old man was scammed of ¥18.35 lakh by online fraudsters who lured him with a

amount. work-from-home opportunity, fraudsters lured him to deposit an advance for earning profit.
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https://timesofindia.indiatimes.com/city/bengaluru/escrow-a/c-saves-biocon-from-losing-7-4l-to-cyber-frauds/articleshow/104002885.cms?from=mdr
https://timesofindia.indiatimes.com/city/bengaluru/escrow-a/c-saves-biocon-from-losing-7-4l-to-cyber-frauds/articleshow/104002885.cms?from=mdr
https://timesofindia.indiatimes.com/city/bengaluru/escrow-a/c-saves-biocon-from-losing-7-4l-to-cyber-frauds/articleshow/104002885.cms?from=mdr
https://timesofindia.indiatimes.com/city/nashik/cybercrooks-dupe-nashik-resident-of-18-lakh/articleshow/104057109.cms?from=mdr
https://timesofindia.indiatimes.com/city/nashik/cybercrooks-dupe-nashik-resident-of-18-lakh/articleshow/104057109.cms?from=mdr
https://timesofindia.indiatimes.com/city/nashik/cybercrooks-dupe-nashik-resident-of-18-lakh/articleshow/104057109.cms?from=mdr

Online Frauds

Four Suspects Booked in

Bengaluru police succeed in busting massive cyber fraud network

Rs 25 Crore Payment
Gateway Hack involving
Forged Documents

A payment gateway hack linked
to a fake firm and forged
documents reveals transactions
exceeding Rs 16,180 crore, with
foreign account transfers, as
investigators delve deeper into

the case.

Airport Supervisor in
Hyderabad Dies by Suicide

Bengaluru cyber police uncovered a colossal online fraud network that funnelled Rs
854 crore through 84 bank accounts linked to over 5000 cases in two years. The

network lured victims across India via social media.

Dhokha in the name of MakeMyTrip: Rs 15 lakh panganama for a
woman

Amid Pressure from Loan
App Agents

A 22-year-old airport supervisor took
his own life after alleged harassment
by online loan app agents who sent

explicit manipulated videos.

A Coimbatore-based woman was duped of Rs 10,000 by fraudsters who claimed to
be a MakeMyTrip employee and offered her an imaginary investment opportunity

promising incredible returns. More than Rs 15 lakh has been swindled.

Fake certificate scam: Website administrator arrested

The Lucknow Police's Cyber Crime cell apprehended a man of Etah, UP, for
operating a website that issued counterfeit birth and death certificates for

fraudulent insurance claims under the Prime Minister Jeevan Jyoti Bima Yojana.


https://indianexpress.com/article/cities/bangalore/cyber-crime-bengaluru-links-over-5000-cases-india-8982753/#tbl-em-lnsixxovympxfxckr2r
https://timesofindia.indiatimes.com/city/thane/maharashtra-4-hack-into-software-of-firm-siphon-rs-25-crore-2-held/articleshow/104268649.cms?from=mdr
https://timesofindia.indiatimes.com/city/thane/maharashtra-4-hack-into-software-of-firm-siphon-rs-25-crore-2-held/articleshow/104268649.cms?from=mdr
https://timesofindia.indiatimes.com/city/thane/maharashtra-4-hack-into-software-of-firm-siphon-rs-25-crore-2-held/articleshow/104268649.cms?from=mdr
https://timesofindia.indiatimes.com/city/thane/maharashtra-4-hack-into-software-of-firm-siphon-rs-25-crore-2-held/articleshow/104268649.cms?from=mdr
https://timesofindia.indiatimes.com/city/thane/maharashtra-4-hack-into-software-of-firm-siphon-rs-25-crore-2-held/articleshow/104268649.cms?from=mdr
https://www.the420.in/travel-scam-coimbatore-woman-loses-15-lakh-fake-makemytrip-impersonation/
https://www.the420.in/travel-scam-coimbatore-woman-loses-15-lakh-fake-makemytrip-impersonation/
https://newsmeter.in/crime/hyderabad-man-dies-suicide-after-loan-app-agents-blackmail-with-morphed-videos-718664
https://newsmeter.in/crime/hyderabad-man-dies-suicide-after-loan-app-agents-blackmail-with-morphed-videos-718664
https://newsmeter.in/crime/hyderabad-man-dies-suicide-after-loan-app-agents-blackmail-with-morphed-videos-718664
https://newsmeter.in/crime/hyderabad-man-dies-suicide-after-loan-app-agents-blackmail-with-morphed-videos-718664
https://timesofindia.indiatimes.com/city/lucknow/developer-of-site-for-fake-claims-held/articleshow/104201938.cms?from=mdr
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Cyber Haasya Sanje programme by renowned comedians in selected districts of

the state as part of October Cyber Security Awareness Month celebrations

¢ During the October Cyber Security Awareness Month campaign, the "Cyber Haasya Sanje" events
resonated across multiple cities, including Koppal, Shivamogga, Hassan, Bidar, Kalburgi, Siraguppa,
Dharwad, Hoovina Hadagali, Bengaluru, and Moodabidri. These gatherings served as informative and
engaging platforms for raising cyber awareness, emphasizing the importance of digital safety, and

fostering a more secure online environment in various regions.

Launching of CISO-KA platform
¢ CISO-KA platform (Chief Information Security Officers — Karnataka) was launched on 17th Oct at
Vikasa Soudha, got a promising support by participation of 15 CISOs as founding members,

including IT giants like Cisco, Infosys & Wipro.
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Some useful links for staying cyber aware and cyber safe -

» To lodge complaint against a cyber-crime -
» To identify fake information:
» Karnataka Cyber Crime Helpline Number 112

» National Helpline Number 1930
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https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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CySecK is the Karnataka state government’'s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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