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ಮುನು�� | FOREWORD

This foreword looks ahead to address a pressing issue—the
escalating number of cybercrime incidents that currently plague
our state. As you read further, you will come to understand the
rapidity and diversity with which cybercrimes are proliferating.
These offenses are also becoming increasingly intricate and
multifaceted, making investigation and forensic analysis more
challenging. Consequently, the cybercrime divisions must
significantly enhance their investigative and response
capabilities. The urgent need for a massive nationwide capacity-
building initiative for investigators becomes evident.

One way to approach each of these incidents is to view them as
case studies, delving into how the investigative teams, especially
the cybercrime police divisions, analyzed and mitigated these
crimes. Well-structured and documented investigation steps are
crucial. This contributes to the creation of a vast knowledge base
at the state and national levels, bolstering our capacity to
address such crimes on a larger scale.

Let me commence with an engaging anecdote. October marks
Cyber Security Awareness Month, during which we conducted a
Ransomware Response program involving over 60 police officers
from various cities in Karnataka. Our focus was on
understanding the operations of different Ransomware families
and their underlying motives. What struck me during our
discussions is the proficiency that police officers have developed
in analyzing the modus operandi of criminals in the physical
world. Now, consider the potential application of this expertise to
combat cybercrimes! Cybercriminals have their own modus
operandi, and a deep understanding of it is already half the battle
won.

Crime investigators need to be well-equipped with awareness,
training, and tools to tackle cybercrimes. Fortunately, we possess
an exceptional police workforce with vast knowledge
accumulated over decades of experience. If we can implement a
program to facilitate their smooth transition to cybercrime
investigation, it will result in significant capacity-building on a
broad scale.

I extend my heartfelt gratitude to CySecK for giving me the
opportunity to pen this foreword, especially especially as October
is the cyber awareness month.

ಈ ಮುನು��ಯು ಪ�ಸು�ತ ನಮ� �ಾಜ�ವನು� �ಾಡು��ರುವ, �ಾಗೂ �ಚು���ರುವ
�ೖಬ� ಅಪ�ಾಧ ಘಟ�ಗಳ ಸಮ��ಯನು� ಪ�ಹ�ಸಲು ಎದುರು �ೂೕಡು���.
�ೕ� ಮುಂ� ಓದು��ದ�ಂ�, �ೖಬ� ಅಪ�ಾಧಗ� �ಚು���ರುವ �ೕಗ ಮತು�
�ೖ�ಧ��ಯನು� �ೕ� ಅಥ��ಾ��ೂ����ೕ�. ಈ ಅಪ�ಾಧಗ� �ಚು� ಸಂ�ೕಣ�
ಮತು� ಬಹುಮು��ಾಗು���, ಇದು ತ�� ಮತು� ����ಾನ ���ೕಷ�ಯನು�
�ಚು� ಸ�ಾ�ಾ� �ಾಡು���. ಪ��ಮ�ಾ�, �ೖಬ� ಅಪ�ಾಧ ��ಾಗಗ� ತಮ�
ತ��ಾ �ಾಮಥ��ವನು� ಗಮ�ಾಹ��ಾ� ���ಸ�ೕ��. ತ��ಾ��ಾ�ಗ��
�ಾಷ��ಾ�� ಬೃಹ� �ಾಮಥ�� ವಧ�� ಉಪಕ�ಮದ ತುತು� ಅಗತ��ಗ�
�����.

ಈ ಸು�� ಪತ�ದ�� ���ರುವ ಪ���ಂದು case studies ಗಳನು� �ೂೕ�ದ�,
ತ��ಾ ತಂಡಗ�, ��ೕಷ�ಾ� �ೖಬ� ���� ��ೕ� ��ಾಗಗ� ಈ
ಅಪ�ಾಧಗಳನು� �ೕ� �ೕ�ಸು��� ಮತು� ಅಪ�ಾಧ ಸಂ��ಗಳನು� ತ���ಸುವ��
�ೕ� ತಮ�ನು� �ೂಡ���ೂಂ�� ಎಂಬುದನು� �ವ�ಸು���. ರಚ�ಾತ�ಕ ಮತು�
�ಾಖ�ತ ತ��ಾ ಹಂತಗ� ಇ�� ���ಯಕ �ಾತ�ವ�ಸು��ದು�, ಇದು �ಾಜ�
ಮತು� �ಾ��ೕಯ ಮಟ�ದ�� ��ಾಲ �ಾನದ ��ಯನು� ರ�ಸಲು �ೂಡು�
�ೕಡುತ��. ಎಂತಹ �ೂಡ� ಪ�ಕರಣಗ�ೕ ಆ�ದ�ರೂ, ಬೃಹ� ಪ��ಾಣದ��
ಪ�ಹ�ಸಲು ಕ�ಮ ವ�ಸಲು ಹು�ದುಂ�ಸುತ��.

�ಾನು ನನ� ಮುನು��ಯನು� ಒಂದು ಆಕಷ�ಕ ಉಪಕ��ಂ�� �ಾ�ರಂ�ಸು��ೕ�.
ಅ�ೂ�ೕಬ� �ೖಬ� ಭದ��ಾ �ಾಗೃ� �ಾಸ, ಈ ಸಮಯದ�� �ಾ� ಕ�ಾ�ಟಕದ
��ಧ ನಗರಗಳ 60 ಕೂ� �ಚು� ��ೕ� ಅ��ಾ�ಗಳನು� ಒಳ�ೂಂಡ
�ಾ� ಸ� �ೕ�  ಪ����� �ಾಯ�ಕ�ಮವನು� ನ����ೕ�. ��ಧ
�ಾ� ಸ� �ೕ�  ಕುಟುಂಬಗಳ �ಾ�ಾ�ಚರ�ಗ� ಮತು� ಅ�ಗಳ ಮೂಲ
ಉ��ೕಶಗಳನು� ಅಥ��ಾ��ೂ��ವತ� ನಮ� ಗಮನ�ತು�. �ೌ�ಕ ಜಗ��ನ��
ಅಪ�ಾ�ಗಳ �ಾಯ���ಾನವನು� ���ೕ�ಸುವ�� ��ೕ� ಅ��ಾ�ಗ�
ಅ�ವೃ��ಪ��ದ �ಾ��ೕಣ�� ನಮ� ಚ��ಯ ಸಮಯದ�� ನನ�ನು� ಆಕ���ತು.
ಈಗ, �ೖಬ� ಅಪ�ಾಧಗಳನು� ಎದು�ಸಲು ಈ ಪ�ಣ�ಯ ಸಂ�ಾವ� ಅನ�ಯವನು�
ಪ�ಗ��! �ೖಬ� ಅಪ�ಾ�ಗ� ತಮ��ೕ ಆದ �ಾಯ���ಾನವನು�
�ೂಂ��ಾ��, ಮತು� ಅದರ ಆಳ�ಾದ ��ವ�� ಈ�ಾಗ�ೕ ಯುದ�ದ ಅಧ�ದಷು�
����.

ಅಪ�ಾಧ ತ��ಾ��ಾ�ಗ� �ೖಬ� ಅಪ�ಾಧಗಳನು� ��ಾ�ಸಲು �ಾಗೃ�,
ತರ�ೕ� ಮತು� �ಾಧನಗ�ಂ�� ಸುಸ��ತ�ಾ�ರ�ೕಕು. ಅದೃಷ�ವ�ಾ�,
ದಶಕಗಳ ಅನುಭವದ�� ಸಂಗ���ದ ಅ�ಾರ �ಾನ�ೂಂ�� �ಾ� ಅ�ಾ�ಾರಣ
��ೕ� �ಾಯ�ಪ�ಯನು� �ೂಂ���ೕ�. �ೖಬ� ಅಪ�ಾಧ ತ��� ಅವರ
ಸುಗಮ ಪ�ವತ��� ಅನುಕೂಲ�ಾಗುವಂ� �ಾ� �ಾಯ�ಕ�ಮವನು�
�ಾಯ�ಗತ�ೂ�ಸಲು �ಾಧ��ಾದ�, ಅದು ��ಾಲ ಪ��ಾಣದ�� ಗಮ�ಾಹ�
�ಾಮಥ�� ವಧ��� �ಾರಣ�ಾಗುತ��.

ಅ�ೂ�ೕಬ� �ೖಬ�  ಭದ��ಯ �ಾಗೃ� �ಾ�ಾಚರ�ಯ �ೕ� ಈ ಮುನು��ಯನು�
ಬ�ಯಲು ನನ� ಅವ�ಾಶ �ೕ�ದ��ಾ�� �ಾನು �ೖ��  � ನನ� ಹೃತೂ�ವ�ಕ
ಕೃತ��ಯನು� ಅ��ಸು��ೕ�.

Venkat Ramshet
Founder: FlexibleIR 

�ಂಕ�  �ಾ� �ೕ� 
ಸಂ�ಾ�ಪಕ - FlexibleIR 



ಹಡಗುಗಳ�� �ೖಬ� ಸುರ��ಾ �ಾನದಂಡಗಳನು� ���ಸಲು ಮುಂ�ಾದ IACS�ೖಬ� ಸುರ��ಯ �ಚ�ಳ�� ಗೂಗ� 
ಕ�ಮ

ಪ�ಮುಖ �ೖಬ� ಸು��

ರೂ.854 �ೂೕ� �ೖಬ�  ವಂಚ� ಪ�ಕರಣ ಪ�� ಹ��ದ �ಂಗ�ರು ��ೕಸರು

ಗೂಗ� ನ�� ಬಲ�ಾದ ರ���ಾ� "�ಾ�

ವ�� �� �ೖ �ೕ�ಾ��" ಅನು�

ಪ�ಚ�ಸು���. Gmail ಬಳ��ಾರರು AI

��ತ ರ���ಂದ ಪ��ೕಜನ

ಪ�ಯಬಹುದು, ಇದು 99.9%

�ದ��ಗಳನು� ತ�ಯುತ�� ಎಂದು

�ಾ�� ���.

UPI ಆ�ಾ�ತ ಆ� �ೖ�  ಹಣ�ಾಸು
ಹಗರಣಗಳ�� �ಾರತ �ೕಲು�ೖ – FCRF
ವರ� 

ಜನವ� 2020 �ಂದ ಜೂ� 2023 ರವ��

�ಾರತದ��ನ ಎ�ಾ� ಆ���� ಹಣ�ಾಸು

ವಂಚ�ಗಳ�� UPI ಆ�ಾ�ತ ವಂಚ�ಗ�ೕ

ಅಧ�ದಷು� ಎಂದು ��ಚ� ����

�ಸ�� �ೌಂ�ೕಶ� (FCRF) ವರ�

�ಾ��.

ಹಡಗುಗ�� �ೖಬ� ಅವಶ�ಕ�ಗಳ ಅನ�ಯವನು� ಸು�ಾ�ಸಲು ಇಂಟ� �ಾ��ನ� 

ಅ�ೂೕ��ೕಷ� ಆ� �ಾ����ೕಶ� �ೂ�ೖ�ೕ� (ಐಎ�ಎ�) �ೖಬ� ಸುರ��ಯ

ಬ�� ತನ� ಅವಶ�ಕ�ಗಳನು� ನ�ೕಕ���. ಈ ಪ�ಷ��ತ �ಾನದಂಡಗ� ಜು�ೖ 1, 2024

ರ ನಂತರ ���ಸ�ಾದ �ೂಸ ಹಡಗುಗ�� ಅನ��ಸುತ��, ಭದ��� ���ನ ಸ�ಷ��

ಮತು� ಉದ�ಮ �ೂೕಡ�� ಇದು ಸಹ�ಾ��ಾ��. 

��� �ೖ�  �ಾ�ೕ�ಾತುಗಳ ಮೂಲಕ �ೕ�ಾದ�ಂತ ೫�ಾ�ರಕೂ� �ಚು� ಜನರನು�

ಬ�ಪಶುಗಳ�ಾ���ದ �ೖಬ�  ����  �ಾ�ಂ� � �ೕ�ದ ೬ ಮಂ� ಆ�ೂೕ�ಗಳನು�

�ಂಗ��ನ ��ೕಸರು ಬಂ���ಾ��. ಈ ಘಟ�ಯ ೩ �ಂ�  �� ಗ�

ಪ�ಾ��ಾ�ದು�, ಇದುವ�ಗೂ ೮೫೪ �ೂೕ�ಗೂ �ಚು� ವಂಚ� ನ��ರು�ದು

�ಾ�ಥ�ಕ ತ��ಯ�� ಬಯ�ಾ��. 

https://smartmaritimenetwork.com/2023/10/02/iacs-updates-maritime-cyber-rules-and-implementation-date/
https://siliconangle.com/2023/10/12/google-celebrates-cybersecurity-awareness-month-new-updates-initiatives/
https://siliconangle.com/2023/10/12/google-celebrates-cybersecurity-awareness-month-new-updates-initiatives/
https://www.deccanherald.com/india/karnataka/bengaluru/bengaluru-police-bust-rs-854-crore-cyber-investment-fraud-arrest-6-people-2707517
https://www.thehindubusinessline.com/data-stories/data-focus/almost-half-of-cyber-crime-cases-since-2020-have-been-linked-to-upi/article67348520.ece
https://www.thehindubusinessline.com/data-stories/data-focus/almost-half-of-cyber-crime-cases-since-2020-have-been-linked-to-upi/article67348520.ece
https://www.thehindubusinessline.com/data-stories/data-focus/almost-half-of-cyber-crime-cases-since-2020-have-been-linked-to-upi/article67348520.ece
https://www.thehindubusinessline.com/data-stories/data-focus/almost-half-of-cyber-crime-cases-since-2020-have-been-linked-to-upi/article67348520.ece


ಪ�ಮುಖ �ೖಬ� ಸು��

�ಾ�ಗಳ�� �ೖಬ�  ಭದ��ಾ ಅ��ೕಶನ ಕ�ಾ�ಯ�ೂ��ದ ಚಂ�ೕಗಢ 

ಕೃತಕ ಬು��ಮ��(AI) �ಾಧನ�ಂದ ಒಂಬತು� ��ಾ���ಗಳ ಆ�ೕ�ಾಹ� �ತ�ಗಳನು�

�ಾ��ಂ� �ಾ� ಬಳ�ದ ಆ�ೂೕಪದ �ೕ� ಬಂ�ಸಲ�ಟ� ��ಾ���ಯನು� ಒಳ�ೂಂಡ

ಇ��ೕ�ನ �ೖಬ� ಅಪ�ಾಧ ಘಟ�� ಪ������ಾ�, ಚಂ�ೕಗಢ ಮಕ�ಳ ಹಕು�ಗಳ

ರ�� ಆ�ೕಗ (����ಆ�) ಚಂ�ೕಗಢದ ಎ�ಾ� �ಾಸ� ಮತು� ಸ�ಾ�� �ಾ�ಗ��

�ೖಬ� ಭದ��ಾ ಅ��ೕಶನಗಳನು� ನ�ಸು�ದನು� ಕ�ಾ�ಯ�ೂ���.

�ಾ�ಾ�ಕ �ಾಧ�ಮಗಳ��ನ ನಕ�
ಅಂಗ�ಗಳ ಆ� �ೖ�  �ಂ� ಗಳ ಬ��
ಎಚ��� �ೕ�ದ ತ���ಾಡು ��ೕ�  

ತ���ಾಡು ��ೕಸರ �ೖಬ� ಅಪ�ಾಧ

��ಾಗ� �ಾ�ಾ�ಕ �ಾಧ�ಮದ��

�ೕ�� �ಾಡ�ಾದ �ೕಸದ ��

�ಂಕ�ಳ ಬ�� �ಾವ�ಜ�ಕ�� ಎಚ���

�ೕ��. ಇ��ೕ�� ಸಂತ����ಬ�ರು ನಕ�

�� �ಾ��� �ಾ�ೕ�ಾ�� �ದ�

ಘಟ�ಯನು� ಇ�� ಉ��ೕ���ಾ��.

ಸೂ�� �ೖಬ�  ಅಪ�ಾಧ ಪ�ಕರಣಗಳ
ಉಸು��ಾ� ����ನ �ೕಂದ� ಅಪ�ಾಧ
��ಾಗದ �ಗ��.

����ನ �ೕಂದ� ಅಪ�ಾಧ ��ಾಗ� ಸೂ��

�ೖಬ� ಅಪ�ಾಧ ಪ�ಕರಣಗ�, �ಾ�ಂ�

ವಂಚ�ಗ�, ನಕ� �ಾ�ೂ�ೕ�� ಮತು�

�ೕ�ಾ ಪ�ಕರಣಗಳನು� �ವ��ಸುತ��

ಎಂದು ಇ��ೕ�ನ �ಾ�� ಸ�� ಆ�ೕಶದ��

��ಸ�ಾ��.

�ೖಬ� ಭದ�� ಉಪಕ�ಮಗ� ಮತು� �ಾಯ�ತಂತ�ಗಳನು� ಬಲಪ�ಸಲು ����
�ಾ�ಾ��ಾರ

ಲ�ೂ�ೕದ �ಾರ�ೕಯ �ೖಬ� ಅಪ�ಾಧ ಸಮನ�ಯ �ೕಂದ� ಮತು� ಜಂ� �ೖಬ� ಅಪ�ಾಧ

ಸಮನ�ಯ ತಂಡ (����) �ೖಬ�  ಭದ��ಯ ಉಪಕ�ಮಗ� ಮತು� �ಾಯ�ತಂತ�ಗಳನು�

ಬಲಪ�ಸುವ ಸಲು�ಾ� �ಾ�ಾ��ಾರವನು� ಆ�ೕ��ತು�. �ಾ�ಾ��ಾರದ��, ತ�ರು

�ಾಯ�ತಂತ�ಗ� ಮತು� �ಾಗ�ಕ �ೕಂ��ತ �ಷಯಗಳ ಕು�ತು ಚ���ದರು.

https://www.hindustantimes.com/cities/chandigarh-news/chandigarh-rights-panel-to-issue-mandate-for-cyber-security-sessions-in-city-schools-101697487540925.html
https://www.hindustantimes.com/cities/chandigarh-news/chandigarh-rights-panel-to-issue-mandate-for-cyber-security-sessions-in-city-schools-101697487540925.html
https://www.thehindu.com/news/cities/chennai/central-crime-branch-of-chennai-police-to-now-investigate-cyber-crimes-against-women-children/article67426025.ece
https://www.thehindu.com/news/cities/chennai/central-crime-branch-of-chennai-police-to-now-investigate-cyber-crimes-against-women-children/article67426025.ece
https://www.thehindu.com/news/cities/chennai/central-crime-branch-of-chennai-police-to-now-investigate-cyber-crimes-against-women-children/article67426025.ece


Google is introducing "Passwordless

by Default" for stronger protection.

Gmail users can benefit from AI-

powered defences, blocking 99.9%

of threats. 

The International Association of Classification Societies (IACS) has updated its

requirements on cyber security to improve the application of cyber requirements

to ships. These revised norms will apply to new vessels built after July 1, 2024,

which will contribute to greater clarity of security and industry alignment. 

IACS to raise cyber security standards on shipsGoogle to step up cyber
security

Top Cyber News

A recent report by Future Crime

Research Foundation (FCRF) reveals

that UPI frauds accounted for nearly

half of all online financial frauds in India

from January 2020 to June 2023.

UPI Fraud Dominates
Online Financial Scams in
India, Says FCRF Report

Bengaluru Police Unravel ₹854-Crore Cyber Heist

Bengaluru police have arrested six persons belonging to a cybercrime gang that

has victimised over 5,000 people across the country through clickbait

advertisements. Preliminary investigations have revealed that the three kingpins

of the incident are absconding and have committed fraud of over Rs 854 crore

so far. 

https://smartmaritimenetwork.com/2023/10/02/iacs-updates-maritime-cyber-rules-and-implementation-date/
https://siliconangle.com/2023/10/12/google-celebrates-cybersecurity-awareness-month-new-updates-initiatives/
https://siliconangle.com/2023/10/12/google-celebrates-cybersecurity-awareness-month-new-updates-initiatives/
https://www.thehindubusinessline.com/data-stories/data-focus/almost-half-of-cyber-crime-cases-since-2020-have-been-linked-to-upi/article67348520.ece
https://www.thehindubusinessline.com/data-stories/data-focus/almost-half-of-cyber-crime-cases-since-2020-have-been-linked-to-upi/article67348520.ece
https://www.thehindubusinessline.com/data-stories/data-focus/almost-half-of-cyber-crime-cases-since-2020-have-been-linked-to-upi/article67348520.ece
https://www.deccanherald.com/india/karnataka/bengaluru/bengaluru-police-bust-rs-854-crore-cyber-investment-fraud-arrest-6-people-2707517


TamilNadu Police Warn of
Fake Online Store Links
on Social Media

Top Cyber News

Chennai Cyber Crime
Jurisdiction Revised for
Sensitivity and Money
Involvement

Chandigarh Schools Mandated to Conduct Cyber Security
Sessions Following Student Cybercrime Incident

In response to a recent cybercrime incident involving a student who was

apprehended for morphing and using objectionable pictures of nine students with

an artificial intelligence tool, the Chandigarh Commission for the Protection of

Child Rights (CCPCR) will mandate all schools in Chandigarh, both private and

government, to conduct cyber security sessions.

TamilNadu Police's Cyber Crime Wing

alerts the public to fraudulent web links

posted on social media, citing a recent

incident where a victim almost fell for a

fake Big Basket ad.

The Central Crime Branch in Chennai

will handle sensitive cybercrime cases,

bank frauds, fake passport, and visa

cases, regardless of the money

involved, as per a recent Standing

Order.

JCCT Workshop for Strengthening Cybersecurity Initiatives
and Strategies

At a workshop on the Joint Cyber Crime Coordination Team (JCCT) of the Indian

Cyber Crime Coordination Centre in Lucknow, experts engaged in discussions

centred on strategies and citizen-centric initiatives. 

https://www.thehindu.com/news/cities/chennai/cyber-crime-wing-alerts-public-about-new-fraud-in-name-of-e-commerce-company/article67295393.ece
https://www.thehindu.com/news/cities/chennai/cyber-crime-wing-alerts-public-about-new-fraud-in-name-of-e-commerce-company/article67295393.ece
https://www.thehindu.com/news/cities/chennai/cyber-crime-wing-alerts-public-about-new-fraud-in-name-of-e-commerce-company/article67295393.ece
https://www.thehindu.com/news/cities/chennai/central-crime-branch-of-chennai-police-to-now-investigate-cyber-crimes-against-women-children/article67426025.ece
https://www.thehindu.com/news/cities/chennai/central-crime-branch-of-chennai-police-to-now-investigate-cyber-crimes-against-women-children/article67426025.ece
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�ಂಗ�ರು ��ೕ� ಅಂ�ಅಂಶಗಳ

���ೕಷ�ಯ ಪ��ಾರ, ನಗರದ ��ಾ�ಗ�

��ಧ �ೖಬ� ಅಪ�ಾಧಗ�ಂದ ಪ���ನ

ರೂ.1.71 �ೂೕ� �ಂತ �ಚು� ನಷ�ವನು�

ಅನುಭ�ಸು��ರು�ದು ವರ��ಾ��. ಕ�ದ

9 �ಂಗಳ�� 12,600 ಕೂ� �ಚು� ಪ�ಕರಣಗ�

ವರ��ಾ�ದು�, ���ನ� ಆ���� ಉ�ೂ�ೕಗ

ಮತು� ��� / ���� �ಾ�� ವಂಚ��

ಸಂಬಂ���ಾ���.

ಸ� ���ಾ�� ಕ�ೕ�ಯ�� �ಾಖ�ಗಳ �ೂೕಂದ� �ೕ� ಆ�ಾ� �ವರ ಮತು� �ರಳಚು�ಗಳನು� �ೕ�ದ

ನಂತರ ಅ�ೕಕ ಸಂತ�ಸ�ರು ತಮ� �ಾ�ಂ� �ಾ�ಗ�ಂದ ಅನ�ಕೃತ ಕ�ತಗಳನು� ವರ� �ಾ��ಾ��. ಕ�ಷ� 15

ವ���ಗ� ದೂರುಗಳನು� �ಾಖ��ದು�, 10,000 ರೂ.ಗ�ಂದ 1 ಲ� ರೂ.ಗಳವ�� ನಷ��ಾ�ರುವ

ಪ�ಕರಣಗ� ಮಂಗ��ನ�� ವರ��ಾ��.                                                                                    

AEPS ಆ�ಾ�ತ �ೖಬ�  ವಂಚ� ಪ�ಕರಣಗಳ�� �ಾ�ೕ �ಚ�ಳ: ಆ�ಾ� 
ಬ�ೕ����  �ಾ� � ಸೂಚ�

�ಂಗ��ೂಂದರ��ೕ �ೖಬ� 
ಅಪ�ಾಧ�ಂದ 470 �ೂೕ� ನಷ�

ಆ� �ೖ�  �ೕಸಗ�

ಸಂಸದ ದ�ಾ�� �ಾರ� ಗೂ ತ��ದ �ೖಬ�  ವಂಚ� 

ಅನ�ಕೃತ �ಾ�ಂ� ��� ಹಗರಣ�� ಬ��ಾ�ರುವ �ಎಂ� ಸಂಸದ ದ�ಾ�� �ಾರ� ತಮ�

�ಾ��ಂದ ರೂ. 99,999 ಗಳನು� �ೕಸ�ಂದ ���  �ಾಡ�ಾ�� ಎಂದು ದೂರು �ಾಖ���ಾ��.

ಅಪ��ತ ವ����ಂದ ಬಂದ ಕ�ಯನು� ��ೕಕ��ದ ಪ��ಮ ಈ ಘಟ� ನ��ದು� ಇ�ೕಗ ವರ��ಾ��.        

ಎ�ೂ� �ಾ��ಂದ $ 738,182
��ಂ� ಹಗರಣವನು� �ಫಲ�ೂ��ದ
ಬ�ೕ�ಾ�

�ಾರ�ೕಯ ಬ�ೕ�ಾ�ಾ�ಸು��ಕ� ಕಂಪ�

ಬ�ೕ�ಾ� ತನ� ��ಯ� ��ಂ�

�ೕಜ�ಯ�� ವಂಚಕ�� $ 738,182 ಅನು�

ವ�ಾ���ತು�. ಆದ� ಎ�ೂ� �ಾ�ಯ

ಬಳ�ಯು ಅವರ ಹಣವನು� ರ��ತು,

ಇದ�ಂ�ಾ� ವ�ಾ��ಸ�ಾದ ಸಂ�ಣ�

ಹಣ ಮರ� ಪ�ಯಲು ಸ�ಾಯ�ಾ�ರುವ

ಘಟ� �ಳ�� ಬಂ��.

�ಲಸದ ಆ�ಷ��� ರೂ.18.35 ಲ�ಗಳನು� �ೕ�ದ ವಂಚಕರು

�ೖಬ�  ವಂಚಕರು �ಾ��  ಮೂಲದ 39 ವಷ�ದ ವ���� ಮ��ಂದ �ಲಸ �ಾಡುವ ಅವ�ಾಶದ

ಆ�ಷ��� ರೂ.18.35 ಲ� ಗಳನು� �ೕ�ರುವ ಘಟ� ಮ�ಾ�ಾಷ�ದ�� ವರ��ಾ��.                         
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ನಕ� ಸಂ�� ಮತು� ನಕ� �ಾಖ�ಗ��

ಸಂಬಂ��ದ �ಾವ� �ೕ� �ೕ �ಾ�� ಆ�ದು�,  

��ೕ� �ಾ� ವ�ಾ�ವ��ಂ��

ರೂ.16,180 �ೂೕ� �ಂತ ���ನ

ವ��ಾಟುಗಳನು� ಬ�ರಂಗಪ�ಸ�ಾ��.
ಎರಡು ವಷ�ಗಳ�� 5000 ಕೂ� �ಚು� ಪ�ಕರಣಗ�� ಸಂಬಂ��ದ 84 �ಾ�ಂ� �ಾ�ಗಳ ಮೂಲಕ ರೂ.854

�ೂೕ� ಗಳನು� ವಂ��ದ ಬೃಹ� ಆ���� ವಂಚ� �ಾಲವನು� �ಂಗ�ರು �ೖಬ� ��ೕಸರು ಪ��

ಹ���ಾ��. ಈ �ಾಲ� �ಾ�ಾ�ಕ �ಾಧ�ಮಗಳ ಮೂಲಕ �ಾರತ�ಾದ�ಂತ ಸ��ಯ�ಾ�ದು�, MBA

ಪದ�ೕದರ ಮತು� Software ಎಂ��ಯ�  ಈ ಪ�ಕರಣದ �ಾಸ��  �ೖಂ� ಗ�ಂಬುದು ತ���ಂದ

��ದುಬಂ��. 

ಬೃಹ�  �ೖಬ�  ವಂಚ� �ಾಲವನು� �ೕ�ಸುವ�� �ಂಗ�ರು ��ೕಸರು ಯಶ��ನಕ� �ಾಖ�ಗಳನು� ಒಳ�ೂಂಡ ರೂ.25
�ೂೕ� ಗಳ �ಾವ� �ೕ� �ೕ �ಾ��:
�ಾಲ�ರ �ರುದ� ಪ�ಕರಣ �ಾಖಲು

ಆ� �ೖ�  �ೕಸಗ�

MakeMyTrip �ಸರ�� �ೂೕ�ಾ: ಮ���ಬ��� ರೂ.೧೫ಲ� ಪಂಗ�ಾಮ

�ೂೕ� ಆ�� ಏ�ಂಟರ ಒತ�ಡ�� ಮ�ದು
��ಾನ ��ಾ�ಣದ �ೕ���ರಕ ಆತ�ಹ��

ಆ���� �ೂೕ� ಅ���ೕಶ� ಏ�ಂಟರು

ಅ��ೕಲ �ೕ��ಗಳನು� ಕ��� �ರುಕುಳ

�ೕಡು��ರು��ಾ� �ೕ�ರುವ 22 ವಷ�ದ

��ಾನ ��ಾ�ಣದ �ೕ���ರಕ�ೂಬ�ರು

ಆತ�ಹ�� ಶರ��ರುವ ಘಟ�

ನವ�ಹ�ಯ��  ವರ��ಾ��. 

�ೂಯಮತೂ�ರು ��ಾ��ಬ�ರು �ೕ� �ೖ ��� ಉ�ೂ�ೕ� ಎಂದು �ೕ��ೂಂಡು ನಂಬಲ�ಾಧ��ಾದ

�ಾಭದ ಭರವ� �ೕ� �ಾಲ��ಕ ಹೂ�� ಅವ�ಾಶದ ಆ�ಷ���ರುವ ವಂಚಕರು ತ���ಾಡು ಮೂಲದ

ಮ���ವ��ಂದ ರೂ. 15 ಲ�ಕೂ� �ಚು� ಹಣವನು� ವಂ��ರುವ ಘಟ� ವರ��ಾ��. 

ನಕ� ಪ��ಾಣ ಪತ� ಹಗರಣ: �� �ೖ�  ��ಾ�ಹಕನ ಬಂಧನ

ಪ��ಾನ ಮಂ�� �ೕವ� �ೂ�ೕ� ��ಾ �ೕಜ� ಅ�ಯ�� �ೕಸದ ��ಾ ���� ಗ��ಾ� ನಕ� ಜನನ

ಮತು� ಮರಣ ಪ��ಾಣಪತ�ಗಳನು� �ೕಡುವ ����� ಅನು� �ವ��ಸು��ದ� ಉತ�ರಪ��ೕಶದ ಇ� ಮೂಲದ

ವ���ಯನು� ಲ�ೂ�ೕ ��ೕಸರ �ೖಬ� ಅಪ�ಾಧ ��ಾಗ ಬಂ���.
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An analysis of Bengaluru police

data reveals that residents in the

city lost more than Rs 1.71 crore

daily to various cybercrimes, with

over 12,600 cases reported in 9

months, primarily involving online

job and debit/credit card fraud

Mangaluru: Multiple victims have reported unauthorized deductions from their bank

accounts after providing Aadhaar details and fingerprints during registration of

documents at the sub-registrar's office. At least 15 individuals have filed complaints,

with losses ranging from ₹10,000 to ₹1 lakh.

Rising AEPS-Based Cyber Fraud Incidents Prompt Proposal for
Aadhar Biometric Lock

Bengaluru Residents Lose
Over Rs 470 Crore to
Cybercrimes in 9 Months

Online Frauds

MP Dayanidhi Maran Falls Victim to Unauthorised Bank Debit Scam

DMK MP Dayanidhi Maran filed a complaint about an unknown caller who fraudulently debited

around Rs 99,999 from his bank account, leading to a police investigation and a warning about

online banking frauds.

Biocon Foils $738,182
Phishing Scam Thanks to
Escrow Account

Indian biopharmaceutical company

Biocon unknowingly transferred

$738,182 to fraudsters in a

phishing scheme, but the use of an

escrow account protected their

funds until suspicions arose,

leading to the return of the full

amount.

Rs 18.35 lakh duped  by fraudsters on the pretext of work

A 39-year-old man was scammed of ₹18.35 lakh by online fraudsters who lured him with a

work-from-home opportunity, fraudsters lured him to deposit an advance for earning profit.
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A payment gateway hack linked

to a fake firm and forged

documents reveals transactions

exceeding Rs 16,180 crore, with

foreign account transfers, as

investigators delve deeper into

the case.

Bengaluru cyber police uncovered a colossal online fraud network that funnelled Rs

854 crore through 84 bank accounts linked to over 5000 cases in two years. The

network lured victims across India via social media.

Bengaluru police succeed in busting massive cyber fraud networkFour Suspects Booked in
Rs 25 Crore Payment
Gateway Hack involving
Forged Documents 

Online Frauds

Dhokha in the name of MakeMyTrip: Rs 15 lakh panganama for a
woman

A Coimbatore-based woman was duped of Rs 10,000 by fraudsters who claimed to

be a MakeMyTrip employee and offered her an imaginary investment opportunity

promising incredible returns. More than Rs 15 lakh has been swindled. 

Airport Supervisor in
Hyderabad Dies by Suicide
Amid Pressure from Loan
App Agents

A 22-year-old airport supervisor took

his own life after alleged harassment

by online loan app agents who sent

explicit manipulated videos.

Fake certificate scam: Website administrator arrested

The Lucknow Police's Cyber Crime cell apprehended a man of Etah, UP, for

operating a website that issued counterfeit birth and death certificates for

fraudulent insurance claims under the Prime Minister Jeevan Jyoti Bima Yojana.
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ಅ�ೂ�ೕಬ� �ೖಬ� ಭದ��ಯ �ಾಗೃ� �ಾ�ಾಚರ�ಯ ಅಂಗ�ಾ� �ಾಜ�ದ ಆಯ�

���ಗಳ�� �ಾ�ತ �ಾಸ� ಕ�ಾ�ದರುಗ�ಂದ ‘�ೖಬ� �ಾಸ� ಸಂ�' �ಾಯ�ಕ�ಮ

 �ೖ�� ವರ� | CySecK Updates

ಅ�ೂ�ೕಬ�  �ೖಬ�  ಭದ��ಯ �ಾಗೃ� �ಾ�ಾಚರ�ಯ ಅಂಗ�ಾ� �ೂಪ�ಳ, �ವ�ಗ�, �ಾಸನ, �ೕದ� ,

ಕಲು���, �ರಗುಪ�, �ಾರ�ಾಡ, ಹೂ�ನ ಹಡಗ�, �ಂಗ�ರು ಮತು� ಮೂಡ�ದ� ಗಳ��

ಹ���ೂಳ��ಾ�ದ� �ೖಬ�  �ಾಸ� ಸಂ� �ಾಯ�ಕ�ಮ� ಅ� �ಚು� ಜನರನು� ತಲು�ವ�� ಯಶ���ಾ��. 

CISO-KA platform (Chief Information Security Officers – Karnataka) ಅನು� 17�ೕ ಅ�ೂ�ೕಬ� ರಂದು

��ಾಸ�ೌಧದ�� �ಾ�ರಂ�ಸ�ಾ�ತು, ಐ� �ೕತ�ದ �ೖತ� ಕಂಪ�ಗ�ಾದ ��ೂ�, ಇ�ೂ�ೕ�� ಮತು� ���ೕ �ೕ�ದಂ� 15 CISO

ಗ� �ಾ�ಪಕ ಸದಸ��ಾ� �ಾಗವ�ಸುವ ಮೂಲಕ ಭರವ�ಯ �ಂಬಲವನು� ಖ�ತಪ��ದರು.

CISO-KA platform ನ �ೂೕ�ಾಪ��



Cyber Haasya Sanje programme by renowned comedians in selected districts of

the state as part of October Cyber Security Awareness Month celebrations

 �ೖ�� ವರ� | CySecK Updates

During the October Cyber Security Awareness Month campaign, the "Cyber Haasya Sanje" events

resonated across multiple cities, including Koppal, Shivamogga, Hassan, Bidar, Kalburgi, Siraguppa,

Dharwad, Hoovina Hadagali, Bengaluru, and Moodabidri. These gatherings served as informative and

engaging platforms for raising cyber awareness, emphasizing the importance of digital safety, and

fostering a more secure online environment in various regions.

CISO-KA platform (Chief Information Security Officers – Karnataka) was launched on 17th Oct at

Vikasa Soudha, got a promising support by participation of 15 CISOs as founding members,

including IT giants like Cisco, Infosys  & Wipro. 

Launching of CISO-KA platform



�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತ�� �ಾ�� ಗುರು�ಸಲು - https://factcheck.ksp.gov.in

ಕ�ಾ�ಟಕ �ೖಬ� ಅಪ�ಾಧ ಸ�ಾಯ�ಾ� ಸಂ�� 112

�ಾ��ೕಯ ಸ�ಾಯ�ಾ� 1930 � ಕ� �ಾ�

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲ� ಉಪಯುಕ� �ಂ� ಗ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

 ಉಪಯುಕ� �ಂ� ಗ� | Useful links 

Karnataka Cyber   Crime Helpline Number 112

National Helpline Number 1930

https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ��
ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  
�ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ
ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ
ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.

ನಮ� ಬ�� | About CySecK 


