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ಮುನು�� | FOREWORD

With people increasingly relying on technology for daily
activities, it's becoming a significant threat to those
ignorant of cybercrime. Cybercrime, fraudulent
transactions, phishing, identity threats, ransomware, and
vulnerabilities are recent buzzwords globally. With Artificial
Intelligence (AI) gaining relevance, human criminal
intelligence poses a growing threat to innocent individuals
worldwide.

Reports from a leading cybersecurity company estimate
that by 2023, the world could face a staggering cost of 8
trillion dollars, or 8 lakh crores in Indian Rupees, due to
escalating cybercrime. Cybersecurity acts as our fortress,
shielding our data and systems from potential dangers.
While eradicating human error entirely might thwart many
cyberattacks, the reality is that individuals and businesses
in this digital age possess valuable information coveted by
cybercriminals. Consequently, the impact of cybercrime
touches us all.

As our world becomes more digitally connected, educating
ourselves on cybersecurity becomes increasingly
important. Cyber Vartika is committed to this cause,
disseminating information about cybercrime incidents to
raise awareness across diverse audiences. Internet users
are often exposed to cybersecurity risks due to a lack of
awareness about online threats and the potential hazards
of divulging personal information. Unfortunately, even
highly educated individuals in all fields fall victim to the
rising tide of phishing activities, often driven by financial
motives.

This edition of the newsletter focuses on prevalent online
crimes, including cyber-blackmail, threats, fake online jobs,
work-from-home schemes, false promises, women
harassment, fake website postings, publishing of explicit
material, image manipulation, and the creation of false
profiles. The newsletter aims to illuminate such incidents,
striving to caution and inform innocent individuals about
potential dangers in the cyber realm.

The Cyber Vartika team's initiative to elevate public
awareness of cyber safety stands as an invaluable and
commendable service to the community.

ನಮ� �ೕಶದ ಜನರು �ೖನಂ�ನ ಚಟುವ��ಗ�� ತಂತ��ಾನವನು� �ಚು�
ಅವಲಂ��ರು�ದ�ಂದ, �ೖಬ� ಅಪ�ಾಧ ಚಟುವ��ಗಳ ಬ�� ���ಲ�ದ
ಪ���ಬ��ಗೂ ತಂತ��ಾನ� �ೂಡ� ಸ�ಾ�ಾ� ಪ�ಣ���. �ೖಬ�
ಅಪ�ಾಧ, ವಂಚ� ವ��ಾಟು, ��ಂ�, �ದ��ಗ�, �ಾ� ಸ� �ೕ� ,
ದುಬ�ಲ�ಗ� �ಶ��ಾದ�ಂತ ಇ��ೕ�ನ ಚ��ಯ ಪದಗ�ಾ��. ಕೃತಕ
ಬು��ಮ�� (AI) ಪ�ಸು�ತ ಜಗ��ನ�� �ಚು� ಪ�ಸು�ತ�ಾಗು��ರು�ದ�ಂದ, ಇದರ
ಸ�ಾಯ�ಂದ �ೖಬ�  ವಂಚಕರು ನ�ಸು��ರುವ ವಂಚ�ಗ�
ಪ�ಪಂಚ�ಾದ�ಂತ ಮುಗ� ಜನರ �����ಸುವಂ�ಾ��. 

�ೖಬ� ಭದ��ಯ ಕಂಪ��ಂದರ ಪ��ಾರ, 2023 ರ��, �ಚು���ರುವ
�ೖಬ� ಅಪ�ಾಧಗ�ಂ�ಾ� ಅಂ�ಾಜು 8 ಲ� �ೂೕ� �ಾರ�ೕಯ
ರೂ�ಾ�ಗಳ �ಚ��ಾಗು���. �ೖಬ� ಭದ�� ನಮ� ಗು�ಾ��ಾ�
�ಾಯ��ವ��ಸು��ದು�, ನಮ� �ೕ� ಮತು� ವ�ವ��ಗಳನು� ಸಂ�ಾವ�
ಅ�ಾಯಗ�ಂದ ರ�ಸುತ��. �ಾನವ �ೂೕಷವನು� ಸಂ�ಣ��ಾ�
��ದು�ಾಕು�ದ�ಂದ ಅ�ೕಕ �ೖಬ� �ಾ�ಗ� ಸಂಭ�ಸು�ದನು�
ತ�ಯಬಹುದು. ಆಧು�ಕ ��ಟ� ಯುಗದ�� ವ���ಗ� ಮತು�
ವ�ವ�ಾರಗ� �ೖಬ� ಅಪ�ಾ�ಗ� ಬಯಸುವ ಅಮೂಲ��ಾದ
�ಾ��ಯನು� �ೂಂ�ರು�ದ�ಂದ, �ೖಬ� ಅಪ�ಾಧದ ಪ��ಮ�
ನ��ಲ�ರನೂ� �ೕರ�ಾ� ಅಥ�ಾ ಪ�ೂೕ��ಾ� ಸ���ಸುತ��.

ನಮ� ಜಗತು� �ಚು� ��ಟ� ಸಂಪ��ತ�ಾಗು��ದ�ಂ�, �ೖಬ� ಸುರ��ಯ
ಬ�� ನಮ� �ಾ�� & ��ಣ �ೕಡು�ದು �ಚು� ಮುಖ��ಾಗುತ��. �ೖಬ�
�ಾ���ಾ �ೖಬ�  ಭದ�� ಕು�ತು �ಾಗೃ� ಮೂ�ಸಲು ಬದ��ಾ��,
�ೖ�ಧ�ಮಯ ��ೕ�ಕರ�� �ಾಗೃ� ಮೂ�ಸಲು �ೖಬ� ಅಪ�ಾಧ ಘಟ�ಗಳ
ಬ�� �ಾ��ಯನು� ಪ��ಾರ �ಾಡುತ��. ಆ���� �ದ��ಗಳ ಬ�� ಅ��ನ
�ೂರ� ಮತು� �ೖಯ��ಕ �ಾ��ಯನು� ಬ�ರಂಗಪ�ಸುವ ಸಂ�ಾವ�
ಅ�ಾಯಗ�ಂ�ಾ� ಇಂಟ��� ಬಳ��ಾರರು ���� �ೖಬ� ಸುರ��ಯ
ಅ�ಾಯಗ�� ಒ���ೂ���ಾ��. ದುರದೃಷ�ವ�ಾ�, ಎ�ಾ� �ೕತ�ಗಳ��
ಸು��ತರು ಸಹ ��ಂ� ಚಟುವ��ಗಳ �ಚು���ರುವ ಅ��
�ಲು��ೂ�����ಾ��, ಇದು ���� ಆ��ಕ ಉ��ೕಶಗ��ಾ��ೕ
ನ�ಸಲ�ಡು���.

ಸು��ಪತ�ದ ಈ ಆವೃ��ಯು �ೖಬ�-�ಾ�� �ೕ� , �ದ��ಗ�, ನಕ�
ಆ���� ಉ�ೂ�ೕಗಗ�, ಮ��ಂದ �ಲಸ �ಾಡುವ ಉ�ೂ�ೕಗವ�ಾಶಗ�,
ಸು�� ಭರವ�ಗ�, ಮ��ಯ�� �ರುಕುಳ, ನಕ� ����� �ೕ�� ಮತು�  
ಅ��ೕಲ �ಷಯವನು� ಪ�ಕ�ಸು�ದು, �ಾ��ಂ� ಮತು� ಸು�� ���ೖ� ಗಳ
ಸೃ��ಯನು� ಒಳ�ೂಂ�ರುವ ಪ�ಚ�ತ ಆ���� ಅಪ�ಾಧಗಳ �ೕ�
�ೕಂ��ೕಕ�ಸುತ��. ದುರಂತ�ಂದ�, ಈ ಅಪ�ಾಧಗ� �ಾ� ಆ��ಕ ನಷ���
�ಾರಣ�ಾಗುತ��. �ೂೕ�� ಬು�ಂ� ಹಗರಣದ�� ಹಣವನು�
ಕ�ದು�ೂ��ವ ಪ��ಾ�ಗರು, ತರ�ಾ� �ಾ�ಾಟ�ಾರ�ೂಬ� ರೂ. 21 �ೂೕ�
ಗಳನು� ವಂ�ಸು�ದು, �ೕ�ಾ��ಾ�ಗಳಂ�  ನ�ಸುವವಂಚಕರು, ನಕ�
ಮದು� ಭರವ�ಗ� ಇ�ಾ��ಗ� ಇದ�� �ಾ��ಾ��. �ೖಬ� ಜಗ��ನ��
ಸಂ�ಾವ� ಅ�ಾಯಗಳ ಬ�� ಮುಗ� ಜನರನು� ಎಚ��ಸುವ ಗು�ಯನು�
�ೂಂ�ರುವ ಈ ಸು��ಪತ�� ಅಂತಹ ಘಟ�ಗಳ �ೕ� �ಳಕು �ಲ�ಲು
ಪ�ಯ��ಸುತ��.

�ೖಬ� ಸುರ��ಯ ಬ�� �ಾವ�ಜ�ಕರ�� �ಾಗೃ� ಮೂ�ಸಲು �ೖಬ�
�ಾ���ಾ ತಂಡ� �ೖ�ೂಂಡ ಉಪಕ�ಮ� ಸಮು�ಾಯ�� ಅಮೂಲ� ಮತು�
�ಾ�ಘ�ೕಯ�ಂದು �ಾ�ೕತುಪ�ಸುತ��.

Ajith Padyana
Professor,
Acharya Institute

ಅ��  ಪ�ಾ�ನ
���ಸ� ,
ಆ�ಯ� ಇ� ��ಟೂ�� 



�ೕಂದ� �ಾ�� ಆ�ೕಗ�ಂದ �ೖಬ� ಭದ��ಯನು� �ೕಂ��ೕಕ��ದ �ಾ�ಾ��ಾರದೂರುಗಳ �ಚ�ಳ ����: �ೖಬ� 
ಅಪ�ಾಧ ಸ�ಾಯ�ಾ� �ಬ�ಂ�
��ಗುಣ�� ಮುಂ�ೖ ��ೕಸರ ��ಾ�ರ

ಪ�ಮುಖ �ೖಬ� ಸು��

ಆ� �ೖ�  ಉ�ೂ�ೕಗ ಹಗರಣಗಳ�� 84% �ಚ�ಳ: ಎಚ��� ವ�ಸುವಂ� ��ೕಸರ
ಸಲ�

�ೖಬ� ವಂಚ� ವರ�ಗಳ �ಚ�ಳವನು�

ಗಮನದ��ಟು��ೂಂಡು ಮುಂ�ೖ ��ೕ� 

ತಮ� �ೖಬ� ���� ಸ�ಾಯ�ಾ�

�ೕಂದ�ದ �ಬ�ಂ� ��ಗುಣ�ೂ�ಸ�ಾ��. 

�ೖಬ�  ವಂಚ� ಪ�ಕರಣಗಳ��
�ಾಂ�ೂೕ��ಾದ�� �ಲು�ದ�
�ಾರ�ೕಯರ ರ��� ಮುಂ�ಾದ NRIFK.

�ೕ�ಾದ ಸಂ��ಗ�� ಸಂಬಂ��ದ �ೖಬ�

ವಂಚ� ಪ�ಕರಣಗಳ�� �ಲು�

�ಾಂ�ೂೕ��ಾದ ��ೕಸರ ವಶದ��ದ�

�ಾರ�ೕಯರನು� ರ�ಸಲು ಅ��ಾ�

�ಾರ�ೕಯ �ೕ��, ಕ�ಾ�ಟಕ (NRIFK)

ಕ�ಮ �ೖ�ೂಂ��. ರ�ಸಲ�ಟ�ವರ�� ಇಬ�ರು

ಕನ��ಗ��ಾ�� ಎಂದು ��ದುಬಂ��.

�ೕಂದ� �ಾ�� ಆ�ೕಗ� �ೖಬ� ಭದ��ಯ ಬ�� ಒಂದು �ನದ ���ಾ� ಅನು�

ಆ�ೕ�ಸ�ಾ�ದು�, ಇ�� �ೖಬ� �ದ��ಗ�, ಸ�ಾ�� �ೌಕರ�� �ಾಗ�ಸೂ�ಗ�

ಮತು� ಹಣ�ಾಸು �ಷಯಗಳ�� �ೖಬ� ಭದ��ಯ �ಾ�ಮುಖ��ಯ ಕು�ತು ಚ��

ನ�ಸ�ಾ�ತು. ಸು�ಾರು ೧೭೦ ��ಧ ಇ�ಾ�ಗಳ ಅ��ಾ�ಗ� ಮತು� �ಬ�ಂ�

�ಾಗವ��ದ�ರು.

ಆ� �ೖ�  ಉ�ೂ�ೕಗ ಹಗರಣ ಮತು� �ೕಸದ ಕ�ಗ�� ಸಂಬಂ��ದ ದೂರುಗಳ��

ಗಮ�ಾಹ� ಏ���ಾ�ರು�ದು �ಹ� ��ೕಸರ ೨೦೨೩ ರ ದ�ಾ�ಂಶದ��

ಬಯ�ಾ��. ಕ�ದ ವಷ��� �ೂೕ��ದ� ಆ� �ೖ�  ಉ�ೂ�ೕಗ ವಂಚ� ವರ�ಗಳ��

೮೪% �ಚ�ಳ�ಾ�ರು�ದು ಬ�ರಂಗ�ಾ��. 

https://pib.gov.in/PressReleasePage.aspx?PRID=1973790
https://indianexpress.com/article/cities/mumbai/mumbai-police-double-staff-strength-cyber-helpline-desk-9017004/
https://indianexpress.com/article/cities/mumbai/mumbai-police-double-staff-strength-cyber-helpline-desk-9017004/
https://indianexpress.com/article/cities/mumbai/mumbai-police-double-staff-strength-cyber-helpline-desk-9017004/
https://timesofindia.indiatimes.com/city/delhi/web-of-deceit-online-job-fraud-complaints-up-84/articleshow/105053515.cms
https://timesofindia.indiatimes.com/city/delhi/web-of-deceit-online-job-fraud-complaints-up-84/articleshow/105053515.cms
https://www.newindianexpress.com/cities/bengaluru/2023/nov/07/nri-forum-in-karnatakarescues-kannadigas-trapped-in-cybercrime-networks-in-cambodia-2630741.html
https://www.newindianexpress.com/cities/bengaluru/2023/nov/07/nri-forum-in-karnatakarescues-kannadigas-trapped-in-cybercrime-networks-in-cambodia-2630741.html
https://www.newindianexpress.com/cities/bengaluru/2023/nov/07/nri-forum-in-karnatakarescues-kannadigas-trapped-in-cybercrime-networks-in-cambodia-2630741.html


ಪ�ಮುಖ �ೖಬ� ಸು��

�ೖಬ�  ಅಪ�ಾಧಗಳನು� �ೕ�ಸಲು �ಾಖ�ಂ� ಮತು� ಪ��ಮ ಬಂ�ಾಳ ��ೕ� 
ಅ��ಾ�ಗ�� ��ೕಷ ತರ�ೕ�.

����ೕಕ��� ಸಂಬಂ�ತ �ೖಬ� ವಂಚ�, ಅಕ�ಮ ��ಟ� �ಾಲ, ಅ��ಾ�ಕ ಉ�ೂ�ೕಗ

ಹಗರಣಗ� ಮತು� �ೕ�ಾದ ಅ���ೕಶನ��ಂ�� ವ�ವಹ�ಸುವಕು�ತು �ಾಖ�ಂ� ಮತು�

ಪ��ಮ  ಬಂ�ಾಳದ 240 ಕೂ� �ಚು�  ��ಯ ��ೕ� ಅ��ಾ�ಗ� ಎರಡು �ನಗಳ

��ೕಷ ತರ�ೕ� �ಾಯ�ಕ�ಮದ�� �ಾಗವ��ದ�ರು. 

����ೕಕ��� ವಂಚ�ಯ
�ರುದ� �ಾನೂನು �ಾ��
I4C ಕ�ಮ

�ೖಬ�  ಅಪ�ಾಧ �ಾಗೃ�: �ಾವ�ಜ�ಕ�� �ೕ�  ಸ��� ಆ�ೕಜ�

�ೕ�ಾ ಭಯಂದ� ವ�ಾ� ��ಾ� (MBVV) ಕ�ಷನ�ೕ� ನ�ಂಬ�  30 ರವ��

ತನ� �ಾ���ಯ�� ��ಾ�ಗ�� �ೖಬ� �ೕ� ಸ���ಯನು�  ಆ�ೕ�ಸುವ ಮೂಲಕ

�ೖಬ� ಅಪ�ಾಧಗಳನು� ಎದು�ಸುವ ಕು�ತು �ಾಗೃ� ಮೂ�ಸಲು ಮುಂ�ಾ��. ಸ���ಯ

��ೕತ�� ನಗದು ಬಹು�ಾನಗ� ಮತು� ಪ�ಶಂಸ�ಾ ಪ��ಾಣಪತ�ಗಳನು� �ೕಡಲು

�ಧ��ಸ�ಾ�ದು�, ಅತು�ತ�ಮ �ೕ� ಗಳನು� �ೖ��ಕ ಉ��ೕಶಗ��ಾ� ಬಳ��ೂಳ�ಲು

�ೕ�ಾ����.

�ಚು���ರುವ ����ೕಕ��� ಮತು� ಹೂ��

ವಂಚ�ಯನು� ಎದು�ಸಲು  �ಾನೂನು

�ಾ� ಮತು� �ಾ��ಕೂ�ಟಗ�ಳನು�

�ಾಧನಗ�ಂ�� ಸಜು��ೂ�ಸುವ

ಉ��ೕಶ�ಂದ �ಾರ�ೕಯ �ೖಬ�

ಅಪ�ಾಧ ಸಮನ�ಯ �ೕಂದ� (I4C)

ಇ��ೕ�� �ಾಖ�ಂ� ನ �ಾಂ�ಯ��

ತರ�ೕ�ಯನು� �ೕಡ�ಾ�ತು. 

https://timesofindia.indiatimes.com/city/ranchi/240-senior-cops-from-two-states-get-cyber-fraud-training/articleshow/105054531.cms
https://timesofindia.indiatimes.com/city/ranchi/240-senior-cops-from-two-states-get-cyber-fraud-training/articleshow/105054531.cms
https://www.the420.in/i4c-cryptocurrency-investment-scam-training-ranchi/
https://www.the420.in/i4c-cryptocurrency-investment-scam-training-ranchi/
https://www.the420.in/i4c-cryptocurrency-investment-scam-training-ranchi/
https://timesofindia.indiatimes.com/city/mumbai/police-organize-cyber-crime-reel-competition-in-mira-bhayander-vasai-virar-areas/articleshow/105016390.cms


Mumbai Police has decided to

bolster its cybercrime helpline staff,

increasing the number of personnel

from 11 to 22, addressing the surge

in cyber fraud reports. 

The Central Information Commission held a one-day seminar on cyber security,

featuring discussions on cyber threats, guidelines for government employees,

and the importance of cyber security in financial matters. Approximately 170

officers and staff attended the event.

Central Information Commission Organized a Seminar Focused
on Cyber Security

Mumbai Police to Double
Staffing at Cyber Crime
Helpline Amidst
Complaint Surges

Top Cyber News

The Non-Resident Indian Forum,

Karnataka (NRIFK), took action to

rescue Indians stranded in Cambodia

and ensnared in cyber frauds linked to

Chinese firms. It is learnt that two

Kannadigas were among those

rescued. 

NRIFK Rescues Indians
Stranded in Cambodia
Amid Rising Cyber Fraud
Scams

84% rise in online job scams: Police advise caution.

The Delhi Police data reveals a significant rise in online job scam and fraudulent

call complaints in 2023, marking an 84% increase in online job fraud reports and

a 52% surge in fake call complaints compared to the previous year. 

https://pib.gov.in/PressReleasePage.aspx?PRID=1973790
https://pib.gov.in/PressReleasePage.aspx?PRID=1973790
https://indianexpress.com/article/cities/mumbai/mumbai-police-double-staff-strength-cyber-helpline-desk-9017004/
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https://indianexpress.com/article/cities/mumbai/mumbai-police-double-staff-strength-cyber-helpline-desk-9017004/
https://www.newindianexpress.com/cities/bengaluru/2023/nov/07/nri-forum-in-karnatakarescues-kannadigas-trapped-in-cybercrime-networks-in-cambodia-2630741.html
https://www.newindianexpress.com/cities/bengaluru/2023/nov/07/nri-forum-in-karnatakarescues-kannadigas-trapped-in-cybercrime-networks-in-cambodia-2630741.html
https://www.newindianexpress.com/cities/bengaluru/2023/nov/07/nri-forum-in-karnatakarescues-kannadigas-trapped-in-cybercrime-networks-in-cambodia-2630741.html
https://www.newindianexpress.com/cities/bengaluru/2023/nov/07/nri-forum-in-karnatakarescues-kannadigas-trapped-in-cybercrime-networks-in-cambodia-2630741.html
https://timesofindia.indiatimes.com/city/delhi/web-of-deceit-online-job-fraud-complaints-up-84/articleshow/105053515.cms


I4C action to law
enforcement against
cryptocurrency fraud

Top Cyber News

Jharkhand & West Bengal Police Engage in Specialised
Cybercrime Training

Over 240 senior police officials from Jharkhand and West Bengal are partaking in

a specialised two-day training program on combating cryptocurrency-related

cyber fraud, illegal digital lending, part-time job scams, and dealing with Chinese

apps. 

The Indian Cyber Crime

Coordination Centre (I4C)

recently conducted intensive

training in Ranchi, Jharkhand,

aimed at equipping law

enforcement and prosecutors

with the tools to combat rising

cryptocurrency and investment

fraud. 

Cybercrime awareness: Reel competition organised for public.

The Mira Bhayander Vasai Virar (MBVV) Commissionerate introduces a unique

approach to combat cybercrimes by hosting a cyber reel competition open to

residents within its jurisdiction till November 30. The best reels will be utilized for

educational purposes.

https://www.the420.in/i4c-cryptocurrency-investment-scam-training-ranchi/
https://www.the420.in/i4c-cryptocurrency-investment-scam-training-ranchi/
https://www.the420.in/i4c-cryptocurrency-investment-scam-training-ranchi/
https://timesofindia.indiatimes.com/city/ranchi/240-senior-cops-from-two-states-get-cyber-fraud-training/articleshow/105054531.cms
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�ೖಬ� ಅಪ�ಾ�ಗ� ��ಧ ��

�ೂೕ�� ಗಳ �ಸ�ನ�� ನಕ�

����� ಗಳನು� ರ�ಸುವ ಮೂಲಕ, ಪ��ಾಸ

�ಾ��ೕ� ಗ� ಮತು� ವಸ�ಗಳ�� ಆಕಷ�ಕ

��ಾ��ಗ�ಂ�� ಸಂತ�ಸ�ರನು�

ಆಕ��ಸು��ದು�, ನೂರಕೂ� �ಚು� ಪ��ಾ�ಗರು

ಈ ವಂಚ�� ಬ��ಾ�ರು�ದು

ಭುವ�ೕಶ�ರದ�� �ಳ�� ಬಂ��.

�ೕ� ಬು� ನ�� ಅಪ��ತ�ಂದ ಬಂದಂತಹ �ೕಸದ ಪ��ಾ�ವ�� ಮ���ಬ�ರು ಬ��ಾ�ದು�,

ವಂಚಕರು ಮ��� ರೂ. 3.84 ಲ� ಗಳನು�ಹೂ�� �ಾಡುವಂ� ಮನ���ರು�ದು ತಡ�ಾ� �ಳ��

ಬಂ��. ಮ�ೂ�ಂದು ಪ�ಕರಣದ�� ಮ���ಬ��� ಪ�ಚ�ಸ��ಂದು�ೂಂಡು ಕ�ಬಂ�ದು�, ತನ�

ಪ��ಯನು� ಆಸ���� �ಾಖ�ಸ�ಾ�ದು�, �ೖದ��ೕಯ �ಚ��ಾ�� ಹಣ ವ�ಾ��ಸುವಂ� �ೕಳ�ಾ�ದು�, ಮ��

ರೂ, 60,000 ಗಳನು� ವಂಚಕರ �ಾ�� ವ�ಾ���ರು�ದು ಲ�ೂ� �ೖಬ�  ��ೕ�  �ಾ�ಯ�� ದೂರು

�ಾಖ�ಸ�ಾ��.                                                                                   

ಪ���ೕಕ ಪ�ಕರಣಗಳ�� ಇಬ�ರು ಮ��ಯ�ಂದ ರೂ.೪ ಲ� �ೕ�ದ �ೖಬ�  ವಂಚಕರು�� �ೂೕ��  ಬು��ಂ�  ಹಗರಣ:
ನಕ� �� �ೖ� ಗ�ಂ�ಾ� ಪ��ಾ�ಗರ
�ೕ�� ಕತ��

ಆ� �ೖ�  �ೕಸಗ�

�ೖಂ�ಕ �ರುಕುಳದ ಆ�ೂೕಪ: IPS ಅ��ಾ��ಂದ �ೖಬ� ���ಂ ಪ�ಕರಣ �ಾಖಲು

ತರ�ೕ� ಪ�ಯು��ರುವ ಐ�ಎ� ಅ��ಾ��ಬ���  ಅಪ��ತ ಸಂ���ಂದ �ೕ�� ಕ� ಬಂ�ದು�,

ಅದರ�� ನಗ� ಮ�� �ಾ���ೂಂ�ದು�, ಅದನು� ತ�ಣ�ೕ ಸಂಪಕ� ಕ�ತ�ೂ���ಾ��. ತದನಂತರ,

ವಂಚಕರು ಹಣ�ಾ�� �ೕ�����ದು�, �ಾವ�ಸ�ದ��� ಈ �ೕ��ೕವನು� �ಾ�ಾ�ಕ �ಾಧ�ಮಗಳ��

ಬ�ರಂಗಪ�ಸು��ಾ� �ದ�����ರುವ ಪ�ಕರಣ �ಾಖ�ಾ��.                               

ವ� � ಫ��  �ೂೕ�  ವಂಚ�:
ತರ�ಾ� �ಾ�ಾಟ�ಾರ�ಂದ
ರೂ.೨೧�ೂೕ� ವಂಚ�

ಮ��ಂದ �ಲಸ �ಾಡುವ �ೖಬ�

ಹಗರಣವನು� ಸಂಘ��ದ��� ಸಂಬಂ��ದಂ�

ಈ �ಂ� ತರ�ಾ� �ಾ�ಾಟ�ಾರ�ಾ� �ಲಸ

�ಾಡು��ದ� 27 ವಷ�ದ ವ���ಯನು�

ಬಂ�ಸ�ಾ��. ಬಂ�ತನು 10 �ಾಜ�ಗಳ�� 37

ವಂಚ� ಪ�ಕರಣಗಳ�� �ೕರ�ಾ�

�ಾ��ಾ�ರು��ಾ� �ಾಗೂ 855 ಜನ�ಂದ

�ೕವಲ ಕ�ದ ಆರು �ಂಗಳ�� 21 �ೂೕ�

ವಂ��ರು��ಾ� �ೕಳ�ಾ��. 

ಪ����ತ ಕಂ��ಯ�� ಉ�ೂ�ೕಗದ ಭರವ�: ವೃ��ಪರ ಮ���ವ��ಂದ ರೂ.೨೪ಲ�
�ೕ�ದ ವಂಚಕರು

�� ಮೂಲದ ಕ�ದ ೨ ದಶಕಗ�ಂದ ಪ����ತ ಸಂ���ಂದರ�� ಎಂ��ಯ�  ಆ� �ಲಸ �ಾಡು��ದು�,

�ಾಗ�ಕ �ಾರು ತ�ಾ��ಾ ಕಂ��ಯ�� ಉನ�ತ ಹು��ಯ ಭರವ� �ೕ� ಇದ�ಾ�� ಮುಂಗಡ�ಾ�

ರೂ.೨೪ಲ�ಗಳನು� ಪ�ದು ವಂ��ದ ಪ�ಕರಣ �� �ೖಬ�  ��ೕ�  �ಾ�ಯ�� �ಾಖ�ಾ��. 
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�ೌ�ಾ ಅ��ಾ�ಗ�, �ೖದ�ರು ಮತು�

ಎಂ��ಯಗ�� ಎಂಬ ನಕ� ಗುರುತುಗಳ

ಅ�ಯ�� �ಾಯ��ವ��ಸು��ದ� ಇಬ�ರು

�ೖಬ�  ವಂಚಕರನು� ಬಂ�ಸ�ಾ��.

ಇ�ಾ���ಾ�� ನ�� ಮದು�ಯ ಸು��

ಭರವ�ಗಳ ಮೂಲಕ ಮ��ಯರನು�

ಪ�ಚ���ೂ����ದ� ವಂಚಕರು ಕ��ೕಣ

ಅವರ ಮನ��� ��ಾಹ�ಾಗು��ಾ�

�ೕ� ವಂ�ಸು��ದ��ಂಬುದು ತ���ಂದ

��ದುಬಂ��. �ೂ�ಾ�ೂ ಎ� � �ಸ�ನ�� ನಕ� �ಾ� ���ರುವ �ೖಬ�  ವಂಚಕರು, ಎ� � ಅ�ಕೃತ �ಾ��ಂದ

ಅವರ �ಾವ�ತ�ಗಳನು� ಕದು�, ಅವರಂ��ೕ ನ�� ವ�ಾ�ವ��ಂದು ಇಬ�ರು ವ���ಗ�� ವಂ��ರುವ

ಪ�ಕರಣ �ಳ�� ಬಂ��. ಸದ� ಈ �ಾ�ಯ �ರುದ�, ವರ� �ಾಡ�ಾ�ದು�, ದೂರು �ಾಖ���ೂಂಡು ತ��

ಆರಂ�ಸ�ಾ��. 

�ೖಬ�  ವಂಚಕ�ಂದ ��ೕ�  ವ��ಾ���ಾ� �ಸ�ನ�� ನಕ� �ೕ� ಬು�  �ಾ�: ವಂಚ��
ಬಳ�

�ೖ ���ೖ�  �ಸರ�� ಮ��ಯ��
�ೂೕ�ಾ: ಇಬ�ರ ಬಂಧನ

ಆ� �ೖ�  �ೕಸಗ�

ಆ���� ಉ�ೂ�ೕಗ ವಂಚ� ಹಗರಣ: 21
ಜನ�� 2.5 ವಂಚ�

ಆ���� ಉ�ೂ�ೕಗ ವಂಚ�ಗ� �ಚು���ರುವ

ಪ�ವೃ��ಯ ಬ�� ನಗರ �ೖಬ� ��ೕಸರು

�ಾಗ�ಕ�� ಎಚ��� �ೕ�ದು�, ಈ

ವಷ��ಂದರ��ೕ ಸು�ಾರು ರೂ.2.5

�ೂೕ�ಗಳನು� ಕ�ದು�ೂಂ�ರುವ ೨೧

ಪ�ಕರಣಗ� �ಾಖ�ಾ��. ವಂಚಕರು

���ಾ�ಂ ನಂತಹ �ಾ�ಾ�ಕ �ಾಧ�ಮ

�ಾ���� �ಗಳನು� ಬಳ��ೂ�ೂಂಡು

ವಂ�ಸು��ರು�ದು �ಳ�� ಬಂ��.

ವ����ಬ��� ೯೫ ಲ� ವಂಚ�: �ೖ�ಾ�  ಮೂಲದ �ೖಬ�  ವಂಚಕನನು� ಬಂ��ದ �ಐ�

�ಾಖ�ಂ� ನ ಧ�ಾ�� ಮೂಲದ ��ಾ�� 95 ಲ� ರೂ.ಗಳನು� ವಂ��ದ �ೖ�ಾ� ಮೂಲದ �ೖಬ�

ಅಪ�ಾ�ಯನು� �ಾಖ�ಂ� �ಐ� ಬಂ���. ಈ ವಂಚಕರ ಗುಂ�ಂದು ಸಂಘ�ತ �ೕ�ಯ��

�ಾರತ�ಾದ�ಂತ ಸ��ಯ�ಾ�ದು�, ಹಲ� �ಾ�ಗ�� ಹಣ ವ�ಾ�ವ� �ಾಡ�ಾ�ದು�, ಬಂ�ತ�ಂದ ರೂ.೬೭

ಲ�ಗಳನು� �ಐ� ��ೕಸರು ಮುಟು��ೂೕಲು �ಾ��ೂಂ��ಾ��. 
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Cyber criminals have been luring

victims with attractive discounts on

tour packages and

accommodations by creating fake

websites in the name of various

Puri hotels, and more than 100

tourists have fallen prey to this

fraud in Bhubaneswar.

One of the victims responded to a fraudulent offer on Facebook and ended up

investing Rs 3.84 lakh only to realise it was a scam. In another case, the victim

received a call from a fraudster posing as an acquaintance, claiming his wife was

hospitalised. The scammer requested the victim's daughter to transfer money for

medical expenses. The daughter, without verifying the transaction, transferred Rs

60,000 to the scammer's account. 

Cyber fraudsters extort Rs 4 lakh from two women in separate cases.Over 100 Tourists Lose
Money in Puri Hotel
Booking Scam via Fake
Websites

Online Frauds

Trainee IPS Officer Falls Victim to Sextortion Attempt, Cyber Crime
Case Filed

An IPS officer undergoing training received a video call from an unknown number in which a

naked woman was seen and it was immediately disconnected. Subsequently, a case was

registered against the fraudsters for demanding money and threatening to make the video

public on social media if the payment was not made. 

Work-from-home fraud:
Vegetable vendor duped
of Rs 21 crore.

A 27-year-old man, who was earlier

working as a vegetable vendor, has

been arrested in connection with

organising a cyber scam of working

from home. He was directly

involved in 37 fraud cases across

10 states and duped 855 people of

Rs 21 crore in just the last six

months. 

Job promises in reputed company: Fraudsters extort Rs 24 lakh from
professional woman

The victim had been working at a reputed engineering firm in Pune for two decades, he was

promised a senior position at a global car manufacturer but ended up losing Rs 24 lakh

between March and August of this year.
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Two cyber fraudsters, who were

operating under fake identities of

naval officers, doctors, and

engineers, have been arrested.

Investigations revealed that the

fraudsters, who used to introduce

women through false promises of

marriage on Instagram, gradually

persuaded them and cheated them

on the pretext of marriage.

Bokaro SP reported that cybercriminals impersonated him on Facebook, deceiving

two individuals by falsely claiming a transfer and prompting them to sell their

belongings. Investigations unveiled the creation of a fake account using the SP's

image from his authentic Facebook account. 

Cybercriminals Impersonate Bokaro SP on Facebook, Police Launch
Investigation

Impostors Posing as Naval
Officers on Instagram,
Duping Women by fake
marriage promise.

Online Frauds

Online Job Frauds Scam
21 People of Rs 2.5 Crore,
Cyber Police Alert Public

City cyber police have warned citizens

about a rising trend in online job

frauds that have resulted in 21 people

being cheated out of approximately

Rs 2.5 crore this year. Fraudsters

exploit social media platforms like

Telegram, enticing individuals with

work-from-home opportunities that

seem simple, such as liking or

commenting on online videos. 

CID arrests Taiwan-based cyber fraudster for duping man of Rs 95
lakh

The Jharkhand CID has arrested a Taiwanese cybercriminal for duping a resident of

Dhanbad in Jharkhand of Rs 95 lakh. This gang of fraudsters is active across India

in an organised manner and money has been transferred to several accounts and

Rs. 67 lakh has been seized by the CID police from the arrested. 
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 �ೖ�� ವರ� | CySecK Updates

ಅ�ೂ�ೕಬ�, �ೖಬ� ಭದ��ಯ �ಾಗೃ� �ಾ�ಾಚರ�ಯ ಅಂಗ�ಾ� �ಮ�ಾಜನಗರ ���ಯ�� �ೖಬ� ಹಸ� ಸಂ� �ಾಯ�ಕ�ಮ

ನ�ಸ�ಾ�ತು. �ಾಯ�ಕ�ಮದ ಉ�ಾ�ಟ�ಯನು� ��ಾ���ಾ�ಗ�ಾದ �ಾ. ��ಾ��ಾ�  �ರ�ೕ��ದರು.

�ೖ�� ನ �ೕಂದ�ದ ಮುಖ�ಸ��ಾದ, �ಾ��� ಬಪ��ಾ� ಅವರು IISc ಯ �ೕಂ��ೕಯ ��ಾ�ಲಯದ ��ಾ���ಗ��ಾ� �ೖಬ�

ಭದ��ಯ ಅ�� �ಾಯ�ಕ�ಮವನು� ನ���ೂಟ�ರು. ಈ �ಾಯ�ಕ�ಮದ�� 50 ಕೂ� �ಚು� ��ಾ���ಗ� �ಾಗವ��ದ�ರು.

�.ಎಂ.��ೕ �ೕಂ��ೕಯ ��ಾ�ಲಯ, ��ಾ�ಳದ�� ೧೧�ೕ ತರಗ�ಯ ��ಾ���ಗ��ಾ� �ೖಬ�  ಭದ��ಯ ಅ��

�ಾಯ�ಕ�ಮವನು� ��ೕಮ�. ವನ�ಾ� �ಾಗೂ �ೖ�� ನ ಸ�ಯಂ�ೕವಕರ�ೂ�ಬ��ಾದ ��ಾ ರವರು ನ���ೂಟ�ರು. ೨೦೦ಕೂ� �ಚು�

��ಾ���ಗ� ಈ �ಾಯ�ಕ�ಮದ�� ಸ��ಯ�ಾ� �ಾ�ೂ�ಂ�ದ�ರು. 
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�ೖಬ� ಭದ��ಯ ��ಣವನು� ಉ��ೕ�ಸುವ�� ಮಹತ�ದ ����ಾ�, ಆ�ಾ�� ಇ� ��ಟೂ�� ಆ� ಎಂ��ಯ�ಂ� ಮತು�

��ಾ�ಲ� ����ಂದ ತನ� �ೖಬ� �ಕು��� ಕ�� ಅನು� �ಾ�ರಂ��ತು. ಉ�ಾ�ಟ�ಾ ಸ�ಾರಂಭದ�� �ೖ�� ನ �ೕಂದ�ದ

ಮುಖ�ಸ��ಾದ ��ೕ �ಾ��� ಬಪ��ಾ� ಅವರ ಉಪ��ತ�ದ�ರು.

ನ�ಂಬ� 29 �ಂದ ��ಂಬ� 1, 2023 ರವ�� �ಂಗ�ರು ಅರಮ� ಆವರಣದ�� ಆ�ೕ�ಸ�ಾದ �ಂಗ�ರು ��

ಶೃಂಗಸ� 2023 ರ�� �ೖ�� ಸ��ಯ�ಾ� �ಾಗವ��ತು. �� ಪ�ಸರ ವ�ವ��ಯ ಬದ��� ಇದು �ಾ��ಾಯು�.
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In celebration of October Cybersecurity Awareness month, the Cyber Haasya Sanje event unfolded in

the picturesque Chamarajanagar district. Integrated by DC, Chamarajanagar.

Mr. Karthic Bappanad, Center Head at CySecK, spearheaded an impactful Cybersecurity Awareness

session for students of Kendriya Vidyalaya, IISc. The session, attended by over 50 students.

An enlightening awareness session unfolded at PM Sri. Kendriya Vidyalaya, Hebbal, targeting 11th

Standard students. Ms. Vanajaksi, along with the dedicated contribution of our volunteer, Ms. Vibha,

conducted the session. 200 students actively participated in this session.
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A significant stride in bolstering cybersecurity education, Alvas Institute of Engineering &

Technology proudly launched its Cybersecurity Club. The inauguration ceremony was graced by the

presence of Mr. Karthic Bappanad, Center Head at CySecK

CySecK actively participated in the Bengaluru Tech Summit 2023, hosted at the majestic Bengaluru

Palace from November 29th to December 1st, 2023. As a testament to its commitment to the tech

ecosystem



�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತ�� �ಾ�� ಗುರು�ಸಲು - https://factcheck.ksp.gov.in

ಕ�ಾ�ಟಕ �ೖಬ� ಅಪ�ಾಧ ಸ�ಾಯ�ಾ� ಸಂ�� 112

�ಾ��ೕಯ ಸ�ಾಯ�ಾ� 1930 � ಕ� �ಾ�

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲ� ಉಪಯುಕ� �ಂ� ಗ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

 ಉಪಯುಕ� �ಂ� ಗ� | Useful links 

Karnataka Cyber   Crime Helpline Number 112

National Helpline Number 1930

https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ��
ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  
�ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ
ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ
ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.

ನಮ� ಬ�� | About CySecK 


