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Ajith Padyana
Professor,
Acharya Institute

With people increasingly relying on technology for daily
activities, it's becoming a significant threat to those
ignorant  of  cybercrime.  Cybercrime, fraudulent
transactions, phishing, identity threats, ransomware, and
vulnerabilities are recent buzzwords globally. With Artificial
Intelligence (Al) gaining relevance, human criminal
intelligence poses a growing threat to innocent individuals
worldwide.

Reports from a leading cybersecurity company estimate
that by 2023, the world could face a staggering cost of 8
trillion dollars, or 8 lakh crores in Indian Rupees, due to
escalating cybercrime. Cybersecurity acts as our fortress,
shielding our data and systems from potential dangers.
While eradicating human error entirely might thwart many
cyberattacks, the reality is that individuals and businesses
in this digital age possess valuable information coveted by
cybercriminals. Consequently, the impact of cybercrime
touches us all.

As our world becomes more digitally connected, educating
ourselves on cybersecurity becomes increasingly
important. Cyber Vartika is committed to this cause,
disseminating information about cybercrime incidents to
raise awareness across diverse audiences. Internet users
are often exposed to cybersecurity risks due to a lack of
awareness about online threats and the potential hazards
of divulging personal information. Unfortunately, even
highly educated individuals in all fields fall victim to the
rising tide of phishing activities, often driven by financial
motives.

This edition of the newsletter focuses on prevalent online
crimes, including cyber-blackmail, threats, fake online jobs,
work-from-home schemes, false promises, women
harassment, fake website postings, publishing of explicit
material, image manipulation, and the creation of false
profiles. The newsletter aims to illuminate such incidents,
striving to caution and inform innocent individuals about
potential dangers in the cyber realm.

The Cyber Vartika team's initiative to elevate public
awareness of cyber safety stands as an invaluable and
commendable service to the community.
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Top Cyber News

Mumbai Police to Double

Central Information Commission Organized a Seminar Focused

Staffing at Cyber Crime
Helpline Amidst
Complaint Surges

Mumbai Police has decided to

bolster its cybercrime helpline staff,
increasing the number of personnel
from 11 to 22, addressing the surge

in cyber fraud reports.

NRIFK Rescues Indians
Stranded in Cambodia
Amid Rising Cyber Fraud
Scams

The Non-Resident Indian Forum,
Karnataka (NRIFK), took action to
rescue Indians stranded in Cambodia
and ensnared in cyber frauds linked to
Chinese firms. It is learnt that two
Kannadigas were among those

rescued.

on Cyber Security

The Central Information Commission held a one-day seminar on cyber security,
featuring discussions on cyber threats, guidelines for government employees,
and the importance of cyber security in financial matters. Approximately 170

officers and staff attended the event.

84% rise in online job scams: Police advise caution.

The Delhi Police data reveals a significant rise in online job scam and fraudulent
call complaints in 2023, marking an 84% increase in online job fraud reports and

a 52% surge in fake call complaints compared to the previous year.
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Top Cyber News

14C action to law Jharkhand & West Bengal Police Engage in Specialised
Cybercrime Training

enforcement against

cryptocurrency fraud

Over 240 senior police officials from Jharkhand and West Bengal are partaking in
a specialised two-day training program on combating cryptocurrency-related

cyber fraud, illegal digital lending, part-time job scams, and dealing with Chinese

apps.

Cybercrime awareness: Reel competition organised for public.

The Indian Cyber  Crime
Coordination ~ Centre  (14C)
recently conducted intensive
training in Ranchi, Jharkhand,
amed at equipping law

enforcement and prosecutors

with the tools to combat rising

cryptocurrency and investment The Mira Bhayander Vasai Virar (MBVV) Commissionerate introduces a unique
fraud approach to combat cybercrimes by hosting a cyber reel competition open to
residents within its jurisdiction till November 30. The best reels will be utilized for

educational purposes.


https://www.the420.in/i4c-cryptocurrency-investment-scam-training-ranchi/
https://www.the420.in/i4c-cryptocurrency-investment-scam-training-ranchi/
https://www.the420.in/i4c-cryptocurrency-investment-scam-training-ranchi/
https://timesofindia.indiatimes.com/city/ranchi/240-senior-cops-from-two-states-get-cyber-fraud-training/articleshow/105054531.cms
https://timesofindia.indiatimes.com/city/ranchi/240-senior-cops-from-two-states-get-cyber-fraud-training/articleshow/105054531.cms
https://timesofindia.indiatimes.com/city/mumbai/police-organize-cyber-crime-reel-competition-in-mira-bhayander-vasai-virar-areas/articleshow/105016390.cms

SRS Bpeaned

R0 Bectier g on Rrices:
889 SeFREPRYomen Bmednd
28c20r} 830

2
Nd?,)OG

OTTONY A RO

Reeslerns 2305 39
S8 EF Uy OBHT [, TR
mBerrries DIy [ASASY BRI

dodchangdrodn Slelch el

U

SFRERDIT, I0TER, B BIANT:

=4 R023I3N IR

BBIeB0TG) 23931 WoHT.

RS R BeRF Bo:
20320 ZRTEMTA0T
SR.90300E =033

DIWor  Fox  [RBBE  RW0°
TR, 0BRFE, ToNOHRTOS
3 2083 300 ©RTEMTTN FOR
[P 27 IRFB FIODIY
2O0QYILRNT. oI 10 ooRned 37
20233 B30RNASS Jedzn
2N03PNTIHTN Tone 855 235003
oo 390 @ dondd 21 Bpedl

202330z ToN BeLERNTI.

T2 ez T3censdd 308 Br%HBohdon SR.Y oF L3 F0° SB02sa.

R

PeAFWFIY ©9T0BIO0T WOWOIHB BRCAT BIY[IN  DHSBRND  WAIRATY,
B02330y R Te. 3.84 ©F NEHTRRT BREH03 DSRPDATHTRT BN 5631
D0RTW. D3RO BITHTY HBo3RON HOBWIToDIR0R IBNOAR, IF
DOy, BB TeDDIRN, 3T Bead 323N Bed [MerWRBO FePLRNT, &Y
8, 60,000 RSy, 02333 aPBR [MFCDATHRT ©ZR, FT® JpDex’ TBODHE) TBRTL

DOIAT.

Sons 3888n esBee: IPS efyzedolon F200° 8, 0 3080 tesde

332308 BEOI0GTE DANT HFTOBRN/R 9TBOWT Z0a3WOT DeRBR 33 WOAT,
©33Y IR, DS DBRIR0BT), WAy, gete oz IRIRRLATYS. 3TI03T,
B0z Bz SeBIWER, TRIOFY K NeRBRCRTy, TRPBZ IRFFNS

D&HToNBER TN 3BOF0IRETE H3TE0 TOWINT.

2333 5082038 emcS.ra?SericS I0=R: dégwd RN esToin g o leln] gR.2ve3
2038 02333

DB DROT IT I BJBNRYOT B33 F030300T3EY ©0BIWT 8N FOT BRBIR,

@

2R3 T 38R0 FOBICHEY WFZ Bed PTBZ Je@ BTN Bwon@zen

) @ o

SR.9B0FNERY, BB B0BAT BT B ZT° BRI TB0HE) TDLRNT.


https://timesofindia.indiatimes.com/city/lucknow/cyber-frauds-cheat-2-women/articleshow/104903642.cms
https://timesofindia.indiatimes.com/city/bhubaneswar/100-puri-tourists-fell-prey-to-online-hotel-fraud-in-6-mths/articleshow/104997974.cms
https://timesofindia.indiatimes.com/city/bhubaneswar/100-puri-tourists-fell-prey-to-online-hotel-fraud-in-6-mths/articleshow/104997974.cms
https://timesofindia.indiatimes.com/city/bhubaneswar/100-puri-tourists-fell-prey-to-online-hotel-fraud-in-6-mths/articleshow/104997974.cms
https://timesofindia.indiatimes.com/city/hyderabad/trainee-ips-files-plaint-over-sextortion-bid-on-whatsapp/articleshow/104929728.cms
https://indianexpress.com/article/cities/pune/cyber-job-scam-50-year-old-techie-24-lakh-job-dream-job-9016540/
https://indianexpress.com/article/cities/pune/cyber-job-scam-50-year-old-techie-24-lakh-job-dream-job-9016540/

SRS BpeRned

X, RRF L S8 Shddahon
BRcam: FNT WORS

Pz ©wRTOND, ITD DI
QROBACRNED 0D IFD MHI/NG
©RONY  FODFADE DY 'az)wda
T 2302330y, OQINRNT.
Y, MBFIY, DTEOD R,
POBAING  eo3  DHHBODTIY
BOWANRBRHIT  #[owTD  Bhew
9T0  DIRPOY VBN
Te®  F[o’RFToNT B30T

SPTDRONT.

@3 & evidnen s30s Bndes: 21
230R 2.5 Foess

3 BN [oBIND B3T3
B3,30 O} INT ZT ZpDeRT
2ndsdR  HdE JeRT, &
JIRERPOT[TGe  D@RT  BR.2.5
2pe8neRy,  FSHIeoRDI 90
TICND  OWAPR.  [osIDH
oMo [o3B WINBZ  BRG
TYERBPENTTy, IALRE Aok olelech

BRI 28981 OB,

o Boussden Hpder’ BOmMEEFO BTOIN) S8 Fex'eos® swd: Fown
AL

BRTBR HFF RIS I3 398 30HTH T [0, DAL WHB aPSW0T
93T 2BBINS, 30, ©BTo3odhe IBR BMrEBood IR a%{;;ﬁq?ﬁ S0233303
3080 331 VOHT. "5 B 339303 BT, BTD BRBLRNGY, BRHTY TNDIBR0RE 3383

e380DIRNT.

S8030)0R €82 ©F BouR: Sen’ R FTF BoBITIY, WORRB ANQ

RDFOTS TG OB AR 95 ©F SR.ASRy =08 Sox’ eOT T
OTTIRODTY, RDFOT AN VORRTW. B @OWIT HOFRPOW o0& Oedone)
PRTBTOS 78,030:0NTY, BOD) APINON B BMFBEH BRBLRNRY, WOHS3D0T Te.2

OFNTRy, A RPDeIT BwéEHReeen H93ER0BTT.


https://timesofindia.indiatimes.com/city/ranchi/cyber-frauds-cheat-two-by-posing-as-sp/articleshow/105109308.cms
https://timesofindia.indiatimes.com/city/ranchi/cyber-frauds-cheat-two-by-posing-as-sp/articleshow/105109308.cms
https://timesofindia.indiatimes.com/city/delhi/fake-marriage-promise-2-held-for-cheating/articleshow/104977500.cms
https://timesofindia.indiatimes.com/city/delhi/fake-marriage-promise-2-held-for-cheating/articleshow/104977500.cms
https://timesofindia.indiatimes.com/city/nashik/nashik-21-cheated-of-2-5cr-in-online-task-frauds-this-yr/articleshow/105109625.cms
https://timesofindia.indiatimes.com/city/nashik/nashik-21-cheated-of-2-5cr-in-online-task-frauds-this-yr/articleshow/105109625.cms
https://timesofindia.indiatimes.com/city/ranchi/cyber-fraud-from-taiwan-held-for-duping-dhanbad-man-of-95l/articleshow/105109264.cms

Online Frauds

Over 100 Tourists Lose
Money in Puri Hotel
Booking Scam via Fake
Websites

Cyber criminals have been luring

victims with attractive discounts on
tour packages and
accommodations by creating fake
websites in the name of various
Puri hotels, and more than 100
tourists have fallen prey to this

fraud in Bhubaneswar.

Work-from-home fraud:
Vegetable vendor duped
of Rs 21 crore.

A 27-year-old man, who was earlier
working as a vegetable vendor, has
been arrested in connection with
organising a cyber scam of working
from home. He was directly
involved in 37 fraud cases across
10 states and duped 855 people of

Rs 21 crore in just the last six

months.

Cyber fraudsters extort Rs 4 lakh from two women in separate cases.

One of the victims responded to a fraudulent offer on Facebook and ended up

investing Rs 3.84 lakh only to realise it was a scam. In another case, the victim
received a call from a fraudster posing as an acquaintance, claiming his wife was
hospitalised. The scammer requested the victim's daughter to transfer money for
medical expenses. The daughter, without verifying the transaction, transferred Rs

60,000 to the scammer's account.

Trainee IPS Officer Falls Victim to Sextortion Attempt, Cyber Crime
Case Filed

An IPS officer undergoing training received a video call from an unknown number in which a
naked woman was seen and it was immediately disconnected. Subsequently, a case was
registered against the fraudsters for demanding money and threatening to make the video

public on social media if the payment was not made.

Job promises in reputed company: Fraudsters extort Rs 24 lakh from
professional woman

The victim had been working at a reputed engineering firm in Pune for two decades, he was
promised a senior position at a global car manufacturer but ended up losing Rs 24 lakh

between March and August of this year.
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https://indianexpress.com/article/cities/pune/cyber-job-scam-50-year-old-techie-24-lakh-job-dream-job-9016540/
https://indianexpress.com/article/cities/pune/cyber-job-scam-50-year-old-techie-24-lakh-job-dream-job-9016540/

Online Frauds

Impostors Posing as Naval

Cybercriminals Impersonate Bokaro SP on Facebook, Police Launch

Officers on Instagram,
Duping Women by fake
marriage promise.

Two cyber fraudsters, who were

operating under fake identities of

naval  officers, doctors, and
engineers, have been arrested.
Investigations revealed that the

fraudsters, who used to introduce
women through false promises of
marriage on Instagram, gradually

persuaded them and cheated them

on the pretext of marriage.

Online Job Frauds Scam
21 People of Rs 2.5 Crore,
Cyber Police Alert Public

City cyber police have warned citizens
about a rising trend in online job
frauds that have resulted in 21 people
being cheated out of approximately
Rs 2.5 crore this year. Fraudsters
exploit social media platforms like
Telegram, enticing individuals with
work-from-home opportunities that
liking or

seem simple, such as

commenting on online videos.

Investigation

Bokaro SP reported that cybercriminals impersonated him on Facebook, deceiving
two individuals by falsely claiming a transfer and prompting them to sell their
belongings. Investigations unveiled the creation of a fake account using the SP's

image from his authentic Facebook account.

CID arrests Taiwan-based cyber fraudster for duping man of Rs 95
lakh

The Jharkhand CID has arrested a Taiwanese cybercriminal for duping a resident of
Dhanbad in Jharkhand of Rs 95 lakh. This gang of fraudsters is active across India
in an organised manner and money has been transferred to several accounts and

Rs. 67 lakh has been seized by the CID police from the arrested.


https://timesofindia.indiatimes.com/city/ranchi/cyber-frauds-cheat-two-by-posing-as-sp/articleshow/105109308.cms
https://timesofindia.indiatimes.com/city/ranchi/cyber-frauds-cheat-two-by-posing-as-sp/articleshow/105109308.cms
https://timesofindia.indiatimes.com/city/delhi/fake-marriage-promise-2-held-for-cheating/articleshow/104977500.cms
https://timesofindia.indiatimes.com/city/delhi/fake-marriage-promise-2-held-for-cheating/articleshow/104977500.cms
https://timesofindia.indiatimes.com/city/delhi/fake-marriage-promise-2-held-for-cheating/articleshow/104977500.cms
https://timesofindia.indiatimes.com/city/delhi/fake-marriage-promise-2-held-for-cheating/articleshow/104977500.cms
https://timesofindia.indiatimes.com/city/nashik/nashik-21-cheated-of-2-5cr-in-online-task-frauds-this-yr/articleshow/105109625.cms
https://timesofindia.indiatimes.com/city/nashik/nashik-21-cheated-of-2-5cr-in-online-task-frauds-this-yr/articleshow/105109625.cms
https://timesofindia.indiatimes.com/city/nashik/nashik-21-cheated-of-2-5cr-in-online-task-frauds-this-yr/articleshow/105109625.cms
https://timesofindia.indiatimes.com/city/ranchi/cyber-fraud-from-taiwan-held-for-duping-dhanbad-man-of-95l/articleshow/105109264.cms
https://timesofindia.indiatimes.com/city/ranchi/cyber-fraud-from-taiwan-held-for-duping-dhanbad-man-of-95l/articleshow/105109264.cms
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Cyber Haasya Sanje in Chamarajanagar

¢ In celebration of October Cybersecurity Awareness month, the Cyber Haasya Sanje event unfolded in

the picturesque Chamarajanagar district. Integrated by DC, Chamarajanagar.

Cybersecurity Awareness Session at Kendriya Vidyalaya, 11Sc

o Mr. Karthic Bappanad, Center Head at CySeckK, spearheaded an impactful Cybersecurity Awareness

session for students of Kendriya Vidyalaya, 1ISc. The session, attended by over 50 students.

Cybersecurity Awareness Session at PM Sri. Kendriya Vidyalaya, Hebbal

¢ An enlightening awareness session unfolded at PM Sri. Kendriya Vidyalaya, Hebbal, targeting 11th
Standard students. Ms. Vanajaksi, along with the dedicated contribution of our volunteer, Ms. Vibha,

conducted the session. 200 students actively participated in this session.
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Inauguration of Cybersecurity Club at Alvas Institute of Engineering &

Technology

e A significant stride in bolstering cybersecurity education, Alvas Institute of Engineering &

Technology proudly launched its Cybersecurity Club. The inauguration ceremony was graced by the

presence of Mr. Karthic Bappanad, Center Head at CySecK
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INAUGURAL CEREMONY

CySecK's Presence at BTS 2023: Bengaluru Tech Summit

e CySecK actively participated in the Bengaluru Tech Summit 2023, hosted at the majestic Bengaluru

Palace from November 29th to December 1st, 2023. As a testament to its commitment to the tech

ecosystem
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Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime -

To identify fake information:

Karnataka Cyber Crime Helpline Number 112

National Helpline Number 1930

oG


https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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