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Brajendra Kumar

Advisor & Head

Regional Office

Telecom Regulatory Authority of India
Bengaluru.

The remarkable digital transformation in the country, which is
visible today due to affordable internet access and mobile
handsets, has empowered millions of people. However, the
accompanying cyber threats have become a bottleneck in
further proliferating the use of online services. The
Government in association with academia, industry and other
community-based groups is continuously organising
awareness campaigns to make people aware of cyber threats
and to adopt safe cyber practices. Telecom Regulatory
Authority of India (TRAI) also organises talks on cyber security
in its Consumer Outreach Programmes to increase awareness
among public.

Nowadays most of the user authentication activities are
conducted through OTP. But this has also raised the threat of
SIM swapping. TRAI has recently sought stakeholders’
comments in its proposal to restrict mobile number portability
to another network or operator if the request is coming from a
number which has undergone a SIM swap or replacement
within previous 10 days. Apart from this, TRAI is also taking
several measures in association with other regulators to check
the menace of spam messages which are also targeting
gullible users through fraudulent links.

The unique nature of cyber crimes where the criminal is
hidden behind an anonymous curtain having access to identity
and financial information of victim makes it more challenging
than that of physical world. However certain facets of crime
have a common thread - criminal relying on two basic
psychological traits of victims- ‘fear’ and ‘greed’. One item in
this newsletter also addresses this issue cautioning readers
against links which seem urgent. This edition of Cyber Vartika
newsletter also covers several cyber-crimes where victims
were not those who had limited access to cyber world but
people who are senior public officials, teachers, businessmen
etc. Thus, vulnerability to cyber-crimes cuts across socio-
economic boundaries and CySecK is doing an excellent work
in regularly spreading awareness about evolving nature of
threats.
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Top Cyber News

India, Japan towards Kamataka Cabinet Approves Cyber Security Policy 2023 Amid
strengthening cyber ties. Rising Cyber Threats

During the fifth India-Japan Cyber

Dial , both nati di d . . . D
alogue, Bofh nations - discuisse Karnataka Cabinet Approves Cyber Security Policy 2023 Amid Rising

their cooperation in the cyber
Cyber Threats

domain, assessing progress in
The policy focuses on raising awareness about cybersecurity and data

cybersecurity and advanced 5G
protection, involving various stakeholders like the government, local bodies,

technology.

social media, tech industry, volunteers, and educational institutions.
International Criminal Home Ministry takes special action for illegal crypto activities.
Court to Prosecute Cyber
War Crimes

The International Criminal Court (ICC)
has announced that it will now
investigate and prosecute cyber war The Ministry of Home Affairs is developing the Cryptocurrency Intelligence and

crimes on par with physical war crimes. Analysis Tool (CIAT) to combat illegal cryptocurrency activities.
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Top Cyber News

India and Saudi Arabia
Join Forces for

Cybersecurity in Energy

The International Criminal Court (ICC)
has announced that it wil now
investigate and prosecute cyber war

crimes on par with physical war crimes.

Rs 837 Crore
Cybersecurity Project
Launched to Combat
Cyber Crime

The Maharashtra cabinet has approved
an Rs 837 crore cybersecurity project
aimed at tackling the rising threat of

cybercrime in the state.

Al helps in quick detection of passwords.

Researchers have developed ThermoSecure, an Al-driven system that can quickly
guess computer and smartphone passwords by analysing heat signatures left on

keyboards and screens.

Cisco to Acquire Splunk, to Help Make Organizations More
Secure and Resilient in an Al-Powered World

From threat detection and response to threat prediction and prevention, we will
help make organizations of all sizes more secure and resilient - said Chuck

Robbins, chair, and CEO of Cisco
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Online Frauds

Bengaluru police arrest
IIT graduate for
allegedly hacking
website.

BENGALURU: A

23-year-old

Computer Science graduate has
been arrested for allegedly hacking
into a website and illicitly gaining
reward points worth a staggering

Rs 4.16 crore.

Ethical Hacker Arrested
for Extortion and Threats

The Cyber Crime Unit of
Ahmedabad police apprehended a
well-known ethical hacker, on
charges of doxing, extortion, and
threats. This arrest followed a
complaint by a Pune-based
businessman who accused him of
to fulfil

failing promises and

resorting to extortion tactics.

Elderly Doctor Loses Rs 8.48 Lakh in Shocking Power Bill Phishing

Scam

MUMBAI: The doctor received a message on mobile, warning him that his
residence’s electricity supply would be disconnected unless he took immediate
action. The message instructed him to contact a provided mobile number for
assistance. This individual went on to manipulate the doctor into a web of deceit.

CySecK advises all to be circumspect when they receive messages that get push

them into a sense of urgency.

First AEPS Breach in Kamataka: ¥20,000 Cyber Fraud

Cybercriminals execute ¥20,000 fraud through Karnataka's first AEPS breach. A Bengaluru
resident discovered unauthorized withdrawals from her bank account, initiated via her
biometrics linked to the Aadhaar Enabled Payment System (AEPS).

CySecK advises people to be careful when providing biometric for authentication, and ensure

it is provided only to authorised personnel.
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Online Frauds

Cyber Fraud Scheme
Siphoned Rs 2.54 Crore
from Retired DG

Cybercrime police in Noida have
uncovered a complex cyber fraud
scheme that swindled a retired
Director General (DG) of the Central
Public Works Department (CPWD) out
of a staggering Rs 2.54 crore.

CySecK advises you to think before
investing in any stocks that offer

higher returns than expected.

Crackdown on
Unauthorized Train Ticket
Rackets in Karnataka

Railway Protection Force (RPF) in
Mysuru  Division  conducted a
successful raid on three cyber centres
in Shivamogga district, uncovering
three unauthorized e-ticket generation
rackets. The operation resulted in the
seizure of e-tickets worth 2.5 lakh,
along with computer equipment and
mobile phones valued at over ¥1.25
lakh.

CySecK suggests that all train ticket
bookings should be made only using

authorised websites or apps.

Rs 1.10 crore RBL Bank credit card fraud: Three arrested

The criminals orchestrated fake transfers from US-based companies, totalling
approximately Rs 15 crore across India. Investigations are ongoing, with 119 credit

cards implicated.

Threat in the guise of police — teacher fined Rs. Rs 32 lakh fraud

Scammers, posing as Mumbai crime branch police, threatened her with false
claims of multiple passports in her name and coerced her into transferring the
money to "settle" the case.

Do not respond to any threats posed online. Call 1930 immediately and report
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e One-day Industrial Visit for MTech. students from selected colleges to VMware Software India
Pvt. Ltd. on Friday, 22nd September 2023. A total of 28 students attended this visit. The students
underwent training on Cloud Computing, Virtualization and on VMware's Virtualization 101

Hands-on Lab.

» 2-days training on Cybercrime investigations was conducted for Kalaburagi District Police officers
on 11th — 12th Sept & 14th -15th Sept at Police Bhavan, Kalaburagi. There are 170 officers

participated from across the district representing all the 29 stations.

e Training on Information Technology security for IT teams of Karnataka Power Transmission

Corporation Ltd was held on 29th Sept at KPTCL head-office, Bangalore.




evRednE DozFned | Useful links

R0 wrt,8 Ry R0 RoFBeATes 2o eumRedng oz e 3O8-

RRT* B0IING 2R BRTY TDDIN

3, B8 THTH 3T -

BorE3E JNT® BTG FH030e0ed 083 112

Ua%eojo 2T0H=08 1930 R 33 308

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime -

To identify fake information:

Karnataka Cyber Crime Helpline Number 112

National Helpline Number 1930

o


https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’'s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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