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ಮುನು�� | FOREWORD

The remarkable digital transformation in the country, which is
visible today due to affordable internet access and mobile
handsets, has empowered millions of people. However, the
accompanying cyber threats have become a bottleneck in
further proliferating the use of online services. The
Government in association with academia, industry and other
community-based groups is continuously organising
awareness campaigns to make people aware of cyber threats
and to adopt safe cyber practices. Telecom Regulatory
Authority of India (TRAI) also organises talks on cyber security
in its Consumer Outreach Programmes to increase awareness
among public. 

Nowadays most of the user authentication activities are
conducted through OTP. But this has also raised the threat of
SIM swapping. TRAI has recently sought stakeholders’
comments in its proposal to restrict mobile number portability
to another network or operator if the request is coming from a
number which has undergone a SIM swap or replacement
within previous 10 days. Apart from this, TRAI is also taking
several measures in association with other regulators to check
the menace of spam messages which are also targeting
gullible users through fraudulent links. 

The unique nature of cyber crimes where the criminal is
hidden behind an anonymous curtain having access to identity
and financial information of victim makes it more challenging
than that of physical world. However certain facets of crime
have a common thread – criminal relying on two basic
psychological traits of victims- ‘fear’ and ‘greed’. One item in
this newsletter also addresses this issue cautioning readers
against links which seem urgent. This edition of Cyber Vartika
newsletter also covers several cyber-crimes where victims
were not those who had limited access to cyber world but
people who are senior public officials, teachers, businessmen
etc. Thus, vulnerability to cyber-crimes cuts across socio-
economic boundaries and CySecK is doing an excellent work
in regularly spreading awareness about evolving nature of
threats.

�ೖ�ಟಕುವ ��ಯ�� �ಗುವ ��ೖ� ಗ� ಮತು� ಇಂಟ� ��  �ಂ�ಾ�
ಗಮ�ಾಹ� ��ಟ�  ರೂ�ಾಂತರ� ಲ�ಾಂತರ ಜನರನು�
ಸಬ�ೕಕರಣ�ೂ���. ಆ�ಾಗೂ�, ಅದ�ೂಂ�� ಬರುವ �ೖಬ�
�ದ��ಗ� ಆ� �ೖ�  �ೕ�ಗಳ ಬಳ�ಯನು� ಮತ�ಷು� �ಸ��ಸುವ��
ಅಡಚ��ಾ� �ಾಪ����. �ೖಬ� �ದ��ಗಳ ಬ�� ಜನ�� ಅ��
ಮೂ�ಸಲು ಮತು� ಸುರ�ತ �ೖಬ� ಅ�ಾ�ಸಗಳನು� ಅಳವ���ೂಳ�ಲು
ಸ�ಾ�ರ� �ೖ��ಕ, ಉದ�ಮ ಮತು� ಇತರ ಸಮು�ಾ�ಾ�ಾ�ತ ಗುಂ�ಗಳ
ಸಹ�ೕಗ�ೂಂ�� �ರಂತರ�ಾ� �ಾಗೃ� ಅ��ಾನಗಳನು�
ಆ�ೕ�ಸು���. ���ಾಂ �ಗು��ೕಟ� ಅ�ಾ�� ಆ� ಇಂ��ಾ
(���) �ಾವ�ಜ�ಕರ�� �ಾಗೃ� ಮೂ�ಸಲು ತನ� ಔ� �ೕ� 
�ಾಯ�ಕ�ಮಗಳ ಮೂಲಕ �ೖಬ� ಸುರ��ಯ ಬಗ� ಹಲ� �ಾಗೃ�
�ಾಯ�ಕ�ಮಗಳನು� ಆ�ೕ�ಸು�ಾ� ಬಂ��. 

ಇ��ೕ�ನ �ನಗಳ�� ���ನ ಬಳ��ಾರರು ದೃ�ೕಕರಣ ಚಟುವ��ಗಳನು�
OTP ಮೂಲಕ ನ�ಸು�ಾ��. ಆದ� ಇದು SIM ��ಮಯ
ಆ�ಾ�ತ�ದ��ಯನು� �����. ಕ�ದ 10 �ನಗಳ�� SIM ��ಮಯ
ಅಥ�ಾ ಬದ� ವ�ವ��� ಒಳ�ಾದ ಸಂ���ಂದ �ನಂ� ಬರು��ದ��
��ೖ� ಸಂ�� �ೕಟ����ಯನು� ಮ�ೂ�ಂದು �ಟ��� ಅಥ�ಾ
ಆಪ�ೕಟ� � �� �ಬ�ಂ�ಸುವ ಪ��ಾ�ಪದ�� ��� ಮಧ�ಸ��ಾರರ
ಅ��ಾ�ಯಗಳನು� �ೂೕ��. ಇದಲ��, �ೕಸದ �ಂ� ಗಳ ಮೂಲಕ
�ೕಸ�ೂ�ಸುವ ಬಳ��ಾರರನು� ಗು��ಾ�ಸು��ರುವ Spam ಸಂ�ೕಶಗಳ
ಅ�ಾಯವನು� ಪ��ೕ�ಸಲು ��� ಇತರ �ಯಂತ�ಕರ
ಸಹ�ೕಗ�ೂಂ�� ಹಲ�ಾರು ಕ�ಮಗಳನು� ��ದು�ೂ�����.

�ೖಬ� ಅಪ�ಾಧಗಳ ��ಷ� ಸ�ರೂಪ, ಇ�� ಅಪ�ಾ�ಯು ಅ�ಾಮ�ೕಯ
ಪರ�ಯ �ಂ� ಅಡ��ಾ��, ಬ�ಪಶು�ನ ಗುರುತು ಮತು� ಆ��ಕ
�ಾ��� ಪ��ೕಶವನು� �ೂಂ��ಾ��, ಇದು �ೌ�ಕ ಪ�ಪಂಚ��ಂತ �ಚು�
ಸ�ಾ�ನ�ಾ���. ಆ�ಾಗೂ�, ಅಪ�ಾಧದ �ಲ� ಅಂಶಗ� �ಾ�ಾನ�
ಎ�ಯನು� �ೂಂ�� - ಅಪ�ಾ�ಗ� ಬ�ಪಶುಗಳ ಎರಡು ಮೂಲಭೂತ
�ಾನ�ಕ ಗುಣಲ�ಣಗ�ಾದ 'ಭಯ' ಮತು� 'ದು�ಾ�'ಯನು�
ಅವಲಂ���ಾ��. ಈ ಸು��ಪತ�ದ��ನ ಒಂದು ಅಂಶ� ತುತು� ಎಂದು
�ೂೕರುವ �ಂ� ಗಳ �ರುದ� ಓದುಗರನು� ಎಚ��ಸು���. �ೖಬ� �ಾ���ಾ
ಸು��ಪತ�ದ ಈ ಆವೃ��ಯು ಹಲ�ಾರು �ೖಬ�-ಅಪ�ಾಧಗಳನು� ಸಹ
ಒಳ�ೂಂ��, ಇ�� ಬ�ಪಶುಗ� �ೖಬ� ಜಗ��� �ೕ�ತ ಪ��ೕಶವನು�
�ೂಂ�ರುವವರಲ�, ಬದ�� ��ಯ �ಾಗ�ೕಕರು, ಅ��ಾ�ಗ�, ��ಕರು,
ಉದ��ಗ� ಇ�ಾ��. �ೕ�ಾ�, �ೖಬ� ಅಪ�ಾಧಗ�� ದುಬ�ಲ�ಯು
�ಾ�ಾ�ಕ-ಆ��ಕ ಗ�ಗಳನು� �ಾಟುತ�� ಮತು� �ದ��ಗಳ �ಕಸನ
ಸ�ರೂಪದ ಬ�� �ಯ�ತ�ಾ� �ಾಗೃ� ಮೂ�ಸುವ�� �ೖ�� ಅತು�ತ�ಮ
�ಲಸ �ಾಡು���.

Brajendra Kumar
Advisor & Head
Regional Office
Telecom Regulatory Authority of India
Bengaluru.

ಬ��ೕಂದ� ಕು�ಾ� 
ಸಲ��ಾರರು & ಮುಖ�ಸ�ರು,
�ಾ��ೕ�ಕ ಕ�ೕ�,
���ಾಂ �ಗು��ೕಟ� ಅ�ಾ�� ಆ�  ಇಂ��ಾ,
�ಂಗ�ರು.



�ೖಬ�  ಭದ��ಾ �ೕ� -೨೦೨೩ �� �ಾಜ� ಸ�ವ ಸಂ�ಟ ಅನು�ೕದ��ೖಬ�  ಸಂಬಂಧಗಳನು�
ಬಲಪ�ಸುವತ� �ಾರತ – ಜ�ಾ� 

ಪ�ಮುಖ �ೖಬ� ಸು��

ಅಕ�ಮ ����ೕ ಚಟುವ��ಗ�� ��ೕ�  - ಗೃಹ ಸ��ಾಲಯ�ಂದ ��ೕಷ ನ� 

�ಾರತ ಮತು� ಜ�ಾ�  �ೕಶಗಳ ೫�ೕ

�ೖಬ�  ಸಂ�ಾದದ��, �ೖಬ�  �ೕತ�ದ��

ಪರಸ�ರ ಸಹ�ಾರ, �ೖಬ�  ಭದ�� ಮತು�

ಸು�ಾ�ತ ೫G ತಂತ��ಾನ ಪ�ಗ�ಯ

�ಷಯಗಳ ಕು�ತು ಪರಸ�ರ

ಚ��ಸ�ಾ�ತು.

�ೖಬ�  ಅಪ�ಾಧಗಳನು�
��ರ��ೂಳಪ�ಸಲು ಅಂತ�ಾ��ೕಯ
���ನ�  �ಾ��ಾಲಯ

ಅಪ�ಾಧ ಚಟುವ��ಗಳ ��ರ��

�ಾ��ಾಂಗ ವ�ವ��� ಸಮ�ಾ� �ೖಬ� 

ಅಪ�ಾಧಗಳನು� ತ�� ನ��, �ಾನೂನು

ಕ�ಮ ಜರು�ಸಲು ಅಂತ�ಾ��ೕಯ

���ನ�  �ಾ��ಾಲಯ (ICC)

ಮುಂ�ಾ��. 

�ೖಬ� ಭದ��ಾ �ೕ� 2023, ಸ�ಾ�ರ, ಸ��ೕಯ ಸಂ��ಗ�, �ಾ�ಾ�ಕ �ಾಧ�ಮ, ��

ಉದ�ಮ, ಸ�ಯಂ�ೕವಕರು ಮತು� ��ಣ ಸಂ��ಗಳಂತಹ ��ಧ ಮಧ�ಸ��ಾರರನು�

ಒಳ�ೂಂಡ �ೖಬ� ಭದ�� ಮತು� �ೕ� ರ��ಯ ಬ�� �ಾಗೃ� ಮೂ�ಸುವತ� ಈ

�ೕ�ಯ ಗಮನ ಹ�ಸಲು ಸಹ�ಾ��ಾಗ��.

ಅಕ�ಮ ����ೕ ಕ��� ಚಟುವ��ಗಳನು� ಎದು�ಸಲು �ೕಂದ� ಗೃಹ ಸ��ಾಲಯ�

����ೕ ಕ��� ಗುಪ�ಚರ ಮತು� ��ಾ�ಷ� (CIAT) �ಾಧನವನು� ಅ�ವೃ�� ಪ�ಸಲು

ಮುಂ�ಾ��. 

https://www.deccanherald.com/india/karnataka/karnataka-approves-policy-to-fight-cyber-crimes-2643229
https://www.financialexpress.com/business/defence-india-and-japan-forge-cybersecurity-collaboration-and-set-future-course-3243939/
https://www.cnbctv18.com/cryptocurrency/india-developing-cryptocurrency-intelligence-tool-to-combat-cyber-fraud-17854871.htm
https://www.cnbctv18.com/cryptocurrency/india-developing-cryptocurrency-intelligence-tool-to-combat-cyber-fraud-17854871.htm
https://www.wired.com/story/icc-cyberwar-crimes/


ಪ�ಮುಖ �ೖಬ� ಸು��

�ಾ� ವ� �ಗಳನು� ತ��ತ�ಾ� ಪ��ಹಚ�ಲು AI ಸಹ�ಾ�

�ೕ�ೂೕ� �ಗ� ಮತು� ��ೖ�  �ೕ�ನ ಪರ�ಗಳ�� ಉ��ರುವ �ಾಖ ಸ�ಗಳನು�

���ೕ�ಸುವ ಮೂಲಕ ಕಂ��ಟ� ಮತು� �ಾ�� ��ೕ�  �ಾ� ವ� �ಗಳನು� ತ��ತ�ಾ�

ಊ�ಸಬಲ� ಎಐ ��ತ ವ�ವ���ಾದ ಥ�ೕ��ಕೂ�� ಅನು� ಸಂ�ೂೕಧಕರು

ಅ�ವೃ��ಪ���ಾ��.

ಇಂಧನ �ೕತ�ದ�� �ೖಬ� ಭದ���ಾ�
�ೖ�ೂೕ��ದ �ಾರತ ಮತು� �ೌ�
ಅ�ೕ��ಾ

�ೖಬ� ಭದ�� �ೕ�ದಂ� ��ಧ ಇಂಧನ

ಸಂಬಂ�ತ �ೕತ�ಗಳ�� ಸಹ�ಾರವನು�

���ಸಲು �ಾರತ ಮತು� �ೌ� ಅ�ೕ��ಾ

�ೕಶಗ� ಪರಸ�ರ ಒಡಂಬ��� ಸ�

�ಾ��.

�ೖಬ�  ಅಪ�ಾಧಗಳ �ಯಂತ�ಣ��
ಮ�ಾ�ಾಷ� ಸ�ಾ�ರ�ಂದ �ೖಬ� 
ಭದ��ಾ �ೕಜ� �ಾ� 

�ೖಬ�  �ದ��ಗಳನು� ಸಮಪ�ಕ�ಾ�

��ಾ�ಸುವ ���ನ�� ಆರಂ�ಸಲು

ಉ��ೕ��ರುವ ರೂ.೮೩೭ �ೂೕ� �ತ�ದ

�ೖಬ�  ಭದ��ಾ �ೕಜ�� ಮ�ಾ�ಾಷ�

�ಾ����  ಅನು�ೕದ� �ೕ��. 

ಎಐ-��ತ ಜಗ��ನ�� ಸಂ��ಗಳನು� �ಚು� ಸುರ�ತ ಮತು� ����ಾ�ಪಕ�ಾ�ಸಲು
ಸ�ಾಯ �ಾಡಲು ��ೂ� ಸು��ಂ� ಅನು� �ಾ��ೕನಪ���ೂ��ತ��.

"�ದ�� ಪ�� ಮತು� ಪ������ಂದ ��ದು �ದ�� ಮುನೂ�ಚ� ಮತು�

ತ�ಗಟು���ಯವ��, ಎ�ಾ� �ಾತ�ದ ಸಂ��ಗಳನು� �ಚು� ಸುರ�ತ ಮತು�

����ಾ�ಪಕ�ಾ�ಸಲು �ಾ� ಸ�ಾಯ �ಾಡು��ೕ�." ��ೂ�ದ ಅಧ�� ಮತು� �ಇಒ ಚ�

�ಾ��� 

https://www.zdnet.com/article/this-thermal-attack-can-read-your-password-from-the-heat-your-fingertips-leave-behind/
https://pib.gov.in/PressReleasePage.aspx?PRID=1956415
https://indianexpress.com/article/cities/mumbai/maharashtra-to-implement-cyber-security-project-at-rs-837-crore-8928065/
https://indianexpress.com/article/cities/mumbai/maharashtra-to-implement-cyber-security-project-at-rs-837-crore-8928065/
https://www.prnewswire.com/news-releases/cisco-to-acquire-splunk-to-help-make-organizations-more-secure-and-resilient-in-an-ai-powered-world-301934777.html


During the fifth India-Japan Cyber

Dialogue, both nations discussed

their cooperation in the cyber

domain, assessing progress in

cybersecurity and advanced 5G

technology. 

Karnataka Cabinet Approves Cyber Security Policy 2023 Amid Rising

Cyber Threats

The policy focuses on raising awareness about cybersecurity and data

protection, involving various stakeholders like the government, local bodies,

social media, tech industry, volunteers, and educational institutions.

Karnataka Cabinet Approves Cyber Security Policy 2023 Amid
Rising Cyber Threats

India, Japan towards
strengthening cyber ties.

Top Cyber News

The International Criminal Court (ICC)

has announced that it will now

investigate and prosecute cyber war

crimes on par with physical war crimes. 

International Criminal
Court to Prosecute Cyber
War Crimes

Home Ministry takes special action for illegal crypto activities. 

The Ministry of Home Affairs is developing the Cryptocurrency Intelligence and

Analysis Tool (CIAT) to combat illegal cryptocurrency activities.

https://www.deccanherald.com/india/karnataka/karnataka-approves-policy-to-fight-cyber-crimes-2643229
https://www.financialexpress.com/business/defence-india-and-japan-forge-cybersecurity-collaboration-and-set-future-course-3243939/
https://www.wired.com/story/icc-cyberwar-crimes/
https://www.cnbctv18.com/cryptocurrency/india-developing-cryptocurrency-intelligence-tool-to-combat-cyber-fraud-17854871.htm
https://www.cnbctv18.com/cryptocurrency/india-developing-cryptocurrency-intelligence-tool-to-combat-cyber-fraud-17854871.htm


India and Saudi Arabia
Join Forces for
Cybersecurity in Energy 

Top Cyber News

Rs 837 Crore
Cybersecurity Project
Launched to Combat
Cyber Crime

AI helps in quick detection of passwords.

Researchers have developed ThermoSecure, an AI-driven system that can quickly

guess computer and smartphone passwords by analysing heat signatures left on

keyboards and screens. 

The International Criminal Court (ICC)

has announced that it will now

investigate and prosecute cyber war

crimes on par with physical war crimes. 

The Maharashtra cabinet has approved

an Rs 837 crore cybersecurity project

aimed at tackling the rising threat of

cybercrime in the state.  

Cisco to Acquire Splunk, to Help Make Organizations More
Secure and Resilient in an AI-Powered World

From threat detection and response to threat prediction and prevention, we will

help make organizations of all sizes more secure and resilient - said Chuck

Robbins, chair, and CEO of Cisco

https://pib.gov.in/PressReleasePage.aspx?PRID=1956415
https://pib.gov.in/PressReleasePage.aspx?PRID=1956415
https://indianexpress.com/article/cities/mumbai/maharashtra-to-implement-cyber-security-project-at-rs-837-crore-8928065/
https://www.zdnet.com/article/this-thermal-attack-can-read-your-password-from-the-heat-your-fingertips-leave-behind/
https://www.prnewswire.com/news-releases/cisco-to-acquire-splunk-to-help-make-organizations-more-secure-and-resilient-in-an-ai-powered-world-301934777.html


�� �ೖ�  ಅನು� �ಾ�� �ಾ� 4.16 �ೂೕ�

ರೂ.ಗಳ ��ಾ�� �ಾ�ಂ�� ಗಳನು�

ಅಕ�ಮ�ಾ� ಪ�ದ ಆ�ೂೕಪದ �ೕ� 23

ವಷ�ದ ಕಂ��ಟ� �ೖ�� ಪದ�ೕಧರನನು�

ಬಂ�ಸ�ಾ��.

ಮುಂ�ೖ ಮೂಲದ ೬೪ ವಷ�ದ �ೖದ��ೂಬ��� ��ೖಲ��� ಸಂ�ೕಶ ಬಂ�ದು�, ತ�ಣ ಕ�ಮ �ೖ�ೂಳ��ದ��

ಅವರ ಮ�ಯ �ದು�� ಸಂಪಕ�ವನು� ಕ�ತ�ೂ�ಸ�ಾಗು�ದು ಎಂದು ಎಚ����ಾ��. ಸ�ಾಯ�ಾ��

ಒದ��ದ ��ೖ� ಸಂ��ಯನು� ಸಂಪ��ಸಲು ಸಂ�ೕಶ� ಅವ�� ಸೂಚ� �ೕ�ದು�, �ೖದ�ರನು� �ೕಸದ

�ಾಲದ�� �ೕ�ವಂ� �ಾ�ರುವ ಘಟ� ವರ��ಾ��.

ತು��ಂಬಂ� �ಾಣುವ ಅನು�ಾ�ಾಸ�ದ �ಂ� ಗಳ �ೕ� ಎಂ�ಗೂ ���  �ಾಡ�ೕ� ಎಂದು �ೖ��  ಸಲ�

�ೕಡುತ��.                                                                                          

ನಕ� �ದ��  ��  ��ಂ�  ಹಗರಣ – ��ಯ �ೖದ��ೂಬ��� ರೂ.೮.೪೮ ಲ�
�ೕಸ

�� �ೖ�  �ಾ��  ಆ�ೂೕಪ: ಐಐಐ�
ಪದ�ೕದರನನು� ಬಂ��ದ �ಂಗ�ರು
��ೕಸರು

ಆ� �ೖ�  �ೕಸಗ�

�ಾಜ�ದ�� �ದಲ AEPS ಉಲ�ಂಘ� – ರೂ.೨೦೦೦೦ �ೖಬ�  ವಂಚ�

ಕ�ಾ�ಟಕದ �ದಲ ಎಇ�ಎ� ಉಲ�ಂಘ�ಯ ಮೂಲಕ �ೖಬ� ಅಪ�ಾ�ಗ� ರೂ.20,000 ವಂಚ�

�ಾ��ಾ��. ಆ�ಾ� ಎ�ೕಬ�� �ೕ�ಂ� �ಸ�� (ಎಇ�ಎ�) � �ಂ� �ಾಡ�ಾದ ಬ�ೕ�����

ಮೂಲಕ �ಾ�ರಂ�ಸ�ಾದ ತನ� �ಾ�ಂ� �ಾ��ಂದ ಅನ�ಕೃತ�ಾ� ಹಣವನು� �ಂಪ�ಯು�ದನು�

�ಂಗ�ರು ��ಾ��ಬ�ರು ಪ�� �ಾ��ಾ��.

ದೃ�ೕಕರಣ�ಾ�� ಬ�ೕ���� ಒದ�ಸು�ಾಗ �ಾಗರೂಕ�ಾ�ರಲು �ೖ�� ಜನ�� ಸಲ� �ೕಡುತ�� ಮತು�

ಅದನು� ಅ�ಕೃತ �ಬ�ಂ�� �ಾತ� ಒದ�ಸ�ಾ�� ಎಂದು ಖ�ತಪ���ೂ��.                                         

ಸು�� ಮತು� �ದ�� ಆ�ೂೕಪ –
ಅಹಮ�ಾ�ಾ�  ��ೕಸ�ಂದ �ೖ�ಕ
�ಾ�ಕ�  ಬಂಧನ

ಅಹಮ�ಾ�ಾ�  ��ೕಸರ �ೖಬ� ಅಪ�ಾಧ

ಘಟಕ� �ೂೕ��ಂ�, ಸು�� ಮತು� �ದ��

ಆ�ೂೕಪದ �ೕ� ಪ��ದ� �ೖ�ಕ �ಾ�ಕ� ಅನು�

ಬಂ���. ಭರವ�ಗಳನು� ಈ�ೕ�ಸಲು

�ಫಲ�ಾ��ಾ�� ಮತು� ಸು�� ತಂತ�ಗಳನು�

ಅನುಸ�ಸು���ಾ�� ಎಂದು ಆ�ೂೕ�� ��

ಮೂಲದ ಉದ���ಬ�ರು �ೕ�ದ ದೂರನು�

ಆ�ಾ�� ಈ ಬಂಧನ ನ��� ಎನ��ಾ��. 

https://www.the420.in/elderly-doctor-loses-8-48-lakh-power-bill-phishing-scam/
https://www.the420.in/bengaluru-tech-genius-turned-cybercriminal/
https://www.hindustantimes.com/india-news/aadhaarfraud-20k-drained-from-woman-s-bank-account-in-karnataka-101694544961411.html
https://www.the420.in/ethical-hacker-digital-bhuva-amit-singh-arrested-extortion-doxing-case/


�ೕಂದ� �ೂೕ�ೂೕಪ�ೕ� ಇ�ಾ�ಯ

(��ಡಬು���) �ವೃತ� ಮ�ಾ��ೕ�ಶಕ��

(��) 2.54 �ೂೕ� ರೂ.ಗಳನು� ವಂ��ದ

ಪ�ಕರಣವನು� �ೂೕ�ಾ�ದ �ೖಬ� ����

��ೕಸರು ಪ��ಹ���ಾ��.  

��ೕ�ಗೂ �ೕ�ದ �ಟ�� � �ೕಡುವಂ�

�ೕ�ವ �ಾ��ೕ �ಾ��ೕ �ೕರುಗಳ

�ೕ� ಹೂ�� �ಾಡುವ ಮುನ�

�ೕ�ಸುವಂ� CySecK ಸಲ� �ೕಡುತ��.

ಬಂ�ತರು ಯುಎ� ಮೂಲದ ಕಂಪ�ಗ�ಂದ �ಾರತ�ಾದ�ಂತ ಸು�ಾರು 15 �ೂೕ� ರೂ.ಗಳ ನಕ�

ವ�ಾ�ವ�ಗಳನು� ಆ�ೕ���ಾ��. ಪ�ಕರಣದ ತ�� ನ�ಯು��ದು�, 119 ���� �ಾ�� ಗಳನು�

ಬಂ�ತ�ಂದ ��ೕಸರು ವಶಪ���ೂಂ��ಾ��.

RBL �ಾ�ಂ� � 1.10 �ೂೕ� ���� �ಾ�� ವಂಚ� ಹಗರಣ: ಮೂವರ ಬಂಧನ�ೖಬ� ವಂಚ� ಪ�ಕರಣ: �ವೃತ�
���ಂದ 2.54 �ೂೕ� ಲೂ�

ಆ� �ೖ�  �ೕಸಗ�

��ೕಸರ �ೂೕ�ನ�� �ದ�� – ���� ರೂ. ೩೨ ಲ� ವಂಚ�

ಮುಂ�ೖ ���ಂ �ಾ�ಂ� ��ೕಸರಂ� ನ��ದ ವಂಚಕರು, ಆ�ಯ �ಸ�ನ�� ಅ�ೕಕ �ಾ�ೂ�ೕಟ��ಳ ಸು��

ಹಕು�ಗಳನು� �ೕಡು��ಾ� �ದ�� �ಾ�ದರು ಮತು� ಪ�ಕರಣವನು� "ಇತ�ಥ�ಪ�ಸಲು" ಹಣವನು�

ವ�ಾ��ಸುವಂ� ಒ�ಾ���ರುವ ಘಟ� �ಳ�� ಬಂ��.

ಆ� �ೖ�  ಮೂಲಕ ಒಡ��ಾಗುವ �ಾ��ೕ �ದ��ಗ�� ಉತ��ಸ�ೕ�. ಕೂಡ�ೕ ೧೯೩೦ � ಕ��ಾ�

ವರ��ಾ�

ಅನ�ಕೃತ �ೖಲು ��ೕ�  - ದಂ��ೂೕರರ
��ಮು� ಕ��ದ �ೖ�� �����
�ೕ��

�ೖಸೂರು ��ಾಗದ �ೖ�� ����� �ೕ��

(RPF) ತಂಡ� �ವ�ಗ� ���ಯ ಮೂರು

�ೖಬ� �ೕಂದ�ಗಳ �ೕ� �ಾ� ನ��ದು�,

ಮೂರು ಅನ�ಕೃತ ಇ-��� ಉ�ಾ�ದ�ಾ

ದಂ�ಗಳನು� ಪ�� ಹ���. ಈ

�ಾ�ಾ�ಚರ�ಯ�� ₹ 2.5 ಲ� �ೌಲ�ದ ಇ-

��� ಗ�, ₹ 1.25 ಲ�ಕೂ� �ಚು� �ೌಲ�ದ

ಕಂ��ಟ� ಉಪಕರಣಗ� ಮತು� ��ೖ�

�ೕ� ಗಳನು� ವಶಪ���ೂಳ��ಾ�� ಎಂದು

ಮೂಲಗ� ����.

ಎ�ಾ� �ೖಲು ��� ಬು�ಂ� ಅನು� ಅ�ಕೃತ

����ಟ�� ಅಥ�ಾ ಅ���ೕಶನ�ಳನು� ಬಳ�

�ಾತ� �ಾಡ�ೕಕು ಎಂದು �ೖ��

ಸೂ�ಸುತ��.

https://timesofindia.indiatimes.com/city/ranchi/cid-detects-pan-india-cyber-fraud-3-held-for-duping-bank-of-rs-1-crore-in-state/articleshow/103850264.cms?from=mdr
https://www.the420.in/retired-dg-cpwd-cyber-fraud-dubai-gang-exposed-forex-investment-scam/
https://indianexpress.com/article/cities/bangalore/passports-cyber-criminals-extort-teacher-8927228/
https://www.thehindu.com/news/national/karnataka/rpf-cracks-down-on-touts-generating-unauthorised-e-tickets-for-travel-during-festival-season/article67272808.ece


BENGALURU: A 23-year-old

Computer Science graduate has

been arrested for allegedly hacking

into a website and illicitly gaining

reward points worth a staggering

Rs 4.16 crore.

MUMBAI: The doctor received a message on mobile, warning him that his

residence’s electricity supply would be disconnected unless he took immediate

action. The message instructed him to contact a provided mobile number for

assistance. This individual went on to manipulate the doctor into a web of deceit.

CySecK advises all to be circumspect when they receive messages that get push

them into a sense of urgency. 

Elderly Doctor Loses Rs 8.48 Lakh in Shocking Power Bill Phishing
Scam

Bengaluru police arrest
IIIT graduate for
allegedly hacking
website.

Online Frauds

First AEPS Breach in Karnataka: ₹20,000 Cyber Fraud

Cybercriminals execute ₹20,000 fraud through Karnataka's first AEPS breach. A Bengaluru

resident discovered unauthorized withdrawals from her bank account, initiated via her

biometrics linked to the Aadhaar Enabled Payment System (AEPS). 

CySecK advises people to be careful when providing biometric for authentication, and ensure

it is provided only to authorised personnel. 

Ethical Hacker Arrested
for Extortion and Threats

The Cyber Crime Unit of

Ahmedabad police apprehended a

well-known ethical hacker, on

charges of doxing, extortion, and

threats. This arrest followed a

complaint by a Pune-based

businessman who accused him of

failing to fulfil promises and

resorting to extortion tactics. 

https://www.the420.in/elderly-doctor-loses-8-48-lakh-power-bill-phishing-scam/
https://www.the420.in/bengaluru-tech-genius-turned-cybercriminal/
https://www.hindustantimes.com/india-news/aadhaarfraud-20k-drained-from-woman-s-bank-account-in-karnataka-101694544961411.html
https://www.the420.in/ethical-hacker-digital-bhuva-amit-singh-arrested-extortion-doxing-case/


Cybercrime police in Noida have

uncovered a complex cyber fraud

scheme that swindled a retired

Director General (DG) of the Central

Public Works Department (CPWD) out

of a staggering Rs 2.54 crore. 

CySecK advises you to think before

investing in any stocks that offer

higher returns than expected.

The criminals orchestrated fake transfers from US-based companies, totalling

approximately Rs 15 crore across India. Investigations are ongoing, with 119 credit

cards implicated.

Rs 1.10 crore RBL Bank credit card fraud: Three arrestedCyber Fraud Scheme
Siphoned Rs 2.54 Crore
from Retired DG

Online Frauds

Threat in the guise of police – teacher fined Rs. Rs 32 lakh fraud

Scammers, posing as Mumbai crime branch police, threatened her with false

claims of multiple passports in her name and coerced her into transferring the

money to "settle" the case. 

Do not respond to any threats posed online. Call 1930 immediately and report

Crackdown on
Unauthorized Train Ticket
Rackets in Karnataka

Railway Protection Force (RPF) in

Mysuru Division conducted a

successful raid on three cyber centres

in Shivamogga district, uncovering

three unauthorized e-ticket generation

rackets. The operation resulted in the

seizure of e-tickets worth ₹2.5 lakh,

along with computer equipment and

mobile phones valued at over ₹1.25

lakh.

CySecK  suggests that all train ticket

bookings should be made only using

authorised websites or apps.

https://timesofindia.indiatimes.com/city/ranchi/cid-detects-pan-india-cyber-fraud-3-held-for-duping-bank-of-rs-1-crore-in-state/articleshow/103850264.cms?from=mdr
https://www.the420.in/retired-dg-cpwd-cyber-fraud-dubai-gang-exposed-forex-investment-scam/
https://indianexpress.com/article/cities/bangalore/passports-cyber-criminals-extort-teacher-8927228/
https://www.thehindu.com/news/national/karnataka/rpf-cracks-down-on-touts-generating-unauthorised-e-tickets-for-travel-during-festival-season/article67272808.ece


ಆಯ� �ಾ�ೕಜುಗಳ ಎಂ��  ��ಾ���ಗಳನು� VMware Software India Pvt. Ltd. ಸಂ��� ಒಂದು �ನದ �ೖ�ಾ��ಾ

�ೕ�� ಕ��ೂಯ��ಾ�ತು. ೨೨�ೕ �ಪ�ಂಬ�  ರಂದು ನ�ದ ಈ �ೕ�ಯ�� ೨೮ ��ಾ���ಗ� �ಾಗವ�� �ೌ��

ಕಂ���ಂ�, ವಚು�ಯ�ೖ�ೕಶ� ಮತು� �ಎಂ�ೕ�  ನ ವಚು�ಯ�ೖ�ೕಶ� 101 �ಾ�ಂ��-ಆ� �ಾ�ಬ��� ತರ�ೕ�

ಪ�ದರು.

 �ೖ�� ವರ� | CySecK Updates

ಕಲಬುರ� ��ಾ� ��ೕ� ಅ��ಾ�ಗ�� �ೖಬ� ಅಪ�ಾಧ ತ��ಯ ಬ�� 2 �ನಗಳ ತರ�ೕ�ಯನು� ೧೧ & ೧೨�ೕ

�ಪ�ಂಬ�  ಗಳಂದುಮತು� 14 & ೧೫�ೕ �ಪ�ಂಬ�  ಗಳಂದು ೨ �ಾ�� ಗಳ��ಕಲಬುರ�ಯ ��ೕ� ಭವನದ��

ನ�ಸ�ಾ�ತು. ����ಾದ�ಂತ ಎ�ಾ� ೨೯ �ಾ�ಗಳನು� ಪ����ಸುವ೧೭೦ ಅ��ಾ�ಗ� ತರ�ೕ�ಯ�� �ಾ�ೂ�ಂ�ದ�ರು. 

ಕ�ಾ�ಟಕ�ದು�� ಪ�ಸರಣ �ಗಮ �ಯ�ತದ ಐ� ತಂಡಗ�� �ಾ�� ತಂತ��ಾನ ಭದ�� ಕು�ತು ತರ�ೕ�ಯನು� ���ಂಬ�

29 ರಂದು �ಂಗ��ನ ����ಎ�  ಪ��ಾನ ಕ�ೕ�ಯ�� ನ�ಸ�ಾ�ತು. 



One-day Industrial Visit for MTech. students from selected colleges to VMware Software India

Pvt. Ltd. on Friday, 22nd September 2023. A total of 28 students attended this visit. The students

underwent training on Cloud Computing, Virtualization and on VMware’s Virtualization 101

Hands-on Lab. 

 �ೖ�� ವರ� | CySecK Updates

2-days training on Cybercrime investigations was conducted for Kalaburagi District Police officers

on 11th – 12th Sept & 14th -15th Sept at Police Bhavan, Kalaburagi. There are   170 officers

participated from across the district representing all the 29 stations.

Training on Information Technology security for IT teams of Karnataka Power Transmission

Corporation Ltd was held on 29th Sept at KPTCL head-office, Bangalore.



�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತ�� �ಾ�� ಗುರು�ಸಲು - https://factcheck.ksp.gov.in

ಕ�ಾ�ಟಕ �ೖಬ� ಅಪ�ಾಧ ಸ�ಾಯ�ಾ� ಸಂ�� 112

�ಾ��ೕಯ ಸ�ಾಯ�ಾ� 1930 � ಕ� �ಾ�

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲ� ಉಪಯುಕ� �ಂ� ಗ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

 ಉಪಯುಕ� �ಂ� ಗ� | Useful links 

Karnataka Cyber   Crime Helpline Number 112

National Helpline Number 1930

https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ��
ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  
�ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ
ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ
ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.

ನಮ� ಬ�� | About CySecK 


