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ಮುನು�� | FOREWORD

In the digital age, cybersecurity is crucial. It is because
cyberattacks are becoming more frequent and sophisticated.
Our susceptibility to these attacks increases along with our
reliance on technology. Our data and systems are protected
from these dangers with the aid of cybersecurity. However, a
research by IBM found that 95% of cyber security breaches are
the result of human error and not because of vulnerabilities in
the software or systems. These cyberattacks might not have
happened at all if human error could be completely
eradicated!. Because we all have information that is valuable
to cybercriminals as individuals and businesses in the modern
digital era, cybercrime impacts us all directly or indirectly. As
the world around us becomes more digital, it is crucial that we
educate ourselves on cyber security.

Cyber Vartika strives in this direction by spreading information
about cybercrime incidences to raise awareness among all
types of individuals. Today Internet users are exposed to a
various cybersecurity risks due to a lack of cybersecurity
awareness about online threats and the risks of disclosing
personal information online. However, when it comes to
phishing, even IT professionals are not immune. There is a
continuous rise in phishing activities recently with being
motivated by financial gain. The newsletter trying to awake
people with some of the stories of this kind happened
recently. 

This edition of the newsletter explores frequent online crimes
against women. The common crimes include cyber-blackmail,
threats, cyberpornography, posting and publishing of
pornographic material, morphing, and creating false profiles.
Sometimes these crimes leading to the loss of innocent lives
as in case of two college students of Davanagere shared here.
The newsletter sharing such incidents to awake women on
their safety in the cyber world. As an outcome, the work being
done by Cyber Vartika to raise public awareness of cyber
safety is very helpful to the community.

ಇಂದು �ಾ� �ೕ�ಲ�ರೂ ��ಟ�  ಯುಗದ�� ಬದುಕು����ೕ�. ಈ
��ಟ�  ಯುಗದ�� �ೖಬ�  ಭದ��ಯ �ಾತ� ಅತ�ಂತ
���ಯಕ�ಾ��. �ೖಬ�  �ಾ�ಗ� ��ೕ ��ೕ �ೂೕಸ ರೂಪವನು�
ಪ�ದು�ೂ����ದು�, ತಂತ��ಾನದ �ೕ�ನ ನಮ� ಅವಲಂಬ��ಂ��
�ಾ�ಗ�� ನಮ� ಸಂ�ೕದ�ಾ�ೕಲ� ಕೂಡ �����. �ೖಬ� 
ಭದ��ಯ ಅಂಶಗಳನು� ಅನುಸ� ನಮ� �ೕ� ಮತು� ��ಟ� 
ವ�ವ��ಯ�� ಎದು�ಾಗುವ ಅ�ಾಯಗ�ಂದ ರ�ಸ�ಾಗು����ಾದರೂ,
ಐ�ಎಂ ನ��ದ ಸಂ�ೂೕಧ�ಯ ಪ��ಾರ �ೕಕ�ಾ ೯೫ ರಷು� �ೖಬ� 
ಭದ��ಾ ಉಲ�ಂಘ�ಗ� ��ಟ�  ಬಳ��ಾರರ
�ಲ����ಂ�ಾಗು����ೕ �ೂರತು, �ಾ�� �ೕ�  ಅಥ�ಾ ವ�ವ��ಯ��ನ
ದುಬ�ಲ��ಂದಲ� ಎಂದು ��ದುಬಂ��.  ��ಟ�  ಬಳ��ಾರರು
ಉತ�ಮ �ೖಬ�  �ೖಮ�ಲ� ಅ�ಾ�ಸಗಳನು� ರೂ���ೂಂ���ೕ ಆದ��
ಗಣ�ೕಯ�ಾ� �ಚು���ರುವ �ೖಬ�  �ಾ�ಗಳನು� �ಯಂ��ಸಬಹುದು.
��ಟ�  ಯುಗದ�� ನಮ�ನು� �ಾ� ���ಚು� ��ದು�ೂ����ದ�ಂ�,
ಸುರ�� ಮತು� ಸುರ�� ಬ�� �ಚು� ��ತ�ಾಗು�ದು ಬಹಳ ಮುಖ�.

�ೖಬ�  ಭದ��ಯ ಅ��ನ �ೂರ��ಂ�ಾ� ಆ� �ೖ�  �ದ��ಗ�,
�ೖಯ��ಕ �ಾ��ಗಳನು� ���ಚು� ಅಂತ�ಾ�ಲದಲ�/��ಧ �ಾ�ಾ�ಕ
�ಾಧ�ಮಗಳ�� ಹಂ��ೂ���ದ�ಂದ ��ಜ��  ���ಚು� �ೖಬ� 
ಅ�ಾಯಗ�� ಒ���ೂ�����ಾ��. ��ಂ� �ಷಯ�� ಬಂ�ಾಗ, ಐ�
ವೃ��ಪರರು ಸಹ ಇದ�� �ೂರ�ಾ�ಲ�. ಆ��ಕ �ಾಭ�ಂದ ��ೕ�ತ�ಾ�
ಇ��ೕ�� ��ಂ� ಚಟುವ��ಗಳ�� �ರಂತರ ಏ�� ಕಂಡುಬಂ��. ಈ
�ೕ�ಯ �ಲ� ಕ�ಗ�ಂ�� ಜನರನು� ಎಚ�ರ�ೂ�ಸುವ ���ನ��
CySecK �ಾಯ��ವ��ಸು���. ಇ��ೕ�ನ �ನಗಳ�� ನ�ಯು��ರುವ
�ೖಬ�  ಅಪ�ಾಧಗ�, �ೖಬ�  ಸಂಬಂ� ಘಟ�ಗಳನು�
ಜನ�ಾ�ಾನ��� ��ಸುವ ���ನ�� �ೖಬ�  �ಾ���ಾ ಸು�� ಪತ�ದ
ಮೂಲಕ �ಾ��ಯನು� ಹರಡುವ ���ನ�� CySecK ತಂಡ
ಶ��ಸು���.

�ೖಬ�  ಅಪ�ಾಧಗಳ�� �ಾ����ೕ�, �ದ��ಗ�, ��ೂೕ�ಗ��,
ಅ��ೕಲ �ೕ�� �ಾಡು�ದು, �ಾ��ಂ� ಮತು� ಸು�� ���ೖಲ�ಳನು�
ರ�ಸು�ದೂ ಸಹ �ೕ��. �ಲ��� ಈ ಅಪ�ಾಧಗ�
ಮುಗ��ೕವಗಳನು� ಬ�ಪ�ಯುತ��. ಇದ�ೂ�ಂದು ಉತ�ಮ
ಉ�ಾಹರ��ಂದ� ಇ��ೕ�� ನ�ದ �ಾವಣ��ಯ ಇಬ�ರು �ಾ�ೕಜು
��ಾ���ಗ� ಆತ�ಹ�� ಪ�ಕರಣ. �ೖಬ� ಸುರ��ಯ ಬ��
�ಾವ�ಜ�ಕರ�� �ಾಗೃ� ಮೂ�ಸಲು �ೖಬ� �ಾ���ಾ ಸು�� ಪತ�
�ಾಡು��ರುವ�ಲಸ ಸಮು�ಾಯ�� ಬಹಳ ಸ�ಾಯಕ�ಾ��.

Mr. Prasanna Kumar M.
Assistant Professor
Department of Information Science and Engineering (ISE)
Sri Siddhartha Institute of Technology (SSIT), Tumakuru

ಪ�ಸನ� ಕು�ಾ�  ಎಂ
ಸ�ಾಯಕ �ಾ��ಾ�ಪಕರು,
�ಾ�� ��ಾನ ಮತು� ಎಂ��ಯ�ಂ� ಇ�ಾ� (ISE)
��ೕ ��ಾ�ಥ� ಇ� ��ಟೂ��  ಆ�  ��ಾ�ಲ� (SSIT), ತುಮಕೂರು.



�ಾಸ� �ೕ��ೕ �ೖರ�  - ಆತ�ಹ��� ಶರ�ದ ��ಾ���ಗ��ಾ�ಾ�ಕ �ಾಧ�ಮಗಳ �ಮ�
��ೕ�ೖ� ಗಳನು� ಇನು� �ಾ� 
�ಾ�ಲ��ಾ! �ಾ�ಾ�� ಕೂಡ�ೕ
�ಾ�.

ಪ�ಮುಖ �ೖಬ� ಸು��

ಮ� �ೕ��  ��  ಸರ��ಂದ ��ೕರ� – �ೖಬ�  ವಂಚ�ಯ�� �ೂಡ�ದ� ಇಬ�ರು ವಂಚಕರ
ಬಂಧನ

�ಾ�ತ ��  ಸರ� ಮ� �ೕ��   �ಂದ ��ೕ�ತ�ಾ� �ಾ��  ಆ�  ಮತು�  ���ಾ�ಂ ಮೂಲಕ ಜನರನು�  ಸಂಪ��� ವಂ�ಸು��ದ�

ಇಬ�ರು  ಆ�ೂೕ�ಗಳನು�  ಉತ�ರ ಪ��ೕಶದ �ೖಬ�  ಅಪ�ಾಧ ��ಾಗದ ��ೕಸರು ಬಂ���ಾ��.  ಬಂ�ತರು �ೂೕ�ಾ�

ಮೂಲದ ಕಂ��ಯ ಐ�ಗಳನು�  �ಾ�� �ಾ� ರೂ.೧�ೂೕ� ವಂ��ದ ಪ�ಕರಣ��  ಸಂಬಂ��ದ ತ�� ನ��ರುವ

��ೕಸರು ಆ�ೂೕ�ಗಳನು�  ಬಂ�� ತ�� ನ�ಸು��ರು��ಾ� �ಾ�� �ೕ��ಾ��.   

ಅಪ��ತ�ಂದ ಬಂದ ಸಂ�ೕಶಗಳ��ರುವ �ಂ� ಗಳ �ೕ� ಎಂ�ಗೂ ���  �ಾಡದಂ� �ಾಗೂ ಅಪ��ತರನು�

ಸುಲಭ�ಾ� ನಂಬ�ೕ� ಎಂದು CySecK  ಸಲ� �ೕಡುತ��.  

ವ����ಬ�ರ �ೕ� ಬು�  �ಾ�ಯನು� �ಾ��  �ಾ� ಅವರ

�ಾ�ಾ�ತ�ಗಳನು� ಸಂಗ���, ಆ ವ���ಯ ಎ�ಾ�

�ಾ�ಾ�ತ�ಗಳನು� �ೕ� ಬು�  �ಟ�� �ನ��

ಹ��ಡು��ಾ� ವಂಚಕರು �ದ����� ಹಣ�ಾ��

�ೕ��ಇಟ�  ಘಟ� �ಂಗ��ನ�� ನ���. 

�ೖಬ�  ವಂಚಕ�� �ೕ�ೂೕಗಳನು� ಒಳ�ೂಂಡಂ� ತಮ�

�ೖಯ��ಕ �ವರಗ� �ಗದಂ� ತ�ಯಲು �ಾ�ಾ�ಕ

�ಾಧ�ಮ �ಾ�� �ಾ� �ಗಳ�� ತಮ� ���ೖ� ಅನು� �ಾ�

�ಾಡಲು CySecK ಸಲ� �ೕಡುತ��.

�ಾಗರೂಕ�ಾ��': �ೖಬ� ���ಂ
����ಂ� ಸಂ���ಂದ ನಕ�
�ೕ� ಗಳ ಕು�ತು �ೕಂದ��
ಎಚ����.

ಇ�ೕ� �ೖಬ� ���� ಏ���ಯ ��ಾ�ಹಕ�ಂದ

ಬಂದಂ� �ೂೕರು��� ಮತು� ಅದು ಅದರ ಮುಖ�

�ಾಯ���ಾ�ಹಕ ಅ��ಾ� (CEO), IPS ಅ��ಾ�

�ಾ�ೕ� ಕು�ಾ� ಅವರ �ಸ��ೂಂ��

ಮು�ಾ�ಯ�ೂ��ತ��. ಇ�ೕ� ��ೕಕ�ಸುವವ�� 24 �ಂದ

48 ಗಂ�ಗಳ ಒಳ� ಪ�ತು�ತ�ರ �ೕಡುವಂ� ಸೂಚ�

�ೕಡುತ��, ಇಲ��ದ�� ಅವರು ಪ��ಮಗಳನು�

ಎದು�ಸ�ೕ�ಾಗುತ��. ಈ �ಪ�ಂದ ಸ�ಾ�ರದ ಸತ�

ಪ��ೕಲ�ಾ ಘಟಕ �ಾವ�ಜ�ಕರನು� ಎಚ����.

�ಾ�ೕ�ನ ��� ನ�� ಇಬ�ರು ��ಾ���ಗಳ �ಾಸ� �ೕ��ೕವನು� ಅಪ��ತ�ೂಬ�ರು ���ೕಕ�� ��ಧ �ಾ�ಾ�ಕ

�ಾಧ�ಮಗಳ�� ಹ��ಟ� ����, ಈ �ೕ��ೕ ತಮ� ಕುಟುಂಬದ ಸದಸ�ರುಗ�� ತಲು�ದ �ಾರಣ ಇಬ�ರು ��ಾ���ಗ�

ಆತ�ಹ��� ಶರ��ರುವ ಘಟ� �ಾಜ�ದ �ಾವಣ�� ���ಯ�� ನ���. ಇಬ�ರು ��ಾ���ಗಳ �ೕಷಕರೂ ಪ���ೕಕ�ಾ� ��ೕ� 

�ಾ�ಗಳ�� ದೂರನು� �ಾಖ���ಾ��.

ಇಂತಹ ಸಂದಭ�ಗಳ��  ಆತ�ಹ���ಂ�ೕ �ಾ�ಯಲ�.  ಬದ�� ಇಂತಹ ಪ�ಕರಣಗಳನು�  ಕೂಡ�ೕ ವರ� �ಾಡುವಂ�

CySecK  ಸೂ�ಸುತ��.  

https://indianexpress.com/article/cities/bangalore/intimate-video-viral-2-college-students-die-by-suicide-karnataka-8867452/
https://www.thehindu.com/news/cities/bangalore/cyber-criminal-uploads-girls-picture-on-site-linked-to-escort-service-to-extort-father-in-bengaluru/article67149117.ece
https://www.ndtv.com/india-news/money-heist-inspired-cyber-criminals-arrested-for-conning-noida-businessman-4277735
https://www.hindustantimes.com/technology/centre-warns-of-fake-mails-from-cyber-crime-tracking-body-indian-cybercrime-coordination-centre-101691153525310.html


�ಮಗೂ ಬರು�� ಅಪ��ತ
ಸಂ��ಗ�ಂದ �ೕ��ೕ �ಾ� .
��ೕ�  �ಾ�ದ� ಮು�ೕತು �ಮ�
ಕ�

ಪ�ಮುಖ �ೖಬ� ಸು��

ಅಪ��ತ�ಂದ ಬರುವ �ೕ��ೕ ಕ�ಗಳನು� ��ೕಕ��ದ�

ಬ��ಗಳನು� ಧ�ಸ�ೕ ಇರುವ ಯುವ��ಬ��

ಸಂ�ಾಷ�ಯನು� �ಾ�ರಂ��, ಈ ಕ�ಯನು�

ದುರು��ೕಶ�ಂದ ��ಾ� � �ಾಡ�ಾಗು��ರುತ��. ಕ� ಕ� 

ಆದ ತ�ಣ ಈ ��ಾ� �ನ ತುಣುಕು �ಮ� ��ೖ� �

ಕ��ಸು�ಾ��. ಮತು� ಇ�ೕ �ೕ��ವನ� �ಾ�ಾ�ಕ

�ಾಧ�ಮಗಳ�� �ೖರ�  �ಾಡ�ಾಗು��ಾ� �ೕ�,

ಹಣ�ಾ�� �ೕ��ಇಟು� �ಾ�� �ೕ�  �ಾಡು�ಾ��.

ಅಪ��ತ ಸಂ��ಗ�ಂದ ಬರುವ �ಾ��ೕ �ೕ��

ಕ�ಗಳನು� ��ೕಕ�ಸ�ೕ� ಎಂದು CySecK ಸೂ�ಸುತ��.

IRCTC ��ೖ� ಅ���ೕಶ� ಗಳ
ನಕ� ಆವೃ��ಯ ಕು�ತು �ೖಬ�
���� �ಂ� �ಾಗ�ಸೂ�
�ಡುಗ��ೂ��� 

�ಾರ�ೕಯ �ೖ��ೕ �ಾ�ಟ�ಂ�  ಮತು� ಪ��ಾ�ೂೕದ�ಮ

�ಗಮ (IRCTC) ಬಳ��ಾರ�� �ೕಸ�ೂ�ಸುವ ಮತು�

�ೕಸದ ಚಟುವ��ಗಳ�� �ೂಡ���ೂ��ವ

ಉ��ೕಶ�ಂದ ದುರು��ೕಶ��ತ ��ೖ� ಅ���ೕಶ�

ಪ��ರದ ಕು�ತು �ಾವ�ಜ�ಕ�� ತಮಇ� �ಾ�ನ �ೖಬ� 

���ಂ �ಾ�ಂ�  ಎಚ��� �ೕ��. ಬಳ��ಾರರು ತಮ� ��

�ಾ�ಂ�ಂ�, ���� ಅಥ�ಾ ��� �ಾ��

ರುಜು�ಾತುಗಳನು� ಒದ�ಸಲು ��ೕ�ೕ�ಸು�ಾ�� ಮತು� ಕದ�

�ೕ�ವನು� �ಾ��ಮ� ಗ� �ಯಂ��ಸುವ ಸವ�� ಗ��

ರ�ಾ�ಸ�ಾಗಉ��ರುವ ಬ�� ತ��ಯ�� ಕಂಡುಬಂ��.

ಜ�ಾ��ಾದ ಮೂವರ �ೖಬ�  ಆ�ೂೕ�ಗ� ��ಗು�ಯ��
ಅ��� !

ಬ�ಾ� ಉಪ��ಾಗದ �ಾಠ�ಾಲದ �ವೃತ� ಸ�ಾ�� �ೌಕರ�ೂಬ�ರು

�ೖಬ� ವಂಚ��ಂದ ರೂ. 30 ಲ� ಗಳನು� ಕ�ದು�ೂಂ�ದು�, ಹ��ರದ

��ೕ�  �ಾ�� ದೂರು �ೕ��ಾ��. ದೂ�ನನ�ಯ ಪ�ಕರಣ �ೕ��ರುವ

��ೕಸರು ಮೂವರು ಆ�ೂೕ�ಗಳನು� ಬಂ��ದು�, ಬಂ�ತ�ಂದ ೧೧

ATM �ಾ� �ಗ�, ೭ ��ೖ� ಗಳನು� ವಶಪ���ೂಂ�ದು�, ತ��

ಮುಂದುವ���ಾ��.

https://www.daijiworld.com/news/newsDisplay?newsID=1106060
https://www.thehindu.com/news/cities/chennai/cyber-crime-wing-issues-advisory-on-fake-version-of-irctc-mobile-app/article67209721.ece
https://www.thehindu.com/news/cities/chennai/cyber-crime-wing-issues-advisory-on-fake-version-of-irctc-mobile-app/article67209721.ece
https://assamtribune.com/national/3-cyber-criminals-from-jamtara-arrested-in-siliguri-1488476


The person demanded money saying that he

had hacked into the man’s Facebook account

and has access to all the photographs

uploaded on the social media network. 

CySecK advice people to lock their profile on

social media platforms to prevent cyber

criminals from accessing their personal

details, including photos. 

An unknown person filmed them during their private moments on the terrace of the college building

without their knowledge and video surfaced on multiple social media platforms and their families came

across the clip.

Suicide is not the only way out in such cases. Instead, CySecK suggests that such cases be reported

immediately.

Private video goes viral, students commit suicideHaven't your profiles on
social media been locked
yet! If so, do it
immediately

Top Cyber News

The email appears to be from the cybercrime

agency's administrator, and it concludes with the

name of its Chief Executive Officer (CEO), IPS

officer Rajesh Kumar. The email also instructs

recipients to reply within 24 to 48 hours, or else

they will face consequences. The government's

fact-checking unit, however, alerted the public to

this deception.

Be careful: Centre warns
against fake mails from
cybercrime tracking
agency.

Inspired by money heist web series – two fraudsters arrested
for indulging in cyber fraud.

Their arrest has come in the wake of an FIR lodged at the Cyber Crime police station in Noida by a

businessman who claimed fraud of ₹ one crore with him by unidentified person(s) who made fund

transfers from his bank account without his knowledge. The duo hacked the email id of the

complainant's company which was linked with its bank account, used a virtual private network, dark

web, SIM cards bought on forged IDs, and used a technique to bypass the OTP sent on a registered

mobile number for the fraud.

CySecK advises never to click on links in messages from strangers and don't trust strangers easily.

https://indianexpress.com/article/cities/bangalore/bengaluru-businessman-files-police-complaint-after-fraudsters-upload-daughters-morphed-photo-link-her-with-escort-service-8873680/


If the receiver receives the call, a young girl

with no clothes on, will begin conversation.

Recorded video later will be sent to the mobile

phone of the receiver. and then will be

blackmailed with threatens to make the video

viral on social media. 

CySecK suggests not to receive any video

calls from the unknown numbers.

You will also get a video
call from unknown
numbers. If you receive,
your story will be over.

Top Cyber News

The users are prompted to provide their net

banking, credit or debit card credentials and the

stolen data is transmitted to the servers

controlled by the scammers.

Cyber Crime Wing issues
advisory on fake version
of IRCTC mobile app

3 cyber criminals from Jamtara arrested in
Siliguri

Recently, a retired government employee from Pathsala in

Bajali sub-division lost Rs 30 lakhs to cyber fraud. Following

a complaint filed by the victim, three accused were arrested.

The police team also managed to recover 7 mobile phones

and 11 ATM cards from their possession. After hours of

investigation, it has come to light that the cyber criminals

operated from Jamtara district in Jharkhand, popularly

known as phishing capital of India.

https://www.thehindu.com/news/cities/chennai/cyber-crime-wing-issues-advisory-on-fake-version-of-irctc-mobile-app/article67209721.ece
https://assamtribune.com/national/3-cyber-criminals-from-jamtara-arrested-in-siliguri-1488476


ವಂಚಕರು ಮ��ಯ �ರುದ� �ಾ�ೂೕ����

ಕಂ�ೂ�ೕ� ಬೂ��ೂೕ (NCB), ಮುಂ�ೖನ�� FIR

�ಾಖ�ಸ�ಾ�� ಎಂದು �ೕ�ವ ಮೂಲಕ �ದ��

�ಾ�ದರು. �ೕ�ೕ� ಅ��ಾ� ಎಂದು

�ೕ��ೂ��ವ ವಂಚಕನು "ಅವಳ �ಾ�ಂ�

�ಾ�ಯನು� �ಾ��� �ಾಡಲು" ಅಗತ��� ಎಂದು

�ೕ�ವ ಮೂಲಕ �ಾ�ಂ� �ಾ�� ಹಣವನು�

ವ�ಾ��ಸಲು �ೕ��ೂಂಡನು.

�ೕವ� ಒತ�ಡದ ಅ�ಯ��, ��ಾ���ಯು ತನ� ಮತು� ಆ�ಯ �ಾ�ಯ �ಾ�ಂ� �ಾ�ಗ�ಂದ ಲ�ಗಟ�� ಹಣವನು�

ವಂಚಕರು ಒದ��ದ ಇತರ �ಾ�ಗ�� ವ�ಾ����ಾ��. ಪ�ಕರಣದ�� ಆ�� '��ೕ� ��' �ೂ�ತ ನಂತರ ಹಣವನು�

�ಂ�ರು�ಸ�ಾಗು�ದು ಎಂದು ಕ� �ಾ�ದವರು ಆ�� ಭರವ� �ೕ�ದರು. ತನ� ವಂಚ��ಾಗು��ರು�ದನು�

ಮನಗಂಡ ಆ� ವ�ಾ�ವ�ಯನು� ಸ��ತ�ೂ��, �ೖಬ� �� � ಘಟ�ಯ ಕು�ತು �ಾ�� �ೕ�ದರು.                                  

ಡ��  ಇ�  �ಾ���  ಪ�ಕರಣ: �ಾ� ಮಗಳ �ಾ��ಂದ ರೂ.೫೩ಲ� �ೂ�ಾನಕ� ಡ�� �ಾ��� ಹಗರಣ: �ೖಬ�
ವಂಚ� �� ಮ��� 20.81 ಲ� ರೂ.
ವಂಚ�

ಆ� �ೖ�  �ೕಸಗ�

ಅ��ಾ�ಕ ಉದೂ�ಗದ ಆ�ಷ – ರೂ.೧�ೂೕ� ಕ�ದು�ೂಂಡ ಎ�ಾ�ಕುಲಂ ��ಾ�ಗ�

�ೂ��ಯ ಎ�ಾ�ಕುಲಂ ��ಾ�ಗ�� ���ಾ�ಂ ಮೂಲಕ ಅ��ಾ�ಕ ಉ�ೂ�ೕಗಗಳ ಭರವ� �ೕಡು��ರುವ �ೖಬ� 

ವಂಚಕರು ಇ�ೕ �ಂಗಳ�� ರೂ.೧�ೂೕ�ಗೂ �ಚು� ವಂ��ರುವ ಪ�ಕರಣಗ� �ಾಖ�ಾ��. ���ಾ �� ಎಂಬ

�ಸ�ನ�� ಸಂಪ��ಸು��ರುವ ವಂಚಕರು �ಚು� �ಾಭದ ಆ� �ೂೕ�� �ಾ�ಾ�ಸು��ರ�ದು FIR ನ�� �ಾಖ�ಾ��.              

��ೕ�ತನ �ೂೕ�ನ�� ಇ �ೕ�  :
ರೂ.೩.೫೬ಲ�  ಕ�ದು�ೂಂಡ �ವೃತ�
�ೖ�ಾ���ಾ�
ಮಂಗ��ನ ಅ�ಾ��� ���ರುವ �ಶ� ಆ�ೂೕಗ�

ಸಂ��ಯ �ಾ� �ಾ��ೕ�ಕ ಸಲ��ಾರ��

��ೕಶದ�� ���ರುವ ತನ� ��ೕ�ತನ �ಸ�ನ��

ತನ� ಪ��� ಮ�ೂ�ಂದು ಮಗು�ಾ�ರುವ ಬ��

ಇ�ೕ�  ಬರುತ��. ಬ�ಕ ಇ�ೕ ಇ�ೕ�  �ಂದ

�ಾನು �ಾರತ�� ಬರುವ ����  ಅನು� �� 

�ಾ��ೂಂ�ದು�, �ಂ�ರುಗಲು ಹಣದ ಅವಶ�ಕ�

ಇರು��ಾ� �ೕ� �ೖಬ�  ವಂಚಕರು ರೂ.೩.೫೬

ಲ�ವನು� �ೕ�ರುವ ಘಟ� ತಡ�ಾ� �ಳ��

ಬಂ��.

https://indianexpress.com/article/cities/pune/pune-student-mother-lose-rs-53-lakh-to-drugs-in-parcel-cyber-fraud-8884688/
https://indianexpress.com/article/cities/pune/fake-drug-parcel-scam-cyber-frauds-dupe-pune-woman-of-rs-20-81-lakh-8867100/
https://timesofindia.indiatimes.com/city/kochi/in-just-3-weeks-ekm-natives-lost-over-rs-1cr-to-cyber-fraud/articleshow/102848147.cms?from=mdr&utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.thehindu.com/news/cities/Mangalore/retired-health-official-loses-356-lakh-in-online-fraud/article67151111.ece
https://www.thehindu.com/news/cities/Mangalore/retired-health-official-loses-356-lakh-in-online-fraud/article67151111.ece
https://www.thehindu.com/news/cities/Mangalore/retired-health-official-loses-356-lakh-in-online-fraud/article67151111.ece


The fraudsters threatened the woman

by saying that an FIR has been lodged

against her at the Narcotics Control

Bureau (NCB), Mumbai. The fraudster

claiming to be a police officer asked

her to transfer money in a bank

account, saying it was required for

“scanning her bank account”.

Under the intense pressure of imminent arrest, the student was coerced into transferring

lacs of money from her and her mother's bank accounts to various other accounts provided

by the scammers. The callers assured her that the money would be returned once she

received a ‘clean chit’ in the fabricated case. She halted the transfers after realising she was

being duped and then promptly reported the incident. 

Pune student, mother lose Rs 53 lakh to ‘drugs in parcel’ cyber fraudFake drug parcel scam:
Cyber frauds dupe Pune
woman of Rs 20.81
lakhs

Online Frauds

Ernakulam residents lose Rs 1 crore in part-time jobs.

The petitioner received a message from a Telegram account and offered high returns through

a part-time job of writing 'food selling review' and made the victims transfer money in various

instalments from bank accounts of the complainant and his wife. The accused had made a

WhatsApp account using the image of the managing director of the complainant's company

as a profile picture. 

Retired medical officer
loses Rs 3.56 lakh in e-
mail posing as friend.
Victim received mail from his friend’s

email ID giving an impresssion that Mr.

Prasad missed the flight from London

to India as his wife was unwell and

hence he needed money for the return

flight. The retired official responded

and transferred money from his

account to the account mentioned in

the email.

https://indianexpress.com/article/explained/everyday-explainers/fir-cognizable-offence-ipc-explained-7780266/
https://indianexpress.com/article/cities/pune/pune-student-mother-lose-rs-53-lakh-to-drugs-in-parcel-cyber-fraud-8884688/
https://indianexpress.com/article/cities/pune/fake-drug-parcel-scam-cyber-frauds-dupe-pune-woman-of-rs-20-81-lakh-8867100/


IISc �ಾ�ಂಪ� ನ�� ʼ�ೖಬ�  �ಾಸ� ಸಂ�ʼ �ಾಯ�ಕ�ಮವನು� ಯಶ���ಾ� ನ�ಸ�ಾ�ರು.

 �ೖ�� ವರ� | CySecK Updates

೨೮ �ೕ ಆಗ��  ೨೦೨೩ �ಂದ ೧�ೕ �ಪ�ಂಬ�  ೨೦೨೩ ರ ವ�� �ತ�ದುಗ�ದ ಚಳ���ಯ��ನ

IISc �ಾ�ಂಪ� ನ�� �ಪ��ಾ �ಾ�ೕಜುಗಳ ಉಪ�ಾ�ಸಕ��  �ಟ��� ಮತು� � �ೌ�  ಭದ��ಯ

�ಷಯ ಕು�ತು �ಾ�ಕ�� �ವಲ��ಂ� ��ೕ�ಾ�ಂ (FDP) ಅನು� ನ��ತು.

೧೭�ೕ ಆಗ��  ೨೦೨೩ �ಂದ ೧೯�ೕ ಆಗ��  ೨೦೨೩ ರ ವ�� �ಂಗ�ರುನ�� ನ�ದ G೨೦ ಯ

��ಟ�  ಇ�ೂ��ೕಷ�  ಅ�ೖ��  ಸ��� ನ�� �ಾಗವ�ಸ�ಾ�ತು.

https://www.youtube.com/watch?v=lYKuItoEkx0

https://www.youtube.com/watch?v=lYKuItoEkx0
https://www.youtube.com/watch?v=lYKuItoEkx0
https://www.youtube.com/watch?v=lYKuItoEkx0


 �ೖ�� ವರ� | CySecK Updates

01.08.23 ರಂದು IISc ಯ�� H.A.C.K �ಾಯ�ಕ�ಮದ� �ಾ���ಅಪ���ಾ� ಕ�ಾ�ಟಕ

ಸ�ಾ�ರದ ಖ�ಾ� ಇ�ಾ��ಂ�� ��-�ೕ ಆ�ೕ�ಸ�ಾ�ತು�.

2023 ರ ಆಗ�� 22 ಮತು� 23 ರಂದು �ಂಗ��ನ�� ನ�ದ DSCI ನ ��� �ಾ���ೕಸ� �ೕ�

(BPM) 2023 ರ�� CySecK �ಾಗವ��ತು�. �ಾ���ಂ� �ಂಬಲ�ಾ� ಈ�ಂ� ನ��

ಕ�ಂ� �ೂೕಹ�� -3 ರ �ಾಲು� (04) �ಾ��� ಅ� ಗಳನು� �ಾ��ೕ�ಸ�ಾ�ತು�.



‘Cyber Hasya Sanje’ Event was successfully done in IISc campus.

 �ೖ�� ವರ� | CySecK Updates

CySeck conducted Faculty Development Programme (FDP) on

Network  and Cloud Security for Diploma College Faculty from 28th

August to 1st of Sep 2023 at IISc. Challakere campus, Chitradurga 

CySecK participated in G20 Digital Innovation Alliance (DIA) summit

held at Bengaluru from 17-19th August 2023

https://www.youtube.com/watch?v=lYKuItoEkx0

https://www.youtube.com/watch?v=lYKuItoEkx0
https://www.youtube.com/watch?v=lYKuItoEkx0
https://www.youtube.com/watch?v=lYKuItoEkx0


Organized a Demo-Day with Dept. of Treasury, Govt. of Karnataka

for the startups under H.A.C.K. programme on 01.08.23 at IISc. 

 �ೖ�� ವರ� | CySecK Updates

CySecK participated in DSCI's Best Practices Meet (BPM) 2023 held

at Bengaluru on 22nd & 23rd August 2023. Also sponsored four (04)

startups from Current Cohort-3 at the event as marketing support. 



�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತ�� �ಾ�� ಗುರು�ಸಲು - https://factcheck.ksp.gov.in

ಕ�ಾ�ಟಕ �ೖಬ� ಅಪ�ಾಧ ಸ�ಾಯ�ಾ� ಸಂ�� 112

�ಾ��ೕಯ ಸ�ಾಯ�ಾ� 1930 � ಕ� �ಾ�

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲ� ಉಪಯುಕ� �ಂ� ಗ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

Karnataka Cyber   Crime Helpline Number 112

National Helpline Number 1930

 ಉಪಯುಕ� �ಂ� ಗ� | Useful links 

https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ��
ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  
�ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ
ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ
ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.

ನಮ� ಬ�� | About CySecK 


