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ಮುನು�� | FOREWORD

Dear Cyber Vartika Readers,

As the monsoon casts its refreshing spell across India, bringing
relief from the summer heat, I, extend a warm and rain-soaked
welcome to our esteemed readers to the July edition of our Cyber
Vartika Newsletter.

The digital revolution has opened up boundless opportunities,
connecting us in ways that were once unimaginable. However, as
our digital footprint expands, so does the importance of
cybersecurity awareness. 

Cyber Vartika’s core intention remains steadfast - to empower and
educate you, our valued readers, about the ever-evolving realm of
cybersecurity. This newsletter serves as your guiding light,
navigating through the intricacies of the digital domain and
illuminating the best practices to stay secure in an increasingly
interconnected world.

As we embark on this month's journey, the stories we bring to you
underscore the gravity of safeguarding ourselves in the digital
realm. One crucial aspect that demands attention is the safe use of
mobile apps. Stay vigilant by downloading apps from reputable
sources, regularly updating them, and carefully scrutinizing
permissions to protect your personal data.
Ensure your privacy settings are secure, be mindful of the
information you share, and stay wary of suspicious accounts. I also
want to draw attention to the ever-pervasive threat of banking
fraud. Always be cautious about sharing sensitive banking
information and never respond to unsolicited messages asking for
personal details. 

I encourage each of you to become advocates of cybersecurity
awareness within your communities. Empower those around you
with knowledge about safe mobile app usage, responsible social
media practices, and the importance of being skeptical about
suspicious offers. 

On behalf of the Cyber Vartika team, I extend our heartfelt gratitude
for your continued support and trust in our endeavour. 

Wishing you a safe and secure month ahead!"

ಆ��ೕಯ �ೖಬ� �ಾ���ಾ ಓದುಗ�ೕ,

�ೕ�ಾದ�ಂತ ಮ��ಾಲ ಚುರುಕು�ೂಂ�ದು�, �ೕ��ಯ ����ಂದ �ಾ�ದ� ಧ��
ಪ��ಾ�ೂೕ�ಾ�ಯ�� ವರುಣ ತಂ����ಾ��.  �ಾನು, ನಮ� �ೖಬ� �ಾ��ಕ
ಸು��ಪತ�ದ ಜು�ೖ ಆವೃ���, �ೌರ�ಾ��ತ ಓದುಗ�� �ಚ��ನ ಮತು� ತಂ�ಾದ
�ಾ�ಗತವನು� �ೕಡು��ೕ�.

��ಟ�  �ಾ�ಂ��ಂ�ಾ�, ��ಟ�  ಯುಗದ�� ��ಇಲ�ದಷು� ಅವ�ಾಶಗ�
��ದು�ೂಂ��. ��ಟ�ೕಕರಣ ಊ�ಸಲೂ �ಾಧ��ಾಗದಷು� ನಮ�ನು�
ಸುತು�ವ�ದು����. �ಾ� ನಮ� ��ಟ�  ���ಗುರುತನು� �ಸ���ದಂ�, �ೖಬ� 
ಸುರ��ಯ ಬ�� ��ದು�ೂ��ವ ಅಗತ�� �����. 

�ೖಬ�  �ಾ���ಾದ �ೌಲ�ಯುತ ಓದುಗ�ೕ, �ೖಬ�  �ೕ��� �ರಂತರ�ಾ�
�ಕಸನ�ೂ����ರುವ �ೕತ��ಾ��. ಈ �ೕತ�ದ ಬ�� �ಮ�ನು�
ಸಬ�ೕಕರಣ�ೂ�ಸುವ �ೂ�� �ೖಬ�  ಸುರ�� ಬ�� ��ಣ �ೕಡು�ದು �ೖಬ� 
�ಾ���ಾದ ಮುಖ� ��ೕಯ�ಾ��. ಈ ಸು��ಪತ�� �ಮ� �ಾಗ�ದ�� �ಳ�ಾ�
�ಾಯ��ವ��ಸುತ��. ��ಟ�  ಯುಗದ��ನ ಜ�ಲ�ಗಳನು� ಎದು�ಸುವ ಬ��
ಮತು� ಸುರ�ತ ಅ�ಾ�ಸಗಳನು� ರೂ���ೂ��ವ ಬ�� �ಾಗ�ದಶ�ನ �ೕಡುತ��. 

�ಾ� ಈ �ಂಗಳ ನಮ� ಸಂ��ಯ�� �ಮ� ತರುವ ಕ�ಗ� ��ಟ�  �ೕತ�ದ��
ನಮ�ನು� �ಾ� �ೕ� ಸುರ�ತ�ಾ�ಟು��ೂಳ��ೕಕು ಎಂಬ ಗಂ�ೕರ�ಯನು�
�ೕ�ತ��. ಗಮನಹ�ಸ�ೕ�ಾದ ���ಯಕ ಅಂಶಗ�ಂದ�, �ೕ�ೖ� 
ಅ���ೕಷ� ಗಳ ಸುರ�ತ ಬಳ�. ಗೂಗ�  ��ೕ�ೂ�ೕ� /ಆಪ�  �ೂ�ೕ� ನಂತಹ
ಪ����ತ ಮೂಲಗ�ಂದ �ಾತ� ಅ���ೕಷ� ಗಳನು� �ೌ� �ೂೕ�  �ಾ�,
�ೌ� �ೂೕ�  �ಾಡು�ಾಗ �ಮ� �ೖಯ��ಕ �ೕ�ವನು� ರ�ಸಲು
ಅನುಮ�ಗಳನು� ಎಚ����ಂದ �ೕ�. �ಯ�ತ�ಾ� �ಮ� ��ೖ� /
�ಾ�� �ೕ� ಗಳನು� ನ�ೕಕ�ಸುವ ಮೂಲಕ �ೖಬ�  �ೖಮ�ಲ� ಅ�ಾ�ಸಗಳನು�
ರೂ���ೂಂಡು �ಾಗೃತ�ಾ��. �ಮ� �ೌಪ�� ���ಂ� ಗ� ಸುರ�ತ�ಾ��
ಎಂದು ಖ�ತಪ���ೂ��, �ೕ� ಹಂ��ೂ��ವ �ಾ��ಯ ಬ��
�ಾಗರೂಕ�ಾ�� ಮತು� ಅನು�ಾ�ಾಸ�ದ �ಾ�ಗಳ ಬ�� �ಾಗರೂಕ�ಾ��. ಈ
ಸಂದಭ�ದ�� �ಾ�ಪಕ�ಾ� ಹರ�ರುವ �ಾ�ಂ�ಂ�  ವಂಚ�ಗಳ ಬ��ಯೂ �ಾನು
ಗಮನ��ಯ ಬಯಸು��ೕ�. ಸೂ�� �ಾ�ಂ�ಂ� �ಾ��ಯನು� ಹಂ��ೂ��ವ
ಬ�� �ಾ�ಾಗಲೂ �ಾಗರೂಕ�ಾ�� ಮತು� �ೖಯ��ಕ �ವರಗಳನು� �ೕ�ವ
ಅನ�ೕ�ತ ಸಂ�ೕಶಗ�� ಎಂ�ಗೂ ಪ�����ಸ�ೕ�.

�ಮ� ಸಮು�ಾಯಗಳ�� �ೖಬ� ಭದ�� �ಾಗೃ�ಯ ಪ���ಾದಕ�ಾಗಲು �ಾನು
�ಮ��� ಪ���ಬ�ರನು� ��ೕ�ಾ��ಸು��ೕ�. ಸುರ�ತ ��ೖ� ಅ���ೕಶ�
ಬಳ�, ಜ�ಾ�ಾ��ಯುತ �ಾ�ಾ�ಕ �ಾಧ�ಮ ಅ�ಾ�ಸಗ� ಮತು�
ಅನು�ಾ�ಾಸ�ದ �ೂಡು�ಗಳ ಬ�� ಅನು�ಾನ ವ�ಕ�ಪ�ಸು�ದರ ಮಹತ�ದ ಬ��
�ಮ� ಸುತ��ನವರನು� ಸಬ�ೕಕ�ಸು�ದು ಇ�ಾ��.

�ೖಬ� ವ���ಾ ತಂಡದ ಪರ�ಾ�, ನಮ� ಪ�ಯತ�ದ�� �ಮ� �ರಂತರ �ಂಬಲ
ಮತು� ನಂ���ಾ� �ಾನು ನಮ� ಹೃತೂ�ವ�ಕ ಕೃತ��ಯನು� ಸ��ಸು��ೕ�.

ಮುಂಬರುವ �ಂಗ� �ಮ� ಸುರ�ತ�ಾ�ರ� ಎಂದು �ಾ�ೖಸು��ೕ�!"

Sridhar
Senior Vice President and Head of Information Security
CoinDCX

��ೕಧ�
�ೕ�ಯ�  �ೖ� ����ಂ�  ಅಂ�  ��  ಆ�  ಇ� �ಾರ�ೕಷ� 
�ಕು���
CoinDCX



G೨೦ ಸ�ಯನು���ೕ�� �ಾತ�ಾ�ದ �ೕಂದ�  ಗೃಹ ಸ�ವ ಅ��  �ಾ ಅವರು  "�ೖ�ಾ�ೖ� �ಂದ ��ವ��" ಮತು�

"ಹ�ಾ�ಾ�ಂದ ����ೕಕ���"  � �ಕಸನ�ೂಂ�ರುವ ನಮ� ಭದ��ಾ ಸ�ಾಲುಗಳ �ಾಗ�ಕ ಸಮು�ಾಯವನು�  �ಂ�ಡ�

�ಾಡು���.  G20 �ೕಶಗ� "ಅಂತಹ ಅಪ�ಾಧಗಳ �ರುದ�  ಕ�ಮ �ೖ�ೂಳ�ಲು  �ಾಂಪ��ಾ�ಕ ಗ�ಗಳನು�  �ೕ�"

ಮುಂ�ಬರ�ೕ�� ಎಂದು ತಮ� ಅ��ಾ�ಯ �ೂರ�ಾ�ದರು.

WhatsApp ��ೕ� �� ನ �ಚು�ವ� �ೖ�ಷ���ಂದು �ೕ��ೂಂಡು ವಂಚಕರು

"WhatsApp �ಂ�" �ಂ� ಅನು� ಬಳ��ಾರ�� ಕ��ಸು���ಾ��. �ೕ� ಬಂದ �ಂ�

ಅನು� ಒ�� ��� �ಾ�ದ�, ವಂಚಕರು ಬಳ��ಾರರ �ೖಯ��ಕ �ಾ��ಯ �ೕ�

ಸಂ�ಣ� ��ತ �ಾ�ಸು�ಾ��.ಇಂತಹ �ಾ��ೕ ಸಂ�ೕಶಗಳ�ೂ�ಳ�ೂಂಡ �ಂ� 

�ಮ� ಬಂದ� ಅಂತಹ�ಗಳನು� �ಲ���.

Google Playstore ಅಥ�ಾ Apple App Store ನಂತಹ ��ಾ��ಾಹ� ಅ���ೕಶ�

�ೂ�ೕ� ಗ�ಂದ �ಾತ� Whatsapp ಅ���ೕಶ� ಅನು� �ೌ� �ೂೕ� �ಾಡಲು

CySecK ಸೂ�ಸುತ��.

WhatsApp �ಂ� ಹಗರಣ: ಜನ�� ಎಚ�ರ�ಾ�ರಲು
���ದ �ೖಬ� ��

ಸ�ಾ�� �ೕಜ�ಗಳ �ೂಂದ��
�ೕ�  ಅ���ೕಷ�� ಗಳ �ಾವ�:
�ಂಗ�ರು �ೖಬ�  �ೕ�ೕಸ�ಂದ
ಎಚ���

“ಬಹುಪ�ೕಯ ಸಹ�ಾರ� ಯಶ��ನ �ೕ�  ” �ೖಬ� ಅಪ�ಾಧ ಮತು� ಭದ�� ಕು�ತು �20
ಸ��ೕಳನವನು� ಉ�ಾ��� �ಾತ�ಾ�ದ ಅ�� �ಾ

ಪ�ಮುಖ �ೖಬ� ಸು��

Windows   Linux �ೕ� Akira Ransomware virus �ಾ�: ಎಚ��� �ೕ�ದ
CERT-In
Akira  ಎಂಬ �ಸ�ನ �ೂೕಸ Ransomware  virus  �ೕ�ಾದ�ಂತ ಸ��ಯ�ಾ�ದು� ,  ಇದು Windows  and  Linux

ಆ�ಾ�ತ ಎ�ಾ�  �ಸ�ಂಗಳ �ೕ� �ಾ� �ಾಡಲು �ದ��ದು� ,  �ಾಗೃತ�ಾ�ರುವಂ� CERT -In  ಎಚ��� �ೕ��. ಈ

ದುರು��ೕಶ��ತ �ಾ��  �ೕ�  ಎ�ೕ ���   ಅ���  ��ದು�ೂಂಡು �ಾ��ಾ�  ೨FA  ಯನು�  ಅಳವ���ೂಂ�ಲ��

ಅಂತಹವರ �ಾಖ�ಗಳನು�  ಕದು�dark  web  blog  ನ��  ಹ��ಡುವ �ದ�� ಒಡು���ರುವ ಬ��  �ಾ�� ಇರು��ಾ�

�ೕ��.

�ಮ� ಕಂ��ಟ� ಗ�/�ಾ�� �� ಅನು�  �ಾ�ಾಗಲೂ ಅ� �ೕ�  �ಾ�. �ಾ��ೕ ಲಗತು�ಗಳನು�  ��ಯು�ಾಗ

ಅಥ�ಾ ಅಪ��ತ ಮೂಲಗ�ಂದ ಕ��ಸ�ಾದ �ಂ� ಗಳನು�  ��� �ಾಡು�ಾಗ �ಾಗರೂಕ�ಾ�� ಎಂದು �ೖ�� 

ಸೂ�ಸುತ��.

�ಾವ�ಜ�ಕರು ಸ�ಾ�ರ ಸೂ��ದ �ೕಟ�� ಮೂಲಕ

�ಾತ� �ೕಜ�ಗ�� �ೂೕಂ�ಾ�ಸಲು ಮತು� �ಾ�ಾ�ಕ

�ಾಲ�ಾಣಗಳ�� ಹ��ಾಡುವ ಅನ� �ಂ� ಗ� ಅಥ�ಾ

ಅ���ೕಶ� ಗಳ �ೕ� ���  �ಾಡದಂ� �ೕ�ೕಸರು

ಎಚ��� �ೕ��ಾ��. ಏ�ಂದ� �ೖಬ� ಅಪ�ಾ�ಗ� ಈ

ಅನ�ಕೃತ ಅ���ೕಶ� ಗಳನು� ಬಳಸುವ ಅ���ಾರರ

�ೕ��ಂದ �ಾಭ ಪ�ಯಲು ಪ�ಯ��ಸು���ಾ��.

ಪ��ೕ�ಸದ ಮೂಲಗ�ಂದ �ಾ��ೕ ಅ���ೕಶ� ಗ�

ಅಥ�ಾ .apk �ೖ� ಗಳನು� �ೌ� �ೂೕ� �ಾಡದಂ�

CySecK ಸೂ�ಸುತ��.

�ೖಬ� �ಾ�ಗ�, �ಾ� ಸ� �ೕ� 
�ಂದ ಸ�ಾ�� �ೕ�ವನು� ರ�ಸಲು
�ಾಗ�ಸೂ� �ೂೕರ��ದ CERT-In

�ೕಶದ �ೖಬ�-�ಕು��� �ಾ� �ಾ�  ಎಂ�ೕ ಕ���ೂ��ವ

CERT – In (ಇಂ�ಯ� ಕಂ��ಟ� ಎಮ���� ��ಾ���

�ೕ�) �ಾಗ�ಸೂ��ಂದನು� �ಡುಗ� �ಾ��, ಇದು

�ಾ�� ಭದ��ಾ ಅ�ಾ�ಸಗಳ ಬಳ� ಮತು� �ವ�ಹ�ಯ ಸುತ�

�ಾಡ�ೕ�ಾದ ಮತು� �ಾಡ�ಾರದ �ಷಯಗಳನು�

ಒಳ�ೂಂ��. �ೖಬ� ಅ�ಾಯವನು� ಕ�� �ಾಡಲು,

�ಾಗ�ಕರ �ೕ�ವನು� ರ�ಸಲು ಮತು� �ೕಶದ�� �ೖಬ�

ಭದ��ಾ ಪ�ಸರ ವ�ವ��ಯನು� ಸು�ಾ�ಸಲು ಸ�ಾ��

ಘಟಕಗ� ಮತು� ಉದ�ಮಗ� ಅನುಸ�ಸ�ೕ�ಾದ

ಕ�ಮಗ� ಈ �ಾಗ�ಸೂ�ಯ���.

�ೖಬ�  ಕಳ�ರ �ಾಟ: �ಾಮೂ�ಕ ಆತ�ಹ��� ಶರ�ದ ಕುಟುಂಬ

ಅ��ಾ�ಕ ಉದೂ�ಗ �ಾಡುವಂ� ವ����ಬ��� ಬಂದ ಸಂ�ೕಶದಂ� ಆತ �ಲಸ�ಾಡಲು ಆರಂ�ಸು�ಾ��.  �ೕ� �ಲಸ

�ಾಡುವ �ೕ� ���ನ �ಾಭ �ೕಡು��ಾ� �ೕ� ಈತನ �ಾ�ಂ�  �ಾ��ಯನು�  ಪ�ದ ವಂಚಕರು ಈತನ �ಾ�ಯ��ದ�

ಸಂ�ಣ� ಹಣವನು�  ಲೂ� �ೂ���ಾ��.  �ಲಸ �ಾಡುವ �ೕ� ವಂಚಕರು ಸಂತ�ಸ�ನ ಕಂ��ಟ� ಅನು�  �ಾ��  �ಾ�

ಆತನ ಎ�ಾ�  �ಾ��ಯನು�  ಕದು�  ಸಂತ�ಸ�ನ �ಸ�ನ��  �ಾ�ಾ�ಕ �ಾಧ�ಮಗಳ��  ನಕ� �ಾ�ಗಳನು�  ಸೃ�� �ಂ�

�ೕಡ�ಾರಂ��ದ �ಾರಣ, ವ���  ತನ�  ಪ��  �ಾಗೂ ತ��ಬ�ರು  ಅ�ಾ�ಪ�  ಮಕ��� �ಷಉ�� �ಾ� ಸಹ �ೕ�� ಶರ�ದ

ಘಟ� ಭೂ�ಾ� ನ��  ನ���.

�ಾ��ೕ ಅ��ಾ�ಕ ಉ�ೂ�ೕಗದ ಆ�ಷಗ�� ಬ��ಾಗದಂ� CySecK  ಸೂ�ಸುತ��.  ಎಚ����ಂದ ಪ��ೕ�ಸ�

ಆ� �ೖ� ನ��  �ಮ�ನು�  ಸಂಪ��ಸುವ �ಾರನೂ�  ನಂಬ�ೕ� ಮತು�  ಅವ�� �ಮ� ಸೂ�� �ೕ�� ಪ��ೕಶವನು�

ಒದ�ಸ�ೕ� ಎಂದು �ೖ��  ಸಲ� �ೕಡುತ��.

https://indianexpress.com/article/cities/chandigarh/whatsapp-pink-scam-cyber-cell-alert-8758298/
https://www.deccanherald.com/city/bengaluru-crime/beware-of-apps-to-register-for-govt-schemes-warns-bengalurus-cyber-police-1233339.html
https://www.news18.com/india/amit-shah-g20-conference-cyber-security-nft-al-metaverse-gurugram-news-latest-8322583.html
https://www.news18.com/india/amit-shah-g20-conference-cyber-security-nft-al-metaverse-gurugram-news-latest-8322583.html
https://www.news18.com/india/amit-shah-g20-conference-cyber-security-nft-al-metaverse-gurugram-news-latest-8322583.html
https://tech.hindustantimes.com/tech/news/government-warns-internet-users-about-akira-ransomware-hackers-using-anydesk-winrar-71690168901674.html#google_vignette
https://timesofindia.indiatimes.com/india/cyber-security-watchdog-cert-in-issues-guidelines-for-protection-of-govt-data-from-cyberattacks-ransomware/articleshow/101401918.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://timesofindia.indiatimes.com/india/cyber-security-watchdog-cert-in-issues-guidelines-for-protection-of-govt-data-from-cyberattacks-ransomware/articleshow/101401918.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://organiser.org/2023/07/13/183574/bharat/bhopal-family-of-4-committed-suicide-after-cyber-hacking-and-theft-asked-for-a-collective-cremation/


Public was advised to register for the

schemes solely through the Seva Sindhu

portal and avoid using external links or

applications shared on social networks.

CySecK suggests not to download any apps or

.apk files from unverified sources. 

The scamsters were sending the “WhatsApp Pink” link to users and

claiming it to be an additional feature of the WhatsApp green tick.

The link, once clicked, helped fraudsters steal personal information

of users. 

CySecK suggests to download Whatsapp app only from trusted app

stores like Google Playstore or Apple App Store.

WhatsApp Pink scam: Cyber cell asks
people to stay alert

Beware of apps to register
for govt schemes, warns
Bengaluru's cyber police

Union Home Minister warned the global community of security challenges which have

evolved from “dynamite to metaverse" and “hawala to cryptocurrency” and urged G20

countries to “r ise above conventional boundaries to act against such crimes".

'Akira'  is designed to target both Windows and Linux-based systems. The attackers

behind Akira f irst steal vital  personal information from their victims and then proceed to

encrypt the data on their systems. To coerce the victims into paying the ransom, they

engage in double extortion tactics.

CySecK suggests to always update your computers/laptop, be careful when opening any

attachments or clicking l inks sent from unknown sources.

'Multilateral Cooperation Key to Success': Amit Shah Inaugurates
G20 Conference on Cyber Crime & Security

Government warns internet users of ‘AKIRA’ ransomware;
hackers using AnyDesk, WinRAR, PCHunter.

Top Cyber News

Cyber security watchdog
CERT-In issues guidelines
for protection of govt data
from cyberattacks,
ransomware

The guidelines were issued as a roadmap that

needs to be followed by the government entities

and industry to reduce cyber risk, protect citizen

data, and continue to improve the cyber security

ecosystem in the country. 

Bhopal: Family of 4 committed suicide after cyber hacking, theft;
requested for collective cremation in suicide letter.

A few months back victim received a message on Whatsapp regarding online part-t ime

work. He was in need of money, hence he started working, and the fraudsters drained al l

his savings by luring him for a larger amount. Fraudsters also hacked his laptop and

shared their morphed pictures on social  media. The company al legedly accessed his bank

accounts as well .

CySecK suggests not to fall  prey to any part t ime job lures. Do not trust anyone who

contacts you online without careful verification and do not provide them access to your

sensitive data.

https://indianexpress.com/article/cities/chandigarh/whatsapp-pink-scam-cyber-cell-alert-8758298/
https://www.news18.com/india/amit-shah-g20-conference-cyber-security-nft-al-metaverse-gurugram-news-latest-8322583.html
https://tech.hindustantimes.com/tech/news/government-warns-internet-users-about-akira-ransomware-hackers-using-anydesk-winrar-71690168901674.html#google_vignette
https://timesofindia.indiatimes.com/india/cyber-security-watchdog-cert-in-issues-guidelines-for-protection-of-govt-data-from-cyberattacks-ransomware/articleshow/101401918.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://organiser.org/2023/07/13/183574/bharat/bhopal-family-of-4-committed-suicide-after-cyber-hacking-and-theft-asked-for-a-collective-cremation/


�ೖಬ�  ವಂಚಕರು �ಹ�-ಎ� �ಆ� ನ��ನ

�ಸ�ಾಂತ ಆಸ���ಯ �ಸ�ನ�� ನಕ�

�� �ೖ� ಗಳನು� ಸೃ��, ಅ�ಾ�ಂ� �ಂ�

ಬು�ಂ� ಮತು� ಸ�ಾ�ೂೕಚ� �ೕಡುವ ಮೂಲಕ

ನೂ�ಾರು ಜನರನು� ವಂ��ರು�ದು ಇ�ೕಗ

�ಳ�� ಬಂ��. ಆಸ��� ಅ�ಾ�ಂ� �ಂ�

ಬು� �ಾಡಲು ಆ�� ಇ� �ಾ�� �ಾಡುವಂ�

�ೕ� ಆಸ���ಯ �ಾ�ಹಕರುಗ�� ಲ�ಾಂತರ

ರೂ�ಾ�ಗಳನು� ವಂ�ಸು���ಾ��ಂದು

ತ���ಂದ ��ದುಬಂ��.

೨೭ ವಷ�ದ ವ���� ಅ��ಾ�ಕ ಉ�ೂ�ೕಗ

�ೕಡು��ಾ� ಭರವ� ಮೂ��ದ ವಂಚಕ ಆತನ

�ಾ�� ಆ� � ೨ ಐ.� �ಾ� �ಗಳನು� ಕ��ಸುವ

ಮೂಲಕ ನಂ��ಯನು� ಗ���ೂಂ��ಾ��.

ಹಲ� �ನಗ�ಾದರೂ ವಂಚಕ�ಂದ �ಾ��ೕ

ಉತ�ರ ಮತು� �ಟ�� � �ಾರದ ���� ಆ�� �

�ಾನು �ೕಸ�ೂೕ�ರುವ ಬ�� ಅ��ಾ�ದು�, ಸದ�

ದೂರನು� �ಾ����ಾ��.

ಸಂತ�ಸ� �ಾ� ದು�ದ ಹಣವ���ಾ� ಆ� �ೖ� ನ�� ಹೂ��

�ಾ� ಸ�ಲ� �ನಗ�ಾದ ಬ�ಕ ಹಣವನು� �ಂಪ�ಯಲು

�ೂೕ�ಾಗ �ಾ� ರೂ.೭ ಲ�ಗಳನು� ಕ�ದು�ೂಂಡು

�ೕಸ�ೂೕ�ರು�ದು ಅ��� ಬಂ��.                                          

ಅ�ಾರ �ಾಭದ ��ೕ�ಯ�� ಆ� �ೖ�  �ೕಸ�ಂದ ರೂ.೭ಲ� ಕ�ದು�ೂಂಡ ವ����ಹ�-ಎ� �ಆ� ಆಸ���ಯ �ಸ�ನ��,
ನಕ� �ೕಮ�ಾ�ಗಳನು� ಬು� �ಾಡುವ
ಮೂಲಕ ಜನರನು� ವಂ�ಸು��ದ� �ೖಬ�
ಪ�ಕರಣವನು� �ೕ��ದ �ೕ�ೕಸರು.

‘��� �ಾ��’ ವಂಚ�: ಮದು� �ೕಟ�� ನ�� ಮ��ಾ �ೖಬ� ವಂಚ�ಯ ಆ�ಷ��
91.75 ಲ� ರೂ.  ಕ�ದು�ೂಂಡ ���

ಆ� �ೖ�  �ೕಸಗ�

ಮ��ಾ �ೖಬ� ವಂಚ� ��ಯ�� ����ಬ��� ಮದು��ಾಗು��ಾ� ಸು�� ಭರವ� �ೕ� 91.75 ಲ� ರೂ.

ವಂ���ಾ��. ಆ�ೂೕ�ಯು ಮ�ೕ�ಾ�ದ�� ���ರು��ಾ� ದೂರು�ಾರ�� ����ಾ��. ಮದು� ಆಗು��ಾ�

ಭರವ� �ೕ�ದ ಬ�ಕ ನಕ� ದಂ�� ಹಣ ಕ��ಸುವಂ� ಒ�ಾ����ಾ��. ದೂರು�ಾರರು ಇಂ��ಯ� ಆ�ದು�,

ಐ� ಕಂಪ�ಯ�� �ಲಸ �ಾಡು���ಾ��.                                                                                                      

QR �ೂೕ�  ವಂಚ� ಪ�ಕರಣ – ಉತ�ರ ಪ��ೕಶ ಮೂಲದ ಆ�ೂೕ�ಯ ಬಂಧನ
ಬಂ�ತ ಆ�ೂೕ�ಯು ಭುವ�ೕಶ�ರ ಮೂಲದ Fintech Company ಯ �ೕ�ಂ� �ೕ� �ೕಯನು� �ಾ�� /�ಾ�� 

�ಾಡುವ ಮೂಲಕ ಕಂ��� �ೕ�ದ ರೂ.೧೪.೩೩ �ೂೕ� ರೂಗಳನು� ೧೨೫ಕೂ� �ಚು� ��ಧ �ಾ�ಂ� �ಾ�ಗ��

ವ�ಾ���ರು��ಾ� ವರ��ಾ��.                                                                                            

��ಾ� �ಾ�ಂ��� ಪ�ಯಲು �ೂೕ� ರೂ. ೧�ೂೕ� ಕ�ದು�ೂಂಡ ��ಯ ವ���

����  �ಶ�ಕ�  ನ�ಯುವ �ೕ� ��, ��ಯ ಅಂತ�ಾ��ೕಯ ��ಾನ ��ಾ�ಣ, ಮುಂ�ೖಗಳ�� ��ಾ�

��ೂ�ೕ�ಂ�  �ಾ�ಂ��� �ೕಡು��ರು��ಾ� �ೕ�ರುವ ವಂಚಕರು ��ಯ ಮೂಲದ ವ����ಂದ ರೂ.೧�ೂೕ�

ಪ�ದು ವಂ��ರುವ ಪ�ಕರಣ ಇ�ೕಗ �ಳ�� ಬಂ��. �ಾ�ಂ��� �ೕಡು��ಾ� �ೕ�ರುವ ವಂಚಕರು �ೕ�

�ೕ� �ಾ�ಗ�� ಆಸಕ� ವ����ಂದ ಹಣ �ಾಕಲು �ೕ�ರು�ದು �ಾ�ಥ�ಕ ತ���ಂದ �ಳ�� ಬಂ��.                           

ಅ��ಾ�ಕ ಉದೂ�ಗದ ಭರವ�:
ಯುವಕ�ಂದ ರೂ.೧೪ ಲ� ಲೂ�ದ
ವಂಚಕರು

https://timesofindia.indiatimes.com/city/chandigarh/pu-peon-loses-7l-in-online-fraud/articleshow/101559164.cms
https://indianexpress.com/article/cities/delhi/cyber-gang-cheating-people-fake-appointments-delhi-ncr-hospitals-busted-8782354/
https://indianexpress.com/article/cities/pune/woman-cyber-fraudster-dupes-techie-of-91-lakh-on-false-promise-of-marriage-8817421/
https://indianexpress.com/article/cities/pune/woman-cyber-fraudster-dupes-techie-of-91-lakh-on-false-promise-of-marriage-8817421/
https://indianexpress.com/article/cities/pune/woman-cyber-fraudster-dupes-techie-of-91-lakh-on-false-promise-of-marriage-8817421/
https://timesofindia.indiatimes.com/city/bhubaneswar/cyber-crook-dupes-city-firm-of-rs-14cr-by-manipulating-qr-code/articleshow/101610226.cms?from=mdr
https://indianexpress.com/article/cities/pune/offered-franchise-pizza-chain-cricket-world-cup-pune-man-loses-rs-1-crore-cyber-criminals-8820943/
https://thelivenagpur.com/2023/07/09/14-lakhs-looted-from-youth-by-cyber-criminals/


ವ����ಬ��� ತಮ� ಮ�ಯ ��  ಕಟ�ದ �ಾರಣ �ದು��  ಸಂಪಕ�ವನು� ಕ�ತ�ೂ�ಸ�ಾಗು�ದು ಎಂಬ

ಸಂ�ೕಶವನು� ��ೕಕ�ಸು�ಾ��. ಸಂ�ೕಶದ�� ಬಂದ �ಂ�  ಬಳ� ಆ� �ೖ� ಮೂಲಕ ��  �ಾವ�� ಮುಂ�ಾದ ವ���

��ಷಗಳ�� ತನ� �ಾ�ಯ��ದ� ರೂ.೮.೬ ಲ� �ತ�ವನು� ಕ�ದು�ೂಂಡ ಪ�ಕರಣ ತಡ�ಾ� �ಳ�� ಬಂ��.

ಪವ� �� ವಂಚ� ಪ�ಕರಣ: ರೂ. ₹8.6 ಲ� ಕ�ದು�ೂಂಡ 87 ವಷ�ದ ವ����ೖ�ಾ��  �ೕಟ��  �ಾ�� : 
 ಸಂ���ಂದ�ಂದ ರೂ.೨೫ �ೂೕ�
�ೂೕ�ದ ವಂಚಕರು

ಆ� �ೖ�  �ೕಸಗ�

�ಾ� ಮೂಲದ ಕಂ���ಂದರ ಎ�ೂ�ೕ �ಾ�ಂ� 

�ಾ�� ಪ��ೕಶ ಪ��ರುವ �ಾ�ಕ� ಗ� ರೂ.೨೫

�ೂೕ�ಯನು� ಲೂ� �ೂ���ಾ��. ಕಂ��ಯ

�ೕ�ಂ�  �ೕ� �ೕ � ಪ��ೕಶ ಪ��ರುವ

ವಂಚಕರು ಅದರ��ನ �ಾ��ೕ�  ಅನು� ಬದ��

�ೕ� �ೕ� �ಾ�ಗ�� ಹಣ

ವ�ಾ����ೂಂ�ರು��ಾ� ಪ�ಕರಣದ ತ��

ನ�ಸು��ರುವ �ೕ�ೕಸರು ����ಾ��.

�ಾ���  ಮೂಲಕ ಅ��ಾ�ಕ ಉದೂ�ಗ: ರೂ.70 ಲ� ಕ�ದು�ೂಂಡ ಗುರು�ಾ�� ��ಾ�

��ೕ�ತ �ಲಸವನು� �ಣ��ೂ�ಸಲು ರೂ 10,000 ಗ��ದ ವ��� ವಂಚಕರನು� ನಂಬಲು �ಾ�ರಂ��ದನು.

ಕ��ೕಣ, ವಂಚಕರು ವ���ಯನು� ಉತ�ಮ ಆ�ಾಯ�ಾ�� ಹಣವನು� ಹೂ�� �ಾಡಲು ಮನ���ದರು. ಸಂತ���

ನಂತರ �ಬ�ವ� ಮತು� �ೕ ನಡು� 20 ವ��ಾಟುಗಳ ಮೂಲಕ ರೂ.69.9 ಲ� ಗಳನು�ವಂಚಕರು �ೕ�ದ

�ಾ�ಗ�� ವ�ಾ���ದನು. ಆದ� �ತ�ವನು� �ಂಪ�ಯಲು ಅವ�� ಅವ�ಾಶ�ರ�ಲ�. ನಂತರ ಸಂತ��� ಹ��ರದ

�ೕ�ೕ�  �ಾ�ಯ�� ಪ�ಕರಣ �ಾಖ�ಸಲು ಮುಂ�ಾ�ಾಗ �ಾನು �ೕಸ�ೂೕ�ರು�ದು ��ದುಬಂ��.

ಆ� �ೖ� ನ�� ಅ��ಾ�ಕ ಉದೂ�ಗದ
ಆಫ� , ರೂ. ೯.೩೫ ಲ�
ಕ�ದು�ೂಂಡ ಆ��ಕ ಸಲ��ಾರ

���ಾ�ಂ ನ�� ವಂಚಕ ಅ��ಾ�ಕ ಉದೂ�ಗದ

ಆಫ�  �ೕಡು��ಾ� ಸಂ�ೕಶ ಕ���ದು�, ಈ

�ಂ�  ��� �ಾ�ದ ಬ�ಕ ಸಂತ�ಸ� �ಾ��ಂದ ಲ�

ರೂ. ಗಳನು� ಕ�ದು�ೂಂ��ಾ��.  

�ಚು�ವ� ಆ�ಾಯದ �ಪದ�� �ಾಸ� ಕಂಪ�ಯ ��ಎಂ� 30 ಲ� ರೂ. ವಂ��ದ
�ೖಬ� ವಂಚಕರು 

�ೖಬ� ವಂಚಕರು �ಾಸ� ಸಂ��ಯ ���� ಜನರ� �ಾ��ೕಜ� ಅವ�� �ಚು�ವ� ಹಣವನು� ಗ�ಸಲು

ಯೂಟೂ�� ಚಂ�ಾ�ಾ��ಯ ��-�ೕ�� ��� �ೕಡುವ ಮೂಲಕ ವಂ���ಾ��.

https://www.freepressjournal.in/mumbai/fpj-cyber-secure-87-year-old-loses-86-lakh-in-power-bill-fraud
https://www.hindustantimes.com/cities/mumbai-news/massive-cyber-heist-hackers-steal-25-crore-from-thane-company-s-escrow-bank-account-101688931094429.html
https://www.hindustantimes.com/cities/mumbai-news/massive-cyber-heist-hackers-steal-25-crore-from-thane-company-s-escrow-bank-account-101688931094429.html
https://www.hindustantimes.com/cities/mumbai-news/massive-cyber-heist-hackers-steal-25-crore-from-thane-company-s-escrow-bank-account-101688931094429.html
https://www.timesnownews.com/delhi/cyber-fraud-how-gurugram-resident-lost-rs-70-lakh-to-work-from-scam-on-whatsapp-article-101735798
https://www.india.com/maharashtra/mumbai-financial-advisor-falls-victim-to-cyber-fraud-that-offered-online-job-opportunity-loses-rs-9-35-lakh-how-it-all-happened-6163564/
https://www.timesnownews.com/mirror-now/crime/online-fraud-in-gujarat-dgm-of-private-company-duped-of-rs-30-lakh-by-cyber-crooks-on-pretext-of-extra-income-article-101966201
https://www.timesnownews.com/mirror-now/crime/online-fraud-in-gujarat-dgm-of-private-company-duped-of-rs-30-lakh-by-cyber-crooks-on-pretext-of-extra-income-article-101966201


Fraudster who allegedly created

fake websites of renowned

hospitals in Delhi-NCR and cheated

hundreds of people by offering

fraudulent appointment bookings

and consultation. Victim has been

cheated of nearly Rs 1 lakh after

being asked to install an app to

book a hospital appointment.

The victim was approached by an

unknown person who offered him a

part-time job. After the victim

deposited the amount, the accused

broke contact without giving any

benefit. 

Victim lost the huge amount of money on the

promise of getting high profit on investing

money online. After winning his trust, the

cheaters told victim to invest the money in

multiple chunks. Finally, victim realised that it’s

a scam when he didn’t get the money back.

PU peon loses ₹7L in online fraudCyber gang cheating
people by booking fake
appointments at Delhi-
NCR hospitals busted

14 lakhs looted from
youth by cyber
criminals. 

A woman cyber fraudster allegedly duped a techie in Pune to the tune of Rs 91.75 lakh by

luring him on the false promise of marriage. The accused told the complainant that she was

residing in Malaysia. She made the complainant transfer for fraudulent business after

assuring him of marriage. The complainant is an engineer working with an IT company.

‘Blescoin’ scam: Lured by woman cyber fraudster on marriage portal,
techie duped of Rs 91.75 lakh

Online Frauds

Cyber crook dupes city firm of Rs 14cr by manipulating QR code
The accused might have blocked or hacked the payment gateway of the affected

Bhubaneswar-based fintech company. They fraudulently diverted Rs 14.33 crore to more than

125 different bank accounts from the payout wallet. 

Offered franchise of pizza chain during cricket World Cup, Pune man
loses Rs 1 crore to cyber criminals.

The complainant was made to do over a dozen transactions to multiple bank accounts on

various pretexts related to opening the franchise outlets of the pizza restaurant chain in

Mumbai and Pune during the World Cup and also one at the Pune International Airport.

Officials investigating the case said multiple cases of similar cyber frauds have been reported

from across India in the recent past in which the name of the same pizza restaurant chain

was used for duping people on pretext of giving franchise outlets.

https://timesofindia.indiatimes.com/city/chandigarh/pu-peon-loses-7l-in-online-fraud/articleshow/101559164.cms
https://indianexpress.com/article/cities/delhi/cyber-gang-cheating-people-fake-appointments-delhi-ncr-hospitals-busted-8782354/
https://thelivenagpur.com/2023/07/09/14-lakhs-looted-from-youth-by-cyber-criminals/
https://thelivenagpur.com/2023/07/09/14-lakhs-looted-from-youth-by-cyber-criminals/
https://indianexpress.com/article/cities/pune/woman-cyber-fraudster-dupes-techie-of-91-lakh-on-false-promise-of-marriage-8817421/
https://timesofindia.indiatimes.com/city/bhubaneswar/cyber-crook-dupes-city-firm-of-rs-14cr-by-manipulating-qr-code/articleshow/101610226.cms?from=mdr
https://indianexpress.com/article/cities/pune/offered-franchise-pizza-chain-cricket-world-cup-pune-man-loses-rs-1-crore-cyber-criminals-8820943/


The victim lost the huge money

after clicking on a Telegram link

sent by a person who offered him a

part-time job of rating hotels. 

A man lost lakhs of money in a span of minutes in seven different transactions after falling

prey to power bill fraud. The victim received a text message on his phone informing that his

last electricity bill had not been updated and hence his house’s power supply would be

disconnected.

Cyber Fraud: How Gurugram Resident Lost Rs 70 Lakh To
Work From Home Scam On WhatsApp

Cyber frauds siphon off
₹25 crore from Thane-
based firm after hacking
their financial portal

DGM Of Private Company Duped Of Rs 30 Lakh By Cyber
Crooks On Pretext Of Extra Income

Online Frauds

The hackers breached the payment

gateway of the company, changed it’s

database, increased the wallet

balances and with merchant

credentials logged into the company’s

portal and carried out transactions to

different bank accounts. 

FPJ Cyber Secure: 87-year-old Loses ₹8.6 Lakh in Power
Bill Fraud

The man started trusting the scammers as he earned Rs 10,000 for completing the task

assigned. Gradually, the scammers persuaded the victim to invest money for better returns.

The victim then transferred Rs 69.9 lakh via 20 transactions between February and May but

he was not allowed to withdraw the amount. The victim then lodged a complaint. 

Mumbai Financial
Advisor Falls Victim To
Cyber Fraud That
Offered Online Job
Opportunity, Loses Rs
9.35 Lakh;

A deputy general manager of a private firm was duped by giving a YouTube subscription pre-

paid task to earn extra money.

https://www.timesnownews.com/delhi/cyber-fraud-how-gurugram-resident-lost-rs-70-lakh-to-work-from-scam-on-whatsapp-article-101735798
https://www.hindustantimes.com/cities/mumbai-news/massive-cyber-heist-hackers-steal-25-crore-from-thane-company-s-escrow-bank-account-101688931094429.html
https://www.timesnownews.com/mirror-now/crime/online-fraud-in-gujarat-dgm-of-private-company-duped-of-rs-30-lakh-by-cyber-crooks-on-pretext-of-extra-income-article-101966201
https://www.freepressjournal.in/mumbai/fpj-cyber-secure-87-year-old-loses-86-lakh-in-power-bill-fraud
https://www.india.com/maharashtra/mumbai-financial-advisor-falls-victim-to-cyber-fraud-that-offered-online-job-opportunity-loses-rs-9-35-lakh-how-it-all-happened-6163564/


��ಟ� ��ಂಡ�� CTF 2023 ಸ���ಯ ��ೕತರನು� ��ೕ�ಸ�ಾ��.

 �ೖ�� ವರ� | CySecK Updates

��ಾಂಕ ೨೪�ೕ ಜು�ೖ ೨೦೨೩ �ಂದ ೨೯�ೕ ಜು�ೖ ೨೦೨೩ ರವ��, �ಾಜ�ದ ಎ�ಾ�

ಎಂ��ಯ�ಂ� �ಾ�ೕಜುಗಳ ಆಯ� ಉಪ�ಾ�ಸಕರುಗ��  �ಟ��� ಭದ��ಯ ಕು�ತು

ಉಪ�ಾ�ಸಕರ ಅ�ವೃ�� �ಾಯ�ಕ�ಮವನು� (FDP) �ತ�ದುಗ�ದ, ಚಳ���ಯ��ನ IISc

�ಾ�ಂಪ� ನ�� ನ�ಸ�ಾ�ತು.



H.A.C.K �ೂ�ಾ��-3: �ಎ� �ಎ� �ಯ �ಐ� ��  ಸಹ�ೕಗ�ೂಂ��

“�ಾ��� ಅ� ಗ��ಾ� ಐ�ಯ ಇಂಟ� �ೕ�” ಕು�ತು �ಾ�ಾ��ಾರ ನ�ಸ�ಾ�ತು.

 �ೖ�� ವರ� | CySecK Updates

ELCIA (ಎ��ಾ���� �� ಇಂಡ��ೕ� ಅ�ೂೕ��ೕಷ�) ಸಹ�ೕಗ�ೂಂ�� "MSME

ಗ�� IT ಮತು� OT ಭದ��ಯ ಮೂಲಭೂತ ಅಂಶಗಳ" ಕು�ತು �ಾ�ಾ��ಾರ

ನ�ಸ�ಾ�ತು.



CySecK announced winners of the ‘Digital defenders CTF 2023.

 �ೖ�� ವರ� | CySecK Updates

CySeck conducted Faculty Development Programme (FDP) on

Network Security for Engineering College Lecturers from 24th

to 29th July 2023 at IISc. Challakere campus, Chitradurga 



H.A.C.K. Cohort-3: Workshop on “Interface of IP’s for startups”

in association with KSCST’s 

 �ೖ�� ವರ� | CySecK Updates

Workshop on “Fundamentals of IT & OT security for MSMEs” in

association with ELCIA (Electronics City Industries Association)



�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತ�� �ಾ�� ಗುರು�ಸಲು - https://factcheck.ksp.gov.in

ಕ�ಾ�ಟಕ �ೖಬ� ಅಪ�ಾಧ ಸ�ಾಯ�ಾ� ಸಂ�� 112

�ಾ��ೕಯ ಸ�ಾಯ�ಾ� 1930 � ಕ� �ಾ�

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲ� ಉಪಯುಕ� �ಂ� ಗ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

Karnataka Cyber   Crime Helpline Number 112

National Helpline Number 1930

 ಉಪಯುಕ� �ಂ� ಗ� | Useful links 

https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ��
ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� , 
 �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ
ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ
ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.

ನಮ� ಬ�� | About CySecK 


