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Dear Cyber Vartika Readers,

As the monsoon casts its refreshing spell across India, bringing
relief from the summer heat, |, extend a warm and rain-soaked
welcome to our esteemed readers to the July edition of our Cyber
Vartika Newsletter.

The digital revolution has opened up boundless opportunities,
connecting us in ways that were once unimaginable. However, as
our digital footprint expands, so does the importance of
cybersecurity awareness.

Cyber Vartika’s core intention remains steadfast - to empower and
educate you, our valued readers, about the ever-evolving realm of
cybersecurity. This newsletter serves as your guiding light,
navigating through the intricacies of the digital domain and
illuminating the best practices to stay secure in an increasingly
interconnected world.

As we embark on this month's journey, the stories we bring to you
underscore the gravity of safeguarding ourselves in the digital
realm. One crucial aspect that demands attention is the safe use of
mobile apps. Stay vigilant by downloading apps from reputable
sources, regularly updating them, and carefully scrutinizing
permissions to protect your personal data.

Ensure your privacy settings are secure, be mindful of the
information you share, and stay wary of suspicious accounts. | also
want to draw attention to the ever-pervasive threat of banking
fraud. Always be cautious about sharing sensitive banking
information and never respond to unsolicited messages asking for
personal details.

| encourage each of you to become advocates of cybersecurity
awareness within your communities. Empower those around you
with knowledge about safe mobile app usage, responsible social
media practices, and the importance of being skeptical about
suspicious offers.

On behalf of the Cyber Vartika team, | extend our heartfelt gratitude
for your continued support and trust in our endeavour.

Wishing you a safe and secure month ahead!"
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Top Cyber News

Beware of apps to register
for govt schemes, warns
Bengaluru's cyber police

¢ © SPYWARE |

Public was advised to register for the
schemes solely through the Seva Sindhu
portal and avoid using external links or
applications shared on social networks.

CySecK suggests not to download any apps or

.apk files from unverified sources.

Cyber security watchdog
CERT-In issues guidelines
for protection of govt data
from cyberattacks,
ransomware

The guidelines were issued as a roadmap that

needs to be followed by the government entities
and industry to reduce cyber risk, protect citizen
data, and continue to improve the cyber security

ecosystem in the country.

WhatsApp Pink scam: Cyber cell asks
people to stay alert

The scamsters were sending the “WhatsApp Pink” link to users and
claiming it to be an additional feature of the WhatsApp green tick.
The link, once clicked, helped fraudsters steal personal information

of users.

CySecK suggests to download Whatsapp app only from trusted app

stores like Google Playstore or Apple App Store.

'Multilateral Cooperation Key to Success': Amit Shah Inaugurates
G20 Conference on Cyber Crime & Security

Union Home Minister warned the global community of security challenges which have

evolved from “dynamite to metaverse" and “hawala to cryptocurrency” and urged G20

countries to “rise above conventional boundaries to act against such crimes".

Bhopal: Family of 4 committed suicide after cyber hacking, theft;
requested for collective cremation in suicide letter.

A few months back victim received a message on Whatsapp regarding online part-time
work. He was in need of money, hence he started working, and the fraudsters drained all
his savings by luring him for a larger amount. Fraudsters also hacked his laptop and
shared their morphed pictures on social media. The company allegedly accessed his bank
accounts as well.

CySecK suggests not to fall prey to any part time job lures. Do not trust anyone who
contacts you online without careful verification and do not provide them access to your

sensitive data.

Government wams intemet users of ‘AKIRA’ ransomware;
hackers using AnyDesk, WinRAR, PCHunter.

'Akira' is designed to target both Windows and Linux-based systems. The attackers

behind Akira first steal vital personal information from their victims and then proceed to
encrypt the data on their systems. To coerce the victims into paying the ransom, they
engage in double extortion tactics.

CySecK suggests to always update your computers/laptop, be careful when opening any

attachments or clicking links sent from unknown sources.
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Online Frauds

Cyber gang_cheating
people by booking fake
appointments at Delhi-
NCR hospitals busted

Fraudster who allegedly created

fake  websites of  renowned
hospitals in Delhi-NCR and cheated
hundreds of people by offering
fraudulent appointment bookings
and consultation. Victim has been
cheated of nearly Rs 1 lakh after

being asked to install an app to

book a hospital appointment.

14 lakhs looted from
youth by cyber
criminals.

The victim was approached by an
unknown person who offered him a
part-time job. After the victim
deposited the amount, the accused
broke contact without giving any

benefit.

PU peon loses ¥7L in online fraud

Victim lost the huge amount of money on the

promise of getting high profit on investing
money online. After winning his trust, the
cheaters told victim to invest the money in
multiple chunks. Finally, victim realised that it's

a scam when he didn't get the money back.

‘Blescoin’ scam: Lured by woman cyber fraudster on marriage portal,
techie duped of Rs 91.75 lakh

A woman cyber fraudster allegedly duped a techie in Pune to the tune of Rs 91.75 lakh by

luring him on the false promise of marriage. The accused told the complainant that she was
residing in Malaysia. She made the complainant transfer for fraudulent business after

assuring him of marriage. The complainant is an engineer working with an IT company.

Cyber crook dupes city firm of Rs 14cr by manipulating QR code

The accused might have blocked or hacked the payment gateway of the affected

Bhubaneswar-based fintech company. They fraudulently diverted Rs 14.33 crore to more than

125 different bank accounts from the payout wallet.

Offered franchise of pizza chain during cricket World Cup, Pune man
loses Rs 1 crore to cyber criminals.

The complainant was made to do over a dozen transactions to multiple bank accounts on
various pretexts related to opening the franchise outlets of the pizza restaurant chain in
Mumbai and Pune during the World Cup and also one at the Pune International Airport.
Officials investigating the case said multiple cases of similar cyber frauds have been reported
from across India in the recent past in which the name of the same pizza restaurant chain

was used for duping people on pretext of giving franchise outlets.
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Online Frauds

Cyber frauds siphon off
Z25 crore from Thane-
based firm after hacking
their financial portal

The hackers breached the payment
gateway of the company, changed it's
wallet

database, increased the

balances and  with merchant
credentials logged into the company’s

portal and carried out transactions to

different bank accounts.

Mumbai Financial
Advisor Falls Victim To
Cyber Fraud That
Offered Online Job
Opportunity, Loses Rs

9.35 Lakh;

The victim lost the huge money
after clicking on a Telegram link
sent by a person who offered him a

part-time job of rating hotels.

FPJ Cyber Secure: 87-year-old Loses ¥8.6 Lakh in Power
Bill Fraud

A man lost lakhs of money in a span of minutes in seven different transactions after falling
prey to power bill fraud. The victim received a text message on his phone informing that his
last electricity bill had not been updated and hence his house’s power supply would be

disconnected.

Cyber Fraud: How Gurugram Resident Lost Rs 70 Lakh To
Work From Home Scam On WhatsApp

The man started trusting the scammers as he earned Rs 10,000 for completing the task
assigned. Gradually, the scammers persuaded the victim to invest money for better returns.
The victim then transferred Rs 69.9 lakh via 20 transactions between February and May but

he was not allowed to withdraw the amount. The victim then lodged a complaint.

DGM Of Private Company Duped Of Rs 30 Lakh By Cyber
Crooks On Pretext Of Extra Income

om
oo
oo
oo

010101

A deputy general manager of a private firm was duped by giving a YouTube subscription pre-

paid task to earn extra money.


https://www.timesnownews.com/delhi/cyber-fraud-how-gurugram-resident-lost-rs-70-lakh-to-work-from-scam-on-whatsapp-article-101735798
https://www.hindustantimes.com/cities/mumbai-news/massive-cyber-heist-hackers-steal-25-crore-from-thane-company-s-escrow-bank-account-101688931094429.html
https://www.timesnownews.com/mirror-now/crime/online-fraud-in-gujarat-dgm-of-private-company-duped-of-rs-30-lakh-by-cyber-crooks-on-pretext-of-extra-income-article-101966201
https://www.freepressjournal.in/mumbai/fpj-cyber-secure-87-year-old-loses-86-lakh-in-power-bill-fraud
https://www.india.com/maharashtra/mumbai-financial-advisor-falls-victim-to-cyber-fraud-that-offered-online-job-opportunity-loses-rs-9-35-lakh-how-it-all-happened-6163564/
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e CySecK announced winners of the ‘Digital defenders CTF 2023.

Third Prize Winners |

Viaty KLS Gogie Insti
N Pranay Kristma, BITS Pilani, Hyderabad campus
Neeraj Knmar Padma, SJES College of Management Studics
Amiritpal Singh, Thapar Institute of Engineering and Technology
] P College

Y Lokunt Vorma, Vellore Inetituts of Tochmology, Biopal
Akshit Kathuria, Thapar Institute of Engineering and Tochnology
Harsh Jolad, PES University

Abdul Hoy, SASTRA Deemed University
Om Sagar, Parul Institute of Technology

Arun Balaji, SASTRA Decmeed University
* Dhray Boolchandani, Mandgal University Jaipor
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DIGITAL DEFENDERS CTF ZUZEWINNERS
Hrﬂmg Participation Prize Win ners.:i

Shivam Kumar, Indian Institute of Technology, Patna
Abhishek Deore, Erstitute of Info L
I Pavan Kalyan, Chennai Institute OF Technalogy
Ratan Kumar Pradhan, Ocisha University of Technology snd Research
Samireddi Sai Manikantn, Lakireddy Bali Reddy College of Engineering
Gayatri Prablakar Tawade, Shah ane Anchor Kutchhi Engineering College
Chappa Varshit, Gandhi Insgi L) and
Aarav Sahnl, Thapar Institute of Engineering and Technology
Biks ity Munati, Kalinga Institnie of il T
Chinmay B, R N § Institute of Technology (RNSIT)
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e CySeck conducted Faculty Development Programme (FDP) on
Network Security for Engineering College Lecturers from 24th

to 29th July 2023 at IISc. Challakere campus, Chitradurga
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 H.A.C.K. Cohort-3: Workshop on “Interface of IP’s for startups”

in association with KSCST's

Viewing Ankit Guha's application(s) =
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CORPORATE VEHICLE

* Popufar Vehicles - Private Limited Company vs LLP

LEPs more suited for SMEs, but Put, Lrd. better for high growth companies

= Choice of jurisdiction = where to sat up, what factors to consider?

» Workshop on “Fundamentals of IT & OT security for MSMEs” in

association with ELCIA (Electronics City Industries Association)
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Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime -

To identify fake information:

Karnataka Cyber Crime Helpline Number 112

National Helpline Number 1930

o


https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1I1Sc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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