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Today, the digital ecosystem is everywhere-daily purchases,
communications, banking, and booking vacations feature a
critical online aspect. Digital public infrastructure (DPIs) used to
augment public services have received a recent boost in India
and have served as a cornerstone of India's diplomacy and global
leadership through forums such as the G20. However, as this
month's stories show, increasing digitization comes with a
variety of threats. Some of these threats are linked to human
manipulation as fraudsters and cyber criminals target vulnerable
users and businessses for financial gain. Other threats are more
systemic-as state and non-state actors target critical information
infrastructure, such as the CoWin database.

Therefore, India has adopted a multi-pronged approach towards
furthering cybersecurity. At the systemic level, a national
cybersecurity strategy and as reported this month, the National
Cybersecurity Reference Framework have been deliberated
among key stakeholders, along with several sectoral directives
from institutions like the Reserve Bank of India that are in the
public domain. This systemic response must be backed up by
coordinated individualised and community focussed responses
including awareness building, especially among individuals and
communities vulnerable online as well as by incorporating basic
cybersecurity education into curriculums at all levels. The UGC
has already launched a syllabus for the university level and
similar initiatives must be developed at the school level as well,
in consultation with relevant cybersecurity expert.

In particular, the initiatives of institutions like the Karnataka
Centre Cybersecurity Centre of Excellence must be applauded as
it furthers both systemic and community-focussed responses at
the state and regional levels, which is essential to ensure
effective implementation of central guidelines and directives.
Compilation and analysis of information through Cyber Vartika is
an example of awareness building and | hope that this newsletter
is widely read and circulated.
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Top Cyber News

CoWin data leak: Govt.
says database wasn't
breached, hints at
previously-stolen

TPrivate information of thousands of citizens,

including prominent politicians, celebrities,
and journalists, has been leaked. The breach
occurred when a Telegram bot named
Truecaller uploaded the personal data of
individuals who registered on the CoWIN
application for their COVID-19 vaccinations.
The bot, operated by the account 'hak4learn,
was deactivated briefly but resurfaced later
with no search results. But the government
has rejected this. It clarified that no

information was leaked.

Parliamentary panel on finance
debates cyber security, rising white
collar crimes

The issue of fraud lending apps also came up for discussion
at the meeting. The firms represented at the meeting
included Chase India, Razorpay, PhonePe, CRED and QNu

Labs as well as Nasscom.

Delhi police bust cyber fraudsters who cheated through loan app,
arrest six persons

The arrested were allegedly extorting money on the pretext of providing an instant
loan through an app called “Cash Advance”. On search of NCRP portal, a total of 102
complaints from Delhi region and 1977 from all over India were found lodged against
the same app.

CySecK Suggests - Don't believe in advertisements providing instant loans with low

interest rate.

‘National Cyber Security Strategy 2023 to be released soon’
says Lt Gen Rajesh Pant (retd)

National Cyber Security Reference Framework 2023 (NCRF) has been created to provide

organizations with a strategic guidance to help them address their cyber security
concerns in a structured manner. The new framework, National Cyber Security Strategy
2023, will be vital for providing a revised structure for these organisations to tackle the
growing cyberattacks happening in India.

It is advisable to keep your profile photos on social media platforms private or
accessible to only people you are connected. Else fraudsters can misuse it to create fake

profiles.
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Top Cyber News

Group behind Reddit
hack demands $4.5 mn
and reversal of API
pricing changes

80GB of data belonging to American
website Reddit, famous for social news
gathering, content rating and discussion,
is in the hands of the BlackCat gang. The
gang has also demanded reversal of the
controversial  API pricing  changes
introduced by Reddit. The agency has

acknowledged the information leak issue.

Major DDoS Attack Disrupts Bharatpedia, Users Impacted

DBOS-ATTACK

One of the leading online encyclopaedias in India has fallen victim to a major Distributed Denial of
Service (DDoS) attack. Due to the privacy of its users and to protect their contributions, Bharatpedia has

taken the proactive step of temporarily suspending the site.

Delhi Police busts ‘intemational cyber crime syndicate’ in
operation with FBI, Interpol

The fraudsters based in India were running a call center that claimed to be a US-based organization,
dealing with US Internal Revenue Service, Social Security Administration, and other services. The Delhi

Police has clarified that there is evidence that 20 million dollars were promised through the call center.



https://ciso.economictimes.indiatimes.com/news/vulnerabilities-exploits/major-ddos-attack-disrupts-bharatpedia-users-impacted/100864534
https://theprint.in/india/delhi-police-busts-international-cyber-crime-syndicate-in-operation-with-fbi-interpol/1631464/
https://www.techcircle.in/2023/06/20/group-behind-reddit-hack-demands-4-5-mn-and-reversal-of-api-pricing-changes

SRS Bperned

ﬁ QBer B BT8D) HeF

z?
BReRF: 50BA0 aedodor

rus

R’ Do, F[HBT ABerST D
AP B@RT* BIOIY IFD RS
P38 3380HenNd D3y wITWe
FOBAOD &Y, a8 ©HTON F0Te3
0wl @008 0r.41.8 o o

R3RY JeBeRN.

2320z30° ma.oned N =Hod
C90TTF - B33 23B3BRRLAT
Rpedet

YFYMRFIEY  deaddenesy G
BRBB BT FRD FRODTY, B2
B NP ATIOH BRBTVTN 23TBA
Qed  BwIIAIR 1 Beed  Sewmecd

TOBAT B30 W3$3R DoAT.

Yeeef Pm HieRont wHZeSILD

FbWInn IFO RRemBTBNYD |
Seahzd IPnG R wndezTINTe

3R BeRRIT.

MO0 BB TH0 BRELL Beeh, 1 ©F 8. FSRBR0R =%

0P T WOIRFOAOT IBW BZ O soﬁq)oi» 303%7? 338 BRATITTN BePEROBRS.
93T FRFE @Y, B38F [RBLL 3y 8.1 ey, BRFAILN BePTD. STT Jow, HINE S033
©Zed 3R. 1 03X BRT 00T P30WoT BEF $8NTHE ZFTe WBLBR VOAT.

nenef DRzl P3RS Ree23dm BT zioe%midgz Doy 8By TG
QOB L3NS NeATSed . MBS Aeawe Soa%ﬁ@aigl BoRBTRN, BRF,FON NAR, 8B

BeFZEROR Be3Rerom03 CySecK 303 Jerd33.

S 200 BEdnx e HS 6.42 ©F SSRBHOR Ho&s

Travel Agency o3p058¢ @8zd3 BREN [R@EG HHIARNRD 3, MEBBO0B
BBoDH3e37 Te.900 NPy FBohen BeeN Tr. 2.89 ©F ey 3mER0B FFdn BwoedSY
SBOB. 3, MBIOOT WTedF CGR.900 MYy BB B 2P 3F S WS
BODGATRN BBl WTPRFEERY 0w BeBOHOS MTT Aewe FeoRB F0a30DTY
RANEFIY IBW [0WITROHR BRSHE @R BePT0Z BIRABFOOT & FEI IBOT o
BBTBSY, DDDRBR0E 3V IBFGT RpeDexTy B0 AeBTT.

e e%ae SO BRRIR AT Dozteed IF RINTHE WEW, IRRWE RS WHZeST S

m,EE Aewme W03 0hR) 9T B 8Be3® 3G Borzen FAF ZeBIR.


https://www.businesstoday.in/technology/news/story/scam-alert-woman-tries-helping-injured-bird-ends-up-losing-rs-1-lakh-to-cyber-criminals-383288-2023-05-29
https://www.newindianexpress.com/states/kerala/2023/jun/03/kochi-based-company-loses-rs-418-lakhto-cybercrime-2581283.html
https://www.etvbharat.com/english/state/rajasthan/seven-members-of-mewar-cyber-gang-nabbed-for-stealing-rs-1-cr-from-youth/na20230606075614348348439
https://indianexpress.com/article/cities/mumbai/in-bid-to-get-rs-200-andheri-woman-loses-rs-6-42-lakh-to-cyber-fraud-8646722/
https://indianexpress.com/article/cities/mumbai/in-bid-to-get-rs-200-andheri-woman-loses-rs-6-42-lakh-to-cyber-fraud-8646722/

SRS Bperned

M’ SnmEdod 2oz 0.9
BRc& %zacs 202333 %ﬁeaﬁag
BRe233!

30023 BROB [FI3RRD I, T’

BR0IETRE Vo8 0.980e8 BBy @8
Xe) N9F  SRBIRTE  @BTO3
NBREAT e BB, BRI
BSBROTEL.

BONE TRE 9B eI
ems%acm [(EYe-plk emc?.radeﬁ ezo’ne 21

PgoRohTe CySeck ZB Je@3T.

08 2e0T T TR TESrensh: Swomanmpontde 200 Srets
Bee23a 02833y

Boomee Ty T IB08 IR (TSCSB) , TR ZANYSy Re0HT, BN DOWTD
HFIYTHT FRWOT W3y Botdneer FoETOT FODFITHAGE. AT [P -
Seeomol3 IFTNGT), dOT Jpdex® ©Hegsd Sedodh ©HTOMD Ie3BTY, DBy
FWO BT dened) ransomware, deéd IYEI @@ IRBe 930 JWO° OFS

NROFIN DABPMHEI FBERIT B0y 80AN F0ZNE ek FeoHeTORIT.

DD, = T 300! mdemez%ﬁ@od 19 eag 2033 =033

952

909089 [ won BIVIOT FEBEB DT0IODTY, BRE AYWeB @By 3302 BJOFD
RoBeBRIRY endRBR3TH3T. DT 83,033 380 FTZC Bedwe ZoBNTRy, B0BELOD
DeB03Re FLFNSRY, BRITHTT BICHTE) DN,

DRRRT DGR TEFRFrndd w=dRE FANVon o3 V0D, eBORT BN,

Rpg eN B08edRoz0B CySecK B0 SRrZ3.


https://timesofindia.indiatimes.com/city/hyderabad/cyber-conmen-looted-rs-600-crore-in-state-in-2-yrs/articleshow/100977661.cms?from=mdr
https://www.indiatoday.in/technology/news/story/mumbai-man-sells-flat-for-rs-127-crore-loses-money-to-cyber-criminals-2394190-2023-06-17
https://timesofindia.indiatimes.com/city/bengaluru/woman-befriends-seer-on-fb-cheats-him-of-rs-48-lakh/articleshow/100833673.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst

Online Frauds

Kochi-based company Scam Alert: Woman tries helping injured bird, ends up losing Rs 1
loses Rs 41.8 lakh to lakh to cyber criminals
cybercrime.

A fake WhatsApp account was

Whilst the details are sketchy, the woman claimed that she called the number of a bird

opened in the name of Asset Homes rescue organisation that she obtained from the internet. They asked her to fill a form, and

Managing Director V. Sunil Kumar transfer Re.1, but after four days she had a debit transaction of Rs. 1 lakh.

and Rs. 41.8 lakh was siphoned off Readers must note that phone numbers that appear on Google Search results can be easily

from him by sending a message to manipulated. When searching for customer care numbers, CySecK advises to obtain it from

the chief accounts officer of his the website of the company.

own company.

Rajasthan: Mewar cyber In bid to get Rs 200, Andheri woman loses Rs 6.42 lakh to cyber
gang nabbed for fraud
stealing Rs 1 Cr from

youth, 7 held.

- — 3 7

The cyber fraudster had uploaded his contact information as “customer care” on the

A case has come to light that a youth internet. On contacting the said number, a man responded to the complainant and
was duped of Rs 1 crore by promising identified himself as a Paytm executive. She explained her issue, and in order to resolve it,
to help him make the most money in the “executive” made her download a remote desktop mobile app. He kept her busy talking
a short span of time by liking videos and made her give consent to the said app, allowing him to access her mobile screen. He
on Instagram. later induced the complainant to send money to him, claiming it was all refundable and
CySeck suggests to be aware of fake would be immediately credited back to her account.

job opportunities/appointment letters CySecK suggests to search the customer care number of any payment app in it's own app

sent on email or messaging apps. instead of searching it in online.
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Online Frauds

Mumbai man sells flat
for Rs 1.27 crore, loses
money to cyber
criminals

Man lost all his money earned by

selling a flat to fraudsters who lured
him with the promise of high returns
through a part-time job.

CySeck advises to beware of part-
time job offers that require upfront

payment or investment.

Cyber conmen looted Rs 600 crore in Telangana in 2
years

Telangana State Cyber Security Bureau (TSCSB) , which is now operating from the
command and control centre in Banjara Hills, has two wings. Cyber crime - headed by
an officer of superintendent of police rank to deal with registered cases, and Cyber
security wing will focus on public and private institutions that fall prey to

ransomware, data theft or any other cybersecurity breach.

Woman befriends Bengaluru seer on Facebook, cheats him
of Rs 48 lakh.

In 2020, Swamiji received a request for friendship under the name Varsha and accepted it
and sent messages to each other. Later, the intimacy developed and they shared each
other's phone numbers and made video calls, according to the case.

CySeck suggest to not accept friend request from unknown people on social media

platforms.
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1. https://youtu.be/KXB9frvP5t8

2.https://youtu.be/DKD8shDdwTU
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1.CySecK facilitated cyber risk awareness sessions at two

colleges through our volunteers.

e Subhashish Lahiri from Sacumen took a session at Global

Academy of Technology .

e Prasanna Venkat took a session at Dayananda Sagar

Institute of Technology and Management.



https://www.linkedin.com/in/subhashishlahiri/?originalSubdomain=in
https://www.linkedin.com/in/subhashishlahiri/?originalSubdomain=in
https://www.linkedin.com/company/sacumensecurity/
https://www.linkedin.com/school/global-academy-of-technology/
https://www.linkedin.com/in/prasannavenkat/
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« A series of three videos were broadcast in partnership with

MastMagaa.com.

1.https://youtu.be/KXB9frvP5t8

2.https://youtu.be/DKD8shDdwTU

3. https://youtu.be/twVs5yAOfuc

e Two of our startups - M/s Touchless ID & M/s Botman
(ClearTrust) Solutions - got selected for global market access

program to be held at Dusseldorf, Germany.



https://www.youtube.com/watch?v=KXB9frvP5t8
https://www.youtube.com/watch?v=DKD8shDdwTU
https://www.youtube.com/watch?v=twVs5yAOfuc
https://www.youtube.com/watch?v=twVs5yAOfuc
https://www.youtube.com/watch?v=twVs5yAOfuc
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Some useful links for staying cyber aware and cyber safe -
» To lodge complaint against a cyber-crime -
» To identify fake information:

» Karnataka Cyber Crime Helpline Number 112

» National Helpline Number 1930

o


https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 1I1Sc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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