K-tech

NN N
N =2 D 2\
5%) ) Py ==F’ ‘ = S G M =1d | kTech CoE for
. ‘n - USSR Beod, ) L) ‘ Cyber Security
K”éja)oe ﬁﬁgas@és BOIELID Cyber Security Karnataka

52008 36

T i tw o fabed023dopsd . LT0C0

~ CYBERVARTIKA
o MAY2023‘§D|T|0N-

IN THIS ISSUE

e Foreword

e Curated News

» CySecK updates

RRT® 23085 3PS, A, B3> AR
3YATY, [ donied LTy, Jecemen
BB, smémaq;%@ox B[
2300303 0aN!
https://zcmp.in/BH6y

If Cyber Vartika was forwarded to you by
a friend, get it directly every month by
SUBSCRIBING HERE!
https://zcmp.in/BH6y,

0 CySeck CoE n CySecK o @CySecKCoE " CySeck CoE ySecK m CySeck Q) CySecKCoE ' @CySecK

Koo App



https://t.me/CySecKCoE
https://twitter.com/CySecKCoE/
https://www.youtube.com/c/CySecK/videos
https://www.kooapp.com/profile/cyseck
https://cs-coe.iisc.ac.in/
https://www.linkedin.com/company/cyseck/
https://www.facebook.com/CyseckCOE.Karnataka/
https://instagram.com/cyseckcoe?igshid=YmMyMTA2M2Y=
https://zcmp.in/BH6y
https://zcmp.in/BH6y

R0=y& | FOREWORD

3083 BBTC INBOAYY, BRES IoIING TRZOITR)
WBDT NZEBNRY DIy JHFODT ©BZFINNNS. BT
S8033, F0BBFTH3 3 03 BHeEHINY MB3T WoHBWOTN
DUy FSRFWOBAY 3B, TINFBOBASY IBI AIBESF
AL BFERSRY,  Bowen BO0NATW DOWT JdWwNAHR
©339033N 3. BBEeP B0 ppRNe BoedI 3
©TOONIMNON, e BHEND DIy JoBBINGY, FJN0°
PWOT TZRBesd. Y FNT® B3B3 BRG TI[IY, BSAIT
B3y BN, IW BIATYIBIY, wBNFL FHOD BIRBIT
B8y B B B8 BOITVRY BerNRINGLn I3ode),
FFoD Iy Bede3A.

BB8DesTT S INROmN AT 9ITFND HIB0T AIF,
Readeodhaen 23, T BBEeF 30%@036 WYSZT0N,
FRERIB JEFTFENRY DROT BRATIIT RO WENNY), TRPBB
BRG 2¢3, 0T WFING 2938, MEFr FpeFrnd DIy
BPIRNP03B DX IEHLRBINGY 3erNZRGRTT. don,
BODHRy, BB 20VY BeFBNYYT ZNT ©TFNR
20080 8e80H DABRMEET. W0 YERCTOOT Iy,
D DRI FWT DOFIH R DR, @dFH 0w
©ngeNs.

T oTFRG A3 D) BRINEIRE BT
NTVIBAYS DI D DOAI  DIOBIND, J-TDAFE
Bodnied, WNdeeds wBden [oudn, 303 BREF Fohds
WOT BouIn, DHBEBRHAEOT WEFPT' @y ) ©I03T,3
BRonord oFRYRY 35° BRBN I, W,EFF Rpernd wrw
RFFERFF NP Install BRI . PN BeERIZy OB,
ransomware =RO3 @ﬂaedoeef IR, FRIE TEE
[oudne, '35 PRIFE, WIPBF [RGD [ouIny, Iz
B BReedader FEFRe, I3 TRdRegs 33 FOBMTD, I,
Pedeef MINTTY TF [RWID DT J[Q, ®Ies. JNO
ToPBERECT DT De80HE) BTTIE DANVTT w3y JEFBFENY
BpOF BRFTE [ BRRE RBeTeo B303eY, FFadw JNT
HTZ3oh DR 8PHTBeD Q0T W) WwITYWRZEN. ABRRTBE
DoFNRY, 35 [IRBE BeTW oy JozFnwd 3y AZ0dne
©Q3;3 Swonvod 20T %e? DO WYBITTDH
DBIBBRBNYed.

0. DITDT,H B}

R ReR0%eEF BRPRTT, CS&E I 2zon
DRFEB FoSees e YOBAOHOON® (DY),
BYyRET

32033 &¢ IEEE CS, 230neRdH @c_y%ofn (2021-22)

Dr. Ramakrishna Hegde

Associate Professor, Dept. of CS&E
Vidyavardhaka College of Engineering (VVCE),
Mysuru

Secretary IEEE CS, Bangalore Chapter (2021-
22)

In today’'s business models, adaptation of digital technologies
has become the primary objectives and crucial requirements too.
Very interestingly post pandemic entire business systems heavily
depending on digital platforms to carry out their businesses due
to the demand of contactless and faster transactions. Due to this
dependency on digital technologies, all the transactions and
communications must be protected from cyber-attacks. This is
where cyber security plays the huge role and most importantly, it
helps to provide confidence and motivate every individual to get
involved in more and more digital environments.

Due to this era of digitalization, cyber-crimes are also increasing
exponentially day by day. We as digital technology users may be
involved in multiple activities like financial transactions over the
public networks, social media usage, use of loT devices, smart
phones and many more. Every individual irrespective of their
gender, age and education may be a victim of cybercrimes.
Comprehensive awareness on cyber security is very much
essential to protect ourselves from cyber attackers.

There are number examples we can talk about cybercrimes and it
can be financial frauds, e-Commerce frauds, overseas
employment frauds, quick digital personal loan frauds, malicious
software may install in our smart phones or laptops when you
click on links from unauthorized sources to steal the private data,
blackmailing through ransomware, credit card frauds, ‘click farm’,
social media frauds, fake matrimonial sites, fake overseas
education consultants, hacking our email accounts and many
more. Cyber attackers may commit a crime in innovative ways,
and we urge every individual to be aware of cyber security before
doing any transaction over the networks. Users make sure that
all the links and requests must come from authorized sources
before clicking any links.

Finally, as a cyber expert, we are strongly recommending the
users that, read all the cyber security practices and must be
aware of possible way of cyber-crimes in different disciplines.
Let's fight together against cybercrimes and create secure digital
environments.
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Top Cyber News

Beware of malware, cyber
crime at public charging
ports: Experts

The Kolkata Police cyber cell has warned

against a gang of cyber criminals who load
malware into devices being charged using
public USB ports. "If you get a prompt on your
phone asking if you trust the device it is
plugged into, that device may be attempting
to transfer data from your phone. Consider
turning off your device while it charges to
keep information safe," an expert said.

CySecK suggests: It's best to use your own
charger or a trusted power outlet. Carry a

portable power bank for emergency charging.

New Jamtara cybercrime operation
thwarted by Haryana Police: 2 lakh
mobile numbers blocked, raid
conducted in 14 villages

The Haryana Police have launched a major crackdown
against cybercriminals operating in the Mewat region, which
is situated adjacent to Delhi. During the raids, over 100
people were detained, and more than 2 lakhs mobile

numbers used in cyber fraud were blocked.

2,196 Chandigarh residents fall prey to cyber frauds in just 4
months

As many as 80 residents in the city were also duped through the OLX app fraud.
According to the cyber police, the fraudsters upload pictures of furniture, vehicles, etc.,
on the online marketplace, along with their phone numbers. When the customer contacts
them, they pose as army officers and narrate fake stories of being transferred to another
place because of which they are selling the goods.

CySecK advises not to accept calls or continue conversations with strangers without

verifying their identity.

2 held in Mizoram for cyber-crimes

Police said a complaint was received from a woman who stated that her son's photo and
username were used in Instagram by an unknown person for allegedly collecting
donations for Myanmar refugees in Mizoram.

It is advisable to keep your profile photos on social media platforms private or
accessible to only people you are connected. Else fraudsters can misuse it to create fake

profiles.
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Top Cyber News

Jorhat sex scandal: How
cybercrime is ruining
families in Assam

n

According to police officials investigating the

matter, Sanjana and Abhishek started
recording their intimate videos and uploading
them on international porn sites. The two men,
during their interrogation, said they used to
make the videos for fun and with consent. The
girl has also acknowledged the same and
added that she became very worried after she
came to know her videos had surfaced on
Indian porn sites also.

CySecK suggests: Avoid recording of your
private moments. Once content gets leaked
onto the internet, it is difficult to control the
spread of it. Non-consensual sharing of
intimate content is a serious issue. If you
become a victim of such an act, CySecK

advises to report it immediately to the Cyber

crime platforms.

Receiving calls from intemational numbers starting with +254, +84,
+63...; Indian Cybercrime Coordination Centre issues alert.
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People across India irrespective of their profession have been receiving calls and missed calls on
WhatsApp from +254, +84, +63, +1(218) or other international numbers, and some of them have become
victims of cybercrime. The alert is being circulated by Home Ministry's Indian Cybercrime Coordination

Centre (14C) so that innocent people do not become victims of cybercrime.

Police block over 20K mobile numbers issued on fake papers

Similarly, more than 34,000 mobile numbers involved in cyber fraud operating across the state, including
40 hotspot villages of Nuh district, have also been identified and reported on the portal. At the same time,
the remaining 14,000 mobile numbers involved in the cyber fraud will also be blocked soon through the

Department of Telecom of the Union Government.
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Online Frauds

Crores siphoned in online CID busts cyber-criminal involved in IT refund scam worth crores
frauds laundered by crooks P, 7% “ i
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W RZ5 € Rajegowda employed forged and falsified KYC documents to open bank accounts in the

victims' names. In another instance, he successfully manipulated IT returns, resulting in a
Distributor of a major money

refund of Rs 1,41,84,360 being credited to the fraudulent account he had opened in a bank.
transfer firm was helping the cyber

Rajegowda admitted to the police that he used to pilfer data from the sub-registrar's office.
crooks encash the scam money that

He has been involved in cyber fraud for the past five years, and the police suspect his
was being moved from one bank to

involvement in 15 cases.
another.

FPJ Cyber Secure: Woman Mggm(: Pradesh: 6 online frauds of Rs 2.1 lakh in Alirajpur in 2
loses ¥3.47 lakh to

promise of Netflix job
el I
' ﬁ ’F’!Jz %' / [

Mihika Ghiyani said that she was

searching for jobs online in April

when she came across an Instagram Six cases of internet fraud were reported in just two months in Alirajpur district involving Rs

page which featured an advert that 2.1 Lakh. Acting promptly, police got hold of these accounts before the fraudsters could

Netflix was hiring. She eagerly withdraw money. Out of Rs 2.1 Lakh, Rs 1.6 lakh was put on hold in the bank and Rs 55,000

contacted the number mentioned was returned to the complainants. The banks have withheld the money of the said

there and this incident happened. accounts citing legal compulsion.
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Online task frauds: Mangaluru: Online frauds on Instagram on pretext of
Wagholi, Khadak ordering_clothes, gifting iPhone

residents duped of Rs
16 lakh |

The fraudsters got the woman to

invest Rs 7.63 lakh claiming it would . )
In two separate cases, two people were cheated of Rs 1.3 lac online via Instagram. In

be refunded at a later stage with
the first case, a sum of Rs 80,560 was transferred from the account of a person who

higher commission in the form of
ordered clothes through an Instagram account. In another case, a person was

Bitcoins. The woman transferred the
cheated on the pretext of sending an iPhone gift. The victim got a friend request from

money via netbanking in six )
a stranger on Instagram by the name dr_fredlutodc and accepted it.

instalments. She realised she was

being tricked when the crooks kept

asking her for more money without

any returns. Delhi doctor duped of Rs 4.5 crore via Skype calls, police
call it 'biggest cyber con'

Incredible Cyber Swindle:
Pune Techie Loses Rs 6
Lakh from Bank Account,
Barely Had Rs 4 Lakh

/
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The victim said that she was told that a parcel, in her name, had been seized from FedEx

The incident involved the criminals

exploiting the victim’'s trust by

) ) where 140 gm MDMA was found apart from her passport, banking documents, and shoes
posing as a bank executive and

) ) ) ) and that the parcel was booked on April 21 from Mumbai to Taiwan transit for an amount
manipulating her into sharing

o . of Rs 25,000 which was transacted from her credit card.
sensitive information on the pretext

of suspending a duplicate card.


https://www.daijiworld.com/news/newsDisplay?newsID=1073006
https://timesofindia.indiatimes.com/city/pune/wagholi-khadak-residents-duped-of-16l/articleshow/99948472.cms
https://www.the420.in/incredible-cyber-swindle-pune-techie-loses-rs-6-lakh-from-bank-account-barely-had-rs-4-lakh/
https://www.indiatoday.in/cities/delhi/story/delhi-police-cyber-crime-ifso-unit-registers-fir-biggest-cyber-con-2381881-2023-05-20
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Twitter, Facebook, LinkedIn, Koo and Youtube ....)

Epl - Javagal Srinath talks to IPS Officer Suman D Pennekar on reporting cyber crimes.



https://www.youtube.com/watch?v=Ly23XyWL26A
https://www.youtube.com/watch?v=1iFrcaJI9qA
https://www.youtube.com/watch?v=M86jfJD8F5c
https://www.youtube.com/watch?v=Ly23XyWL26A
https://www.youtube.com/watch?v=M86jfJD8F5c
https://www.youtube.com/watch?v=1iFrcaJI9qA
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DIGITAL DEFENDERS
CYBER SECURITY

MASTERCLASS SERIES & CTF
3 Who can apply :

Full-time students in India *

<, Samgacchadhwam
Masterclass Series :

Web Application Security

Network Security

04 JUNE 2023
Forensics | Re!glstratlon Link: "e
https://cs-coe.iisc.ac.in/ctf2023 El

Programme schedule: 05 June 2023 to 09 July 2023
PRIZES :

» 3 FIRST PRIZES : RASPBERRY PI + VOUCHER FOR HACK THE BOX + INR 25,000/~ ( TOTAL VALUE OF 40,000 INR))
» 5 SECOND PRIZES : RASPBERRY Pl + VOUCHER FOR HACK THE BOX + INR 10,000/~ ( TOTAL VALUE OF 25,000 INR)
» 7 THIRD PRIZES : RASPBERRY P! + VOUCHER FOR HACK THE BOX ( TOTAL VALUE OF 15,000 INR)
» 10 PARTICIPATION PRIZES : RASPBERRY PI ( TOTAL VALUE OF 5,000 INR )

INTERNSHIP OPPORTUNITIES AT PARTNER ORGANIZATIONS FOR TOPPERS!

k-tech

NSNS
KSCST
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» CySecK is delighted to have engaged with the esteemed cricketer Javagal Srinath as
our Brand Ambassador. In a significant collaboration, Shrinath has been representing
CySecK and engaging in discussions with cybersecurity experts. The series of videos
titled "Cyber surakshate Javagal Srinath Jote" was launched on May 12th, with
subsequent videos being released every Friday. These videos aim to promote
awareness and understanding of cybersecurity.

* In June we will be posting videos related to Review Permission of Apps, Mobile App
Safety, Phishing, How to Verify UPI Payments, Sextortion and Online Frauds etc.

« Please Follow us on ( Instagram, Twitter, Facebook, LinkedIn, Koo, and Youtube ....) to

be notified when these videos are released.

Epl - Javagal Srinath talks to IPS Officer Suman D Pennekar on reporting cyber crimes.



https://www.youtube.com/watch?v=Ly23XyWL26A
https://www.youtube.com/watch?v=1iFrcaJI9qA
https://www.youtube.com/watch?v=M86jfJD8F5c
https://www.youtube.com/watch?v=Ly23XyWL26A
https://www.youtube.com/watch?v=M86jfJD8F5c
https://www.youtube.com/watch?v=1iFrcaJI9qA
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» Planned the schedule and opened the registrations for the Digital Defenders
Cybersecurity Masterclass and Capture the Flag (CTF) Competition 2023 in association
with Cisco Systems India Pvt. Ltd. and the Centre for Networked Intelligence (CNI),

Department of Electrical Communication Engineering (ECE), IISc. Bengaluru.
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» 5 SECOND PRIZES : RASPBERRY Pl + VOUCHER FOR HACK THE BOX + INR 10,000/~ ( TOTAL VALUE OF 25,000 INR)
» 7 THIRD PRIZES : RASPBERRY P! + VOUCHER FOR HACK THE BOX ( TOTAL VALUE OF 15,000 INR)
» 10 PARTICIPATION PRIZES : RASPBERRY PI ( TOTAL VALUE OF 5,000 INR )

INTERNSHIP OPPORTUNITIES AT PARTNER ORGANIZATIONS FOR TOPPERS!

NSNS
KSCST
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Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime -

To identify fake information:

Karnataka Cyber Crime Helpline Number 112

National Helpline Number 1930

— D)  lE—


https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 1I1Sc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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