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Today, cyber attacks have become an unfortunate reality for
everyone. We read about it in the news constantly, including in
this newsletter, and many of us may have been personally
affected. It not just large corporations that are targeted, but also
common people like you and me, who may lose substantial sums
of money due to cyber fraud. According to one report, the people
of Karnataka lost Rs 363 crore to cyber frauds in 2022, and the
total losses due to cybercrime across India are estimated to be
around Rs 70,000 crore each year.

While many companies are focused on enterprise security,
impact of cyber fraud on common citizens is more significant.
Education is an important approach to preventing cybercrime, but
we also need to build technical solutions that are accessible to
everyone. These solutions should be Digital Public Goods (DPGs)
- "open source software, open data, open Al models, open
standards, and open content" that are available to all without
restriction or patent, so that it is owned by society-at-large. By
making cybersecurity for citizens more viable and scalable, we
can protect non-cyber-savvy citizens and ensure that everyone
can participate in the digital economy without fear of being
scammed.

The importance of cybersecurity for common people cannot be
overstated. It's not just about protecting computers anymore; it's
about protecting all the devices that we use every day.

To address these challenges, we need to work together.
Companies, governments, and individuals all have a role to play
in making the digital world more secure. We need to share
information, collaborate on technical solutions, and advocate for
policies that protect the privacy and security of all citizens. By
doing so, we can build a future where cybersecurity is not a
privilege for the few, but a right for all.

Kaarthik Sivakumar
Volunteer, iSpirt
Principal Engineer, Cisco
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Top Cyber News

India Saw Over 1,700
Cyber Attacks a Week in

Last 6 Months, Double the

Sextortion cases involving students
on therise in DK

This type of frauds often begins with receiving a private

Global Average: Report

According to Check Point Research, a
company in India was attacked 1,866 times
per week on average last year. The bad
actors are not only entering through the
network, but also through anywhere from 17
to 45 entrance points within an organization,
providing a greater cybersecurity problem
than ever before. Global cyberattacks grew

by 38% in 2022 compared to 2021.
According to the report healthcare,
education, research and government, and
the military were the three most targeted

industries in India.

Online part-time job

scam cases on therise in

message from an unknown girl. Fraudsters engage them in a
deep conversation, eventually leading to an online
relationship. In the end, fraudster threatens to make
| personal video viral and demand for money from victim.

CySecK suggests users not to trust strangers when online,

and be cautious when doing any video / audio / text chats. In
case someone s trying to blackmail you, report
suchinstances on the cyber-crime portal or call the cyber-

crime helpline -1930 immediately.

Bank accounts opened in Bhopal sold by fraudsters to Pakistan

In Bhopal, six accused were arrested for allegedly providing activated bank accounts to
cyber criminals on commission basis for receiving and transferring cyber fraud money to

Pakistan.

Delhi cops arrest six, seize 21,000 SIMs in operation on Jamtara
cyber crooks.

Bengaluru; four cases
reported on Friday alone.

Four people complained to the city's cyber-
crime police on Friday alone about being
duped by internet scammers who offered
them part-time jobs in exchange for their
money. Police who are looking for the
suspect claimed that despite awareness
campaigns about such cyber frauds, more
and more educated people are falling for the
scam.

CySecK suggests not to easily trust job
offers received on channels like WhatsApp,
especially when they ask for money

payments.

Five from Jamtara have been arrested for allegedly spoofing customer care centres of reputed firms,
banks and e-commerce platforms by changing phone numbers that appears on Google Search. The
Delhi Police, which have seized 21,000 SIM cards, have also arrested one person from Murshidabad for
supplying the fraudsters with SIM cards

Readers must note that phone numbers that appear on Google Search results can be easily manipulated.
When searching for customer care numbers, CySecK advises to obtain it from the website of the

company.
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Top Cyber News

India, Japan agrees to
boost defense ties in space,

India and Japan agreed to diversify

cooperation in new and emerging
domains like space and cyber, in line
with their expanding defence ties with
an eye firmly in China. Both countries
also reiterated their commitment
towards a strong defence partnership
and agreed to find opportunities to
further enhance bilateral cooperation
during their 7th Defense Policy

Dialogue

ICICI Bank refutes data
breach allegation

According to a report, misconfiguration of
the bank’s systems exposed millions of

records with sensitive data. In its 4-point
statement, ICICI Bank categorically denies
the data breach incident. ICICI Bank
advised its customers to ignore reports of
the breach and assured them that their
data was secure and also warned that it
will take legal action against any entity
spreading false news about data breaches

or trying to damage its reputation.

Tirumala Tirupati Devasthanams
cautions devotees of fake website

The fake website developed by miscreants, appears similar
to TTD official website, with negligible modifications. This is
the 41st such bogus website found to be created to cheat
Tirumala-Tirupati pilgrims. TTD officials are appealingand
cautioning the devotees not to fall prey to such fake
websites.

CySecK suggests netizens to not go only by look and feel, or
by the name in the URL. Verify the genuineness of the

website.

Two Delhi Policemen Running Sextortion Racket With Help of A
Girl | Here's How The Cops Were Caught

The two cops were allegedly running the sextortion racket with the help of a girl who used to trap boys
through a dating app. The accused policemen had allegedly taken a room on rent to run the sextortion
racket. The accused policemen asked the boy to give Rs 27,000 and threatened him not to disclose
the matter else they would implicate him in a false rape case.

CySecK suggests netizens to be careful when using any kind of online dating apps.
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https://www.outlookindia.com/national/maharashtra-software-developer-loses-more-than-rs-3-lakh-in-cyber-fraud-news-275186
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Online Frauds

!:’une .techie loses %25 lakh 1,000 women in NCR duped this year in
in online fraud ‘work from home' frauds

Investigators said they cracked down on the gang
after a 30-year-old woman who lived in DLF Phase 3

told police in February that she had been scammed

out of ¥2.30 lakh between December and February.

New WhatsApp Scam India: Don' fall for the Rs. 50 per like for
YouTube videos, up to Rs. 5000 per day SCAM!

A 29-year-old IT worker was

conned out of $26.61,995 on Scammers exploit unemployment, and people's desire for additional revenue by promising
April 11 by scammers who phoney job opportunities, such as receiving Rs. 50 for liking a YouTube video. These

pretended to be police officers cheaters use websites like WhatsApp, LinkedIn, and even Facebook to entice victims with

from  the Andheri police claims of quick cash, such as the ability to make up to Rs. 5,000 per day by liking YouTube

. videos.
station. On Thursday, the
victim reported a crime to
Shivajinagar's cyber police

station.

Man posing as pilot dupes
Gurugram woman of ¥2
crore

Woman in Coimbatore wanted to open a KFC franchise, ended up
losing Rs 14 lakh in an online scam

A 61-year-old Gurugram woman

was duped of at least %2 crore L
A
allegedly by a man, whom she o .

The man demanded more money from the victim on the pretext of interior work at her

befriended on social media, on franchise and area survey. Falling for his words, Priyadarshini transferred a total of Rs

the pretext of sending her 14.09 lakh to four different bank accounts between February 14 and March 23. "She
expensive gifts and foreign transferred 14.09 lakh to four different bank accounts of his between February 14 and
currency. March 23. He sent her an agreement letter and switched off his mobile phone on March

24," the officer said.


https://www.hindustantimes.com/cities/gurugram-news/gurugram-police-arrest-four-fraudsters-who-duped-1-000-women-of-80-crore-in-a-work-from-home-scam-recover-1-lakh-from-suspects-cybercrime-101680779029642.html
https://www.hindustantimes.com/cities/pune-news/it-professional-loses-over-25-lakhs-to-cyber-fraudsters-posing-as-police-complaint-lodged-101681497572359.html
https://www.hindustantimes.com/cities/gurugram-news/gurugram-woman-loses-2-crore-to-social-media-fraudster-posing-as-pilot-police-register-fir-101681239995048.html
https://www.timesnownews.com/technology-science/new-whatsapp-scam-india-dont-fall-for-the-rs-50-per-like-for-youtube-videos-up-to-rs-5000-per-day-scam-article-97222800
https://www.indiatoday.in/technology/news/story/woman-in-coimbatore-wanted-to-open-a-kfc-franchise-ended-up-losing-rs-14-lakh-in-an-online-scam-2362061-2023-04-19?utm_source=washare&utm_medium=socialicons&utm_campaign=shareurltracking

Online Frauds

Maharashtra Woman
Loses 8.3 Lakh After
Online Purchase in Cyber
Fraud Case

A  man called her up
claiming to be from the
bank and asked her to
download an app for the
refund. After she
downloaded the app, a
sum of * 1lakh was
debited from her account.
By the time she reached
the police station, she had
lost ¥ 8.30 lakh in further
withdrawals.

Software Developer Loses

More Than Rs 3 Lakh in
Cyber Fraud

A 27-year-old

developer from Airoli in Navi

software

Mumbai lost more than Rs 3
lakh in a cyber fraud after
being lured into a part-time
online job, where he was
asked to like some YouTube
channels and invest in
cryptocurrency, police said
on Saturday. A case of
cheating was registered
against an unidentified

person.

Engineer loses Rs 57 lakh to ‘movie rating’ fraud, FIR lodged

3
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An engineer from Pune was cheated of Rs 57 lakh by cyber
fraudsters who promised him high returns on investment in a
‘movie rating’ business, the police said. The complainant was
initially lured with high returns and was later forced into

making payments.

II§|/Iurrr'|bai cops help reverse Rs 1.4 lakh online fraud within 'golden
ou

The victim got a text that his bank account had been closed
for not updating his PAN card. "I clicked on the link provided
and entered the OTP and the money was immediately

transferred.


https://indianexpress.com/article/cities/pune/pune-engineer-loses-rs-57-lakh-to-movie-rating-fraud-fir-lodged-8564421/
https://www.ndtv.com/india-news/maharashtra-woman-loses-8-3-lakh-after-online-purchase-in-cyber-fraud-case-3897031
https://www.outlookindia.com/national/maharashtra-software-developer-loses-more-than-rs-3-lakh-in-cyber-fraud-news-275186
https://timesofindia.indiatimes.com/city/mumbai/mumbai-cops-help-reverse-rs-1-4-lakh-online-fraud-within-golden-hour/articleshow/98954175.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
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DIGITAL DEFENDERS
CYBER SECURITY

MASTERCLASS SERIES & CTF

S5

" Who can apply :

Full-time students in India *

=%, Samgacchadhwam
" Masterclass Series:

Web Application Security

Network Security .
Cryptography Last date to apply

, | 28 MAY 2023
Forensics Registration Link : L,
https://cs-coe.iisc.ac.in/ctf2023 [x]

Programme schedule: 29 May 2023 to 2 ]Uhj 2023
PRIZES :

» 3 FIRST PRIZES : RASPBERRY Pl + VOUCHER FOR HACK THE BOX + INR 25,000/~ { TOTAL VALUE OF 40,000 INR }
» 5 SECOND PRIZES : RASPBERRY Pl + VOUCHER FOR HACK THE BOX + INR 10,000/- { TOTAL VALUE OF 25,000 INR )
» 7 THIRD PRIZES : RASPBERRY Pl + VOUCHER FOR HACK THE BOX [ TOTAL VALUE OF 15,000 INR)
» 10 PARTICIPATION PRIZES : RASPBERRY Pl ( TOTAL VALUE OF 5,000 INR )

INTERNSHIP OPPORTUNITIES AT PARTNER ORGANIZATIONS FOR TOPPERS!
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Full-time students in India *

=%, Samgacchadhwam
" Masterclass Series:

Web Application Security

Network Security .
Cryptography Last date to apply

, | 28 MAY 2023
Forensics Registration Link : L,
https://cs-coe.iisc.ac.in/ctf2023 [x]

Programme schedule: 29 May 2023 to 2 ]Uhj 2023
PRIZES :

» 3 FIRST PRIZES : RASPBERRY Pl + VOUCHER FOR HACK THE BOX + INR 25,000/~ { TOTAL VALUE OF 40,000 INR }
» 5 SECOND PRIZES : RASPBERRY Pl + VOUCHER FOR HACK THE BOX + INR 10,000/- { TOTAL VALUE OF 25,000 INR )
» 7 THIRD PRIZES : RASPBERRY Pl + VOUCHER FOR HACK THE BOX [ TOTAL VALUE OF 15,000 INR)
» 10 PARTICIPATION PRIZES : RASPBERRY Pl ( TOTAL VALUE OF 5,000 INR )

INTERNSHIP OPPORTUNITIES AT PARTNER ORGANIZATIONS FOR TOPPERS!
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CySecK - in association with the Centre for Networked Intelligence (CNI) (located in the
Indian Institute of Science, Bengaluru) and Cisco Systems India Pvt. Ltd - is glad to
announce the launch of Digital Defenders Cybersecurity Masterclass Series and Capture
The Flag competition. This is open to students across India. For detailed eligibility
criteria, further details and registration link, please visit https://cs-
coe.iisc.ac.in/ctf2023/.
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» Below are the winners of the course “Introduction to Cybersecurity”, conducted in
partnership with NASSCOM FutureSkills Prime platform.
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» CySecK conducted the awareness session in KV 1ISc for their faculty on 26th of April.
Session was taken by Learning Links Foundation.
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» Hosted a delegation from Australian Trade & Invesment Commission here at

CySecK office, discussed various areas of collaboration.

* In order to better understand student aspirations, expectations and outcomes
from an undergraduate curriculum in cybersecurity, we met with Mr. Sanath
Kumar S, who is a final semester BCA (Cybersecurity) candidate from Jain

(Deemed-to-be-University) at the CySecK office.
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Some useful links for staying cyber aware and cyber safe -
« To lodge complaint against a cyber-crime -
« To identify fake information:

« Bangalorians can call 112 for registering complaints related to online frauds.
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https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1I1Sc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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