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Everyone believes we are in an emergency situation in fighting the
unseen enemy through cyberattacks. But, however tall we profess
about the massive shortage of skilled manpower in the field of
cybersecurity, undoubtedly, there is a severe lack of consensus
about the academic discipline called cybersecurity. It is a difficult
question to answer what should constitute the core of this
discipline and the suitable composition, which has connections
and ramifications to everything we do in modern life, be it
commerce, economy, governance, national security, and whatnot,
and interlinked to dozens of fields of knowledge, may it be
Computer Science, Electronics, Management, Governance, Ethics,
Business, Psychology, Geopolitics, Law enforcement, Quantum
computing and many more. We, in academic circles, will only fall
short of our duty if we attend to this question earnestly.
Deciphering such a complex web of knowledge at its nascent
stages of development is by no means a mean task. The solution
to this situation is 'abstraction, a tried and tested philosophy in
learning and knowing, which leaves out unnecessary details to
later, and gives importance to seeing the complete macro picture
in one frame. Above all, this abstraction model must debunk the
myth that cybersecurity is all about technology and invite
students from all disciplines to participate in this important
nation-building process.

We need to create an army of dedicated cyber commandos who
can take their positions in industries, government-protected
systems, the cyber wing of Indian defense forces, and NGOs who
can sensitize the public. We need to prepare the right mindset and
ecosystem to do it; in a war footing, time is not in our favor, and
someone has to take the initiative to prepare those minds. It is a
tall challenge, but, together, we can, when 'they' can. | see a huge

potential in CySecK.

Naveenchandra Kumar
Asst. Professor, Dept. of Electronics
Mangalore University
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Top Cyber News

Karnataka all set to get
two new cybersecurity
labs

The Karnataka Government is set to

establish two cybersecurity forensic labs

in Shivamogga and Tumakuru

exclusively for investigating cybercrime.

Govt to regulate crypto
norms; Places all
transactions under
PMLA

According to a gazette notification

issued early March, all transactions
involving cryptocurrencies between two
legal persons, including exchange
between crypto and fiat currency,
transfer and safekeeping of
cryptocurrencies, and participation in
any sale or offer of cryptocurrencies, will
now come under the Prevention of
Money laundering Act (PMLA). The
move aims to prevent the integration of
illegal money into the legal financial
system and punish those responsible for
money laundering. The regulation will
enable the seizure of proceeds from
crimes and deter the wuse of

cryptocurrencies for illegal activities.

7 arrested in a massive
data breach; Details of
16.8 crore citizens
leaked

This includes details of defense

personnel, personal and confidential
information of 168 million citizens, and
more than 140 categories of
information, such as the mobile numbers
of citizens and NEET students.

The accused were operating through
three call centers in Noida and other
places, selling data to at least 100

fraudsters.

MeitY reports 47 data leak and 142
data breach incidents over the last
five years

Additionally, the ministry stated that there were ten data

leaks related to government organisations in 2020, five in
2021 and seven in 2022. The minister explained that the
Computer Emergency Response Team-India (CERT-In)
notifies the affected organisations and coordinates incident
response measures with service providers, respective sector
regulators and law enforcement agencies. CERT-In also
provides remedial actions to be taken in response to data

leak incidents.

Kerala Police arrests 12 involved in child pomography

The police seized 270 electronic devices and registered 142 cases against the suspects, including
tech experts and professionals. Possessing, distributing, or viewing any content related to child
pornography is a punishable criminal offense, and violators can face up to five years imprisonment

and a fine of up to Rs 10 lakh.

A report says only 24% of companies in India are equipped to
defend against cybersecurity threats

Cisco has classified companies into four stages: Beginner, Formative, Progressive, and Mature, with

only Mature companies achieving advanced deployment stages and being most ready to address
security risks. Although India's 24% score in terms of readiness seems higher than the global average
of 15%, about 38% of Indian companies fall into Beginner or Formative stages. Furthermore, 90% of
respondents expect a cybersecurity incident to disrupt their business in the next 12 to 24 months. The
cost of being unprepared can be high, as 80% of respondents reported a cybersecurity incident in the
last 12 months, costing at least $500,000. On the positive side, 95% of respondents plan to increase

their cybersecurity budget by at least 10% over the next year.
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Online Frauds

Woman loses Rs 20 lakh to

fraudsters posing as
Mumbai cops

The fraudsters pretended to be

representatives from a courier
company before impersonating a
Mumbai deputy commissioner of
police to trick the woman. They
claimed her Aadhaar had been
involved in  multiple ‘“criminal
transactions and money laundering
cases" and asked her to transfer
money to validate her accounts. The
victim transferred Rs 20,37,194 in
total over six transactions, believing
it was for a "financial investigation”

and "security deposit".

Woman defrauded of Rs
96,000 while booking hotel

The woman was asked to make a
of Rs 12,000 as an

advance to a UPI id. When she was

payment

contacted by the fraudster for
repayment, he convinced her to click
on a WhatsApp link, leading to the
quick siphoning of Rs 84,000 from
her bank account.

Man falls prey to sextortion
scam, loses over Rs 3 lakh

A man lost over Rs 3 lakh in a
sextortion scam where he was
threatened to pay to prevent his
video call recording from being
uploaded on YouTube. The victim
sent money via GPay, but the caller
demanded more. Two of his friends
also sent money, but the demands
did not stop, and the victim was left

with no options.

Boy commiits suicide after losing Rs 3.5
lakh in Bitcoin

The family was unaware of his investment, and the
police found the deceased's mobile phone with details
of his cryptocurrency investment and long chats
regarding the same. The incident highlights the
dangers of investing in high-risk assets without proper

guidance and financial education.

Mangaluru man duped of Rs 15.3 lakh on pretext of providing
part-time job

Initially, the man was asked to invest small amounts, and once the fraudsters gained his

trust, he was directed to send money and lost the huge sum in multiple transactions.

Man loses Rs. 9 lakh to online job fraud

A Delhi resident lost over Rs 9 lakh in a cyber scam after he applied for a work-from-home

job online. The victim clicked on a social media post advertising the opportunity and was
directed to register on a website through a given link. He was instructed to complete
certain tasks and deposit a certain amount, which he could withdraw with a commission.

Unfortunately, it was all part of the scam.

Man lost Rs 29 lakh for buying iPhone on social media

The victim was asked to make an advance payment of 30% of the phone's price and later
got multiple calls requesting money for custom clearance and taxes. The man transferred
a total of Rs 28,69,50 to several bank accounts, expecting his phone's delivery after

clearance, which never happened.

Woman loses Rs 19.5 lakh in a matrimonial app fraud

The fraudster convinced her to transfer the money for expenses, including a flight ticket,

promising to meet her in India. However, he stopped responding after receiving the money.
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A5 =88 | CySecK Updates

 As part of the March for Cybersecurity campaign, CySecK has been actively raising
awareness about the importance of cybersecurity.

 Four radio jingles were intermittently played on Vividh Bharati (Dharwad & Kalburgi) and
FM Rainbow (throughout the state). These jingles aimed to educate people about the
importance of cybersecurity and provide them with simple tips to stay safe online.

« Everyday cybersecurity tips played constantly on ‘Media Masters’ YouTube channel.

» On 16th of March CySecK hosted a four-member delegation from Sharjah . The event was

attended by three of our ecosystem startups who are interested in exploring the
international market.
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» On March 18th, CySecK hosted the NULL Community’s monthly meetup at the Indian
Institute of Science (11ISc) Campus. The meetup was focused on cyber security and was
attended by professionals, enthusiasts, and students from various backgrounds and
industries.

e CySecK in association with industry partners conducted a successful Faculty
Development Program on Cybersecurity for Engineering College Lecturers from 27th
March 2023 to 1st April 2023 at IISc, Challakere campus. The program aimed to equip
faculty members with the necessary skills and knowledge to teach cybersecurity
concepts effectively to their students.
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Some useful links for staying cyber aware and cyber safe -

* To lodge complaint against a cyber-crime - cybercrime.gov.in

* To identify fake information: https://factcheck.ksp.gov.in

» Bangalorians can call 112 for registering complaints related to online frauds.
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1I1Sc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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