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ಮುನು�� | FOREWORD

Everyone believes we are in an emergency situation in fighting the

unseen enemy through cyberattacks. But, however tall we profess

about the massive shortage of skilled manpower in the field of

cybersecurity, undoubtedly, there is a severe lack of consensus

about the academic discipline called cybersecurity. It is a difficult

question to answer what should constitute the core of this

discipline and the suitable composition, which has connections

and ramifications to everything we do in modern life, be it

commerce, economy, governance, national security, and whatnot,

and interlinked to dozens of fields of knowledge, may it be

Computer Science, Electronics, Management, Governance, Ethics,

Business, Psychology, Geopolitics, Law enforcement, Quantum

computing and many more. We, in academic circles, will only fall

short of our duty if we attend to this question earnestly.

Deciphering such a complex web of knowledge at its nascent

stages of development is by no means a mean task. The solution

to this situation is 'abstraction,' a tried and tested philosophy in

learning and knowing, which leaves out unnecessary details to

later, and gives importance to seeing the complete macro picture

in one frame. Above all, this abstraction model must debunk the

myth that cybersecurity is all about technology and invite

students from all disciplines to participate in this important

nation-building process. 

We need to create an army of dedicated cyber commandos who

can take their positions in industries, government-protected

systems, the cyber wing of Indian defense forces, and NGOs who

can sensitize the public. We need to prepare the right mindset and

ecosystem to do it; in a war footing, time is not in our favor, and

someone has to take the initiative to prepare those minds. It is a

tall challenge, but, together, we can, when 'they' can. I see a huge

potential in CySecK.

�ೖಬ� �ಾ� ನ�ಸುವ �ಾಣದ ಶತು��ನ �ರುದ� �ೂೕ�ಾಡುವ
ತುತು�ಪ����ಯ�� �ಾ���ೕ� ಎಂದು ಎಲ�ರೂ �ಾ�ಾಡು�ಾ��. ಆದ�,
�ೖಬ� ಭದ�� �ೕತ�ದ�� ನು�ತ �ಾನವಶ��ಯ ಅ�ೕವ �ೂರ�ಯ ಬ��
�ಾ� ಎ��ೕ �ೂಡ��ೂಡ� �ಾ�ಾ�ದರೂ, �ಸ�ಂಶಯ�ಾ�, �ೖಬ� 
ಸುರ�ತ ಅ�ಾ�ಸಗಳಒಮ�ತದ �ೂರ� �ೕವ��ಾ��. ಈ ���ನ ಪ��ಾನ
ಘಟಕ ಮತು� ಸೂಕ� ಸಂ�ೕಜ� �ಾ��ಂದುಉತ��ಸು�ದು ಸ�ಲ�
ಕಷ��ೕ ಸ�. �ಾ�ಂದ� ಆಧು�ಕ �ೕವನದ�� �ಾ� �ಾಡುವ ಎ�ಾ�
ಚಟುವ��ಗಳ �ೂ�ಗೂ �ೖಬ� ಭದ�� ಎಂಬುದು ತ�ಕು
�ಾ��ೂಂ��. ಅದು �ಾ�ಜ�, ಆ��ಕ�, ಆಡ�ತ, �ಾ��ೕಯ
ಭದ��ಯಂತಹ ಪ�ಮುಖ ವಲಯಗ�ೕ ಆ�ರಬಹುದು �ಾಗೂ
ಕಂ��ಟ� ��ಾನ, ಎ��ಾ����, �ಾ��ಾರ �ವ�ಹ�, ಆಡ�ತ,
�ೕ��ಾಸ�, �ಾ��ಾರ, ಮ�ೂೕ��ಾನ, �ಶ� �ಾಜ�ೕಯ, �ಾನೂನು,
�ಾ�ಂಟ� ಕಂ���ಂ�  ಮ��ತರ �ಾನ�ೕತ�ಗ�ರಬಹುದು, ಇದು
ಎಲ�ದರ �ೂ�ಗೂ ��ದು�ೂಂ��. �ೖ��ಕ �ೕತ�ದ��ರುವ �ಾ�
�ಾತ��ೕ ಇದನು� ಶ����ಂದ �ಾ�ದ� �ಾ�ಾಗು��ಲ�. ಈ ಸಂ�ೕಣ�
�ಾನ�ಾಲವನು� ಅದರ ಅ�ವೃ��ಯ ಆರಂ�ಕ
ಹಂತಗಳ��ೕಅ�ತು�ೂ���ದು ಖಂ�ತ ಸಣ� �ಷಯ�ೕನಲ�. ಈ
ಪ����� ಪ��ಾರ�ಂದ� �ಾನ ಮತು� ��ವ�� �ೕತ�ದ�� ಒ�ಗ���
ಹಚ�ಲ���ರುವ'�ಸಜ��ಾ ��ಾ�ಂತ’. ಈ ��ಾ�ಂತ�, ಅನಗತ�
�ವರಗಳನು� ಬ�� ಸ��, ಒಂ�ೕ �ಕ��ನ�� ಇ�ೕ ಪ����ಯ
��ಾಟರೂಪ ಕ���ೂಡು�ದ�� ಮಹತ� �ೕಡುತ��. ಅದ��ಂತ ����,
�ೖಬ� ಭದ�� ಎಂಬುದು ತಂತ��ಾನ ��ಣರ��ೕ �ಾಡಬಲ� �ಲಸ
ಎಂಬ ��ಾ�ಗ�ಹವನು� ಈ �ಸಜ��ಾ ��ಾ�ಂತ� �ೂ�ದು�ಾ�, ಈ
ಮಹತ�ದ �ಾಷ���ಾ�ಣ ಪ����ಯ�� ಎ�ಾ� ��ಾಗಗಳ ��ಾ���ಗ�
�ಾಗವ�ಸಲು ಹು�ದುಂ�ಸುತ��.
�ಾ� ಕತ�ವ��ಷ� �ೖಬ� ಕ�ಾಂ�ೂೕಗಳ ಒಂದು ಪ�ಯ��ೕ
ಸಜು��ೂ��, ಅವರನು� �ೖ�ಾ��, ಸ�ಾ��-ಸಂರ�ತ ವ�ವ��ಗ�,
�ಾರ�ೕಯ �ೕ�ಾಪ�ಯ �ೖಬ� ಘಟಕ, ಜನ�� ಅ�� ಮೂ�ಸುವ
ಸ�ಾ��ೕತರ ಸಂ��ಗ�, ಮುಂ�ಾದ ಆಯಕ��ನ �ಾಗಗಳ��
��ೕ�ಸ�ೕಕು. ಅದ�ಾ�� ಸೂಕ� ಮ�ೂೕ�ಾವ �ಾಗೂ ಪ�ಸರವನು�
ಯು�ೂ�ೕ�ಾ�ಯ�� ಅ��ೂ�ಸ�ೕಕು. ಇದ���ಾ� �ಾಕಷು� ಸಮಯ
ಉ��ಲ�. �ಾ�ಾ�, ಈ ಮ�ೂೕ�ಾವದ ಸೃ��� �ಾ�ಾದರೂ ಮುಂದ�
ಇಡ�ೕ��. ಇ�ೂಂದು ಅ�ಾಧ ಸ�ಾಲು. ಆದ�, ‘ಅವರು’ ಒಟು�ಗೂ�
ಎಲ�ವನೂ� �ಡ���ರು�ಾಗ, �ಾ� ಒಟು�ಗೂ� ಅದನು� ಮ��
ಕಟು��ದೂ �ಾಧ���. �ೖ�� ಬ� ಅಂತಹ�ೂಂದು ಸುಪ� �ಾಮಥ��
ಇ��ಂದು ನನ� ನಂ����.

ನ�ೕನಚಂದ� ಕು�ಾ�
ಸ�ಾಯಕ �ಾ��ಾ�ಪಕರು, ಎ��ಾ���� ��ಾಗ
ಮಂಗ�ರು �ಶ���ಾ�ಲಯ

Naveenchandra Kumar
Asst. Professor, Dept. of Electronics
Mangalore University



�ೖಬ� ಅಪ�ಾಧಗಳ ತ��� �ೕಸ�ಾದ ಎರಡು

�ೖಬ� ಭದ��ಾ ಪ��ೕ�ಾಲಯಗಳನು� �ವ�ಗ�

�ಾಗೂ ತುಮಕೂ�ನ�� �ಾ��ಸಲು ಕ�ಾ�ಟಕ

ಸ�ಾ�ರ ಸ�ಾ���.

�ಾ�� ಆರಂಭದ�� �ೂರ�ಸ�ಾದ ���

ಅ�ಸೂಚ�ಯ ಪ��ಾರ, ����ೕ ಮತು� ���

ಕ���ಗಳ ನಡು�ನ ��ಮಯ, ����ೕಕ���ಗಳ

ವ�ಾ�ವ� ಮತು� ಸುರ�ತ ಸಂಗ�ಹ� �ಾಗೂ

����ೕಕ���ಗಳ �ಾ��ೕ �ಾ�ಾಟ ಅಥ�ಾ

�ೂಡು�ಯ�� �ಾ�ೂ����ದು �ೕ�ದಂ� ಇಬ�ರು

�ಾನೂ�ಾತ�ಕ ವ���ಗಳ ನಡು� ನ�ಯುವ

����ೕಕ���ಗಳನು� ಒಳ�ೂಂಡ ಎ�ಾ�

ವ��ಾಟುಗ� ಈಗ �ೕ�ಾ�ೕ� ತ� �ಾ��

(�ಎಂಎ�ಎ)ಅ�ಯ�� ಬರ��. �ಾನೂ�ಾತ�ಕ

ಹಣ�ಾಸು ವ�ವ��� ಅಕ�ಮ ಹಣ ಬಂದು

�ೕರು�ದನು� ತ�ಯು�ದು �ಾಗೂ �ೕ�ಾ�ೕ�

�ಾಡುವವರನು���ಸುವ ಉ��ೕಶ�ಂದ ಈ ಕ�ಮ

�ೖ�ೂಳ��ಾ��. ಅಪ�ಾಧ ಕೃತ�ಗ�ಂದ ಬರುವ

ಆ�ಾಯವನು� ವಶಪ���ೂಳ�ಲು �ಾಗೂ

�ಾನೂನು�ಾ�ರ ಚಟುವ��ಗ�� ����ೕಕ���ಗಳ

ಬಳ�ಯನು� ತ�ಯಲು ಈ �ಬಂಧ�ಯು ಅನು�

�ಾ��ೂಡುತ��.

ಈ ದ�ಾ�ಂಶ �ೂೕ��ಯ�� ರ��ಪ� �ಬ�ಂ�ಯ

�ವರಗ�, 16.8 �ೂೕ� �ಾಗ�ಕರ �ೖಯ��ಕ

ಮತು� �ೌಪ� �ಾ��, �ಾಗ�ಕರ �ಾಗೂ�ೕ�

��ಾ���ಗಳ ��ೖ� ಸಂ��ಗ� �ೕ�ದಂ� 140

ಕೂ� �ಚು� ಪ��ಾರದ �ಾ��ಗ� �ೕ��. �ೂೕ�ಾ�

�ಾಗೂ ಇತರ ಸ�ಳಗಳ�� ಮೂರು �ಾ� �ಂಟ� ಗಳ

ಮೂಲಕ �ಾ�ಾ�ಚರ� ನ�ಸು��ದ� ಆ�ೂೕ�ಗ�,

ಕ�ಷ� 100 ವಂಚಕ�� �ೕ� �ಾ�ಾಟ

�ಾ��ಾ�� ಎನ��ಾ��.

2020 ರ�� ಹತು�, 2021 ರ�� ಐದು ಮತು� 2022 ರ�� ಏ� ಸ�ಾ��

ಸಂ��ಗ�� ಸಂಬಂ��ದ �ೕ� �ೂೕ���ಾ�� ಎಂದು �ೕಂದ� �ೖಹ

ಸ��ಾಲಯ �ೕ��. ಕಂ��ಟ� ಎಮ���� ��ಾ��� �ೕ�-ಇಂ��ಾ

(CERT-In) ಸಂ��ಯು ಸಂತ�ಸ� ಸ�ಾ�� ಸಂ��ಗ�� ಅ�ಸೂಚ� �ೕಡುತ��

�ಾಗೂ �ೕ� ��ೖ��ಾರರು, ಸಂಬಂಧಪಟ� ವಲಯದ �ಯಂತ�ಕರು ಮತು�

�ಾನೂನು �ಾ� ಸಂ��ಗ�ಂ�� ಈ ಘಟ�� ಸಂಬಂ��ದ ಪ�����

ಕ�ಮಗಳನು� ಸಂಘ�ಸುತ�� ಎಂದು ಸ�ವರು �ವ��ದರು. �ೕ� �ೂೕ��

ಘಟ�ಗ�� ಪ������ಾ� �ೖ�ೂಳ��ೕ�ಾದ ಪ��ಾರ ಕ�ಮಗಳನು� ಸಹ

ಸ��-ಇ� ಒದ�ಸು��ಾ� �ಾ�� �ೕ�ದರು.

ಕ�ದ ಐದು ವಷ�ಗಳ�� 47 ದ�ಾ�ಂಶ �ೂೕ��
�ಾಗೂ 142 ದ�ಾ�ಂಶ ದ�ೂೕ�
ಪ�ಕರಣಗಳನು� ವರ� �ಾ�ದ MeitY

ಕ�ಾ�ಟಕದ�� ತ� ಎತ���
ಎರಡು �ೂಸ �ೖಬ� �ಕೂ���
ಪ��ೕ�ಾಲಯಗ�

����ೕ �ಾನದಂಡಗ��
ಸ�ಾ�ರದ ಮೂಗು�ಾರ; ಎ�ಾ�
ವ��ಾಟುಗ� �ಎಂಎ�ಎ
�ಾ���� 

�ೂೕ���ಾದ� 16.8 �ೂೕ�
ಜನರ �ವರಗ� ಬೃಹ�
ದ�ಾ�ಂಶ ದ�ೂೕ�ಯ�� 7 ಜನರ
ಬಂಧನ; 16.8 �ೂೕ� ಜನರ
�ವರಗ�

ಈ ಪ�ಕರಣ ಸಂಬಂಧ, ಆ�ೂೕ�ಗ�ಂದ ��ೕಸರು 270 ಎ��ಾ��� �ಾಧನಗಳನು� ವಶಪ���ೂಂ�ದು�, ಶಂ�ತರ �ರುದ� 142

ಪ�ಕರಣ �ಾಖ���ಾ��. ಅವರ �ೖ� ತಂತ��ಾನ ��ಣರು �ಾಗೂ ವೃ��ಪರರು ಕೂ�ಾ ಎನ��ಾ��. ಮಕ�ಳ ನಗ��ತ�ಗ��

ಸಂಬಂ��ದ �ಾ��ೕ ಅಂಶದ ಸಂಗ�ಹ�, �ತರ� ಅಥ�ಾ �ೕ��ಯು ��ಾಹ� ಅಪ�ಾಧ�ಾ�ದು�, ಇದನು�

ಉಲ�ಂ�ಸುವವ�� ಐದು ವಷ�ಗಳ ತನಕ �ೖಲು �� ಮತು� 10 ಲ�ದ ತನಕ ದಂಡ ��ಸಬಹುದು.

��ೂ�ೕ ಸಂ��ಯು ಎ�ಾ� ಕಂಪ�ಗಳನೂ� �ಾಲು� ಹಂತಗ�ಾ� ವ�ೕ�ಕ���: ಆರಂ�ಕ, ರಚ�ಾತ�ಕ, ಪ�ಗ��ೕಲ ಮತು� �ೌ�ಢ.

ಅ�ಗಳ �ೖ� �ೌ�ಢ ಕಂಪ�ಗ� �ಾತ��ೕ ಸು�ಾ�ತ ��ೕಜ� ಹಂತಗಳನು� �ಾ��ದು�, �ೖಬ� ಭದ�� ಅ�ಾಯಗಳನು�

ಎದು�ಸಲು ಬಹುಮ��� �ದ��ಾ��.ಸನ�ದ��ಯ ದೃ���ಂದ �ಾರತದ 24% ಪ�ಗ�ಯು �ಾಗ�ಕ ಸ�ಾಸ� 15% �ಂತ

����ದ�ರೂ ಸಹ, ಸು�ಾರು 38% �ಾರ�ೕಯ ಕಂಪ�ಗ� ಆರಂ�ಕ ಅಥ�ಾ ರಚ�ಾತ�ಕ ಹಂತಗಳ�� ಬರುತ��. ಅದಲ��ೕ,

ಪ����� �ೕ�ರುವ 90% ಜನರು ಮುಂ�ನ 12 �ಂದ 24 �ಂಗ�ಗಳ�� �ೖಬ� ಭದ�� ಅ�ಾಯ�ಂದು ತಮ� ವ�ವ�ಾರ��

ಅ��ಪ�ಸ�� ಎಂಬ ��ೕ�ಯ���ಾ��. ಅ�ಾಯ ಎದು�ಸಲು ಈಗ�ೕ ಸ�ಾ�ಗ�ದ��, ಅ�ೂಂದು ದು�ಾ� �ಲ����ಾಗ��.

80% ಪ������ಾರರು ವರ� �ಾ�ರುವ �ಾ�, ಕ�ದ 12 �ಂಗಳ�� ಒಂದು �ೖಬ� ಭದ�� ಪ�ಕರಣ� ಕ�ೕಪ� 500,000

�ಾಲ� (4 �ೂೕ� ರೂ�ಾ�) ನಷ��� �ಾರಣ�ಾ��. ಈ ಸಂ�ಗ� ಪ����ಯ�� ಭರವ�ಯ �ೂೕ��ಂ�ನ �ಾ�, 95%

ಪ������ಾರರು ಮುಂ�ನ ವಷ� ತಮ� �ೖಬ� ಭದ�� ಬ�ಟ�ನು� ಕ�ಷ� 10% ���ಸಲು �ೕ�ಾ����ಾ��.

ಮಕ�ಳ ನಗ��ತ� ದಂ� ನ�ಸು��ದ� 12 ಜನರನು� ಬಂ��ದ �ೕರಳ ��ೕಸರು 

�ಾರತದ 24% ಕಂಪ�ಗ� �ಾತ� �ೖಬ� ಭದ�� ಅ�ಾಯ ಎದು�ಸಲು
ಸ�ಾ���: ವರ�

ಪ�ಮುಖ �ೖಬ� ಸು��

https://thewire.in/government/india-data-leak-breach-lok-sabha
https://timesofindia.indiatimes.com/city/bengaluru/karnataka-to-get-2-new-cybersecurity-labs/articleshow/98886880.cms?from=mdr
https://www.newindianexpress.com/business/2023/mar/09/govt-tightens-crypto-norms-brings-all-transactions-under-the-ambit-of-pmla-2554511.html
https://www.newindianexpress.com/business/2023/mar/09/govt-tightens-crypto-norms-brings-all-transactions-under-the-ambit-of-pmla-2554511.html
https://www.ndtv.com/india-news/in-massive-data-breach-details-of-16-8-crore-citizens-leaked-7-arrested-3886885
https://techcrunch.com/2023/02/10/slick-social-media-app-data-exposed/
https://techcrunch.com/2023/02/10/slick-social-media-app-data-exposed/
https://www.businesstoday.in/technology/news/story/only-24-of-companies-in-india-prepared-to-defend-cybersecurity-threats-cisco-report-374284-2023-03-21


The Karnataka Government is set to

establish two cybersecurity forensic labs

in Shivamogga and Tumakuru

exclusively for investigating cybercrime. 

According to a gazette notification

issued early March, all transactions

involving cryptocurrencies between two

legal persons, including exchange

between crypto and fiat currency,

transfer and safekeeping of

cryptocurrencies, and participation in

any sale or offer of cryptocurrencies, will

now come under the Prevention of

Money laundering Act (PMLA). The

move aims to prevent the integration of

illegal money into the legal financial

system and punish those responsible for

money laundering. The regulation will

enable the seizure of proceeds from

crimes and deter the use of

cryptocurrencies for illegal activities.

This includes details of defense

personnel, personal and confidential

information of 168 million citizens, and

more than 140 categories of

information, such as the mobile numbers

of citizens and NEET students. 

The accused were operating through

three call centers in Noida and other

places, selling data to at least 100

fraudsters. 

Additionally, the ministry stated that there were ten data

leaks related to government organisations in 2020, five in

2021 and seven in 2022. The minister explained that the

Computer Emergency Response Team-India (CERT-In)

notifies the affected organisations and coordinates incident

response measures with service providers, respective sector

regulators and law enforcement agencies. CERT-In also

provides remedial actions to be taken in response to data

leak incidents.

MeitY reports 47 data leak and 142
data breach incidents over the last
five years

Karnataka all set to get
two new cybersecurity
labs

Govt to regulate crypto
norms; Places all
transactions under 
PMLA

7 arrested in a massive
data breach; Details of
16.8 crore citizens
leaked

The police seized 270 electronic devices and registered 142 cases against the suspects, including

tech experts and professionals. Possessing, distributing, or viewing any content related to child

pornography is a punishable criminal offense, and violators can face up to five years imprisonment

and a fine of up to Rs 10 lakh.

Cisco has classified companies into four stages: Beginner, Formative, Progressive, and Mature, with

only Mature companies achieving advanced deployment stages and being most ready to address

security risks. Although India's 24% score in terms of readiness seems higher than the global average

of 15%, about 38% of Indian companies fall into Beginner or Formative stages. Furthermore, 90% of

respondents expect a cybersecurity incident to disrupt their business in the next 12 to 24 months. The

cost of being unprepared can be high, as 80% of respondents reported a cybersecurity incident in the

last 12 months, costing at least $500,000. On the positive side, 95% of respondents plan to increase

their cybersecurity budget by at least 10% over the next year.

Kerala Police arrests 12 involved in child pornography 

A report says only 24% of companies in India are equipped to
defend against cybersecurity threats

Top Cyber News
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https://www.newindianexpress.com/business/2023/mar/09/govt-tightens-crypto-norms-brings-all-transactions-under-the-ambit-of-pmla-2554511.html
https://www.ndtv.com/india-news/in-massive-data-breach-details-of-16-8-crore-citizens-leaked-7-arrested-3886885
https://techcrunch.com/2023/02/10/slick-social-media-app-data-exposed/
https://techcrunch.com/2023/02/10/slick-social-media-app-data-exposed/
https://www.businesstoday.in/technology/news/story/only-24-of-companies-in-india-prepared-to-defend-cybersecurity-threats-cisco-report-374284-2023-03-21


�ದ�� �ೂ�ಯ� ಕಂಪ��ಂದರ

ಪ����ಗಳಂ� �ಾ�ಾ�ದ ವಂಚಕರು,

ನಂತರ ಮುಂ�ೖ �.�.�.ಯ �ೂೕ�ನ��

ಮ��� ವಂ��ದರು. ಆ�ಯ ಆ�ಾ�

ಸಂ��ಯು ಹಲ�ಾರು "ಅಪ�ಾಧ

ವ��ಾಟುಗ� �ಾಗೂ �ೕ�ಾ�ೕ�

ಪ�ಕರಣಗಳ��" �ಾ�ೕ�ಾ�� ಎಂದು �ೕ�,

ಆ�ಯ �ಾ�ಗಳನು� ಸಕ�ಮ�ೂ�ಸಲು ಹಣ

ವ�ಾ��ಸುವಂ� �ೕ��ಾ��. �ಾ�ಾ�,

ಇ�ೂಂದು “ಹಣ�ಾಸು ತ��” �ಾಗೂ

“ಭದ��ಾ �ೕವ�” ಎಂದು ನಂ�ದ

ಸಂತ���ಯು, ಆರು ವ��ಾಟುಗಳ�� ಒಟು�

20,37,194 ರೂ�ಾ� ವ�ಾ�ವ�

�ಾ�ರುವ ಘಟ� ವರ��ಾ��.

ಆ ಮ��� ಬು�ಂ� ಮುಂಗಡ�ಾ� ಒಂದು

ಯು�ಐ ಐ�� 12,000 ರೂ�ಾ�

ಕ�ಸುವಂ� �ೕಳ�ಾ�ತು. ಅದರ

ಮರು�ಾವ��ಂದು ಕ� �ಾ�ದ� ವಂಚಕ,

ಆ�ಯನು� ಒಂದು �ಾ��� �ಂ� �ೕ�

����ಸುವಂ� ಮನ���ದ. ಅದನು� �����ದ

ಕೂಡ�ೕ, ಆ�ಯ �ಾ��ಂದ 84,000

ರೂ�ಾ� �ೂೕಚ�ಾ�ತು.

ತನ� ���ೕ ಕ�ಯ ತುಣುಕು

ಯೂಟೂ�� ನ�� ಅ��ೕ� ಆಗು��ಂಬ

ಭಯ�� ಒಳ�ಾ�, �ೖಂ�ಕ ಸು�� ಹಗರಣದ

ಬ�ಪಶು�ಬ� 3 ಲ� ರೂ�ಾ�

ಕ�ದು�ೂಂ��ಾ��. ಆತ ಗೂಗ� �ೕ

ಮೂಲಕ ಹಣ ಕ��ದ �ೕಲೂ, ಇನ�ಷು� ಹಣ

�ೂಡುವಂ� �ೕ�� ಇಡ�ಾ��. ಆತನ

ಇಬ�ರು ��ಯರು ಸಹ ಹಣ ಕ���ಾ��,

ಆದ� ಹಣದ �ೕ�� �ಲ��ೕ ಇಲ�. ಹಣ

ಕ�ಸು�ದು �ಟು� ಸಂತ�ಸ��� �ೕ� ಆ��

ಇರ�ಲ�.

ಆತನ ಈ ಹೂ�� ವ�ವ�ಾರ ಮ�ಯವ�� �ೂ��ರ�ಲ�. ಆದ�

��ೕಸರು ಆತನ ��ೖ� �ಾ�ಾ��ಾಗ, ����ೕಕ���

ಹೂ��ಯ �ವರಗ� ಮತು� ಆ ಕು�ತ ಸು�ೕಘ� �� ಗ�

�ಳ�� ಬಂ��. ಸೂಕ� �ಾಗ�ದಶ�ನ ಮತು� ಹಣ�ಾಸು ��ಣ�ಲ��

�ಾ�ೕ ಅ�ಾಯದ ಸ�ತು�ಗಳ�� ಹೂ�� �ಾಡು�ದು ಎಷು�

ಅ�ಾಯ�ಾ� ಎಂಬುದ�� ಈ ಘಟ� �ಾ��ಾ��.

�� �ಾ�� ನ�� 3.5 ಲ� ರೂ�ಾ�
ಕ�ದು�ೂಂಡು ಆತ�ಹ��� ಶರ�ದ �ಾಲಕ

ಮುಂ�ೖ ��ೕಸರ �ೂೕ�ನ��
ಮ���ಂದ 20 ಲ�
ರೂ�ಾ� �ೂೕ�ದ
ವಂಚಕರು

�ೂೕ�� ಬು� �ಾಡು��ದ�
ಮ��� 96,000 ರೂ�ಾ�
ವಂಚ�

�ೖಂ�ಕ ಸು�� �ಾಲ�� �ಲು�
ಸು�ಾರು 3 ಲ� ರೂ�ಾ�
ಕ�ದು�ೂಂಡ ಯುವಕ

ಶುರು�ನ��, ಆತ�� ಸಣ� ಪ��ಾಣದ ಹೂ�� �ಾಡಲು �ೕಳ�ಾ�ತು. ವಂಚಕರು ಆತನ ನಂ�� ಗ��ದ ನಂತರ,

���ನ ಹಣ ಹೂಡುವಂ�ಸೂ�ಸ�ಾ�ತು. ಇದರ ಫಲ�ಾ�, ಹಲ�ಾರು ವ��ಾಟುಗಳ�� �ಾ�ೕ �ತ�ದ

ನಷ��ಾ��. 

ಆ� �ೖ� ನ�� ಒಂದು ಮ� ಆ�ಾ�ತ �ಲಸ�� (ವ�� ಫ�� �ೂೕ�) ಅ�� �ಾ�ದ� �ಹ� ��ಾ��ಬ�ರು

�ೖಬ� ಹಗರಣದ�� 9 ಲ� ರೂ. ಕ�ದು�ೂಂ�ದು� ವರ��ಾ��. �ಾ�ಾ�ಕ �ಾಧ�ಮದ�� �ಾ���ೂಂಡ ಈ

ಉ�ೂ�ೕ�ಾವ�ಾಶದ �ಾ�ೕ�ಾತನು� ಸಂತ�ಸ� ಯುವಕ ��� �ಾ��ಾಗ, ಅ��ದ� �ಂ� ಮೂಲಕ �� �ೖ� ನ��

�ೂೕಂ�ಾ�ಸಲು ಸೂ�ಸ�ಾ��. ಅ�� �ಲ� ಹಂತಗಳನು� �ಣ��ೂ��ದ �ೕ�, ಒಂದಷು� �ತ�ವನು� �ೕವ�

ಇಟು�, ಅದನು� ಆಕಷ�ಕ ಕ�ಷ� �ೂ�� �ಂಪ�ಯಬಹುದು ಎಂದು �ೕಳ�ಾ��. ಆದ� ಇ��ಾ� ಆ ಹಗರಣದ

ಎಂಬುದು ಘಟ� ಬ�ಕ ��ದುಬಂ��.

�ೕ�ನ ��ಯ 30% �ತ�ವನು� ಮುಂಗಡ �ಾವ� �ಾಡುವಂ� ಸಂತ�ಸ��� �ೕಳ�ಾ�ತು. ಆ�ೕ� ಕಸ��

��ಯ��� ಮತು� ��� ಹಣ �ೕಡ�ೕ�ಂದು �ನಂ�� ಆತ�� ಹಲ�ಾರು ಕ�ಗ� ಬಂದ�. ��ಯ��� ನಂತರ ತನ�

�ೕ� ಬರಬಹು�ಂಬ ��ೕ�ಯ�� ಆ ವ��� ಹಲ� �ಾ�ಂ� �ಾ�ಗ�� ಒಟು� 28,69,50 ರೂ�ಾ� ಕ���ಾ��.

ಆದ�, �ೕ� ಆತನ �ೖ �ೕರ�ೕ ಇರುವ ಘಟ� �ಳ�� ಬಂ��.

ಸಂತ���ಯನು� �ಾರತ�� ಬಂದು �ೕ��ಾಗು��ಾ� ಭರವ� �ೕ�ದ ವಂಚಕ, ��ಾನದ ��� �ೕ�ದಂ�

ಹಲ�ಾರು �ಚ�ಗ��ಾ� ಹಣ ವ�ಾ��ಸಲು ಆ�ಯ ಮನ���ದ�. ಆದ�, ಹಣ ���ದ ಬ�ಕ, ಆ�� �ೂ�

�ಾತುಕ�ಯ��ೕ �����ಟ�.

�ಾ� �-�ೖ� �ಲಸದ �ೂೕ�ನ�� ಮಂಗ�ರು ಯುವಕ�� 15.3 ಲ�
ವಂಚ�

ಆ� �ೖ� ಉ�ೂ�ೕಗ ವಂಚ�: 9 ಲ� ರೂ�ಾ� ಪಂಗ�ಾಮ

�ೂೕ�ಯ� �ೕ��ಾದ�� ಐ�ೕ� ಖ�ೕ�ಸಲು �ೂೕ� 29 ಲ�
ಕ�ದು�ೂಂಡ ಯುವಕ

�ಾ����ೕ� ಆ�� ವಂಚ�ಯ�� 19.5 ಲ� ರೂ�ಾ� ಕ�ದು�ೂಂಡ
ಮ��

ಆ� �ೖ�  �ೕಸಗ�

https://www.indiatoday.in/cryptocurrency/story/lucknow-boy-commits-suicide-after-losing-rs-35-lakh-in-bitcoin-2342222-2023-03-03
https://www.indiatoday.in/technology/news/story/gurugram-woman-loses-rs-1-lakh-in-bank-sms-scam-what-is-it-how-to-stay-safe-2328104-2023-01-30
https://www.businesstoday.in/latest/trends/story/gurugram-woman-duped-of-rs-20-lakh-by-fraudsters-posing-as-mumbai-cops-374339-2023-03-22
https://www.hindustantimes.com/cities/mumbai-news/man-falls-prey-to-sextortion-scam-loses-over-3-lakh-101677433118872.html
https://timesofindia.indiatimes.com/city/bengaluru/sextortion-assistant-professor-loses-rs-98500-in-bengaluru/articleshow/97995808.cms?from=mdr
https://www.indiatoday.in/technology/news/story/software-engineer-loses-more-than-rs-2-lakh-while-booking-cab-online-here-is-what-happened-2332126-2023-02-08
https://www.hindustantimes.com/cities/bengaluru-news/man-in-karnataka-loses-rs-18-43-lakh-in-online-fraud-101676702756511.html
https://www.thehindu.com/news/cities/Coimbatore/coimbatore-woman-duped-of-195-lakh/article66650034.ece


The fraudsters pretended to be

representatives from a courier

company before impersonating a

Mumbai deputy commissioner of

police to trick the woman. They

claimed her Aadhaar had been

involved in multiple "criminal

transactions and money laundering

cases" and asked her to transfer

money to validate her accounts. The

victim transferred Rs 20,37,194 in

total over six transactions, believing

it was for a "financial investigation"

and "security deposit".

The woman was asked to make a

payment of Rs 12,000 as an

advance to a UPI id. When she was

contacted by the fraudster for

repayment, he convinced her to click

on a WhatsApp link, leading to the

quick siphoning of Rs 84,000 from

her bank account.

A man lost over Rs 3 lakh in a

sextortion scam where he was

threatened to pay to prevent his

video call recording from being

uploaded on YouTube. The victim

sent money via GPay, but the caller

demanded more. Two of his friends

also sent money, but the demands

did not stop, and the victim was left

with no options.

The family was unaware of his investment, and the

police found the deceased's mobile phone with details

of his cryptocurrency investment and long chats

regarding the same. The incident highlights the

dangers of investing in high-risk assets without proper

guidance and financial education.

Boy commits suicide after losing Rs 3.5
lakh in Bitcoin

Woman loses Rs 20 lakh to
fraudsters posing as
Mumbai cops

Woman defrauded of Rs
96,000 while booking hotel

Man falls prey to sextortion
scam, loses over Rs 3 lakh

Initially, the man was asked to invest small amounts, and once the fraudsters gained his

trust, he was directed to send money and lost the huge sum in multiple transactions. 

A Delhi resident lost over Rs 9 lakh in a cyber scam after he applied for a work-from-home

job online. The victim clicked on a social media post advertising the opportunity and was

directed to register on a website through a given link. He was instructed to complete

certain tasks and deposit a certain amount, which he could withdraw with a commission.

Unfortunately, it was all part of the scam.

The victim was asked to make an advance payment of 30% of the phone's price and later

got multiple calls requesting money for custom clearance and taxes. The man transferred

a total of Rs 28,69,50 to several bank accounts, expecting his phone's delivery after

clearance, which never happened.

The fraudster convinced her to transfer the money for expenses, including a flight ticket,

promising to meet her in India. However, he stopped responding after receiving the money.

Mangaluru man duped of Rs 15.3 lakh on pretext of providing
part-time job

Man loses Rs. 9 lakh to online job fraud

Man lost Rs 29 lakh for buying iPhone on social media

Woman loses Rs 19.5 lakh in a matrimonial app fraud

Online Frauds

https://www.indiatoday.in/cryptocurrency/story/lucknow-boy-commits-suicide-after-losing-rs-35-lakh-in-bitcoin-2342222-2023-03-03
https://www.indiatoday.in/technology/news/story/gurugram-woman-loses-rs-1-lakh-in-bank-sms-scam-what-is-it-how-to-stay-safe-2328104-2023-01-30
https://www.businesstoday.in/latest/trends/story/gurugram-woman-duped-of-rs-20-lakh-by-fraudsters-posing-as-mumbai-cops-374339-2023-03-22
https://www.hindustantimes.com/cities/mumbai-news/man-falls-prey-to-sextortion-scam-loses-over-3-lakh-101677433118872.html
https://timesofindia.indiatimes.com/city/bengaluru/sextortion-assistant-professor-loses-rs-98500-in-bengaluru/articleshow/97995808.cms?from=mdr
https://www.indiatoday.in/technology/news/story/software-engineer-loses-more-than-rs-2-lakh-while-booking-cab-online-here-is-what-happened-2332126-2023-02-08
https://www.hindustantimes.com/cities/bengaluru-news/man-in-karnataka-loses-rs-18-43-lakh-in-online-fraud-101676702756511.html
https://www.thehindu.com/news/cities/Coimbatore/coimbatore-woman-duped-of-195-lakh/article66650034.ece


‘�ಾ�� �ಾ� �ೖಬ� �ಕೂ���’ (�ೖಬ� ಭದ���ಾ� �ಾ�� �ಂಗ�) ಅ��ಾನದ �ಾಗ�ಾ�, �ೖ��
ಸಂ��ಯು �ೖಬ� ಭದ��ಯ ಮಹತ�ದ ಬ�� ಸ��ಯ�ಾ� �ಾಗೃ� ಮೂ�ಸು���.
�ಾಲು� �ೕ��ೕ �ಂಗ� ಗಳನು� �ರಂತರ�ಾ� ��ಧ �ಾರ� (�ಾರ�ಾಡ ಮತು� ಕಲಬುರ�) �ಾಗೂ ಎ� ಎಂ
�ೖ� �ೂೕ(�ಾ�ಾ�ದ�ಂತ) �ಾ��ಗಳ ಮೂಲಕ ಪ��ಾರ �ಾಡ�ಾ�ತು. ಈ �ಂಗ� ಗ� ಜನ�ಾ�ಾನ��� �ೖಬ�
ಭದ��ಯ ಮಹತ� ��ಸುವ �ೂ��, ಆ� �ೖನ�� ಸುರ�ತ�ಾ�ರಲು ಸರಳ ಸಲ�ಗಳನು� �ೕ�ತು.
‘�ೕ��ಾ �ಾಸ���’ ಯೂಟೂ�� ��� ನ�� ಪ���ನ �ೖಬ� ಭದ�� ಸಲ�ಗಳನು� �ರಂತರ�ಾ� ಪ��ಾರ
�ಾಡ�ಾ�ತು. 

 �ೖ�� ವರ� | CySecK Updates

�ಾ�� 16ರಂದು �ೖ�� ಸಂ��ಯು �ಾ�ಾ�ದ �ಾಲು� ಸದಸ�ರ ��ೕಗವನು� ಆ�ಾ���ತು�. ಅಂತರ�ಾ��ೕಯ
�ಾರುಕ��ಯನು� ಅ��ೕ�ಸು��ರುವ ನಮ� ಮೂರು ಪ�ಸರ �ಾ�ಟ�� ಗ� ಈ �ಾಯ�ಕ�ಮದ�� �ಾಲು�ೂಂಡ�. 



As part of the March for Cybersecurity campaign, CySecK has been actively raising
awareness about the importance of cybersecurity. 
Four radio jingles were intermittently played on Vividh Bharati (Dharwad & Kalburgi) and
FM Rainbow (throughout the state). These jingles aimed to educate people about the
importance of cybersecurity and provide them with simple tips to stay safe online.
Everyday cybersecurity tips played constantly on ‘Media Masters’ YouTube channel. 

 �ೖ�� ವರ� | CySecK Updates

On 16th of March CySecK hosted a four-member delegation from Sharjah . The event was
attended by three of our ecosystem startups who are interested in exploring the
international market. 



�ಾ�� 18ರಂದು, �ಾರ�ೕಯ ��ಾನ ಸಂ�� (ಐಐಎ� �) ಆವರಣದ�� ನ� ಕಮೂ��� (NULL
Community) ಆ�ೕ��ದ� �ಾ�ಕ ಸ�ಯ�� �ೖ�� �ಾಗವ��ತು�. �ೖಬ� ಭದ�� ಕು�ತ ಈ ಸ�ಯ��
��ಧ ����ಗ� ಮತು� ಉ���ಗಳ ��ಣರು, ಆಸಕ�ರು ಮತು� ��ಾ���ಗ� �ಾ�ೂ�ಂ�ದ�ರು.

ತನ� ಉ��� �ಾಲು�ಾರರ ಸಹ�ೕಗದ�� �ೖ�� ಸಂ��ಯು 27 �ಾ�� 2023�ಂದ 1 ಏ���
2023ರವ�� ಚಳ���ಯ ಐಐಎ� � �ಾ�ಂಪ� ನ�� ಇಂ��ಯ�ಂ� �ಾ�ೕಜು ಉಪ�ಾ�ಸಕ�� �ೖಬ� ಭದ��
ಕು�ತು ಯಶ�� �ಬ�ಂ� ಅ�ವೃ���ಾಯ�ಕ�ಮ ನ��ತು. ತಮ� ��ಾ���ಗ�� �ೖಬ�  ಭದ�� ಪ�ಕಲ��ಗಳನು�
ಪ��ಮ�ಾ��ಾ� ಕ�ಸಲು ಅಗತ��ಾದ �ೌಶಲ� ಮತು� �ಾನದ ಮೂಲಕ ಅ�ಾ�ಪಕರನು� ಸಜು��ೂ�ಸು��ೕ
ಈ �ಾಯ�ಕ�ಮದ ಗು��ಾ�ತು�.

 �ೖ�� ವರ� | CySecK Updates



On March 18th, CySecK hosted the NULL Community’s monthly meetup at the Indian
Institute of Science (IISc) Campus. The meetup was focused on cyber security and was
attended by professionals, enthusiasts, and students from various backgrounds and
industries.

CySecK in association with industry partners conducted a successful Faculty
Development Program on Cybersecurity for Engineering College Lecturers from 27th
March 2023 to 1st April 2023 at IISc, Challakere campus. The program aimed to equip
faculty members with the necessary skills and knowledge to teach cybersecurity
concepts effectively to their students.

 �ೖ�� ವರ� | CySecK Updates



�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತ�� �ಾ�� ಗುರು�ಸಲು - https://factcheck.ksp.gov.in

ಆ� �ೖ� ವಂಚ�� ಸಂಬಂ��ದ ದೂರುಗಳನು� �ೂೕಂ�ಾ�ಸಲು �ಂಗ�ರು ಜನರು 112� ಕ�
�ಾಡಬಹುದು 

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲ� ಉಪಯುಕ� �ಂ� ಗ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

Bangalorians can call 112 for registering complaints related to online frauds.

 ಉಪಯುಕ� �ಂ� ಗ� | Useful links 

https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ��
ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� , 
 �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ
ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ
ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.

ನಮ� ಬ�� | About CySecK 


