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Program Director, CeG and

Chief Information Security Officer (CISO) for
Karnataka

The power of the internet has changed the lives of billions of people
around the globe, from connecting individuals and employees to
working collaboratively, working from home, connected mobility,
virtual meetings, transferring funds, ordering delivery services and
goods to one’s doorstep, etc. Further, Covid-19 accelerated digital
adaption up to the rural belts of India, leveraging the infrastructure of
Digital India. Globally, according to McKinsey, an estimated 127 new
devices connect to the internet every second.

While the internet & technologies have contributed to the increased
standards of living of the people, speedier delivery of government
services to the public, and the growth of business entities & creation
of jobs, on the other hand, increased cyber incidents have become a
nightmare to such growth.

To combat threats

such ever-increasing cyber effectively,

Government, Academia, and Business entities must work
collaboratively to create awareness among the masses and create a
response team equipped with processes and tools to practice
continuously.

CySecK has been taking many such initiatives to create awareness
and support start-ups in building Make-in-India products in the cyber
security domain. Recently, The National Cybersecurity Centre of
Excellence, a joint initiative of the DSCI and the Ministry of Electronics
and IT, in collaboration with the lISc CySecK, has hosted a
Cybersecurity R&D & Innovation Roadshow 2023 on 3 February 2023
at the 1ISc campus to provide a platform to academia, research
institutes, start-ups, and PSUs to exhibit their cybersecurity research,

prototype, and products.

| have been reading the CySecK newsletter, and the contents of the
newsletter provide rich content to the reader in the cybersecurity
domain.
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Top Cyber News

Karnataka suffered a
daily loss of Rs 1 crore to
cybercrimes in 2022

become a

Cybercrime has major
concern in Karnataka, with the state
witnessing a surge of 150% in the money
lost to internet crimes in 2022. The state
home department has shared data
showing cyber fraudsters stealing nearly
Rs 1 crore on average daily from
individuals. This has resulted in a
whopping loss of Rs 363 crore in 2022
alone, and since 2019, the fraudsters
have managed to siphon away a
staggering Rs 722 crore. The police
officials were able to retrieve 12% of the
amount that was lost in cybercrimes in
2022

CySecK suggests individuals and
organizations take proactive measures
to protect themselves from cyber threats
and scams. In case you become a victim
of any kind of cyber-crime, call the

cyber-crime helpline 1930 immediately.

Over 200 betting and
loan lending apps from
China banned

In a significant crackdown on loan-

lending apps, the Indian government has
ordered the immediate ban of 230
Chinese apps, including 138 betting
apps and 94 loan-lending apps.

CySecK suggests that readers verify the
legitimacy and authenticity of loan apps
before installing them by checking their
reviews and ratings on trusted app

stores or official websites.

Indian Ticketing Platform RailYatri
Hacked

RailYatri, an app authorized by the Indian Railway Catering

and Tourism Corporation (IRCTC), was reportedly hacked,
and the personal data of its users was leaked on the dark
web. The 12 GB of data set allegedly contains the names, e-
mail IDs, mobile phone numbers, and locations of the app's
users, which can be used for malicious activities.

CySecK suggests users be cautious of any suspicious e-
mails or messages and report any such instances to the

authorities if faced.

Indian social media app Slick exposed user data

The Indian social media app Slick has exposed an internal database containing user personal

information, including school-going children’s data, to the public on the internet for months. The
unprotected database has been accessible online without a password since December 11 and
includes Slick members’ full names, phone numbers, dates of birth, and profile images.

CySecK suggests that users of the social media app Slick change their login credentials and to

monitor personal information.

GoDaddy suffers a Multi-Year Data Breach

Web hosting company GoDaddy confirmed that an unauthorized third party accessed its servers in

December 2022 and installed malware. This comes after the company experienced similar security
events from 2020 to 2022, which they believe were carried out by the same attacker.

CySecK suggests that users change their passwords and be vigilant for potential security threats.

Indian insurance companies in January prevented more than
1.6 million cyber-attacks per day

A recent report by Indusface has revealed that Indian insurance sector websites witnessed 49,844,877

cyber-attacks in total, with an average of 430,000 attacks per application. 51% of these websites were

subjected to DDoS requests, which is higher than the average of 30% across all industries. The report

also highlights the rise of bot attacks, with over 6 million such attacks documented in January.

India ranks seventh in the list of countries most affected by
cyber-breaches globally

According to a report by Surfshark, a Swedish VPN services company, 4.7 million e-mail accounts in

India were breached in 2022. Despite this, India has improved from third to seventh place in most
cyber-breached countries worldwide. While India improved its position, Russia suffered the most

breaches last year.
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Online Frauds

Woman duped of Rs 1 lakh
in Bank SMS scam

A woman from Gurugram lost Rs 1
lakh after falling for an SMS scam
HDFC bank

account would be closed if she did

that claimed her

not click on a link and complete the
attached process, which included
providing her PAN card details and
an OTP. After entering the OTP, the
money was immediately deducted

from her account.

A man from Udupi was
scammed of Rs 99999 in
online fraud

the health
department was duped of Rs 99,999

A man working in

in an online fraud after fraudsters
sent him a link to his mobile, getting
access to all the details of his SBI
bank
transferred Rs 1,499 in the first
transaction and Rs 98,500 in the

account. The scammers

second to an unknown account.

Mumbai businessman falls prey to
mobile tower fraud, loses Rs 1.5 crore

A Mumbai businessman has been defrauded of Rs 1.5

crore by cyber fraudsters who lured him with the

—
promise of installing a mobile tower on his terrace
. and offering a rent of Rs 45,000 per month. The

¥
2 businessman had received a WhatsApp message

from an unknown number, claiming to be an employee

of a mobile company looking for space to install a

mobile tower.

Professor from Bangalore loses Rs 98,500 in a sextortion scam

A professor was conned out of Rs 98,500 by cybercriminals who threatened to share a
recorded video of him on social media. The professor had come in contact with a woman

on Instagram, and during a WhatsApp video call, the woman convinced him to strip as well.

Engineer loses more than Rs 2 lakh while booking cab online

A software engineer lost over Rs 2 lakh while trying to book a cab online. After the website
failed to book a cab due to a technical glitch, he received a call from someone claiming to
be an employee of the travel agency. The fraudster asked him to pay Rs 100 on the website

and later siphoned off Rs 2 lakh from his account.

A man from Mangalore loses Rs. 18.43 lakh in online fraud

A man from Mangalore lost ¥18.43 lakh through digital transactions after falling prey to
online fraud. He received a WhatsApp message from an unknown number last December,

providing details of making quick money through digital marketing.

A man from Bangalore duped of Rs 9.8 lakh in job scam

A man was duped of Rs 9.8 lakh after he responded to a job recruitment advertisement on
Facebook. The accused, posing as a job recruiter, asked the victim to transfer money for
visa processing and customs clearance fees. The victim realized he was scammed when

the accused stopped responding to his messages.
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CLEAN OUT YOUR COMPUTER TODAY!

Computers play a crucial role in our daily

lives. Please take a moment to declutter u
your computer and give it a fresh start.
Delete unnecessary files, organize folders,

update your system, and perform a hygiene
check for optimal performance.

What to do today?

Use " Cyber Swachhta Kendra " (Botnet Cleaning
and Malware Analysis Centre)- A part of the
Government of India's Digital India initiative, which
focuses on creating cyber secure space. It helps
you detect botnet infections and notify, enables
cleaning, and secures end users' systems to prevent
further infections.

GO Visit now: https://www.csk.gov.in/

A clean computer not only runs smoother but also
helps protect your data. Get started today!

Join us in spreading awareness for a cleaner and more organized digital life
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Other Updates

» CySecK is currently hiring for the below mentioned roles for the awareness track. The last
date for applying in 12 March 2023.Visit htips://Inkd.in/ewfu6xq for more details. Check
out this opportunity or share this with someone you think might be interested!
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§¥ Assistant Manager — Awareness and Communications
Last date * A3 7P Social Media Assistant
12-Mar-2023
For detailed job

2T -
Description R :‘:‘?ﬂ L= e [ 4

and to apply, visit:  can HERE
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CALL FOR H.A.C.K. COHORT-3

Six months accelerator programme for Cyber security start-ups

CySecK is here with its third cohort of H.A.C.K. programme.
This six months intensive program is designed to help early stage and growth
stage startups to develop and implement effective strategies
to upscale their ventures.

WHO CAN APPLY?
Any Cyber security startup registered in the state of Karnataka

Benefits of joining H.A.C.K. include-

+ Opportunities to gain financial grants up to Rs.10 lakhs
* Access to industry experts and mentoring

+ One-on-one training and coaching sessions

+ Connect with potential customers

® Cohort Duration- May to November

@ Last Date to Apply- 26th March, 2023
SCAN THE QR CODE TO KNOW MORE

D4 startups.cyseck@karnataka.gov.in

JOIN US TODAY AND SCALE-UP YOUR STARTUP!!

3edd mms%wq TRBT BRE%N DFCHONTLIEB. A, 2303088 Y3 TEBRT B398
2TNRT BT, 0339z3oNR 235N 0230 03y C3NWE BRRT 93T KO3PN3e JLse
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Awareness Track

» CySecK's partner Sacumen conducted awareness sessions at Oxford Educational
Institutions, Dayananda Sagar College of Technology and Management, Atria Institute
of Technology in Bengaluru, and SDM college of Business Management and Studies

and MITE College in Mangaluru. Amalendu conducted the session in ACS College of
Engineering.

-

‘% Kambipura, Karnataka, India
N VFR8+C8C, Kambipura, Karnataka 560060, India
o Lat12.891113°
Long 77.465741°

9 T, & | 02/02/23 10:55 AM GMT +05:30
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» Representatives from Learning Link Foundation and CySecK'’s Centre Head- Karthik
Rao Bappanad conducted cybersecurity session for parents and children of 6th to 10
standards at Prajval Vidyanikethan School, Bengaluru.

Scammers use the name of well-known and reputable companies to gain the trust of the victims
| and trick them into downloading a malicious app or providing personal and financial information. It
T is important to be cautious when receiving unexpected messages or calls and to verify the

authenticity of the caller or website before proceeding.
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Industry & Startups Track

» DSCI Cybersecurity roadshow event was jointly organized by CySecK in the 1ISc campus for
2 days, 2nd& 3rd of February 2023. The event saw more than 400+ participants from all
spheres, overall, the event was successful.

» Link- https://www.linkedin.com/feed/update/urn:li:activity:7031867940576583680

» H.A.C.K. cohort-3 call for applications is open from 24th February to 26th March.

W CuSecH kwe:

CALL FOR H.A.C.K. COHORT-3

Six months accelerator programme for Cyber security start-ups

CySecK is here with its third cohort of H.A.C.K. programme.
This six months intensive program is designed to help early stage and growth
stage startups to develop and implement effective strategies
to upscale their ventures.

WHO CAN APPLY?
Any Cyber security startup registered in the state of Karnataka

Benefits of joining H.A.C.K. include-

» Opportunities to gain financial grants up to Rs.10 lakhs
+ Access to industry experts and mentoring

+ One-on-one training and coaching sessions

« Connect with potential customers

@ Cohort Duration- May to November

@ Last Date to Apply- 26th March, 2023
SCAN THE QR CODE TO KNOW MORE

B4 startups.cyseck@karnataka.gov.in

JOIN US TODAY AND SCALE-UP YOUR STARTUP!!

It is important to be cautious when investing in the stock market, and to always do research and
"“ verify the authenticity of any investment opportunity before providing any personal or financial
information.
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Academic Programmes Track
« Samgacchadhwam series of webinars- a free webinar conducted by CySecK for students/
faculty/ working professionals

#54

Topic: Privacy and Strategic Import

Speaker: Mr. Pavithran Rajan, Adjunct Faculty, Cyber Security Research Centre, Punjab Engineering
College (Deemed-to-be-University), Chandigarh.

@ Link: https://www.youtube.com/watch?v=g0cLY75EJz0

via webex |

=
| Abhlgret Virygopal

Strategic Choke Points

shivakumar sharmmila

#55

Topic: Internet of Things (loT) Security: An Overview

Speaker: Mr. Samarth Bhaskar Bhat, Technical Director, Reverse Engineering InfoSec (RelnfoSec) Pvt.
Ltd., Bengaluru.

@ Link: https://www.youtube.com/watch?v=85a090XVTrQ

Vis | webex KAUSHIK

Samarth Bhasesr Brat
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Some useful links for staying cyber aware and cyber safe -
« To lodge complaint against a cyber-crime -
« To identify fake information:

« Bangalorians can call 112 for registering complaints related to online frauds.
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 1I1Sc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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