
 CySecKCoE@CySecKCoECySecK @CySecKCySecK CySecKCySeck CoE CySeck CoE

ಜನವ� 2023 ಸಂ��

�ೖಬ�  �ಾ��ಕ

JANUARY 2023 EDITION

ಈ ಸಂ��ಯ��

�ೖಬ� ವ���ಾನು� �ಮ� ��ೕ�ತರು �ಮ�
ಕ��ದ���, ಪ�� �ಂಗ� ಅದನು� �ೕರ�ಾ�

ಪ�ಯಲು, ನಮ� ಸು��ಪ���ಯ ಮುಕ�
ಚಂ�ಾ�ಾರ�ಾ�! 

https://zcmp.in/BH6y

If Cyber Vartika was forwarded to you by
a friend, get it directly every month by

SUBSCRIBING HERE! 
https://zcmp.in/BH6y

ಮುನು��

ಸಂಗ���ದ ಸು�� 

�ಾಗೃ� ಇ�ೂ�ೕ�ಾ����

�ೖ�� ವರ�

IN THIS ISSUE
Foreword

Curated News

Awareness Infographics

CySecK updates

CYBER VARTIKA



ಮುನು�� | FOREWORD

Cyber security operates with Titanic syndrome. Most
consider it unsinkable and won’t affect them. But they
don’t realize how close they are to the Iceberg!
 
All Cyber security products and solutions in the world
are built around five entities, i.e., Identity, Devices,
Applications, Networks, and Data. With exponential
growth in digital adoption, we have seen complex
Cyber security challenges evolve. These challenges
can beat the technological shields on multiple
occasions. But still, the weakest link in the Cyber
security chain is the Human element. It may come as a
surprise, but most of the Cyber security attacks can be
mitigated with the right Cyber security awareness.

This edition of Cyber Vartika shares details of the
various Cyber security attacks that have happened in
recent times and the modus operandi. This will give
you a perspective on how most cyber security attacks
prey on Greed and lack of awareness.
 
Cyber Vatika is playing an important role in improving
the Cyber security hygiene of the country. I hope this
edition plays an important role in creating more Cyber
security warriors.

�ೖಬ�  ಸುರ�� ಎಂಬುದು �ೖ���  �ಂ�ೂ�ೕ� ನಂ� �ಲಸ
�ಾಡುತ��. ಅದು ಮು�ಗದ ಹಡ�ದ�ಂ� ಮತು� ತಮ�
�ಾ��ೕ�ೂಂದ��ಾಗು��ಲ� ಎಂದು ಬಹಳಷು� ಮಂ�
�ೕ�ಸು�ಾ��. ಆದ� ಅವರು ಮಂಜುಬಂ�� ಎಷು�
ಹ��ರದ���ಾ�� ಎಂದು ಅವ�����ರು��ೕ ಇಲ�. 

ಜಗ��ನ ಎಲ� �ೖಬ�  ಸುರ�� ಉತ�ನ�ಗ� ಮತು� ಪ��ಾರಗ�
ಐದು ಅಂಶಗ�ಂದ �ಾಡಲ���ರುತ��. ಅ� �ಾ��ಂದ�,
ಗುರುತು, ��ೖ� , ಅ���ೕಶ� , �� ವ� � ಮತು� �ೕ�. �ರು�ನ
�ೕಗದ�� ಎಲ�ರೂ ��ಟ�  ಪ��ಾರಗಳನು�
ಅಳವ���ೂ����ರುವಂ��ೕ, �ೖಬ�  ಸುರ��ಯ�� ಬಹಳ
�ೂಡ�ನ ಸ�ಾಲುಗ� ಹು���ೂ����ರು�ದನು� �ಾಣಬಹುದು. ಈ
ಸ�ಾಲುಗ� ಹಲ� �ಾ� ತಂತ��ಾನದರ�ಾಕವಚಗ��
�ೂೕಲು�ಸಬಹುದು. ಆದರೂ ಕೂಡ, �ೖಬ�  ಸುರ��
ಸರಪ�ಯ�� ತುಂಬ ದುಬ�ಲ�ಾದ ಅಂಶ ಎಂದ� �ಾನವರು.
ಇದುಅಚ��ಯ �ಷಯ��ಸಬಹುದು, ಆದ� ಸ��ಾದ �ೖಬ� 
ಸುರ�� ����ಂದ ಬಹಳಷು� �ೖಬ�  ಸುರ�� �ಾ�ಗಳನು�
ತ��ಸಬಹುದು.

�ೖಬ�  �ಾ���ಾದ ಈ ಸಂ��ಯು, ಇ��ೕ�ನ ಹಲ�ಾರು �ೖಬ� 
ಸುರ�� �ಾ�ಗ� ಮತು� ಅ� �ೕ� ನ�ದ� ಎಂಬುದರ
ಬ��ನ�ವರಗಳನು� ಹಂ��ೂ��ತ��. ���ನ �ೖಬ�  ಸುರ��
�ಾ�ಗ� �ೕ� ದು�ಾ� ಮತು� ���ನ �ೂರ�ಯನು�
ಬಳ��ೕ��ಾಡುತ�� ಎಂದು ಇದ�ಂದ �ಮ� ಅ��ಾಗುತ��.
 
�ೕಶದ �ೖಬ�  ಸುರ�� �ೂಕ�ತನವನು� �ೕಲ�ಟ���
�ೂಂ�ೂಯು�ವ�� �ೖಬ�  �ಾ���ಾ ಪ�ಮುಖ�ಾದ �ಾತ�ವನು�
��ಾ�ಸು���. ಈಸಂ��ಯು ಇನ�ಷು� �ೖಬ�  ಸುರ�� �ೕರರನು�
ಹುಟು��ಾಕುವ�� �ೂಡ� �ೂಡು� �ೕಡ� ಎಂದು �ಾನು
�ಾ�ೖಸು��ೕ�.

��ೕ� ��ಾ�
ಸಂ�ಾ�ಪಕ ಮತು� �ಇಒ, Sacumen

Nitesh Sinha
Founder and CEO, Sacumen



        ರತದ ��ೕ�ಾಂಗ ಸ��ಾಲಯ ತನ� ಇ-

�ೕ�  ಸವ��  �ೕ� ಪ�ಮುಖ �ೖಬ�  �ಾ�

ಆ�ರು�ದರ ಬ�� ವರ� �ಾ��. ಇದು

�ಾರತದ�� ನ�ದ ಬಹು �ೂಡ� �ೖಬ� 

�ಾ�ಗಳ�� ಒಂ�ಾ��. ಸ��ಾಲಯದ ಗು��ದ

�ಾ�� ಮತು� ಅ�ಕೃತ �ಾತುಕ�ಗಳನು�

�ಂಗಳ�ರು ತಮ� �ೖವಶ �ಾ��ೂಂ��ಾ��.

ಸ��ಾಲಯದ ಕ�ಷ� 15 ��ಯ ಅ��ಾ�ಗಳ

ಇ�ೕ�  ಐ� ಮತು� �ಾ� ವ� �ಗಳನು�

ಇಂಟ� �� ನ�� ಹ��ಡ�ಾ��.

��ೕ�ಾಂಗ ಸ��ಾಲಯದ �ಸ�ನ�� ಬರುವ

ಅನು�ಾ�ಾಸ�ದ ಇ�ೕ�  ಇಲ��ೕ ಸಂ�ೕಶಗಳ

ಬ�� ಬಳ��ಾರರು ಎಚ����ಂ�ರ�ೕಕು ಮತು�

ಇಂತಹ ಸಂದಭ�ಗ� ಎದು�ಾದ�,

ಅ��ಾ�ಗ�� ��ಸ�ೕ�ಂದು CySecK ಸಲ�

�ೕಡುತ��.

�ೖಬ�  �ಾ��ಕ  ಜನವ� 2023 ಸಂ��

ಪ�ಮುಖ �ೖಬ� ಸು��

myrocket.co ಎಂಬ ಎ� ಆ�  �ವ�ಹ� ಕಂಪ�ಯ�� 260

��ಯಷು� �ೂಡ� ಮಟ�ದ �ೕ� ಕಳ�ತನ�ಾ��. ಇದ�ಂ�ಾ�

ಲ�ಾಂತರ �ಾರ�ೕಯ �ಲಸ�ಾರರ ಮತು� �ಲಸ ಹುಡುಕು��ರುವವರ

�ೖಯ��ಕ �ಾ�� ಬಯ�ಾ��. ಬಯ�ಾದ �ಾ��ಯು �ಸರು,

�ೕ�  ನಂಬ� , ಇ�ೕ�  ��ಾಸ, �ಸೂ��, ಸಂಬಳದ �ೕ�, ���

ಸ���, �� �ಾವ� ಮತು� ಸಂಬಳದ �ೕ� ಗಳನು� �ಾಮೂ�ಕ ಇ�ೕ�.

myrocket.co ನ ಬಳ��ಾರರು ತಮ� �ಾ� ವ� �ಗಳನು� ಕೂಡ�ೕ

ಬದ�ಾ�ಸ�ೕಕು ಮತು� ಬ��ೕಸುವ ಇ�ೕ� ಗಳ ಬ��

ಎಚ�ರ�ಂ�ರ�ೕಕು ಎಂದು CySecK ಸಲ� �ೕಡುತ��.

ಎ� ಆ�  �ೕಟ��  MYROCKET.CO
ನ�� �ೕ� ಕಳ�ತನ; ಲ�ಾಂತರ �ಾರ�ೕಯ
�ಲಸ�ಾರರ �ೖಯ��ಕ �ೕ� �ೂೕ��

MEA ಇ-�ೕ�  ಸವ�� �
ಕನ�; ಇಂಟ� �� ನ�� ಸೂ��
�ಾ�� �ೂೕ��

ಸು�� ಸು�� ಹರ�ದ ಆ�ೂೕಪ�ರುವ 6 ಯೂಟೂ��  ��� ಗಳ �ರುದ� �ಾರತ ಸ�ಾ�ರ ಕ�ಮ �ೖ�ೂಂ��. ���  �ಾ��

ಬೂ��ೂ�ೕ��ಯ ಪ��ಾರ, ಈ ��� ಗ� ಚು�ಾವ�, ಸು��ೕ�  �ೂೕ� � ಮತು� ಸಂಸ��ನ ಕ�ಾಪಗ� �ಾಗೂ ಸ�ಾ�ರದ

�ಾಯ��ವ�ಹ� ಬ��ಸು�� �ಾ�� ಹಂ��ೂ����ದ��. �ಾಗ�ಕ�� ಸ��ಾದ �ಾ���ದಗ�ೕಕು ಮತು� ಸು��

�ಾ��ಯ �ಾವ�ಯನು� ತ�ಯ�ೕಕುಎಂಬ ಉ��ೕಶ�ಂದ ಈ ಕ�ಮ �ೖ�ೂಳ��ಾ��. ಇಲ��ದ�� ಸ�ಾಜದ�� ��ಲು

ಮತು� �ೂಂದಲ ಉಂ�ಗಬಹು�ಂದು ಸ�ಷ�ಪ���.

ಇಂಟ� ��  ಬಳ��ಾರರು ಪ��ೕಲ��ಾದ �ಾ�ಗಳ �ಷಯಗಳನು� �ಾತ� ಓದ�ೕಕು ಮತು� �ಾ��ಯ ಮೂಲವನು�

ಪ��ೕ�ಸ�ಅದನು� ಹಂಚ�ಾರದು ಇಲ��ೕ �ಾವ�� � �ಾಡ�ಾರದು ಎಂದು CySecK ಸಲ� �ೕಡುತ��.

ಸಂ�ೂೕಧಕ�ೂಬ�ರ ಪ��ಾರ, ��ಟ� ನ�� �ೂಡ� ಮಟ�ದ �ೕ� ಕಳ�ತನ�ಾ�ದು�, 20 �ೂೕ� ಬಳ��ಾರರ ಇ�ೕ� 

��ಾಸಗ��ೂೕ���ಾ��.

��ಟ�  ಬಳ��ಾರರು ತಮ� �ಾ� ವ� �ಗಳನು� ಬದ�ಾ�ಸ�ೕಕು ಮತು� ���ನ ಭದ���ಾ� ಎರಡು-ಬ�ಯ

ದೃ�ೕಕರಣವನು��ೂಂ�ರ�ೕಕು ಎಂದು CySecK ಸಲ� �ೕಡುತ��.

ಸು�� ಸು�� ಹರ�ದ 6 ಯೂಟೂ��  ��� ಗಳನು� ತ���ದ ಸ�ಾ�ರ

��ಟ�  �ೕ� ಕಳ�ತನ; 20 �ೂೕ� ಬಳ��ಾರರ ಇ�ೕ�  ��ಾಸ �ೂೕ��

�ೖಬ�  �ಾ��ಕ

�ಾಮೂ�ಕ ಇ�ೕ� ಇ�ೕ�  ಮತು�

�ಾ���ಂ�  ಆ�ೂ�ೕಶ� � ಅವ�ಾಶ

�ಾ��ೂಡುವ �ೕ� �ಂ�  ಎಂಬ

ಕಂಪ�ಯ�� �ೕ�ಕಳ�ತನ�ಾ�� ಎಂದು

ಜನವ� 11 ರಂದು ಕಂಪ�ಯು �ೕ��

�ೕ��. �ೂೕ�ಯ�  ಇಂ��ಯ�ಂ� 

ಮೂಲಕ 133 �ಾ�ಗಳ

ಬಳ��ಾರ��ಮರು��ಾ�ದ �ಂಗಳ�ರು

�ೕ� ಕಳ�ತನ �ಾ��ಾ��. ಇದ�ಂ�ಾ�

ಬಳ��ಾರರ �ೕ� �ೂೕ���ಾ�� ಎಂದು

ಕಂಪ� �ೕ�ದರೂ,�ಾವ ಬ�ಯ �ೕ�

ಎಂದು ಅದು ಸ�ಷ�ಪ��ಲ�.

�ೕ� �ಂ� ನ ಬಳ��ಾರರು ತಮ� �ಾ�ಗಳ

�ೕ�ೂಂದು ಕ��ಡ�ೕಕು ಮತು� ಸಂ�ೕಹ

ಬ�ಸುವ ಚಟುವ��ಗ� ಕಂಡುಬಂದ��,

ಅದರಬ�� ವರ��ಾಡ�ೕ�ಂದು CySecK

ಸಲ� �ೕಡುತ��.

�ೕ� �ಂ�  ಕಂಪ� �ೕ�
�ೂೕ�ಯ�  ಇಂ��ಯ�ಂ� 
�ಾ�; ಬಳ��ಾರರ �ೕ�
�ೂೕ��

�ಾ



    ndia's Ministry of External Affairs

(MEA) has reported a significant cyber-

attack on its e-mail server. This is

regarded as one of the biggest cyber-

attacks in India. The hackers were

successful in getting access to the

ministry's sensitive data and official

communications. The e-mail IDs and

passwords of at least 15 senior officials

of the ministry have been leaked on

Dark-Web.

CySecK suggests users to be cautious of

any suspicious e-mails or messages

purporting to be from the MEA and

report if faced any such instances to the

authorities.
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TOP CYBER NEWS
 

The HR management platform myrocket.co, suffered a major

data breach of 260 GB, which exposed the personal

information of hundreds of thousands of Indian employees

and millions of job seekers. The compromised information

included names, phone numbers, e-mail addresses, resumes,

pay slips, tax filings, insurance payments, and salary sheets. 

CySecK suggests that registered users of myrocket.co to

change their passwords immediately and be wary of phishing

e-mails.

HR portal myrocket.co suffers data
breach; millions of Indian employees’
personal data leaked 

I

MEA e-mail server
hacked; sensitive
information leaked on
dark web 

The Indian government has taken action against six YouTube channels for allegedly spreading fake

news. According to a statement from the Press Information Bureau (PIB), the channels were found to

share false information about the elections, proceedings in the Supreme Court and Parliament, and

the functioning of the government. The action is taken to ensure that the citizens have access to

accurate information and to curb the spread of misinformation, which can cause panic and chaos in

society.

CySecK suggests that netizens indulge with content only from verified accounts and never share or

forward any information without double-checking the source.

According to a researcher, Twitter has suffered a significant hack in which 200 million user e-mail

addresses were leaked. 

CySecK suggests Twitter users to change their password and enable two-factor authentication for

added security.

Government bans 6 YouTube channels for propagating fake
news

Twitter data breach; 200 million user e-mail addresses leaked

C Y B E R  V A R T I K A

 Mailchimp, a platform for mass e-mail

and marketing automation, announced

on January 11 that it had been hacked,

with bad actors gaining access to

information through 133 accounts that

were compromised through social

engineering. The company stated that

the incident exposed customer data,

although it did not specify what type of

data was compromised. 

CySecK suggests Mailchimp users to

keep an eye on their accounts and

report any unusual activity.

Mailchimp suffers
social engineering
attack; exposes
customer data



ಮ��� ಕ��ಾ�ದ �ೕಸ�ಾರನು, ಆ�ಯ

ಇನೂ����  �ಾವ�ಯ ��ಾಂಕ ಹ��ರ�ಾ��

ಎಂದು �ೕ� ಆ�ಯ ��ಾಸ ಮತು�ಸ�ಾ��-

�ೂೕಂ�ಾ�ತ �ಾ� � ನಂಬ�  �ವರಗಳನು�

ಒದ��, ಹಂತ ಹಂತ�ಾ� �ಾವ�

�ಾಡುವಂ� ಆ�ಯ ಮನ���ದ.

�ಾನು�ೕಸ�ೂೕ��ಂದು ಆ ಮ���

ಆ�ೕ� �ೂ�ಾ��, ಆ� �ೖಬ�  ಅಪ�ಾಧ

��ೕಸರ ಬ� ದೂರು �ಾಖ���ಾ��.

��ಯ ಒಬ� ವ���� ಒಂದು ಕ� ಬಂ�ತು.

��  ಕಟ�� �ಾ� ಇರು�ದ�ಂ�ಾ� �ದು�� .

ಕ�ತ�ೂ�ಸು��ಾ� ಕ��ಾ�ದವನು

�ೕ�ದ. ಒಂದು ಆ�  �ೌ� �ೂೕ� 

�ಾಡುವಂ� ಕ��ಾ�ದವ ���ದ. ಬ�ಕ,

ಕ��ಾ�ದ �ೕಸ�ಾರನು ಈ ವ���ಯ

�ಾ�ಂ�  �ಾ�ಗ�� ಕನ��ಾ� 1,53,588

ರೂ�ಾ� �ೂೕ�ದ. ಹಣ

ವ�ಾ�ವ��ಾ�� ಎಂಬ ಸಂ�ೕಶಗ�

ಬಂ�ಾಗ, ಈ ವ���� �ಾನು

�ೕಸ�ೂೕ�ರು�ದು���ತು. ಇ�ೕ

ಬ�ಯ�� ಇನೂ� 5 ಮಂ��ಂದ 4 ಲ���ಂತ

�ಚು� ಹಣ �ೂೕ�ರು�ದು ವರ��ಾ��

�ಾಕ��  ಒಬ�ರ ಸಂಪಕ� �ವರಗಳನು� ಆ� �ೖ� ನ�� ಹುಡುಕು��ದ� 32 ರ

ಹ�ಯದ ��ವ� �ಲಸ �ಾಡುವ ವ��� 56,000 ರೂ�ಾ�ಕ�ದು�ೂಂಡು

�ೖಬ�  ಅಪ�ಾಧ�� ತು�ಾ�ದರು. ಇವರು �ೕ�ನ�� �ಾ�ಾ�ದ ಕಸ�ಮ� 

�ೕ�  ವ���ಯು, ಒಂದು �ಂ�  ���  �ಾಡುವಮೂಲಕ 10 ರೂ�ಾ� ಕ��,

�ಾ�ಂ�  �ವರ ಮತು� ಗೂಗ�  �ಾ� ��  ಒದ�ಸ�ೕಕು ಎಂದು ಇವ��

�ೕ�ದ. ಇವರು ಅದ�� ಒ��ದರು. �ಲ�ೕ ��ಷಗಳ ಬ�ಕ, ಅವರ

�ಾ��ಂದ 56,000 ರೂ�ಾ� ಕ��ಾ�ತು.

ಕಸ�ಮ�  �ೕ�  �ೕಸದ�� 56,000
ರೂ�ಾ� ಕ�ದು�ೂಂಡ ಆ�ೂೕಗ� ಹದ�ಟ�
��ವ� �ಲಸ �ಾಡುವ ವ���

ಇನೂ����  �ೕಸದ��
₹3.19 ಲ� ಕ�ದು�ೂಂಡ
ಮ��

�ದು��  ��  �ೕಸದ�� 6
ಮಂ��ಂದ 5.5 ಲ�
ರೂ�ಾ� �ೂೕ�ದ �ೖಬ� 
ಅಪ�ಾ�ಗ�

�ಾಕ��  ಒಬ��� ಸಂ�ೕಶ ಕ���ದ �ೖಬ�  ಅಪ�ಾ�ಗ�, ಗಡು� ಮು�ದರೂ ಆ� ಇನೂ� �ದು��  ��  ಕಟ��

ಇರು�ದ�ಂದ �ದು��  ಕ�ತ�ೂ�ಸು��ಾ� ಸಂ�ೕಶದ�� ಬ��ದ�ರು. ಕ��ಾ�ದವರ ನಂಬ�  �ೂೕ��ಾಗ,

ಅದು �� ಪವ�  ��� ��� � �ೕ�ದು� ಎಂದುಆ�� ���ತು. ಆ�ಯು ಸಂ�ೕಶ�� ಉತ����ಾಗ, ��

ಪವ�  ಅ��ಾ�ಯ �ೂೕ�ನ��ದ� ಅಪ�ಾ�ಗ� "���  �ೕ ಆ� "�ೌ� �ೂೕ�  �ಾಡುವಂ� ಆ��

ಮರು��ಾ�ದರು. ಸ�ಲ� �ೂ��ನ ಬ�ಕ, ಆ�ಯ �ೕ�  ನಂಬ� � �ೂಂ��ೂಂ�ದ� �ಾ�ಂ�  �ಾ��ಂದ �ೂಡ�

�ತ�ದ ಹಣ �ೂೕ�ದರು.

76 ರ ಹ�ಯದ ��ಯ ವ����ಬ�ರನು� ಅಪ�ಾ�ಗ� ಗು��ಾ��ದರು. ಇವ�� �ದಲು ಕ�ಬಂ�ಾಗ,

ಆಕ��ಂದ ಮ���ಬ�����  ಕು�ತು �ಾ�ಾ�ದ�. ಇವರು ಕ� ತುಂಡ��ದ ಬ�ಕ, ಆ ಮ�� ಇವ�� ��� 

��� ತುಣುಕನು� ಕ���ದ�. ಇವರು ಆ ನಂಬ� ಅನು� �ಾ��  �ಾ�ದರು. ಆ�ೕ� �ಾನು ��ೕ�  ಅ��ಾ�

ಎಂದು �ೕ��ೂಂಡು, ಒಬ� ವ��� ಇವರನು� ಸಂಪ���ದ. ಇವರು ಹಣ�ೂಡ�ದ��, ಇವರ �ೕ� �ಾನೂನು ಕ�ಮ

�ೖ�ೂಳ��ಾಗು�ದು ಮತು� ��� ಬಯಲು�ಾಡ�ಾಗು�ದು ಎಂದು ��ೕ�  �ೂೕ�ನ��ದ�ಅಪ�ಾ� �ದ��

�ಾ�ದ.

�ೖಬ�  ಅಪ�ಾ�ಗಳ ಗುಂ�ಂದು, �ಕ�ಬ�ಾ��ರದ 27 ಮಂ�ಯನು� �ೕರು �ಾರುಕ��ಯ�� ಹೂ��

�ಾಡುವಂ� ��ದು, ಮೂರು�ಂಗ�ನ�� ಅವ�ಂದ ಒಟು� 28 ಲ� �ೂೕ�ರುವ ಘಟ� ವರ��ಾ��.

ತಮ� �ೕ�ಯ��ನ �ೂಂದ�ಯನು� ಬ�ಹ�ಸಲು �ೕ� ���  ��ೖ��ಾರರನು� ಸಂಪ��ಸಲು �ೂೕ�ದ

ವ����ಬ�ರು �ೕಸ��ಒಳ�ಾ��ಾ��. ಇವರು �ೕ�ನ�� �ಾ�ಾಡು���ಾ�ಗ, �ಾನು ���  ��ೖ��ಾರರ

ತಂಡದವನು ಎಂದು �ೕ��ೂಂಡು ಇ�ೂ�ಬ� ಇ�ೂ�ಂದುನಂಬ� �ಂದ ಕ��ಾ��ಾ��. ಇವ�� AnyDesk ಆ� 

�ೌ� �ೂೕ�  �ಾಡುವಂ� �ೕ��ಾ��. ಇವರು ತಮ� �ೕ�ನ�� ಈ ಆ�  �ೌ� �ೂೕ�  �ಾ�ದ ಬ�ಕ, ತಮ�

�ಾ�ಂ�  �ಾ��ಂದ 5 ಲ� �ಾ��ಾ�ರು�ದು ��ದುಬಂ��.

ಆ� �ೖ�  �ೕಸದ�� 5 ಲ� ಕ�ದು�ೂಂಡ 63 ರ ಹ�ಯದ �ಾಕ�� 

ಕ�ಾ�ದ�ೂಬ�ರ ತಂ��ಂದ 90,000 ರೂ�ಾ� ಸು��
�ಾಡುವ ಯತ�

ಆ� �ೖ�  ಹೂ�� �ೕಸದ�� ಒಟು� 28 ಲ� ಕ�ದು�ೂಂಡ
ಕ�ಾ�ಟಕದ 27 ಮಂ�

�ೕ�ನ�� AnyDesk �ೌ� �ೂೕ�  �ಾ�ದ ವ���, ��ಷಗಳ�� 5
ಲ� ಕ�ದು�ೂಂಡ

ಆ� �ೖ�  �ೕಸಗ�
�ೖಬ�  �ಾ��ಕ

�ೖಬ�  �ಾ��ಕ  ಜನವ� 2023 ಸಂ��



ONLINE FRAUDS
 

The caller informed her that her

insurance payment was due and

provided details such as her

address and government-registered

card numbers, convincing her to

make payments in a phased

manner. The woman later realized

she had been duped and filed a

complaint with the cybercrime

police.

A man from Pune fell victim to a

scam in which he received a call

claiming that his power supply

would be disconnected for unpaid

electricity bills. He was instructed to

download an app, and the scammer

then accessed his bank accounts

and transferred out a total of Rs

1,53,588. The victim became aware

of the fraud after receiving text

messages confirming the money

had been deducted. The same

modus operandi was used to dupe

five more to over Rs4 lakh.
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A 32-year-old deliveryman became a victim of

cybercrime after losing Rs. 56,000 while searching for

a doctor's contact information online. The person he

spoke with on the phone asked him to pay of Rs. 10

by clicking on a link and providing his bank details and

google account PIN. The victim agreed, and minutes

later, Rs. 56,000 was stolen from his account.

Sick delivery man duped of Rs.
56,000 in a customer care fraud

Woman duped of ₹3.19
lakh in an insurance
fraud 

Cybercriminals defraud
6 in a electricity bill
scam of Rs. 5.5 lakh

Cybercriminals targeted a doctor in a scam where she received a message from an

unknown number claiming that her power would be disconnected if she did not clear an

overdue bill. Upon checking the caller's number, she found that it was the number for the

Tata Power helpdesk. When she responded to the message, a person posing as an official

from Tata Power tricked her into downloading a fake "Quick Pay app" and subsequently

withdrew large sums of money from the bank account linked to her phone number.

A 76-year-old man was targeted by scammers where he first received a lewd phone call

followed by an obscene video clip from a woman. When the victim blocked the number, he

was then contacted by a person impersonating a police officer who threatened him with

legal action and warned that the video would be made public unless he paid money to the

scammers to prevent it from being leaked online.

A group of cybercriminals allegedly defrauded 27 people from the Chikkaballapur area out

of Rs 28 lakh over the course of three months by luring them to invest in the stock market.

A man was scammed when he attempted to contact his TV channel provider while

experiencing issues with his TV. While on the call, he received another call from a person

who claimed to be from the channel provider's team and asked him to download the

AnyDesk app. After downloading the app on his phone, he discovered that Rs 5 lakh was

missing from his bank account.

63-year-old doctor loses Rs. 5 lakh in an online fraud

TV actor's father duped of Rs 90,000 in a sextortion case

Online investment fraud in Karnataka costs 27 persons a
total of Rs. 28 lakh

Man downloads AnyDesk on phone, loses Rs 5 lakh in
minutes

C Y B E R  V A R T I K A



Here are five things to do today.

Check your privacy sett ings:  
Ensure the pr ivacy sett ings are set  to the appropriate level  in  al l
your social  media accounts,  mobi le apps,  and internet  services.

Create strong and secure passwords:
For increased securi ty ,  enable two-factor  authenticat ion and create
strong passwords for  each account.

Be careful  what you post:  
Refrain from posting sensit ive information onl ine,  such as your
home address,  phone number ,  Ident i ty  Cards,  or  f inancial  data.

Update your devices:  
Maintaining updated software and devices wi l l  help you avoid
securi ty .  Maintaining updated software and devices wi l l  help you
avoid securi ty  f laws.

Spread awareness:  
To spread awareness and aid in protect ing everyone's personal
information,  educate yourself  on data pr ivacy,  and share what you
learn with fr iends and family.

Let us understand the value of safeguarding
personal data. Let's all pledge to be more
mindful of our online security practices.
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�ೖಯ��ಕ �ೕ�ವನು� �ಾ�ಾ��ೂ���ದರ ಮಹತ�ದ ಬ��
��ದು�ೂ��ೕಣ. ನಮ� ಆ� �ೖ� ಸುರ�� ಅ�ಾ�ಸಗಳ ಬ�� �ಚು�

ಎಚ����ಂ�ರಲು �ಾ�ಲ�ರೂ ಪಣ �ೂ�ೂೕಣ.

ಈ �ಳ� ಸೂ��ರುವ ಐದು �ಲಸಗಳನು� ಇಂ�ೕ �ಾ� ಅಂ�ಾ�ಲ
ಜಗ��ನ�� ಸು�ತ�ಾ��

 
���ಂ� ಗಳನು� ಇಂ�ೕ ಪ��ೕ��: 
�ಮ� ಎಲ� �ಾ�ಾ�ಕ �ಾಲ�ಾಣ �ಾ�ಗ�, ��ೖ�  ಆ� ಗ� ಮತು� ಇಂಟ� ��  �ೕ�ಗಳ�� �ೌಪ��
��ಂ� ಗ� ಸ��ಾದ ಮಟ�ದ��ರುವಂ� �ೂೕ��ೂ��.

ಬಲ�ಾದ ಮತು� ಭದ��ಾದ �ಾ� ವ� �ಗಳನು� ಇ��: 
���ನ ಸುರ���ಾ�, ಎರಡು-ಬ�ಯ ದೃ�ೕಕರಣವನು� ಸ��ಯ�ೂ��ಮತು� ಪ���ಂದು �ಾ�ಗೂ
ಸುಲಭ�ಾ� ಊ�ಸ�ಾಗದ �ಾ� ವ� �ಗಳನು� ಇ��.

�ಮ� ಆ� �ೖ�  �ೕ�� ಗಳ ಬ�� ಎಚ�ರ�ರ�: 
�ಮ� ಮ� ��ಾಸ, �ೕ�  ನಂಬ� , ಐ�ಂ�� �ಾ� � �ವರ ಇಲ��ೕಹಣ�ಾ�ನ �ೕ�ದಂತಹ
ಸೂ�� �ಾ��ಯನು� ಆ� �ೖ� ನ�� �ೕ��  �ಾಡ��.

�ಮ� ��ೖ� ಗಳನು� ಅ� �ೕ�  �ಾ�: 
ಅ� �ೕ�  �ಾ�ದ �ಾ�� �ೕ�  ಮತು� ��ೖ� ಗಳನು� ಬಳ�ದ�, ಭದ��ಯ�ೂೕಷಗಳ
ಅ�ಾಯಗ�ಂದ ತ����ೂಳ�ಬಹುದು.

ಈ ಬ�� ಇತರ�ಗೂ �ಾಗೃ� ಮೂ��: 
��ವನು� ಪಸ�ಸಲು ಮತು� ಎಲ�ರ �ೖಯ��ಕ �ಾ�� �ಾ�ಾಡುವ�� �ರ�ಾಗಲು, �ೕ��ೌಪ��ಯ
ಬ�� �ೕ� ಅ�ವನು� ಪ��� ಮತು� �ೕ� ಕ�ತದ�ನು� �ಮ� ��ಯರು ಮತು�
ಕುಟುಂಬದವ�ೂಡ� ಹಂ��ೂ��.
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The cybersecurity awareness session was conducted by CySecK’s
volunteer- Sacumen, who shared valuable information and insights
on how to protect oneself from cyber threats and attacks. The
session was conducted at KSIT college, Bengaluru, and was a
huge success, with over 120 computer science students in
attendance.

CySecK ನ �ಾಲು�ಾರ ಸಂ���ಾದ Sacumen, �ೖಬ� ಸುರ�� ��� �ಶ� 
ನ���ೂ��ತು. �ೖಬ�  �ಾ�ಗ�ಂದ ನಮ�ನು� �ೕ� �ಾ�ಾ��ೂಳ��ೕಕು ಎಂಬುದರ
ಬ�� ಅತ�ಮೂಲ� �ಾ�� ಮತು� ಒಳ�ೂೕಟಗಳನು� ಇದರ�� ಹಂಚ�ಾ�ತು.
�ಂಗ��ನ �ಎ� ಐ� �ಾ�ೕ�ನ�� ಈ �ಶ�  ಹ���ೂಳ��ಾ�ತು�. 120 ಕೂ� �ಚು�
ಕಂ��ಟ� �ೖ��  ��ಾ���ಗ� ಇದರ�� �ಾ�ೂ���ವ ಮೂಲಕ, ಇದು �ೂಡ�
�ಲುವನು� ಕಂ�ತು.

13th January 2023
13�ೕ ಜನವ� 2023

21st January 2023
21�ೕ ಜನವ� 2023

CySecK announced its winners for H.A.C.K Proof- The Pitch Competition 2022. 
H.A.C.K Proof- The Pitch Competition 2022 ರ�� �ದ�ವರ �ಸರುಗಳನು� CySecK �ಾ�ತು



• Samgacchadhwam series of webinars- a free webinar conducted by CySecK for students/ faculty/
working professionals
• ಸಂಗಚದ�� ಸರ�ಯ ���ಾ� ಗಳ� – ��ಾ���/��ಕ ವಗ�/�ಲಸದ��ರುವ ವೃ��ಪರ�� CySecK ನ���ೂಡು��ರುವ
ಉ�ತ ���ಾ�

#51 
Topic:  Cloud Security: A Penetration Testing Perspective
Speaker: Mr. Raghotham Mruthike, Desk Nine Pvt. Ltd
      Link: https://www.youtube.com/watch?v=1ZNFieBSWcc

�ಷಯ: � �ೌ�  �ಕೂ���: ಎ ����ೕಶ�  ���ಂ�  ಪ�� ���� 
�ಾತು�ಾರರು: ��ೕ. ರ��ೕತ��  ಮು���, ���  �ೖ�  ���ೕ�  ���� 
      �ಂ� : https://www.youtube.com/watch?v=1ZNFieBSWcc

#52
Topic: System Security - Part 1
Speaker: Mr. Jason Joseph, SignDesk
      Link: https://www.youtube.com/watch?v=2qyHq3y3rxQ

�ಷಯ: �ಸ��  �ಕೂ��� – �ಾಗ 1
�ಾತು�ಾರರು: ��ೕ. �ೕಸ�  �ೂೕ��, �ೖ� ���
      �ಂ� : https://www.youtube.com/watch?v=2qyHq3y3rxQ

#53
Topic: System Security - Part 2
Speaker: Mr. Vijay Nagaraj, Secure Code Warrior
      Link: https://www.youtube.com/watch?v=rLLoUQE1nSw

�ಷಯ: �ಸ��  �ಕೂ��� – �ಾಗ 2
�ಾತು�ಾರರು: ��ೕ. �ಜ� �ಾಗ�ಾ�, �ಕೂ�� �ೂೕ� �ಾ�ಯ�
      �ಂ� : https://www.youtube.com/watch?v=rLLoUQE1nSw
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�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತ�� �ಾ�� ಗುರು�ಸಲು - https://factcheck.ksp.gov.in

ಆ� �ೖ� ವಂಚ�� ಸಂಬಂ��ದ ದೂರುಗಳನು� �ೂೕಂ�ಾ�ಸಲು �ಂಗ�ರು ಜನರು 112� ಕ�
�ಾಡಬಹುದು 

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲ� ಉಪಯುಕ� �ಂ� ಗ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

Bangalorians can call 112 for registering complaints related to online frauds.

 ಉಪಯುಕ� �ಂ� ಗ� | USEFUL LINKS 



�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ��
ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� , 
 �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ
ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ
ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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