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Founder and CEO, Sacumen

Cyber security operates with Titanic syndrome. Most
consider it unsinkable and won't affect them. But they
don't realize how close they are to the Iceberg!

All Cyber security products and solutions in the world
are built around five entities, i.e., Identity, Devices,
Applications, Networks, and Data. With exponential
growth in digital adoption, we have seen complex
Cyber security challenges evolve. These challenges
can beat the technological shields on multiple
occasions. But still, the weakest link in the Cyber
security chain is the Human element. It may come as a
surprise, but most of the Cyber security attacks can be
mitigated with the right Cyber security awareness.

This edition of Cyber Vartika shares details of the
various Cyber security attacks that have happened in
recent times and the modus operandi. This will give
you a perspective on how most cyber security attacks
prey on Greed and lack of awareness.

Cyber Vatika is playing an important role in improving
the Cyber security hygiene of the country. | hope this
edition plays an important role in creating more Cyber

security warriors.
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CYBER VARTIKA

TOP CYBER NEWS

MEA e-mail server
hacked; sensitive
information leaked on
dark web

I ndia's Ministry of External Affairs
(MEA) has reported a significant cyber-
attack on its e-mail server. This is
regarded as one of the biggest cyber-
attacks in India. The hackers were
successful in getting access to the
ministry's sensitive data and official
communications. The e-mail IDs and
passwords of at least 15 senior officials
of the ministry have been leaked on
Dark-Web.

CySecK suggests users to be cautious of
any suspicious e-mails or messages
purporting to be from the MEA and
report if faced any such instances to the

authorities.

Mailchimp suffers
social engineering
attack; exposes
customer data

Mailchimp, a platform for mass e-mail
and marketing automation, announced
on January 11 that it had been hacked,
with bad actors gaining access to
information through 133 accounts that
were compromised through social
engineering. The company stated that
the incident exposed customer data,
although it did not specify what type of
data was compromised.

CySecK suggests Mailchimp users to
keep an eye on their accounts and

report any unusual activity.

Cyber Vartika January edition | 2023

HR portal myrocket.co suffers data
breach; millions of Indian employees’
personal data leaked

The HR management platform myrocket.co, suffered a major

data breach of 260 GB, which exposed the personal
information of hundreds of thousands of Indian employees
and millions of job seekers. The compromised information
included names, phone numbers, e-mail addresses, resumes,
pay slips, tax filings, insurance payments, and salary sheets.
CySecK suggests that registered users of myrocket.co to
change their passwords immediately and be wary of phishing

e-mails.

Govermment bans 6 YouTube channels for propagating fake

news

The Indian government has taken action against six YouTube channels for allegedly spreading fake
news. According to a statement from the Press Information Bureau (PIB), the channels were found to
share false information about the elections, proceedings in the Supreme Court and Parliament, and
the functioning of the government. The action is taken to ensure that the citizens have access to
accurate information and to curb the spread of misinformation, which can cause panic and chaos in
society.

CySecK suggests that netizens indulge with content only from verified accounts and never share or

forward any information without double-checking the source.

Twitter data breach; 200 million user e-mail addresses leaked

According to a researcher, Twitter has suffered a significant hack in which 200 million user e-mail
addresses were leaked.
CySecK suggests Twitter users to change their password and enable two-factor authentication for

added security.
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ONLINE FRAUDS

Woman duped of ¥3.19
lakh in an insurance
fraud

The caller informed her that her

insurance payment was due and
provided details such as her
address and government-registered
card numbers, convincing her to
make payments in a phased
manner. The woman later realized
she had been duped and filed a
complaint with the cybercrime

police.

Cybercriminals defraud
6 in a electricity bill
scam of Rs. 5.5 lakh

A man from Pune fell victim to a

scam in which he received a call
claiming that his power supply
would be disconnected for unpaid
electricity bills. He was instructed to
download an app, and the scammer
then accessed his bank accounts
and transferred out a total of Rs
1,53,588. The victim became aware
of the fraud after receiving text
messages confirming the money
had been deducted. The same
modus operandi was used to dupe

five more to over Rs4 lakh.
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Sick delivery man duped of Rs.
56,000 in a customer care fraud

A 32-year-old deliveryman became a victim of
cybercrime after losing Rs. 56,000 while searching for
a doctor's contact information online. The person he
spoke with on the phone asked him to pay of Rs. 10
by clicking on a link and providing his bank details and

google account PIN. The victim agreed, and minutes

later, Rs. 56,000 was stolen from his account.

63-year-old doctor loses Rs. 5 lakh in an online fraud

Cybercriminals targeted a doctor in a scam where she received a message from an
unknown number claiming that her power would be disconnected if she did not clear an
overdue bill. Upon checking the caller's number, she found that it was the number for the
Tata Power helpdesk. When she responded to the message, a person posing as an official
from Tata Power tricked her into downloading a fake "Quick Pay app" and subsequently

withdrew large sums of money from the bank account linked to her phone number.

TV actor's father duped of Rs 90,000 in a sextortion case

A 76-year-old man was targeted by scammers where he first received a lewd phone call
followed by an obscene video clip from a woman. When the victim blocked the number, he
was then contacted by a person impersonating a police officer who threatened him with
legal action and warned that the video would be made public unless he paid money to the

scammers to prevent it from being leaked online.

Online investment fraud in Kamataka costs 27 persons a
total of Rs. 28 lakh

A group of cybercriminals allegedly defrauded 27 people from the Chikkaballapur area out

of Rs 28 lakh over the course of three months by luring them to invest in the stock market.

Man downloads AnyDesk on phone, loses Rs 5 lakh in
minutes

A man was scammed when he attempted to contact his TV channel provider while
experiencing issues with his TV. While on the call, he received another call from a person
who claimed to be from the channel provider's team and asked him to download the
AnyDesk app. After downloading the app on his phone, he discovered that Rs 5 lakh was

missing from his bank account.
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Check your privacy settings:

Ensure the privacy settings are set to the appropriate level in all
your social media accounts, mobile apps, and internet services.

Create strong and secure passwords:

For increased security, enable two-factor authentication and create
strong passwords for each account.

Be careful what you post:

Refrain from posting sensitive information online, such as your
home address, phone number, Identity Cards, or financial data.

Update your devices:

Maintaining updated software and devices will help you avoid
security. Maintaining updated software and devices will help you
avoid security flaws.

Spread awareness:

To spread awareness and aid in protecting everyone's personal
information, educate yourself on data privacy, and share what you
learn with friends and family.
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13th January 2023
133¢ 2330 2023

* The cybersecurity awareness session was conducted by CySecK’s
volunteer- Sacumen, who shared valuable information and insights
on how to protect oneself from cyber threats and attacks. The
session was conducted at KSIT college, Bengaluru, and was a
huge success, with over 120 computer science students in
attendance.

o CySecK B oented B0F03RE Sacumen, FZDTRDTZS 39D IS
SBRBRE 0. T ORLOT SS,3, xen a—ac%éra@éﬁe& DO0TT
ALy @sm@ B2 DI u@é@e&ﬁ@ﬁa add@ ®023eRAW3.
ﬁoﬁ%as @a 08 aei’ez%d@ 8 A3° B, éraeémﬂso 120 3, 323)
50%}3&30‘5 Nae é’)m&m% azﬁd@ —aei:aeém a’mae)% T zS.razS
ﬁ@odﬁo 60&30

21st January 2023
213¢ 30 2023

e CySecK announced its winners for H.A.C.K Proof- The Pitch Competition 2022.
¢ H.A.CKProof-The Pitch Competition 2022 3€) R53=3T BTNy, CySecK moded

TO THE WINNERS

H.A.C.K. Proof = The pitch competition 2022

] [l S e T W R



XA @88 | CYSECK UPDATES

- Samgacchadhwam series of webinars- a free webinar conducted by CySecK for students/ faculty/
working professionals

* [one33ed® BTEI0D) 3DTTNLL — DLBE/DFE e /FOTTY TS 38BN CySecK IBIEATEZTE
2233 3DTT®

#51

Topic: Cloud Security: A Penetration Testing Perspective
Speaker: Mr. Raghotham Mruthike, Desk Nine Pvt. Ltd

@ Link: https://www.youtube.com/watch?v=1ZNFieBSWcc

Qdzod: 3ocz® 3&@56&:  BAEZLBRS £3Q,0M° W 3Z°
RoDeTch: Be. BFHu0edsd® 31,83, B, F° B, Sees® Doedr®
B Dozs: https://www.youtube.com/watch?v=1ZNFieBSWcc

#52

Topic: System Security - Part 1

Speaker: Mr. Jason Joseph, SignDesk

@ Link: https://www.youtube.com/watch?v=2qyHq3y3rxQ

Ao AP [Fa0e3 — 25N 1
S35oBreTDy: Be. 2eR® 2ReTH®, JTWTS,
B doss: hitps://www.youtube.com/watch?v=2qyHqg3y3rxQ

#53

Topic: System Security - Part 2

Speaker: Mr. Vijay Nagaraj, Secure Code Warrior

@ Link: https://www.youtube.com/watch?v=rLLoUQE1nSw

Ddo: 1 T° 33R,068 — o 2
SordDh: &e. D2303° F0es, FBR0° Beete® 23900HT*
B Doss: https://www.youtube.com/watch?v=rLLoUQE1nSw
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Some useful links for staying cyber aware and cyber safe -
« To lodge complaint against a cyber-crime -
« To identify fake information:

« Bangalorians can call 112 for registering complaints related to online frauds.

&
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1I1Sc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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