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The prefix 'cyber' is now commonplace, referring to
aspects of a virtual world that come to life through the
Internet. Example words include cyberspace,
cybersecurity, cybernaut, cybercafe, and many more.
The etymology of the term 'cyber' is worth exploring!

I first came across 'cyber' in the title of Norbert
Wiener’s 1948 book Cybernetics, a word that was coined
during the summer of 1947. Wiener coined this
artificial neo-Greek expression out of necessity. He
became "aware of the essential unity of the set of
problems centering about communication, control, and
statistical mechanics", but was seriously hampered in
his interdisciplinary explorative discussions with
colleagues in the medical and other fields due to a lack
of unity in the literature and the terminology
concerning these problems. To serve the future
development of the field and free it from the then-
existing biases, he coined 'cybernetics' to refer to the
entire field of control and communication theory,
whether in machine or life forms. The word was
inspired by the Greek kubernḗtēs or 'steersman', a pilot
or a guide.
Interestingly, the more familiar word 'governor' is
derived from the Latin gubernator, which is a variation
of the Greek inspiration for 'cybernetics'. Subsequently,
the field of cybernetics referred to the study of
governing and controlling automatic processes and
communication. Today, it is a broader term related to
computers and the Internet. One might say that it is
from this interpretation that the prefix 'cyber' derives
reference to the virtual world of the Internet.
Given this perspective, I see that Cyber Vartika is
playing an important cybernetic role – it is a guiding
light that steers its readers towards increased cyber-
awareness and cyber-safety. I wish all Cyber Vartika
readers a happy and cybersafe 2023!
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ಇಂಟ��� ಮೂಲಕ ವಚು�ವ� ಪ�ಪಂಚ�� ��ದು�ೂ��ವ ಅಂಶಗ��,
'�ೖಬ� " ಎನು�ವ �ಸ�ನ ಮು�ೂ�ಟು� ಈಗ �ಾ�ಾನ��ಾ��. ಉ�ಾಹರ��,
�ೖಬ� ��ೕ�, �ೖಬ� �ಕು���, �ೖಬ� �ಾ�, �ೖಬ� �� ಮತು� ಇನೂ�
���ನ� �ೕ��. '�ೖಬ� ' ಎನು�ವ ಪದದ ಹು��ನ ಬ�� ಅ�ಯು�ದು
ಒಂದು ಕುತೂಹಲದ �ಷಯ�ಾ��.

�ಾಬ��� �ೕನ� ಅವರ 1948ರ �ಸ�ಕ '�ೖಬ����� ನ��' �ಾನು
�ದಲು '�ೖಬ�' ಪದವನು� �ೂೕ��. ಇದು 1947ರ �ೕ��ಯ��
ರ�ಸ�ಾದ ಪದ�ಾ��. �ೕನ� ಅವ�� ಇದ� ಅವಶ�ಕ��ಂದ ಅವರು ಈ
ಕೃತಕ ��ೕ-��ೕ� ಅ�ವ���ಯನು� ರ���ಾ��. ಸಂವಹನ, �ಯಂತ�ಣ
ಮತು� ಅಂ�ಅಂಶಗಳ ಅಧ�ಯನದ ಬ�� ಮತು� ಅ�ಗಳ ನಡು� ಇರುವ
ಸಮ��ಗಳ ಬ�� �ೕನ� ಅವರು ���ದ�ರು. ಆದ� �ಾ�ತ�ದ�� ಏಕ�ಯ
�ೂರ��ಂ�ಾ� �ೖದ��ೕಯ ಮತು� ಇತರ �ೕತ�ಗಳ��ನ ಸ�ೂೕ�ೂ�ೕ�ಗಳ
ನಡು� ಪ��ೂೕಧ�ಾತ�ಕ ಚ��ಗಳ�� ಪದಗಳ ಬಳ�ಯ�� ಗಂ�ೕರ
ಅಡಚ��ಾ�ತು. �ೕತ�ದ ಭ�ಷ�ದ ಅ�ವೃ��� �ೕ� ಸ��ಸಲು ಮತು� ಆಗ
ಅ��ತ�ದ��ದ� ಪ��ಾತಗಳನು� ಮುಕ��ೂ�ಸಲು, '�ೖಬ�����' ಪದವನು�
ರ��ದರು. ಇದು ಯಂತ� ಅಥ�ಾ �ೕವದ ರೂಪಗಳ��, �ಯಂತ�ಣ ಮತು�
ಸಂವಹನ ��ಾ�ಂತದ ಸಂ�ಣ� �ೕತ�ವನು� ಉ��ೕ�ಸುತ��. ಈ ಪದ�
��ೕ� ನ 'ಕುಬ� ���' ಅಥ�ಾ '��ೕ� ��ಾ��', ಅಂದ� �ೖಲ� ಅಥ�ಾ
�ೖ�  ಪದ�ಂದ ��ೕ�ತ�ಾ��.
ಕುತೂಹಲ�ಾ� �ಷಯ�ಂದ�, �ಚು� ಪ��ತ ಪದ 'ಗವನ��', �ಾ���
'ಗವ� �ೕಟ� �ಂದ' ಬಂ��. ಇದು ��ೕ� �ಂದ ಸೂ��� ಪ�ದು ಬಂದ
'�ೖಬ�����'ನ ಒಂದು ರೂಪ�ಾ��. �ೂ��, �ೖಬ����� �ೕತ��
ಸ�ಯಂ��ತ ಪ����ಗ� ಮತು� ಸಂವಹನವನು� �ಯಂ��ಸುವ ಮತು�
�ಯಂ��ಸುವ ಅಧ�ಯನವನು� ಉ��ೕ�ಸುತ��. ಇಂದು, ಇದು ಕಂ��ಟ� 
ಮತು� ಇಂಟ��� � ಸಂಬಂ��ದಂ� ��ಾಲ�ಾ� ಬಳಸುವ ಪದ�ಾ��. ಈ
�ಾ��ಾ�ನ�ಂದ '�ೖಬ�' ಮು�ೂ�ಟು� ಇಂಟ��� ನ ವಚು�ವ�
ಪ�ಪಂಚವನು� ಉ��ೕ�ಸುತ�� ಎಂದು �ೕಳಬಹುದು.

ಇದನು� ಗಮ��ದ�, �ೖಬ� �ಾ��ಕ ಪ�ಮುಖ �ೖಬ���� �ಾತ�ವನು�
ವ�ಸು��� ಎಂದು �ಾನು �ೂೕಡು��ೕ� - ಇದು �ೖಬ�-ಅ�� ಮತು� �ೖಬ�-
ಸುರ��ಯ ಕ�� ತನ� ಓದುಗರನು� ��ೕ��ಸುವ �ಾಗ�ದ�� �ಳ�ಾ��.
ಎ�ಾ� �ೖಬ� �ಾ��ಕ ಓದುಗ��, 2023 ಸಂ�ೂೕಷ ಮತು� �ೖಬ� �ೕ�
ಆ�ರ� ಎಂದು �ಾನು ಬಯಸು��ೕ�!

�ಾ��ಾ�ಪಕ �ಾ�ೕ� ಸುಂದ�ೕಶ�
�ೕ�, ಎ���ಕ�, ಎ��ಾ���� ಮತು� ಕಂ��ಟ� �ೖನ�� ��ಾಗ,
ಇಂ�ಯ� ಇ� ��ಟೂ�� ಆ� �ೖ��, �ಂಗ�ರು.

Professor Rajesh Sundaresan
Dean, Division of Electrical, Electronics, and Computer
Sciences, Indian Institute of Science, Bengaluru.



ಸು�� �ಾ�� ಹರ�ದ��ಾ�� ಮೂರು ��� ಗಳನು�
ಇಂಟ� �� �ಂದ ��ೕಧ �ಾಡುವಂ� �ಾ�� ಮತು� ಪ��ಾರ
ಸ��ಾಲಯ ಯೂಟೂ�� � �ಾ�ೕತು �ಾ��

�ಂ�ನ ಕಳ�ತನದ�� ಕದ� �ಾ��ಯನು� ಬಳ��ೂಂಡು,
ಎ� ��ಪ��  �ಾ� ವ� � �ಾ�� ಗ� �ೕ�ದಂ� ತನ�
ಬಳ��ಾರರ ಬಹಳಷು� �ೖಯ��ಕ �ಾ��ಯನು� �ಂಗಳ�ರು
ಕ���ಾ�� ಎಂದು �ಸ�ಾಂತ �ಾ� ವ� � �ವ�ಹ� �ೕ�
ಒದ�ಸುವ ಕಂಪ� LastPass �ೕ��. 2022 ರ ಆಗ�� ನ��
ಕಳ�ರು LastPass ಸವ�� ಗ�� ಕನ� �ಾ� ಬಳ��ಾರರ
�ೕ� ಕದ�ರು. ಇದು, ಅವರು �ಾ� ವ� � �ಾಕ�  ಕಂಪ�
�ೕ�ಗ��ಾ� ಬಳಸು��ದ� ಐ� ಅ��� , ಅವರ �ಾ� ವ� �,
ಯೂಸ� �ೕ� , ಕಂಪ� �ಸರು ಮುಂ�ಾದವನು�
ಒಳ�ೂಂ�ತು�. 
�ಾ�� �ಾ� ನ �ೌ�� �ಂದ �ಾ� ವ� � ಕಳ�ತನ�� ಒಳ�ಾದ
ಬಳ��ಾರ�ಲ�ರೂ �ಂಗಳ��ಂದ ತಮ�ನು� �ಾ�ಾ��ೂಳ�ಲು,
ಎ�ಾ� ಪ�ಮುಖ �� �ೖ� ಗಳ ತಮ� �ಾ� ವ� �
ಬದ�ಾ�ಸು�ದು ಒ��ಯದು ಎಂದು �ಾ�� �ಾ� ಕಂಪ�
ಸಲ� �ೕ��.

�ೂಡ� ಮಟ�ದ �ೕ� �ೂೕ��ಯನು�
ಒ���ೂಂಡ LastPass

ಸು�� ಸು�� ಎಚ���: �ೂೕ�� ಎ�� �� �ೕ��ಂ� ಬ�� ಹ��ಾಡು��ರುವ ಸು�� �ಾ���  ಸಂ�ೕಶಗಳ ಬ�� ಎಚ���
�ೕ�ದ ಆ�ೂೕಗ� ಸ��ಾಲಯ
�ೂೕ�� ಎ�� �� �ೕ��ಂ�  ಬ�� ಹ��ಾಡು��ರುವ �ೂೕ�� ಸು�� ಎಂದು ಆ�ೂೕಗ� ಸ��ಾಲಯ �ಾ��  �ೕ��. ಇ��ೕ�ನ �ೂ�ೂೕನ �ೖರ� �ೕ��ಂ�
ಬ�� ಹಂಚ�ಾಗು��ರುವ �ಾ�� “ಸು��” ಮತು� “�ಾ�ತ��ಸುವಂ��” ಎಂದು ಸ��ಾಲಯ �ೕ��.
ದಯ�ಟು� �ನ��: �ಮ� ��ಯರು ಮತು� ಕುಟುಂಬದವ�ೂಡ� ಹಂ��ೂ��ವ ಮುನ�, �ಾ�� ಮತು� ಅದರ ಮೂಲ ಸ��ಾ���ೕ ಎಂದು �ಾ�ಾಗಲೂ
ಪ��ಹ��.

��ಂಬ�  20 ರಂದು, ಸು�� �ಾ�� ಹರ�ದ��ಾ�� ಆ� ತ� �ೖ�, ನೂ�� �� �ೖ�� ಮತು�
ಸ�ಾ�� ಅ� �ೕ��  ಎಂಬ ಮೂರು ��� ಗಳನು� ��ೕಧ �ಾಡುವಂ� �ಾ�� ಮತು� ಪ��ಾರ
ಸ��ಾಲಯ ಯೂಟೂ�� � �ಾ�ೕತು �ಾ��. ���  ಇ� ಫ�ೕ�ಶ� ಬೂ��ೂನ �ಾ���  �� 
ಯೂ�� , ಈ ಮೂರು �� ವ� �ಗಳನು� ಸು�� ಸು�� ಹರಡು��ರು��ಾ� �ಾ�� �ೕ��.

CoWIN �ೕಟ��  �ೕ��ೕ� ನ �ಾ�� ತಮ� �ೖ�ೕ�ರು��ಾ�, ಜನ��ಯ �ಂಗಳ�ರ
�� �ೖ� �ಂದರ�� ಕಳ�ರು ಬ�ದು�ೂಂ��ಾ��. �ೂೕ�ಗಳ ಐ�, �ಾದ�ಗಳ ಐ�, �ೕ� 
ನಂಬ� ಗ� ಒಳ�ೂಂಡಂ� 5000 ��ಂತ ���ನ ಮಂ�ಯ �ೕ� �ಾ�ಾಟ�� �ೂ�ಯು���.
ಇದ�� ��ಾ� ಎಂಬಂ�, �ೂೕ�ಗಳ ಐ�, �ಾದ�ಗಳ ಐ�, �ಕ��ೕ�ಯ� �ಸರುಗ�,
�ಾಗ�ಕರ �ಸರುಗ�, ��ೖ� ನಂಬ� ಗ� ಮತು� ಫ��ಾಂಶದ �ನಗಳನು� ಒಳ�ೂಂ�ರುವ
�ಾಸ� �ಾ��ಯನು� �ೂೕ�ಸುವ �ೕಟ�� ನ ಅ�����ೕ��  ಇಂಟ� �ೕ� ನ
��ಯಚು�ಗಳನು� �� �ೖ� ನ�� �ಾಕ�ಾ��.

CoWIN �ಾ�� �ಾ� �ನ ಬಳ��ಾರರ �ೕ�ವನು� ಇಂಟ� �� ನ��
�ಾರು��ರುವ �ಂಗಳ�ರು

�ೂೕಕ� ಸಕ���  �ಾ�ದ ಸ�� ಪ��ಾರ, 40% �ಂತ ���ನ �ಾರತದ ನಗರ�ಾ� �ೕಷಕರು.
ತಮ� ಹ�ಹ�ಯದ ಮಕ�� �ಾ�ಾ�ಕ �ಾಲ�ಾಣ, ��� ಮತು� ಆ� �ೖ�  �ೕ�ಂ� ಗಳನು�
ಹ���ೂಂ��ಾ��. ಎಂದು ಒ���ೂ���ಾ��. ಅವರ�� 49% ನಷು�, 9 �ಂದ 13 ರ
ಹ�ಯದವ�ಾ��ಾ��. ಇವರು ಪ���ನ ಕ�� ಅಂದರೂ ಮೂರು ಗಂ� �ಾಲ, �ಾ�ಾ�ಕ
�ಾಲ�ಾಣ, ���ಾ ಮತು� ಆ� �ೖ�  ಆಟಗಳ�� ಮು��ರು�ಾ��. ಈ ಅಧ�ಯನದ ಪ��ಾರ, ಈ
��ಯರು ����ಾ� �ಾ�ಾ�ಕ �ಾಲ�ಾಣಗಳ �ೕ�� ����ಾ�� ಎಂದು 47% �ೕಷಕರು
ಒ���ೂ���ಾ��.
ದಯ�ಟು� �ನ��: �ಾ�ಾ�ಕ �ಾಲ�ಾಣಗಳ ಅ��ಾದ ಬಳ��ಂದ ��� �ಾ�ಾಗು�ದು,
����, ಒತ�ಡ, ತಳಮಳ, ಕುಗು���. ತನ�ಂ��ಯ �ೂರ� ಮತು� ಏ�ಾಗ�� ಇಲ��ರುವಂತಹ
�ೂಂದ�ಗ� ಕೂಡ ಉಂ�ಗಬಹು�ಂದು �ೖದ�ರು ಎಚ��� �ೕ��ಾ��.

40% ನಷು� �ಾರತದ �ೕಷಕರು ತಮ� ಹ�ಹ�ಯದ ಮಕ��
�ಾ�� ��ೕ�  �ೕ�� ����ಾ�� ಎಂದು ಒ���ೂ���ಾ��
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೨೦೨೨ ರ ನ�ಂಬ� ವ�ಗೂ 12.67 ಲ�
�ೖಬ� ಸುರ�� ದೂರುಗ� ಬಂ��

ಈ ವಷ�ದ ನ�ಂಬ� ವ�ಗೂ, �ಾರ�ೕಯ ಕಂ��ಟ� 
ಎಮ���� ��ಾ��� ತಂಡ� 12.67 ಲ���ಂತ ���ನ �ೖಬ� 
�ೖಬ�  ಸುರ��� ಸಂಬಂ��ದ ದೂರುಗ� ಬಂ�ರು��ಾ�
ಎಂದು ಎ��ಾ����  ಮತು� ಐ� �ಾಜ� ಸ�ವ �ಾ�ೕ�
ಚಂದ��ೕಖ� ��ಂಬ�  14 ರಂದು ಸಂಸ��� �ಾ��
�ೕ��ಾ��. �ಾರತದ�� ಕ�ದ ವಷ� ಒಟು� 14.02 �ೖಬ� 
ಸುರ�� ದೂರುಗ� ವರ��ಾ�ದ��.  
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On December 20, the Ministry of Information and Broadcasting directed
YouTube to suspend the Aaj Tak Live, News Headlines, and Sarkari
Updates channels for disseminating false information. The Fact Check Unit
of the Press Information Bureau designated the three networks as peddlers
of fake news.

Ministry of I&B directs YouTube to take down three
channels for spreading false information

Fake news alert: Ministry of Health flags misleading WhatsApp message about XBB variant 
The Ministry of Health has debunked a notice on the Covid XBB variant. The notice refers to the information being forwarded about
the most recent coronavirus variant as "fake" and "misleading."
Please remember: Always cross-check the information and source before you share it with your friends and family.

Using information stolen from the earlier
break-in, the well-known password
management service LastPass claimed that
hackers acquired a wealth of personal
information belonging to its users, including
their encrypted password vaults. Unknown
intruders gained access to Lastpass' servers
in August 2022 and stole customers' data.
This contained their IP addresses from which
they used the password locker company
services, their passwords, usernames,
company names, etc.
Lastpass, a password locker, advises users
to change their passwords for all key
websites to protect themselves against
hackers who have stolen their passwords
from Lastpass's cloud.

In a post on a well-known hacker site, the potential threat actor claimed to
have access to the CoWIN portal database. The data of over 5000 people,
including Patient IDs, Sample IDs, and phone numbers, is available for
purchase. Screenshots of the administrative interface of the portal, which
display private data, including patient IDs, sample IDs, secretariat names,
citizen names, mobile numbers, and result dates, make up the hacker's
proof. 

According to a survey by LocalCircles, more than 40% of urban Indian parents
acknowledge that their kids between the ages of 9 and 17 depend on social
media, videos, and online gaming. 49% of them are youngsters between the
ages of 9 and 13 who spend at least three hours a day on social media, movies,
and online games, and 47% admit that these young children are completely
addicted to it, according to the study.
Please remember: Health professionals caution that an over-reliance on social
media and its use can also result in poor sleep, irritability, tension, anxiety,
depression, low self-esteem, and difficulties concentrating.

Hackers selling CoWIN platform user data on the dark
web

40% of Indian parents admit their tweens addicted to
smartphones

Rajeev Chandrasekhar, Minister of State for
Electronics and IT, briefed Parliament on December
14 that the Indian Computer Emergency Response
Team has received and been made aware of over
12.67 lakh reports of cyber security events up till
November of this year. Cybersecurity incidents in the
nation totaled 14.02 lakh last year.

12.67 lakh cyber security incidents
reported up until November of this
year

LastPass acknowledges
severe Data Breach
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�ಾಲ �ೕ�ಸುವ ಸಲು�ಾ� ತನ� ��� �ಾರಲು �ೂರಟ ��ಾ����� 16
ಲ� ರೂ�ಾ� �ೕಸ

��ಾ�����ಬ�� ತನ� ��� �ಾರಲು ಪ�ಯ��ಸು���ಾ�ಗ �ೕಸ�ಾರರು ಆ��
3 �ೂೕ� ರೂ�ಾ� �ೂಡು��ಾ� ನಂ���ಾ�� ಎಂಬ ಆ�ೂೕಪ��. ಆದ�,
��� ಮತು� ��ೕ� ಪ��ೕಲ� �ಚ��ಾ�� 16 ಲ� ಕ��ಸುವಂ� ಅವರು
ಆ�� ���ದರು. ಆ�ೕ� ಹಣ ಪ�ಯಲು ���� �ೂೕಗುವಂ� ಆ�ೂೕ�ಯು
ಆ�ಯನು� �ೕ��ೂಂಡರು. ಆ ��ಾ���� ಅವರು �ೂಟ� ��ಾಸ�� �ೂೕ�ಾಗ,
ಆ� �ೕಸ �ೂೕದುದು ���ತು.

ಅ�ೕ�ಾ� �ಲಸದ �ೕಸದ�� 3 ಲ�
ಕ�ದು�ೂಂಡ ಮ��

�ವೃತ� ಇಂ��ಯ� � 7 ಲ�
ಆ� �ೖ� �ೕಸ

66 ರ ಹ�ಯದ ��ಯ��
ಆ�ೂೕ��ಂದ ತಡ�ಾ�� �ೕ� ಕ�
ಬಂ�ತು. �ದು�� ಶುಲ� ಕಟ��
ಇರು�ದ�ಂದ ಅವರ ಮ�ಯ �ದು��
ಕ�ತ �ಾಡು��ಾ� ಆ�ೂೕ�ಯು
�ದ�� �ಾ�ದ. �ಾ� �ೕ�
�ೌ� �ೂೕ� �ಾಡುವಂ� ಆ ��ಯ��
ಒತ�ಡ �ಾಕ�ಾ�ತು. ಬ�ಕ ಅದನು�
ಬಳ� ಅವರ �ಾ��ಂದ ೭ ಲ�
�ೂೕಚ�ಾ�ತು.

�ಂಗ�� ನ�� �ಲಸ �ೂ�ಸು��ಾ� ನಂ��ದ ಆ� �ೖ�  �ೕಸದ�� 23 ಲ�
ಕ�ದು�ೂಂಡ ���ಸ�
ಆ�ೂೕ�ಯು ���ಸ� ರನು� ಸಂಪ��� �ಂಗ�� �ಾ�ಶನ�  ಯೂ�ವ���ಯ��
�ಂಗ�� 6 ಲ� ಸಂಬಳ �ಗುವ ���ಸ� �ಲಸ �ೂ�ಸು��ಾ� ನಂ��ದ. �ೂೕಂದ� ಶುಲ�
ಮತು� ಇ��ತರ �ಚ�ಗ��ಾ� ಹಣ �ಾವ�ಸುವಂ� �ೕಸ�ಾರನು ���ಸ� � �ೕ�ದ. �ೕ�
ಅವನು 23,53,228 ರೂ�ಾ� ಪ�ದು�ೂಂಡು ಪ�ಾ��ಾದ.

ಅ�ೕ�ಾ�  ಎ�����  ಎಂಬ �ೂೕ�ನ��
�ೕಸ�ಾರನು ಮ���ಬ��� �ಲಸ
�ೂ�ಸು��ಾ� ಸಂ�ೕಶ ಕ���ದ. �ೂರ�ೕಶದ
ನಂಬ� �ಂದ ಸಂ�ೕಶ ಬಂ�ತು�. ಆ�ಯನು� �ಲಸ��
�ೕ���ೂ��ವ �ಾಗ�ಾ�, ವಚು�ವ� �ಾ�� 
��ಯುವಂ� ಆ�ಯ ಮನ��ಸ�ಾ�ತು�.
ಇದ�ಂ�ಾ� �ೕಸ�ಾರರು ಆ�ಯ �ಾ��ಂದ ಹಣ
�ೂೕಚಲು ಸುಲಭ�ಾ�ತು.

ಸು��ಯ ಉರು�� �ದು� 16 ಲ� ಕ�ದು�ೂಂಡ ವ���

ಜಮ�� �ಪ�� �ಾ�
�ೂಂಡು�ೂ���ಾಗ ಕ�ಾ�ಟಕದ
�ೖದ��ೂಬ��� 43,000 ರೂ�ಾ�
�ೕಸ

ಒಬ�� ‘ಒಂ�, ಸಣ� ಹ�ಯದ �ಂಗಸು’ ��ತನ ಬಯ� 69 ರ ಹ�ಯದ ವ���� �ಾ��� ನ��
ಕ� �ಾ�ದ�. ತುಸು �ೂ��ನ �ಾತುಕ�, “��� ��ಾ�ಟ”�� �ರು��ಾಗ, ಆ ವ��� ಅವಳ
ಉರು�� ����ದ�. ಸ�ಲ� �ನಗಳ ಬ�ಕ, ಅವ� �ೂ��ಾ��ಾ��ಂದು ಅವಳ ಹ��ರದವರು
ಕ��ಾ��ಾಗ, �ಾ��� �ೂಂದ�� ����ಾ��ೂ����ೂ ಎಂದು �ದ�, �ೕಸ�ಾರರ ಹಲ�
�ಾ�ಂ� �ಾ�ಗ�� ಆ ವ��� 16 ಲ� ಕ���ದರು.

32 ರ ಹ�ಯದ �ಾಕ�� , ಇ�ೕ�
ಮೂಲಕ �ಾ� �ಾರುವ �ೕಲ� ನನು�
ಸಂಪ���ದರು. ಖ�ೕ�ಯ �ದಲ
ಕಂ�ಾ� 43,000 �ಾ�ರ ರೂ�ಾ�
ಕ��ದ�, ಪ���� ಆರಂ�ಸ�ಾಗು�ದು
ಎಂದು ಆ�ೂೕ� ���ದ. ಹಣ ಕ��ದ
ಬ�ಕ, �ಾಕ��� �ಾ�ಯನೂ�
ತಲು�ಸ�ಲ�, ಹಣವನೂ�
�ಂ���ಲ�ದಂತಹ ಪ�ಕರಣ�ಂದು
ವರ��ಾ��.

5ಆ� �ೖ�  �ೕಸಗಳ�

�ೕ� ಆ� �ೖ� ನ�� �ೕ�� �ಾ�ದು�, ಎಂ�ಗೂ ಆ� �ೖ� ನ��ೕ ಉ�ದು�ಡುತ��. �ೕ� ಅದನು� ಅ��ದರೂ ಕೂಡ, ಅದನು�
�ಾ�ಾದರೂ ಕೂ���ರಬಹುದು. �ಮ� �ಾ�ಾ�ಕ �ಾಲ�ಾಣದ�� ಏನ�ಾ�ದರೂ ಹಂ��ೂ��ವ �ದಲು ಆ�ೂೕ��.

https://www.timesnownews.com/mirror-now/crime/hyderabad-student-tries-to-sell-her-kidney-to-pay-debt-loses-rs-16-lakh-article-96199913
https://www.indiatoday.in/technology/news/story/woman-lost-over-3-lakh-in-amazon-job-scam-here-is-how-to-stay-safe-2306021-2022-12-06
https://timesofindia.indiatimes.com/city/thane/retired-engineer-conned-in-online-scam/articleshow/95756567.cms
https://www.business-standard.com/article/current-affairs/tn-professor-loses-rs-23-lakh-in-online-scam-promising-job-in-singapore-122120400260_1.html
https://english.sakshi.com/news/national/sextortion-delhi-man-duped-rs-16-lakh-fraudsters-after-sexting-woman-165944
https://www.timesnownews.com/mirror-now/crime/online-scam-trying-to-buy-german-shepherd-karnataka-doctor-loses-rs-43000-to-fraudster-article-96136610


Student Loses Rs 16 lakh to con artists after trying to sell
her kidney to pay off debt

The fraudsters allegedly promised the student Rs 3 crore when
she sought to sell her kidney. However, they required her to
transfer Rs 16 lakh as taxes and police verification charges.
The accused then asked her to go to Delhi to claim the money.
When the victim arrived at the address, she found it fake.

Amazon job scam costs woman 3 lakh

Retired engineer defrauded of
Rs. 7 lakh online

Karnataka doctor loses Rs.
43,000 to scammer while trying
to purchase a German
Shepherd

The 66-year-old man received a
late-night phone call from the
accused, who threatened to cut
off the power to his house owing
to non-payment of fees. The
victim was then forced to
download malware, which was
later used to steal money from
his account.

The 32-year-old doctor got in
touch with the dealer over e-mail.
The accused asked Rs 43,000,
the purchase's first installment,
to be completed for the process
to be initiated. Upon transaction,
neither was the animal delivered
nor was the money returned.

The scammer sent the woman a message
pretending to be an Amazon executive
offering her a job. The message came
from a foreign number. As a part of the
hiring process, the victim was urged to
create a virtual wallet, which led to
fraudsters debiting money from her
account.

Man Duped of Rs 16 Lakh under sextortion

Professor loses Rs. 23 lakh to an online fraud that offered a job
in Singapore

A 'lonely, young woman' seeking friendship called the 69-year-old man on
Whatsapp. A quick conversation was followed by "video sexting," which
trapped the elderly man. Upon having murder allegations by the woman's kin,
fearing arrest, the man kept transferring Rs 16 lakh into various bank
accounts.

The accused approached the professor and offered him a position as a
professor at the National University of Singapore with a salary of Rs. 6 lakh
per month. He was asked for money to cover registration fees and other
incidental costs, and the fraudster made off with Rs 23,53, 228.

6ONLINE FRAUDS

What you post online, stays online forever. Even if you delete it, it could have been archived. 
Think before you share something on your social media.

https://www.timesnownews.com/mirror-now/crime/hyderabad-student-tries-to-sell-her-kidney-to-pay-debt-loses-rs-16-lakh-article-96199913
https://www.indiatoday.in/technology/news/story/woman-lost-over-3-lakh-in-amazon-job-scam-here-is-how-to-stay-safe-2306021-2022-12-06
https://timesofindia.indiatimes.com/city/thane/retired-engineer-conned-in-online-scam/articleshow/95756567.cms
https://www.timesnownews.com/mirror-now/crime/online-scam-trying-to-buy-german-shepherd-karnataka-doctor-loses-rs-43000-to-fraudster-article-96136610
https://english.sakshi.com/news/national/sextortion-delhi-man-duped-rs-16-lakh-fraudsters-after-sexting-woman-165944
https://www.business-standard.com/article/current-affairs/tn-professor-loses-rs-23-lakh-in-online-scam-promising-job-in-singapore-122120400260_1.html
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Samgacchadhwam series of webinars- a free webinar conducted by CySecK for students/
faculty/ working professionals
ಸಂಗಚದ�� ಸರ�ಯ ���ಾ� ಗ� – ��ಾ���/��ಕ ವಗ�/�ಲಸದ��ರುವ ವೃ��ಪರ�� CySecK ನ���ೂಡು��ರುವ
ಉ�ತ ���ಾ�

#45
Topic: Network Security
Speaker: Mr. Swapneel Patnekar, Chief Network Security Engineer and Chief Executive Officer
from Shreshta IT, Belagavi.
Part 1: https://www.youtube.com/watch?v=Rz9k42OCNyk&t=1112s
#45
�ಷಯ: �� ವ� � ಭದ��
��ೕಕ�: ��ೕ. ಸ���ೕ� ಪ��ೕಕ�, �ೕ� �� ವ�� �ಕೂ��� ಇಂ��ಯ� ಮತು� �ೕ� ಎ����� ಆ�ೕಸ�, ��ೕಷ�
ಐ�, �ಳ�ಾ�
�ಾಗ 1: https://www.youtube.com/watch?v=Rz9k42OCNyk&t=1112s

#46
Topic: Application Security: An Overview 
Speaker: Mr. Sandesh Anand, Senior Engineer Manager from Razorpay Corporation. 
Link: https://www.youtube.com/watch?v=5O-gQp1hN6A
#46
�ಷಯ: ಅ���ೕಶ� �ಕೂ���: ಒಂದು �ೕ�ೂ�ೕಟ
��ೕಕ�: ��ೕ. ಸಂ�ೕ� ಆನಂ�, ��ಯ ಇಂ��ಯ�, �ಾ��ೕಜ�, �ೕಜ಼� �ೕ �ಾ���ೕಶ�.
�ಂ�: https://www.youtube.com/watch?v=5O-gQp1hN6A

#47
Topic: Threat Modelling
Speaker: Mr. Nikunj Nagalia, Director- Professional Services from ThreatModeler Software Inc.
Link: https://www.youtube.com/watch?v=qQ8lLCor3iQ
#47
�ಷಯ: ��� �ಾ��ಂ�
��ೕಕ�: ��ೕ. �ಕುಂ� �ಾ�ಾ�ಯ, �ೖ�ಕ�� – ���ಶನ� ಸ��ಸ�, ��� �ಾ�ಲ� �ಾ�� �ೕ� ಇಂ�.
�ಂ�:https://www.youtube.com/watch?v=qQ8lLCor3iQ

#48
Topic: Application Security: Tools Overview
Speaker: Mr. Suchith Narayan, Senior Security Engineer, from Razorpay Corporation.
Link: https://www.youtube.com/watch?v=QgN4RP3VBCo
#48
�ಷಯ: ಅ���ೕಶ� �ಕೂ���: ಟೂ�� �ೕ�ೂ�ೕಟ
��ೕಕ�: ��ೕ. ಸು�� �ಾ�ಾಯ�, ��ಯ �ಕೂ��� ಇಂ��ಯ�, �ೕಜ಼� �ೕ �ಾ���ೕಶ�
�ಂ�:https://www.youtube.com/watch?v=QgN4RP3VBCo

https://www.youtube.com/watch?v=Rz9k42OCNyk&t=1112s
https://www.youtube.com/watch?v=Rz9k42OCNyk&t=1112s
https://www.youtube.com/watch?v=5O-gQp1hN6A
https://www.youtube.com/watch?v=5O-gQp1hN6A
https://www.youtube.com/watch?v=qQ8lLCor3iQ
https://www.youtube.com/watch?v=qQ8lLCor3iQ
https://www.youtube.com/watch?v=QgN4RP3VBCo
https://www.youtube.com/watch?v=QgN4RP3VBCo
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#49
Topic: Vulnerability Assessment and Penetration Testing (VAPT)- Part1 
Speaker: Mr. Nikhil Kulkarni
Part 1: https://www.youtube.com/watch?v=Ai69UkCVaY0&t=585s
#49
�ಷಯ: ವಲ�ರ��� ಅ�� �ಂ�  ಮತು� ����ೕಶ� ���ಂ� (�ಎ��) – �ಾಗ 2
��ೕಕ�: ��ೕ. ��� ಕುಲಕ��
�ಾಗ 1: https://www.youtube.com/watch?v=Ai69UkCVaY0&t=585s

  

#50
Topic: Vulnerability Assessment and Penetration Testing (VAPT)-  Part 2
Speaker: Mr. Nikhil Kulkarni
Part 2: https://www.youtube.com/watch?v=fLdpxOEhp3A
#50
�ಷಯ: ವಲ�ರ��� ಅ�� �ಂ�  ಮತು� ����ೕಶ� ���ಂ� (�ಎ��) –  �ಾಗ 2
��ೕಕ�: ��ೕ. ��� ಕುಲಕ��
�ಾಗ 2: https://www.youtube.com/watch?v=fLdpxOEhp3A

  

Scan to check all our webinars  
ನಮ� ಎ�ಾ� �� �ಾ� ಗಳನು� ಪ��ೕ�ಸಲು �ಾ��� �ಾ�

  

https://www.youtube.com/watch?v=Ai69UkCVaY0&t=585s
https://www.youtube.com/watch?v=Ai69UkCVaY0&t=585s
https://www.youtube.com/watch?v=fLdpxOEhp3A
https://www.youtube.com/watch?v=fLdpxOEhp3A
https://www.youtube.com/watch?v=fLdpxOEhp3A


10 �ೖ�� ವರ� | CYSECK UPDATES

CySecK signed an MoU with Sacumen. This partnership with the company will explore
opportunities in cyber security awareness, training & skill building, internship opportunities, and
many more.
CySecK �ಾ�ಕು��� �ೂಂ�� ಒಂದು ಒಪ�ಂದ�� ಸ� �ಾ��. ಈ �ಾಲು�ಾ��ಯು, �ೖಬ� ಸುರ�� ���, ತರ�ೕ�
ಮತು� �ೌಶಲ� ಅ�ವೃ��, ಇಂಟ� ���  ಮತು� ಇನ�ಷು� �ಷಯಗಳ�� ���ನ ಅವ�ಾಶಗಳನು� ಅರಸ��.

Other Updates
ಇತರ ಅ� �ೕ� ಗ�

 CySecK’s initiative "Cyber Maatrika" found its space on one of the prestigious cybersecuirty
newsletters – Cyber Pulse. Cyber Pulse is ReBIT's monthly newsletter on cyber security issues. 
 Read Cyber Pulse here- https://lnkd.in/gNhEQDw7
CySecK ನ �ೂಡ���ಾದ “�ೖಬ� �ಾ���ಾ”, ಪ����ತ �ೖಬ� ಸುರ�� ಸು���ೕ�ಗಳ�� ಒಂ�ಾದ �ೖಬ�  ಪ�� ನ��
ಸು���ಾ�ತು. ‘�ೖಬ� ಪ��’ ಎಂಬುದು �ೖಬ� ಸುರ�� �ೂಂದ�ಗಳ ಕು��ಾದ ReBIT ನ �ಂಗಳ
ಸು���ೕ��ಾ��.‘�ೖಬ� ಪ�� ’ ಅನು� ಇ�� ಓ� - https://lnkd.in/gNhEQDw7

https://lnkd.in/gNhEQDw7
https://lnkd.in/gNhEQDw7
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 CySecK’s Centre Head, Karthik Rao Bappanad- was on the ‘CyberPunkd’ radio show at 94.3
Radio One. The show was aired on 20th December, 9 am to 10 am.
CySecKನ ಮುಖ�ಸ��ಾದ �ಾ��� �ಾ� ಬಪ��ಾ�  ಅವರು 94.3 �ೕ�� ವ� ನ ‘�ೖಬ� ಪಂ�� ” ಎಂಬ
�ೕ�� �ೂೕನ�� �ಾ�ೂ�ಂ�ದ�ರು. ಈ �ೂೕ ��ಂಬ� 20 ರಂದು �ಳ�� 9 �ಂದ 10 ರವ�� ಪ��ಾರ�ಾ�ತು.

 CySecK’s ecosystem partner, “Prophaze - Native Cloud Security Platform k8s,” won the most
Innovative Product of the Year award at the Data Security Council of India annual AISS
summit.
CySecK ನ ಪ�ಸರವ�ವ�� �ಾಲು�ಾರ�ಾದ, “����ೕ�  - �ೕ�� � �ೌ� �ಕೂ��� �ಾ�� �ಾ�� k8s”,
�ೕ�ಾ �ಕೂ��� �ೌ��� ಆ� ಇಂ��ಾದ AISS ಶೃಂಗಸ�ಯ�� ವಷ�ದ ಅತು�ತ�ಮ �ೂಚ��ೂಸ ಉತ�ನ�
ಪ�ಶ��ಯನು� ಪ��ತು.



�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತ�� �ಾ�� ಗುರು�ಸಲು - https://factcheck.ksp.gov.in

ಆ� �ೖ� ವಂಚ�� ಸಂಬಂ��ದ ದೂರುಗಳನು� �ೂೕಂ�ಾ�ಸಲು �ಂಗ�ರು ಜನರು 112� ಕ�
�ಾಡಬಹುದು 

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲ� ಉಪಯುಕ� �ಂ� ಗ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

Bangalorians can call 112 for registering complaints related to online frauds.
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https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ��
ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� , 
 �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ
ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ
ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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