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Professor Rajesh Sundaresan
Dean, Division of Electrical, Electronics, and Computer
Sciences, Indian Institute of Science, Bengaluru.

The prefix 'cyber' is now commonplace, referring to
aspects of a virtual world that come to life through the
Internet. Example words include cyberspace,
cybersecurity, cybernaut, cybercafe, and many more.
The etymology of the term 'cyber' is worth exploring!

I first came across 'cyber' in the title of Norbert
Wiener’s 1948 book Cybernetics, a word that was coined
during the summer of 1947. Wiener coined this
artificial neo-Greek expression out of necessity. He
became "aware of the essential unity of the set of
problems centering about communication, control, and
statistical mechanics", but was seriously hampered in
his interdisciplinary explorative with
colleagues in the medical and other fields due to a lack
of wunity in the literature and the terminology
concerning these problems. To serve the future
development of the field and free it from the then-
existing biases, he coined 'cybernetics' to refer to the
entire field of control and communication theory,
whether in machine or life forms. The word was
inspired by the Greek kubernétés or 'steersman’, a pilot
or a guide.

Interestingly, the more familiar word 'governor' is
derived from the Latin gubernator, which is a variation
of the Greek inspiration for 'cybernetics'. Subsequently,
the field of cybernetics referred to the study of
governing and controlling automatic processes and
communication. Today, it is a broader term related to
computers and the Internet. One might say that it is
from this interpretation that the prefix 'cyber' derives
reference to the virtual world of the Internet.

Given this perspective, I see that Cyber Vartika is
playing an important cybernetic role — it is a guiding
light that steers its readers towards increased cyber-
awareness and cyber-safety. I wish all Cyber Vartika
readers a happy and cybersafe 2023!
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TOP CYBER NEWS

Fake news alert: Ministry of Health flags misleading WhatsApp message about XBB variant

The Ministry of Health has debunked a notice on the Covid XBB variant. The notice refers to the information being forwarded about

the most recent coronavirus variant as "fake" and "misleading."

Please remember: Always cross-check the information and source before you share it with your friends and family.

Ministry of 1&B directs YouTube to take down three

channels for spreading false information

On December 20, the Ministry of Information and Broadcasting directed
YouTube to suspend the Aaj Tak Live, News Headlines, and Sarkari
Updates channels for disseminating false information. The Fact Check Unit
of the Press Information Bureau designated the three networks as peddlers
of fake news.

Hackers selling CoWIN platform user data on the dark

web

In a post on a well-known hacker site, the potential threat actor claimed to
have access to the CoWIN portal database. The data of over 5000 people,
including Patient IDs, Sample IDs, and phone numbers, is available for
purchase. Screenshots of the administrative interface of the portal, which
display private data, including patient IDs, sample IDs, secretariat names,
citizen names, mobile numbers, and result dates, make up the hacker's
proof.

40% of Indian parents admit their tweens addicted to

LastPass acknowledges
severe Data Breach

Using information stolen from the earlier
break-in, the

management service LastPass claimed that

well-known password
hackers acquired a wealth of personal
information belonging to its users, including
their encrypted password vaults. Unknown
intruders gained access to Lastpass' servers
in August 2022 and stole customers' data.
This contained their IP addresses from which
they used the password locker company
services, their passwords, usernames,
company names, etc.

Lastpass, a password locker, advises users

to change their passwords for all key

websites to protect themselves against
hackers who have stolen their passwords
from Lastpass's cloud.

12.67 lakh cyber security incidents

smartphones

According to a survey by LocalCircles, more than 40% of urban Indian parents
acknowledge that their kids between the ages of 9 and 17 depend on social
media, videos, and online gaming. 49% of them are youngsters between the
ages of 9 and 13 who spend at least three hours a day on social media, movies,
and online games, and 47% admit that these young children are completely
addicted to it, according to the study.

Please remember: Health professionals caution that an over-reliance on social
media and its use can also result in poor sleep, irritability, tension, anxiety,
depression, low self-esteem, and difficulties concentrating.

reported up until November of this

year

Rajeev Chandrasekhar, Minister of State for
Electronics and IT, briefed Parliament on December
14 that the Indian Computer Emergency Response
Team has received and been made aware of over
12.67 lakh reports of cyber security events up till
November of this year. Cybersecurity incidents in the

nation totaled 14.02 lakh last year.
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ONLINE FRAUDS

Student Loses Rs 16 lakh to con artists after trying to sell

Amazon job scam costs woman 3 lakh

her kidney to pay off debt

The fraudsters allegedly promised the student Rs 3 crore when
she sought to sell her kidney. However, they required her to
transfer Rs 16 lakh as taxes and police verification charges.
The accused then asked her to go to Delhi to claim the money.
When the victim arrived at the address, she found it fake.

The scammer sent the woman a message
pretending to be an Amazon executive
offering her a job. The message came
from a foreign number. As a part of the
hiring process, the victim was urged to
create a virtual wallet, which led to
fraudsters debiting money from her
account.

Retired engineer defrauded of
Rs. 7 lakh online

The 66-year-old man received a
late-night phone call from the
accused, who threatened to cut
off the power to his house owing
to non-payment of fees. The
victim was then forced to
download malware, which was
later used to steal money from
his account.

Karnataka doctor loses Rs.
43,000 to scammer while trying
to purchase a German
Shepherd

The 32-year-old doctor got in
touch with the dealer over e-mail.
The accused asked Rs 43,000,
the purchase's first installment,
to be completed for the process
to be initiated. Upon transaction,
neither was the animal delivered
nor was the money returned.

\|/

Professor loses Rs. 23 lakh to an online fraud that offered a job
in Singapore

The accused approached the professor and offered him a position as a
professor at the National University of Singapore with a salary of Rs. 6 lakh

per month. He was asked for money to cover registration fees and other
incidental costs, and the fraudster made off with Rs 23,53, 228.

Man Duped of Rs 16 Lakh under sextortion
A 'lonely, young woman' seeking friendship called the 69-year-old man on

Whatsapp. A quick conversation was followed by "video sexting,” which
trapped the elderly man. Upon having murder allegations by the woman's kin,
fearing arrest, the man kept transferring Rs 16 lakh into various bank
accounts.

What you post online, stays online forever. Even if you delete it, it could have been archived.
Think before you share something on your social media.
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This 2023 follow your cybersecurity best practice list. Promise yourself
peace of mind by following CySecK's recommended

i s
=

Cyber Security Resolutions

USE STRONG PASSWORDS
Protect each account with a unique password at least 12 characters long - and
use a password manager.

MULTIFACTOR AUTHENTIFICATION

Use multifactor authentication (MFA) for every account that supports it.

AUTOMATIC SOFTWARE UPDATES
Set automatic software updates to on or install updates as soon as they are
available.

SPOT FAKE NEWS
Know how to spot fake news. Don't indulge in mass forwarding
messages/news without confirming the sources.

SPOT PHISHING LINKS

Know how to spot phishing links and report them on cybercrime.gov.in
or call the 1930 helpline,

Team CySecK wishes you a cyber safe new year
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Samgacchadhwam series of webinars- a free webinar conducted by CySecK for students/

faculty/ working professionals
RonBZRF 20303 BV R — ébw%@?/égé BNe/FORTYT0E 23,800 CySecK SBRZRTZTEs

0233 BDJT®

#45

Topic: Network Security

Speaker: Mr. Swapneel Patnekar, Chief Network Security Engineer and Chief Executive Officer
from Shreshta IT, Belagavi.

Part 1: https://www.youtube.com/watch?v=Rz9k420CNyk&t=1112s

#45
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2>on 1: https://www.youtube.com/watch?v=Rz9k420CNyk&t=1112s

#46

Topic: Application Security: An Overview

Speaker: Mr. Sandesh Anand, Senior Engineer Manager from Razorpay Corporation.
Link: https://www.youtube.com/watch?v=50-gQpT1hN6A

#46
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ReBT: 8. Zowe® BWROTF, HOS YOBAOLTS, doa?sﬁezsce, BeRT°Ee TR PETESE.
doze: https://www.youtube.com/watch?v=50-gQp1lhN6A

#47

Topic: Threat Modelling

Speaker: Mr. Nikunj Nagalia, Director- Professional Services from ThreatModeler Software Inc.
Link:_https://www.youtube.com/watch?v=gqQ8ILCor3iQ

#47
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doz:https://www.youtube.com/watch?v=gqQ8ILCor3iQ

#48

Topic: Application Security: Tools Overview

Speaker: Mr. Suchith Narayan, Senior Security Engineer, from Razorpay Corporation.
Link: https://www.youtube.com/watch?v=QgN4RP3VBCo

#48
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doz:https://www.youtube.com/watch?v=QgN4RP3VBCo
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#49

Topic: Vulnerability Assessment and Penetration Testing (VAPT)- Part1
Speaker: Mr. Nikhil Kulkarni

Part 1: https://www.youtube.com/watch?v=Ai69UkCVaY0&t=585s

#49

DR0H: BQBVOL R0 =3y BB 800 (R2K) — gon 2
23T Be. AV Bovedr

gon 1: https://www.youtube.com/watch?v=Ai69UkCVaY0&t=585s

#50

Topic: Vulnerability Assessment and Penetration Testing (VAPT)- Part 2
Speaker: Mr. Nikhil Kulkarni

Part 2: https://www.youtube.com/watch?v=fLdpxOEhp3A

#50

DR0H: BQBVOL 230 =3y BB 8300 (AK) — on 2
23T Be. AV Bovedr

gon 2: https://www.youtube.com/watch?v=fLdpxOEhp3A
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Other Updates
930 e9TFBePned

* CySecK signed an MoU with Sacumen. This partnership with the company will explore
opportunities in cyber security awareness, training & skill building, internship opportunities, and

many more.
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e CySecK's initiative "Cyber Maatrika" found its space on one of the prestigious cybersecuirty
newsletters — Cyber Pulse. Cyber Pulse is ReBIT's monthly newsletter on cyber security issues.
Read Cyber Pulse here- https://Inkd.in/gNhEQDw7

o CySecK 3 8pBNT03RE “RR0° S108T0”, B33 T TS hHQ03ReSNLS) 2,008 20 BPSEY
RYO3RONB. BT Tk, 0N T WTES 300ndNne 20023 ReBIT 3 8one
QO3RESABINE. T VP, @91y, 39 8.8 - https:/Inkd.in/gNhEQDw?
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Cyber Pulse
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e CySecK's Centre Head, Karthik Rao Bappanad- was on the ‘CyberPunkd’ radio show at 94.3

Radio One. The show was aired on 20th December, 9 am to 10 am.
o CySecKS @nFTIB 2363 T DBTE @R0> 94.3 JeBBR IFI RRTTHOT H0W

3e&03R é’@es@ —aeiroo&csdo 2k Bpe &NO@OG 20 Sowd 2391 9 6o 10 B3R wwdmoméo
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e CySecK’s ecosystem partner, “Prophaze - Native Cloud Security Platform k8s,” won the most
Innovative Product of the Year award at the Data Security Council of India annual AISS

summit.
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Some useful links for staying cyber aware and cyber safe -
« To lodge complaint against a cyber-crime -
» To identify fake information:

« Bangalorians can call 112 for registering complaints related to online frauds.
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1I1Sc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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