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Being a cybersecurity professional with 15+ vyears of
experience, | have always enjoyed reading the monthly edition
of Cyber Vartika as it is the one-stop shop to know all about the
latest cybersecurity attacks and how the awareness of
cybersecurity is increased with various initiatives taken up by
the government.

According to a PWC report released in November, one in every
four organizations in the world has experienced a data breach
that cost $20 million or more in the last three years. The
growing digitization globally has also made way for increased
cybersecurity attacks. The November edition of Cyber Vartika
brings top cyber news to you, including information across the
various breaches observed, data leaks, UPI, and online frauds
and scams.

One of the significant cybersecurity attacks to be highlighted in
November is when AlIMS-India’s most prestigious medical
institute in Delhi, was hit by a Ransomware attack that made
big news in the cyber world. Read on to know more about the
extent of damage caused. Many initiatives have been taken up
globally to increase the Women in Cyber. Every organization,
including many non-profitable security organizations, has been
promoting more women in cyber and the difference they make
to the job profile. On similar lines, National Commission for
Women (NSW) has launched a program named Digital Shakti
designed to make women digitally more skilled and equipped.
This initiative was launched in 2018, aiming to train women to
combat cybercrime. The main goals include providing cyber
security safety tips and awareness on reporting in case of a
cyber incident. November 30th is observed as “International
Computer security Day”, this edition of Cyber Vartika is
dedicated to raising public awareness of computer security
issues, the importance of personal data, and methods of
safeguarding one’s privacy.

There are the top 5 things one should do to protect personal
data, and Cyber Vartika brings you these quick tips.

Be aware, be proactive, and cyber safe to combat the growing
cybersecurity threat landscape.

Do your bit today to protect your own data!!

Happy reading!!
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TOP CYBER NEWS

NCW launched the latest version of the Digital Shakti programme, designed to make women
digitally skilled

In November, the National Commission for Women (NCW) released the 4.0 version of its 'Digital Shakti' programme, designed to
teach women how to be safe online. The Digital Shakti initiative was launched in 2018 with the goal of training women to combat
cybercrime. This project has made over 3 lakh women in India aware of cyber safety tips and tactics, reporting and redressal
channels, data privacy, and the use of technology for their benefit. Apart from housewives, the version seeks to train one million

women from schools, colleges, and universities.

One in four firms suffered a data breach in 3 years

globally

According to a PwC report released in November, one in every four
organizations in the world has experienced a data breach that cost $20
million or more in the last three years. According to the report,
organizations around the globe are concerned about increasing risks and
cyber incidents in 2023, and over 65% of surveyed business executives
believe cybercriminals will significantly impact their organizations in 2023
compared to 2022.

Massive spike in UPI scams amid the increase in usage
says MHA

According to Ministry of Home Affairs data, there has been a considerable

increase in cyber fraud reports concerning UPI frauds made on the National
Cyber Crime Reporting Portal (NCRP). Between the first and second
quarters of 2022, there was a 15.3 percent increase in cyber fraud reports.
According to the RBI, UPI payments increased by 1200% in the fiscal year
ending September.

AIIMS Delhi Server Down; Ransomware Attack

Suspected

AlIMS, India's foremost medical institute in Delhi, has been hit by a major
cyberattack. Central cyber agencies and other intelligence units are seeking to
identify the source. According to the National Informatics Centre's team at
AIIMS, this could be a ransomware attack that has been reported and will be
examined by appropriate law enforcement agencies.

Sharkbot malware infects thousands of Android file

manager apps

A new set of malicious Android apps masquerading as harmless file managers
reportedly entered the official Google Play app store, infecting users with the
Sharkbot banking trojan.

Bitdefender analysts found the new Android trojan apps disguised as file
managers and reported them to Google in a new report. They've all subsequently
been deleted from the Google Play Store. However, many individuals who
previously downloaded them may still have them installed on their phones or be
infected with undetected malware.

Online job scam: Enforcement
Directorate freezes 80 bank
accounts in Karnataka

The Directorate of Enforcement (ED) has
frozen 80 bank accounts with a total value of
Rs 1 crore as part of its continuing
investigation into a case involving the 'Super
Like Earning Application,’ a scam promising
part-time online work.

The scam involved users investing money
and sharing photos and videos of celebrities.
They would subsequently receive money as
profits. The users did receive money initially.
However, they eventually stopped receiving
incentives. The app blocked their withdrawal
when they attempted to withdraw their
investment funds.

Over 33,000 Kannur students'

personal information available

on hackers' forum

In a significant data breach, information on
over 33,000 Kannur University students was
discovered on a dark web portal. A hacker
known as '3Subs' leaked five databases
holding 33,040 Kannur University records
from 2018 to 2022. Name, application
number, email, password, Aadhar number,
phone number, admission details, and pass
year are among the data that have been
exposed.
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ONLINE FRAUDS

Ola scooter scam: 16 arrested for defrauding over 1,000

Man loses Rs 44,782 in a WhatsApp

crores in pan-India scheme

Sixteen people have been arrested across the country,
including in Karnataka's Bengaluru, Haryana's Gurugram, and
Bihar's Patna, for deceiving over 1,000 people out of crores of
rupees in the Ola scooter scam. The fraudsters had designed a
fake website for Ola electric scooters.

scam while attempting_ to order beer at
Rs 360

The victim looked for nearby wine shops
that delivered liquor to his house. After a
while, he received a reply from the
scammer posing as the owner of a wine
shop. The 24-year-old lawyer lost ¥ 44,
782 in an online WhatsApp scam.

Man from Karnataka tricked by
lady posing_as IAS officer

A man was duped online by a
lady impersonating a deputy
commissioner. The woman also
allegedly offered to marry the
man and collected ¥ 40 lakh from
him.

L.T. job fraud: Nine hopefuls
paid ¥ 2-3 lakh each to the
accused

The accused woman collected
between 2 and 3 lakh rupees
from every nine people after
promising them  jobs in
government departments. The
woman who was allegedly
arrested conducting job
interviews from  within the
Income Tax Department
headquarters in Lucknow had
given at least nine people false
appointment letters.

Official loses ¥ 2.26 lakh to
KYC fraud

A senior officer in the public
health department was allegedly
duped out of ¥ 2.26 lakh after
receiving a message that his bank
account would be blocked if
personal information on a link
emailed to him was not updated.

IAF retired officer defrauded of ¥ 1.2 million

A 68-year-old retired air force man was allegedly duped out of ¥ 1.2 crores
by cyber thieves who promised him significant returns in the lithium trade.
The retired officer stated that he received a WhatsApp message about
trade investment last month, which interested him.

Navy sailor loses %8 lakh as a result of part-time job fraud

According to the victim, he received a WhatsApp message from the "general
manager" of one "Lazada Project. The company was forming a part-time
workforce. Anyone can join the team to work from home and earn a monthly
pay ranging from 8,000 and ¥20,000 per month.

Woman scammed out of ¥ 2.18 lakh when attempting_ to pay for
a doctor's appointment online

While trying to schedule an online doctor's appointment, a woman was
conned out of more than ¥ 2 lakh by a fraudster acting as hospital staff. The
accused requested that the woman pay the consultation cost online using a
payment link. Her account was debited by 2.18 lakh as she attempted to
make the payment.
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Indian Government Publishes Draft of Digital
Personal Data Protection Bill 2022

Ministry of Electronics and Information Technology, Government of India, has published
a draft of the revised Digital Personal Data Protection Bill, 2022 for public consultation.
The draft bill, along with a brief explanatory note, is available on the ministry website.
This Bill adopts plain and simple language to make it easy for people to understand the
various clauses. It also provides several illustrations throughout that will make it easy
to relate the clauses to real-life scenarios.
The volume of digital information that we share with various service providers — social
media platforms, online services, health providers, etc — is increasing exponentially.
When in digital format, such information is liable for large scale misuse. It is hence
important that consumers are protected from the misuse of their personal data. In this
context, the bill is overdue.
The key highlights of the bill are:
It mandates that those with who you share personal data or those who process the
data use the data only for the specific purposes.
e It also imposes obligations on them to secure the data when in their control.
e It specifies penalty in case of misuse of data, or if the data is not reasonably
secured.
 In case of a data breach, you would have a right to be informed.
e The Bill proposes establishment of Data Protection Board of India that has the
powers of a Civil Court and will ensure compliance to the provisions of the Bill.

Public are welcome to provide feedback to the draft Bill by 17-Dec-2022 at
https://innovateindia.mygov.in/digital-data-protection/.

-Karthik Rao Bappanad
Centre Head, CySecK



@ 2391} 3 AN LT,

@oém%eoﬁ
-
6@@’;%&365
20,30 A

X8 DRE WS 30 TOD F, owmdos @osm@&eo&: 50%&06
235333 ARRTYN eﬁaéafoemméc‘s’ 50%{@&306 aﬁdm Nm,\,mﬁ AT
—mmas mﬁ@ M@N@J mm wéoirazadxa 3&’»
soRR NI ziorjao:bw 23,0083 c‘a’eé&b mmc&d)d;’%
RRLTVG RN TTN Tt OVBSY, ©230ILMHIT.

BORRAT® TT2 ATTORD [REEHT DT WOBND

A3, FORRETR VOB TATBEENTTY, WER. FTNY,
S ©03N1e) DH3Y BR,NPTE T BTENSIY BRODA.

Qezd) BI0HE A, MBTBTY, BoBZRYIFT, T8 IBZONA
S B33 a39300TY, TBWR.

DPBTONDDT FR,M,0/AFE T BTy SR Ho3.
S e, BT, 2RFF° BRE 303 FIF 00ER,030TTH

SN 0de 2R FF BRIRDTIY, IFOPRRDR.

R0 SHACR @eoc&@ (https://www.csk.gov.in/) 23¢€3 Qed.

ik éi)do SORREIT’ Ry, T, I B[R 3y A, FORRET

RTZS DY, TR

@osm%eo& SORRET® PITo AR, A, WPINEIY, XHTEBTNRIROS
SID .-sm asmﬂd’




@ AWARENESS INFOGRAPHICS

INTERNATIONAL

COMPUTER |
SECURITY DAY

Every year on November 30, people worldwide observe
International Computer Security Day. This day is celebrated to
raise public awareness of computer security issues and
encourage everyone to protect the personal data they store on
their computers.

Five things to do on Computer Security Day

S Develop stronger passwords for your computer. Use a
mixture of letters, numbers, and symbols.

S If you are sharing your device at home, create a separate
user account for each member.

S Uninstall programs/software, not in use.
Back up your data and turn on automatic backup at least
weekly once.

S Visit Cyber Swacchta Kendra (hitps://www.csk.gov.in/),
scan your computer, and improve the security of your

computer.

INTERNATIONAL COMPUTER SECURITY DAY IS A REMINDER TO PROTECT YOUR DEVICES
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MENTORING SESSION ON
GO-TO-MARKET
STRATEGIES

= Goal Seting / Total Addressable Market (TAM)
BESEZSMENIS

= Competitive forces

= Region / Segment / Termitory based coverage
models

+ Eco-system f Channels f OEMS / alliances

= Marketing - for lead gen

= Inzide Sales / Digital Sales GTM

» Evenls — hosted by third parties — Source of
networking and brand bullding

= Varaus types of ingentive / Commission plans for
Saleg

REGISTER NOW!
NOV PM
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e CySecK , in partnership with VMware, held a powerpack mentoring session on 'Go-to-Market strategies." Mohit Arora, Senior
Director- Commercial Business, VMware, India, discussed the market strategies for start-ups. The mentoring session saw

participation from enthusiastic entrepreneurs and CXOs.
o CySecK, VMware @oentd30de), Ree-80-mndeéd dogns’ 3008 BRI T 000t I3S° SB22y. VMware, 239830 ms%m;s
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Webinar

Career Opportunities in Cybersecurity for
Non Technical Students

w ‘

R VITTALRAJ DR. A. NAGARATHNA DEEPA SESHADRI

ancetand Associate Profassor - NLSIU Partner
Iting Expert

8T NOV 2022

WEDNESDAY ‘ 4:30 PM - 5:30 PM

e CySecK held a webinar with a panel of experts focusing on "Career Opportunities in Cybersecurity for Non-Technical Students." Mr.
R Vittal Raj, Risk Assurance and Consulting Expert, Dr. A Nagarathna, Associate Professor, NLSIU, and Ms. Deepa Seshadri,
Partner- Deloitte Risk Advisory Practise, were the panelists of the webinar.

e Video link - https://www.youtube.com/watch?v=Qv3EQriUnz4
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ISecurity Karnataka

o CySecK at the Bengaluru Tech Summit 2022
o Team CySecK put up a stall at the Bengaluru Tech summit 2022. The response at the BTS was excellent. Young
tech geeks, students, cybersecurity professionals, and other visitors were excited to interact with us. There was a

platform provided to the visitors to play exciting games catering to cybersecurity.
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Webinar - Samgacchadhwam Series

Cryptography: Concepts and ApEIit_:ations

-

Prof. Srinivas Vivek

21st November 2022
3:30 PM - 5:00 PM

U;el;s:jpl;n-tlo J:i::iﬁ minutes in advance of the scheduled start time, by 3:15 PM.

» CySecK is back with the "Samgacchadhwam Series"

e As a part of the Samgacchadhwam series of webinars- a free webinar was conducted for students/ faculty/ working
professionals on the topic “Cryptography: Concepts and Applications.” Prof. Srinivas Vivek from the International
Institute of Information Technology Bangalore (IIT-B) was the speaker.
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Some useful links for staying cyber aware and cyber safe -

« To lodge complaint against a cyber-crime - cybercrime.gov.in

« To identify fake information: https://factcheck.ksp.gov.in

« Bangalorians can call 112 for registering complaints related to online frauds.

"See Yourself in Cyber: Together we make it Safer”
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’'s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 11ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.



