
Cybersecurity Awareness Primer
Security, safety and hygiene
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Background to the CoE

IISc is the Anchor institute Initiative of GoK, Department of 

IT, BT, S&T and Karnataka 

Innovation and Technology 

Society

KSCST is the Implementation 

Agency
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CySecK Programme structure

• Cybersecurity
awareness to 
citizens

• Cybersecurity
awareness to 
school students

• Cybersecurity
awareness for
GoK staff

• Technology 
community
(students / 
working 
professionals)

• Faculty 
development 
programme

• Create a 
marketplace for 
cybersecurity 
courses

• Community 
cyber lab

• Research Grant 
Programme – for 
top institutes

• Research 
Development 
Programme for 
Tier 2 institutes

• Cybersecurity 
startup 
accelerator

• Development of 
standard 
specifications / 
best practices / 
reference 
architectures

• Cybersecurity 
awareness to 
MSME sector

• Policy advocacy 
for enabling 
industry

Awareness Skill building
Research 

Collaboration
Industry and 

startups
Government

• Provide 
cybersecurity 
assistance / 
guidance to 
state 
government 
entities

• Support the 
Dept with 
actionising 
Cyber Security 
Strategy

• Provide 
technical 
support to K-
CSIRT
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Why is Cybersecurity 

important?
A philosophical view
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What story connects the two images?
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Why is it easy to commit cyber crime?

Anonymity
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Why is it easy to commit cyber crime?

IaaS

PaaS

SaaS

CcaaS

Anonymity

Crumbling barriers
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Why is it easy to commit cyber crime?

Anonymity

Crumbling barriers

Lack of jurisdiction

Ease of laundering

IaaS

PaaS

SaaS

CaaS
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The varied threat actors…

Script kiddies

Hobby hackers
Hacktivists

Insider

Syndicates

Nation-state actors
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Cybersecurity during Covid19
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Importance of cyber hygiene

Source- cyber-observer.com
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Cyber hygiene practices
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Phishing 

Pre-email era Email era
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Phishing identification cheat sheet 

• Did you expect this?

• Did it identify you? Or is it asking you to identify yourself? 

• Are there spelling / grammatical mistakes

• Observe the email id – both displayed as well as actual email id

• Do not trust URL text; see the URL carefully by hovering over

• Do not click on the URL; login to the legitimate site directly

• Do not go by look and feel

• Check full URL of shortened URLs

• Be wary of unsolicited attachments

• Is it trying to bait you with urgency?

http://www.karnataka.gov.in/

http://www.flipkart.in/


Classification: Public 17

Case Study 

You receive this message on WhatsApp.  
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Click Email Links with caution 

Examples of when to click

• You just ordered something from 
Flipkart. Feel free to click the shipment 
tracking link in the email they send you. 
Just make sure it’s exactly what you’re 
expecting. If you get a tracking link that 
you weren’t expecting, or for a product 
you don’t recognize, delete the email 
right away.

• You just signed up for an account on a 
website. If they send you a link to 
confirm your email address, it’s okay to 
click it. But again, make sure it’s exactly 
what you’re expecting, and you 
remember requesting it.

Examples of when NOT to click

• You get an unexpected email from your 
Organization. Maybe it says that you 
need to log in and take care of 
something important. Don’t click the link 
they give you. If you didn’t know it was 
coming, there’s no guarantee it’s a 
legitimate email.

• Your friend sends you a link that you 
weren’t expecting. Don’t click it. 
Remember, the sender’s address can 
be spoofed or their account hacked. 
Yeah, I know, this is all awfully 
annoying, so is there anything else we 
can do?
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Other types of phishing attacks

Vishing

Smishing

Voice phishing

SMS phishing
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Spear phishing / Business Email Compromise

Targeted phishing attack!



Classification: Public 21



Classification: Public 22

Whaling

• Whaling is also a type of phishing attack where a  high-profile target is 

attacked.  

• The objective of whaling?

– Target a senior person in the organisation

– Get money transferred by masquerading as the senior person

– Steal sensitive information like intellectual property



Classification: Public 23



Classification: Public 24

Socially Engineered attacks 

• Socially Engineered Attacks aim at taking advantage of human trust and 

using psychological manipulation to deceive users to gain access to 

sensitive information or to conduct fraud. 

• Stages in a socially engineered attack 

Select 
victim 

Research 
victim 

Develop 
trust 

Exploit 
trust 
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Ransomware 
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Prevention 

• Keep anti-virus on your machine always running and updated

• Do regular backups – and make sure those have added protection or 

are stored offline

• Be wary of unexpected emails especially if they contain links and/or 

attachments

• Users should be especially careful of any Microsoft Office email 

attachment that advises enabling macros to view content
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Cryptojacking

What? Using someone else’s computer resources for crypto-mining!

Why
1. Crypto-mining is lucrative

2. Crypto-mining needs huge resources

How
Malware installed on 

the system

Malware
1. Also called drive-by cryptomining

2. When you visit a website, scripts get 

loaded

3. Sometimes hidden window are placed 

to ensure mining even after you close 

the web page

Website scripts
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Cyber hygiene practices
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Secure Passwords 
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How hackers gain access to your passwords? 
• Password guessing-

Don’t be predictable. Resist the urge make passwords based on name of family / friends, birthdays, 

anniversaries, pet name, etc.

• Shoulder surfing-

Watch out when entering password in presence of others. Do not be embarrassed to ask to step back.

• Keyloggers and other malware

Keep your computer virus-free. 

• Brute Force – Full frontal attack

Create long, complex, unique passwords. 

• Access to written passwords

Keep your passwords in your head or encrypted on your computer

• Phishing – Dangling the tasty bait

Don’t bite the bait. Don’t ever click on links in emails or pop-ups that say they need you to log in 

somewhere, even if they say it’s an emergency.

• Hacking password databases

Do not reuse passwords
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DOs

Password Security 

DON’Ts

Don’t give out your passwords: if someone else knows your password, then it’s 

no longer under your control

• It was Benjamin Franklin who said, “Three may keep a secret, if two of 

them are dead.”

Don’t reuse important passwords

Don’t write them down

Don’t create passwords based on personal information like name, date of birth,

Address, etc

Use a reliable password manager

OR

Develop a method for password creation
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Method for password creation

Jo Jo Laali Naa Haaduve Chinna Ninna Muddaduve

JJLNHCNM

$JLNHC1m

$JLNHI1m

Instagram

$JLNHH1m

HDFC Bank

$JLNHP1m

Paytm
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Multi Factor Authentication
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How to enable MFA? – Gmail  
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How to enable MFA? - Facebook
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MFA on WhatsApp 
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User best practices

Careful when downloading files from internet

Install programs only from trusted sources

Avoid usage of unknown USB drives

Keep all software updated

Lock your system when not in use
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Ensure regular backups 

To obtain 
protection 

from…

• Ransomware

• Data corruption

• Device damage 

/ loss / theft
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Mobile security risks 

• Inadequate OR poor OS patching 

• No PIN or Password protection

• Fake apps / app stores

• Excess permissions given to Apps

• Malicious / shortened URLs

• Poor WiFi / Hotspot passwords

• Jailbroken Or Rooted devices
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Be careful about what apps you install 

• Install from trusted app 

store

• Install from the original 

organisation
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Careful about already installed apps 
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Share minimum data on social media

Careful with PII and social data -

– Date of birth

– Living address

– Phone number

– Email address

– Vacation plans

• Websites that want you to sign in with 

your social networking accounts are only 

mining you for advertising potential

• Reasons Why Linking Sites Is a Bad Idea

– Decreased security

– Decreased privacy

– Decreased professional reputation



Classification: Public 44

Online Shopping 

• Investigate credibility - Be wary of 

fraud websites; they are promoted 

using digital marketing and SEO

• Investigate free offers / high 

discounts

• Websites asking for refundable 

payments
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Responsible use of technology

Digital citizenship is about responsible use of technology

Value 

privacy

Be 

sceptical
Be civil

Keep 

yourself 

updated

Do not fall 

for 

distractions

Report bad 

behaviour

Avoid 

information 

overload
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Responsible use of technology

Be aware Be careful Be updated Be wary

Know what is personal data

- Name, address, date of birth

- Aadhar number, PAN, 

Passport number, Driving 

license number, etc

- Medical or financial data

- Biometric data

When sharing personal 

data

- How securely do 

they handle it?

- Will they share with 

anyone else?

- Follow those who 

study privacy policies 

and explain in simple 

terms

- Take privacy related 

news seriously

- Automated 

recommendations 

- Keep an open mind

- Follow accounts providing 

differing views 

- Be always in pursuit of truth

Value 

privacy

Be 

sceptical
Be civil

Keep 

yourself 

updated

Do not fall 

for 

distractions

Report bad 

behaviour

Avoid 

information 

overload
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Responsible use of technology

Do not trust easily
Remember that 

anonymity is easy in 
the cyber space

Anybody can 
publish anything. 

Everything 
published need not 

be true. 

Verify authenticity 
before sharing 

information.

Value 

privacy

Be 

sceptical
Be civil

Keep 

yourself 

updated

Do not fall 

for 

distractions

Report bad 

behaviour

Avoid 

information 

overload
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Responsible use of technology

Maintain good 
citizenship 

practices in cyber 
world as well

Be civil when 
interacting with 

others

Do not let 
remoteness and 
anonymity bring 

out negativity

Value 

privacy

Be 

sceptical
Be civil

Keep 

yourself 

updated

Do not fall 

for 

distractions

Report bad 

behaviour

Avoid 

information 

overload
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Responsible use of technology

Technology is changing dynamically.

If we don’t keep ourselves updated, we will get left behind.

Fraudsters are always looking for new ways to cheat. 

Don’t just update yourself; update your devices! 

Value 

privacy

Be 

sceptical
Be civil

Keep 

yourself 

updated

Do not fall 

for 

distractions

Report bad 

behaviour

Avoid 

information 

overload
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Responsible use of technology

Cyber world 
runs on 

clickbaits!

Big tech also 
want you to be 
glued in all the 

time. 

Infinite scrolling 
content

Easy to access 
inappropriate 

content

Value 

privacy

Be 

sceptical
Be civil

Keep 

yourself 

updated

Do not fall 

for 

distractions

Report bad 

behaviour

Avoid 

information 

overload
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Responsible use of technology

The world contains far more information than any single person can 
learn in their lifetime.

The question is not whether you are ignorant, but what you choose to be 
ignorant about.

Few topics are worth your precious time. Choose what you pay attention 
to with great care. 

- James Clear

Value 

privacy

Be 

sceptical
Be civil

Keep 

yourself 

updated

Do not fall 

for 

distractions

Report bad 

behaviour

Avoid 

information 

overload
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Responsible use of technology

Value 

privacy

Be 

sceptical
Be civil

Keep 

yourself 

updated

Do not fall 

for 

distractions

Report bad 

behaviour

Avoid 

information 

overload

The greatest tragedy is not the strident clamor of the bad people, but the 
appalling silence of the good people.

- Martin Luther King Jr
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How to report?

Report on the platform Report to government agencies

Twitter Instagram WhatsApp

Profiles

Posts

DMs

Facebook Pinterest Discord

Report on

cybercrime.gov.in

Ministry of Women & 

Child Development

Email: 

complaint-mwcd@gov.in

Karnataka

Call 112

Allows even 

anonymous 

reporting

Sexual abuse towards 

women / children

Can file 

Cyber Crime 

Incident 

Report
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Thank you
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