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With the extensive use of internet facility the risk of cyber security has
also increased significantly. According to a survey conducted by The
World Economic Forum, cyber security has been ranked 5th in the list
of global threats. October is recognized as National Cyber Security
Awareness Month to take cyber security risks seriously. For the same
reason, CySecK organized the October Cybersecurity Awareness
Month Program 2022 (OCAMP-22) in the month of October to create
awareness about cyber risks among all the people of the state.

Hon'ble Minister Dr. C. N. Ashwatha Narayan officially launched the
CAMP-2022 program on 7th October 2022. Later, through SMS
Campaign, messages were sent to 3 lakh people of the state inviting
them to participate in the programs organized in the month of
October. An attempt was made to reach out to maximum number of
people by publishing advertisements in selected newspapers. Later, by
collaborating with Dell Technologies, we tried to create awareness
about the importance of cyber security to the people of the state
through games like Bubble Busting, Catch the Phish, Strong Password,
Quiz and four different types of cyber security related contests.

A 15-hour course called Introduction to Cyber Security, available on
NASSCOM FutureSkill Prime platform, has been organized for all
students of state by targeting those pursuing graduation and higher
education. We will award district and state level prizes to three
selected students who complete this course in the shortest possible
time. Along with this, awareness posters with cyber security
information were published on all social media platforms of CySecK
on all days of October month.

More than 3,000 and 5,000 students have registered for the Contests &
Courses organized as part of cyber security awareness campaign. All
4 winners were awarded a Dell Smart Soundbar by Dell Technologies.
Now we are ready to distribute the prize money to the students who
complete the course successfully as mentioned in the CySecK
website.

Taking a step further, the Government of Karnataka has included
compulsory courses related to cyber security in all degree colleges in
the state. Specialization in cyber security is provided in the final
semester in all government diploma colleges of the state.

Cyber security and cyber hygiene practices are valuable concepts that
all cyber device users should be aware of. If today's youth does not
succumb to temptations and acts like the proverb "Think Before You
Click", then they can stay away from so many cyber dangers.
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TOP CYBER NEWS

Google has removed 16 potentially harmful apps from the Play
Store. The apps were rapidly depleting the battery, consuming
many network resources, resulting in data loss. Interestingly, the
security company McAfee research revealed that these apps had
20 million installs overall before being removed from the Play
Store.

LIRS

e

High-Speed Camera, Smart Task Manager, Flashlight+, calendar
notepad, K-Dictionary, BusanBus, Joycode, Currency Converter,
Quick Note, EzDica, Instagram Profile Downloader, Ez Notes,
flashlight, calculator, and two additional apps that are similar to
Flashlight+ are among the 16 apps that are banned.

Fake Aadhaar and PAN printing websites
utilize client information for online fraud

According to CloudSEK, hundreds of bogus identity card printing

websites are operating out of Uttar Pradesh and duping Threats to cyber security are on
consumers by utilizing their personal information. . .

The websites promise the creation of actual identity cards, the rise in small businesses

including Aadhaar, PAN, and driving licenses, as well as their Cyber security risks are on the rise in the
delivery to users' doorsteps at reasonable prices. country, and small and medium-sized
Please remember: Enter your ID data only on official government businesses (SMBs) have become easy targets
websites (sites with the .gov.in extension). Be cautious when due to a lack of preparedness and resources.
entering it on any other sites. Research by the cyber security company Trellix
found that over the last twelve months, Indian
SMBs saw an average of 37 cyber security

S
bspzzazes gn s 0B0 7913 incidents each day, resulting in a revenue loss

B763E067.

of little over 7%.

Data of 9 million cardholders'

leaked on the dark web by
BidenCash; affected banks
include SBI

Security experts at Cyble have found a

CERT-In warn netizens about the Chinese whisper on
social media this Diwali

CERT-In has issued an advisory warning people to be significant data leak involving the financial

aware of fraudulent communications circulated on information of credit card users of major banks
like the State Bank of India (SBI) and American

Express.

social media linked to external websites with Chinese
domains.

These fraudulent messages are typically shared on The exposed database contains credit and debit

Instagram and WhatsApp. They frequently make claims card records, including the cardholder's name,

about special holiday deals. They include a link to an associated bank name, complete address, date

external website as bait to draw the unwary user to a of birth, email address, and phone number. This

fake Chinese website or directly into the hands of a information  affects payment card users

bunch of Chinese cyber criminals. worldwide, including those in the US, Canada,
India, Bangladesh, Saudi Arabia, the United Arab

Emirates, Indonesia, Malaysia, and Singapore.

Please remember: If anything seems too good to be
true, it should be a red flag because "there is no such
thing as a free lunch,” and that saying still applies in this
situation.
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TIPS : When you're finished using a computer or phone, make sure you're logged out of any open websites, shut down your
computer properly and lock access to the phone.
Soméaos Q)23 PP ) :)doé 30 BATN, e 3255%[53‘(1@06 eJone 233° esA, amé aoaﬁéésos O3 B3¢ 3O
308 TONR BPEAN TV RIEEE D02) 2en To3.


https://www.deccanherald.com/metrolife/metrolife-your-bond-with-bengaluru/big-mishra-pedha-latest-to-be-hit-by-cyber-scam-1155452.html
https://tech.hindustantimes.com/tech/news/appalling-scam-woman-duped-of-rs-846000-while-buying-maharaja-bhog-thali-on-facebook-71666341210136.html
https://www.indiatimes.com/worth/news/mumbai-woman-loses-rs-24-lakh-in-online-fraud-while-ordering-sweets-582993.html
https://starofmysore.com/online-frauds-city-residents-cheated-of-rs-2-12-lakh/
https://www.hindustantimes.com/cities/mumbai-news/senior-citizen-from-bandra-loses-17-8-lakh-in-sextortion-case-101665341291765.html

ONLINE FRAUDS

Big_ Mishra Pedha latest to be hit by cyber scam

Woman conned out of Rs. 8,46,000

At least four people from Bengaluru have been defrauded after
calling an incorrect number for Big Mishra Pedha, the well-
known sweet brand from Karnataka that was advertised on
Google. The incidents happened over a week and are related to
their store in Jayanagar's 4th Block.

when purchasing a Maharaja Bhog
thali on Facebook

A 54-year-old woman fell victim to an
online scam. She lost Rs. 8.46 lakh while
attempting to get a Maharaja Bhog thali
on Facebook for Rs. 200. The scammers
tricked the woman by taking advantage
of the festival and internet discount
fever.

49-year-old Mumbai woman
loses Rs 2.4 lakh while
purchasing Diwali sweets worth

Rs 1,000

The woman tried to pay Rs 1,000
online for some sweets she had
bought on a food delivery app,
but the transaction failed when
dialling the online number for the
sweet shop. A person on the
other end of the line requested
her credit card information and
an OTP on her phone. After
giving her card information and
OTP, Rs 2,40,310 was

immediately deducted from her
account.

Residents of Mysuru Cheated Of Rs. 2.12 Lakh

Two people in the city have each been defrauded of Rs. 2,12,980 in different
incidences.

In the first instance, online fraudsters tricked a 43-year-old woman of Rs.
64,480 under the guise of upgrading her PAN Card. In the second instance, a
63-year-old man was defrauded of Rs. 1,48,500 under the pretext that the
power to his home would be cut off.

'Sextortion' case costs an elderly Bandra resident ¥17.8 lakh.

A man received a private video call from a woman he contacted on WhatsApp.
The woman taped the video with the man in the background. After hanging up,
she called his number again and threatened to upload his video and file a police
report against him if he did not give her the sum of 10,000. The victim ended up
depositing a total 16.50 lakh and ¥1.30 lakh into the caller's bank account in
several transactions.

TIPS : You don't keep your vegetables and office files in the same basket. Separate your email accounts for home and work. It
eliminates the risk of combining professional and personal emails and
adds an extra layer of security.
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7th October- CySecK inaugurated the October Cybersecurity Awareness Campaign-22 at Vidhana Soudha, in the presence of Dr.
Ashwath Narayan C N, Minister for Information Technology, Biotechnology, Science and Technology; Higher Education; Skill
Development, Entrepreneurship & Livelihood — Government of Karnataka. CySecK felicitated industry partners and key supporters on

the same day.
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10th -15th October- CySeckK, in collaboration with DTE, conducted a Faculty Development Program. The program was tailor-made for
the lecturers of Govt Polytechnic Colleges from Karnataka. The program saw active participation of more than 60 lecturers across

Karnataka. This FDP was conducted as a part of OCAMP-22.
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15th October- CySecK, as a part of OCAMP-22, conducted a “Cybersecurity in the New Normal”- session on cybersecurity
awareness at IAS Officers’ Association, Bengaluru. The speakers for the session were Mr. Karthik Rao Bappanad, Center
Head, CySecK; Ms. Bhavana Kanukurthi, Associate Professor |ISc, and Mr. Venkatesh Murthy, Senior Director, DSCI. More
than 40 senior officials of the Government of Karnataka participated in the session.
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e CySecK collaborated with Dell Technologies India on strengthening cybersecurity awareness in Karnataka. As
a part of this collaboration, a set of four contests was hosted on CySecK’s website. These contests were also a
part of OCAMP-22.
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Congratulations to the

‘WINNERS OF FIRST CONTEST-

"BUBBLE BURST"

Guruprasad B. T -8123

— £ -~
vinks2293@gmail.com

R O

Adarsh. S. Nair -99643

Congratulations to the

| WINNERS OF SECOND CONTEST-
'‘CATCH THE PHISH’ ‘

Manoj kumar mondal -95319
k S. Shweta-94741 p
L-’\. (& A O f{

1974krishna74@gmail.com

elmoresusanp@gmail.com
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Congratulations to the

| WINNERS OF THIRD CONTEST-
'STRONG PASSWORD' .| .

nairsanjeevan99@gmail.com
(—-‘ [ — . — é .

mohiudinsyed9797@gmail.com

(€ NG O r‘J
Dr. Ramakrishna Hegde- 8762 !

akashinair9071@gmail.com
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Some useful links for staying cyber aware and cyber safe -

¢ To lodge complaint against a cyber-crime - cybercrime.gov.in

¢ To identify fake information: https://factcheck.ksp.gov.in

¢ Bangalorians can call 112 for registering complaints related to online frauds.

"See Yourself in Cyber: Together we make it Safer”
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About CySecK

Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’'s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 11ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.



