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October is observed as Cyber Security Awareness Month
globally. This by itself shows the importance that we need to
place on awareness of cyber risks, cyber hygiene and dos and
don'ts.

Technology is evolving rapidly, and with it, our world is also
changing due to the impact of these technological
advancements. How we use technology — whether in our
personal lives or for our business purposes - is also changing
all the time. Cyber fraudsters use this as an opportunity and
look for victims who are not aware of the risks when using
digital technologies.

Karnataka is India's foremost technology hub. This means
there is a thriving technology ecosystem in the state, and many
residents of the state are exposed to and use the latest
technologies in their daily lives. We at KITS (Karnataka
Innovation Technology Society) are actively promoting the
technology and innovation ecosystem in the state through our
many Centres of Excellence, Technology Business Incubators,
New Age Incubation Networks and start-up support initiatives
like the Elevate programme.

Technology savviness is not just in using the latest
technologies, but also in understanding its’ risks. I'm sure the
observation of the whole of October as Cyber Security
Awareness Month will help make more citizens understand
these risks and become aware of best practices.

CySecK - our K-tech Centre of Excellence in Cyber Security -
will be doing many programmes to reach out to all segments
of the society in the state throughout this month. | wish
success for these programmes. | hope all of you take
participate in it and make yourselves more technologically
savvy. There are some fun contests also planned that you can
participate and win prizes.

Navaratri and Dasara wishes to all.
Best regards,

Meena Nagaraj CN
Director — Electronics, IT, BT and MD-KITS
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TOP CYBER NEWS

Indian children experience significant cyberbullying
than children worldwide

According to a recent McAfee global survey, 45% of participating
children in India said they had cyberbullied a stranger, while 17%
said the same globally. In addition, 48% of Indian children reported
cyberbullying someone they knew, compared to 21% of children
worldwide.

The pandemic accelerated the adoption of digital devices by
children. In comparison to their peers worldwide, children in India
are among the youngest to reach mobile maturity and report
experiencing online risks, such as cyberbullying, at a higher rate,
said the report.

RBI lists banned unauthorized forex apps and
websites

In early September, the Reserve Bank of India issued a "Alert List"
containing the names of apps and organisations that have not been
authorized to deal in forex or operate electronic trading platforms
for forex transactions. Many unregistered platforms entice users by
promising high returns on investment. However, using such apps is
dangerous and puts users at risk of legal issues.

Checklist of banned forex websites in
https://rbi.org.in/scripts/bs_viewcontent.aspx?1d=4183

India-

PUBG, FIFA, Minecraft, and 25 other
popular games infected with
dangerous malware

According to a Kaspersky report, a dangerous
malware called RedLiner has exploited 28
games, including Roblox, FIFA, PUBG, Minecraft,
and many others. According to reports, most of
these attacks occurred between July 2021 and
June 2022, affecting over 3,84,000 users and
employing approximately 92,000 malicious files.

According to several reports circulating on the
internet, cybercriminals are targeting gamers to
steal expensive skins and in-game cash by
hacking their card details and accessing their
gaming accounts.

CERT-In issues advisory for Zoom
users of multiple vulnerabilities

According to CERT-In, one of the vulnerabilities
could allow an unauthorized remote attacker to
join a Zoom meeting without appearing to other
participants in the video chat.

Users are advised to update the most recent
video conferencing software version to prevent
any potential issues.

Air India data breach: B2B customers' login ids and passwords compromised

Air India's data has been compromised just days after Akasa Air's data breach. The airline notified its B2B customers via
email about the compromise of a small number of B2B clients' login user IDs and passwords. This data breach occurred at

the Air India GST portal, which Accelya Solutions Ltd provides.

An unauthorised party used the compromised user IDs and passwords to access their GST invoices and publish them in

the public domain, claiming the company sent the email.

Karnataka has seen a decrease in identity theft cases, but it still accounts for 43% of all such

cases: NCRB

Karnataka, which accounted for 85% of identity theft cases registered in 2019 and 68% in 2020, saw cases drop to 43% in
2021. Identity theft cases account for the lion's share of computer-related crimes reported in the state and the country. In
2021, 4,047 (20%) of the 19,751 computer-related crimes fell into this category.

-©


https://economictimes.indiatimes.com/tech/technology/cyberbullying-in-children-more-widespread-in-india-than-elsewhere/articleshow/93971435.cms?from=mdr
https://timesofindia.indiatimes.com/gadgets-news/rbi-issues-alert-list-declares-these-34-forex-trading-online-platforms-as-illegal/articleshow/94126965.cms
https://www.livemint.com/technology/tech-news/government-issues-advisory-for-zoom-users-details-11663577588194.html
https://www.businesstoday.in/latest/trends/story/exclusive-if-you-flew-air-india-your-data-could-be-compromised-346626-2022-09-07
https://indianexpress.com/article/cities/bangalore/karnataka-fall-identity-theft-cases-ncrb-8123680/
https://rbi.org.in/scripts/bs_viewcontent.aspx?Id=4183
https://www.indiatoday.in/technology/news/story/pubg-fifa-minecraft-and-25-popular-games-infected-with-dangerous-malware-player-s-data-leak-2001086-2022-09-16

ONLINE FRAUDS

Senior IAS officer from Karnataka photo used
inappropriately on social media

A senior IAS officer in Karnataka has filed a complaint with a cyber
crime and economic offenses police station in Bengaluru, alleging
that his photo is being used on social media by unidentified
individuals to solicit funds from his colleagues.

Engineer duped of Rs 80,000 in online fraud

A young engineer on an online house hunt in Karnataka lost Rs
82,100 to an online fraudster posing as a house owner. Rs 82,100
was transferred into the fraudster’s account in five to six
transactions. The fraudster continued to demand money under the
guise of the transactions failing in the middle. When the scammer
asked for Rs 10,000 more, the youngster realized he was being
duped. He immediately reported the incident to the cyber crime
branch.

Mangaluru man loses Rs 5.35 lakh in
online fraud

The victim received a phone call from the
fraudster, who introduced himself as his friend's
brother. The fraudster duped the man into
paying Rs 5 lakh for his brother's surgery.

The victim, believing the caller, provided the OTP
number. The fraudster withdrew Rs 4.50 lakh in
one transaction and the rest in installments. The
total withdrawal amount was Rs 5.35 lakh.

Man falls victim to sextortion and pays blackmailers
Rs 5.28 lakh

A woman befriended a 54-year-old widower on Facebook and later
conned him into stripping on the phone, making him a victim of
sextortion.

The woman used the intimate video to extort Rs 5.28 lakh over the
phone from other fraudsters who impersonated a Central Bureau
of Investigation (CBI) officer and a YouTube official.

Bengaluru woman loses 94,367 while
attempting to pay cab cancellation
fees

The victim had booked a cab to visit her relatives
online and then cancelled the trip. When the
driver asked her to pay the cancellation fees, she
went online and called the executive at the
number provided.

The customer service representative offered to
assist her and sent her a link to download
Anydesk [a programme that allows remote
access and control of a phone or computer] and
scan her debit card. A total of 94,367 was
deducted as soon as she scanned her debit card.

Woman falls victim to online fraudsters posing as representatives of a popular recruitment

website

The woman received phone calls from representatives who wanted her to sign up for the 'pro' service for Rs 49. The callers
directed her to a website that mirrored the actual one. The callers asked her to proceed with the payment while she was

on the page.

ALWAYS BE CAREFUL
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E Keep yourselves updated on cybersecurity
by subscribing to our newsletter Cyber Vartika
https://zcmp.in/BHb6y
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Some useful links for staying cyber aware and cyber safe -

¢ To lodge complaint against a cyber-crime - cybercrime.gov.in
¢ To identify fake information: https://factcheck.ksp.gov.in

¢ Bangalorians can call 112 for registering complaints related to online frauds.

"Do your part , Be Cyber Smart"
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DAL CYSECK UPDATE
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CySecK and Dell Technologies India have signed an MoU to collaborate on strengthening cybersecurity awareness in Karnataka.
This partnership is in line with the goals of building a safe and secure digital environment for students, start-ups, the government,
mall and medium-scale enterprises and other stakeholders in the state.

The MoU was signed on September 12, in the presence of Dr. Ashwatha Narayan C N, Minister for Information Technology,
Biotechnology, Science and Technology; Higher Education; Skill Development, Entrepreneurship & Livelihood — Government of
Karnataka.
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October is observed as National Cyber Security Awareness Month. Starting from 1st October, we will be posting cybersecurity
related informative posters each day this month through our social media handles. We encourage our readers to check these
posters and share the same with their friends and family. The posts will be published at 11:00 AM each day of this month. Let
us create a cyber secure society together.

We are running exciting contests on our website. Put your cybersecurity awareness cap on and participate.

Winners will hold a chance to win exciting goodies from CySecK. Participate now!!
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About CySecK

Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the 1ISc (Indian Institute of Science) campus,
with 11ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.



