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ಜಗ���ಾದ�ಂತ ಉದ�ಮಗಳ� ���ಚು� �ೂಸಹಮು��, ���ೖ�ೕಶ�,
����, � �ೌ� ಕಂಪ���ಂ�, ��ದ ಇಂಟರ ್ ��, �ಾ��� ತಂತ��ಾನ
�ಾಗೂ ಇನೂ� ಹಲವ� �ೂಸತನಗಳನು� ಅ�� ಒ���ೂಳ�����. ಇದ�ಂದ
ಅವ�ಾಶಗಳ� ತಂ�ಾ� ��ಾ�ಗುತ��. ಆದ�, ಇದ�ಂ�ಾ� ಉದ�ಮಗಳ �ೕ�ಾ,
ಕಂಪ��ಟ� ಮ��ತರ ಸ�ತು�ಗಳ �ೕ� �ೂಚ��ೂಸ ಬ�ಯ�� ಬಂ�ರಗುವ
�ೖಬ� �ಾ�ಗಳನು� ತ�ಯಲು �ೂಸ �ಾ�ಗಳನು� ಹುಡುಕುವ ಅಗತ�
��ಾ�ಗು���. ಇಂ�ನ �ನದ�� �ಾ��ಾರ ��ಾ�� ನ���ೂಂಡು �ೂೕಗಲು,
ಹಣ�ಾಸು ಮತು� �ಾಯ��ವ�ಹ�ಯ �ೕ�ನ ��ತ ಎಷು� ಮುಖ���
�ೖಬ� ಸುರ��ಯ ಕ� ಗಮನ�ೂಡುವ�ದು ಕೂಡ ಅ��ೕ ಮುಖ��ಾ��.
�ೖಬ� ಸುರ�� ಎನು�ವ�ದು ಮುಖ��ಾ���ಾ� �ೂರ�ೂ���. ಆ�ೕ�
�ೂೕ�ದ�ಾ�ತು ಎಂಬ ಅಸ�� ಸಲ�ದು.
�ೂೕ��-ಬ�ಕದ ಜಗ��ನ�� �ೖ��� �ಾದ� ಮತು� ಎ��ಂದ �ೕ�ಾದರೂ
�ಲಸ �ಾಡುವ ಸಂಸ��� �ಚು���ರುವಂ��ೕ, ಹಲವ� ಕ� ಹಂ��ೂೕ�ರುವ
�ಲಸ�ಾರರನು� �ವ��ಸಲು ಹ�ಯ ಸುರ�� ಕ�ಮಗಳ� �ಾ�ಾಗುವ��ಲ� ಎಂದು
ಸಂ��ಗಳ� ಅ�ತು�ೂಂ��. �ೂಸ �ೂಸ ಬ�ಯ �ೖಬ� �ಾ�ಗಳ�
ಹು���ೂಳ����ರುವಂ�, ತ����ೂಳ��ಾಗದ �ಕ��ನ ಅ�ಾಯಗಳ ಸು� ನಮ�
ಕ��ದು�ೕ ಇ�. �ೖಬ� ಸುರ��ಯ ಉಲ�ಂಘ�ಯ ಪ��ಾಮ ಬ�ೕ
ಹಣ�ಾ�ನ ನಷ��� �ೕ�ತ�ಾ�ಲ�. ಅಂತಹ ಒಂದು ಘಟ��ಂದ ಐ�
ಅ���ೕಶ� ಗಳ� �ಲ�ೂತು� �ಲಸ �ಾಡುವ�ದನು� ���ಸಬಹುದು. ಇದ�ಂದ
ಬಳ��ಾರ�� �ೂಂದ� ಆಗುತ�� �ಾಗೂ ಸಂ��ಯ �ಸರು �ಾ�ಾ�,
�ೂಳ��ಗರು ಸಂ��ಯ �ೕ�ನ ನಂ�� ಕ�ದು�ೂಳ�ಬಹುದು. �ೖಬ�
�ಾ�ಗ�ಂ�ಾ� �ಾಡ�ೕ�ಾದ �ಲಸ ಇಲ��ೕ �ೕಡ�ೕ�ಾದ �ೕ�ಯ��
ಏರು�ೕ�ಾದ� �ಾನೂನು ಕ�ಮಗಳನು� ಎದು�ಸಲು ಕೂಡ ಅ��ಾ�ರ�ೕಕು. 
ಜನರು, �ಸ��  ಇಲ��ೕ ಪ����ಗ�ಂದ ಅ�ಾಯಗಳ� ಬರಬಹು�ಾದ��ಂದ,
ಒಂದು ಸಂ��ಯ�� �ೖಬ� ಸುರ��ಯನು� ಎ�ಾ� ಹಂತದಲೂ� �ಾ�ಸ�ೕಕು.
ಸಂ��ಗಳ� ಎ�ಾ� �ೂ��ನಲೂ� ಎಚ����ಂ�ರ�ೕಕು �ಾಗೂ ತಮ��ೕ
ಸಂ��ಯ, �ೂಳ��ಗರ ಮತು� ಬಳ��ಾರರ �ಾ��, �ೕ�ಾ ಮತು� ಸ�ತು�ಗಳನು�
�ಾ�ಾ��ೂಳ�ಲು �ೕ�ಾದ ಸ��ಾದ �ಾಧನಗಳ�, ತಂತ��ಾನ, ಪ����,
�ಸ��, �ೌಶಲ�, ಅನುಭವ, ಅ�ವ� ಮತು� ಪ�ಣ�ಯ�� ಹೂ�� �ಾ�
ಅವನು� �ಾ�� ತರ�ೕಕು.
ಬ�ಬ�ಯ �ೖಬ� ಸುರ�� ಪ��ಾರಗಳನು� ಒಂ�ಾ�� ಬಲ ತುಂಬಲು “zero
trust approach” ಅಂದ� �ಾರನೂ� ನಂಬ�ರುವ �ಾ��ೕ ಸ��ಾದುದು
ಎಂಬುದು ನನ� ಬಲ�ಾದ �ಾದ. ಎ�ಾ� ಬಳ��ಾರರು �ಾ� ವ� � ಬಳಸ�ೕಕು.
ಎ�ಾ� ಬ�ಯ ಅ���ೕಶ� ಮತು� �ೕ�ಾವನು� ಸ��ಾದ ಪ��ೕಲ� ಇಲ��
�ಾರೂ �ೂೕಡುವಂ�ರ�ಾರದು ಮತು� �� ವ� � ಒಳ�ದ� �ಾತ��� �ಾ�ಗೂ
ಉ�ತ ಪ��ೕಶ �ೕಡ�ಾರದು. �ಾ��ಾರದ ಪ���ಂದು ಹಂತದಲೂ�, secure-
by-design ಅಂದ� ಕಟು��ಾಗ�ೕ ಸುರ�ತ�ಾ�ರುವಂ� �ೂೕ��ೂಳ��ವ�ದನು�
ಅಳವ���ೂಂಡ�, �ೖಬ� ಅ�ಾಯಗಳನು� ಆದಷೂ� ತ��ಸಬಹುದು. ಇಂದು,
ಸಂ��ಗಳ� ತಮ� ಈ�ನ ಮತು� �ಾ�ಯ �ಾ��ಾರದ ಅಗತ�ಗ�� �ೖಬ�
ಸುರ��ಯ �ಷಯದ�� ಎಚ���ಯ �ೕ�ಾ�ನಗಳನು� ��ದು�ೂಳ�����ಾ��.
�ೖಬ� ಸುರ�� ಚ��ಯ�� ಸ��ಯ�ಾ� �ೂಡ���ೂಳ��ವ ಅಗತ��� �ಾಗೂ
�ೕಡರ ಬ�ಯಂ� ಕೂ��ೂಂ�ರುವ ಇಂ�ನ ಜಗ��ನ�� ಉ�ದು ��ಯಲು,
�ಾ��ಾರದ ಪ���ಂದು ಹಂತದಲೂ� ಸುರ��ಯನು� ಅಳವ�ಸ�ೕಕು. 
�ೖಬ� ಸುರ�� ಎನು�ವ�ದು ಒಂದು ಸಂ���ಳ�ನ ಭದ�� ಅ��ಾರಗಳ �ೂ�
�ಾತ�ವಲ�, ಎ�ಾ� �ಲಸ�ಾರರು ಮತು� �ಾಲು�ಾರರ ಒ�ಾ��
�ೂ��ಾ���ಾ��. ಸುರ��ಯ ಮನ��� ����ೂಳ�ಲು ಅನುವ�
�ಾ��ೂಡ�ೕಕು �ಾಗೂ ಸ�ಾ�ಾತ�ಕ ಮತು� �ಾ�� ಬರುವ ಸುರ��ಯ
ಸಂಸ���� �ೕ��ಯ�ೕಕು. ಎ�ಾ� ಸಂಬಂಧಪಟ�ವರು �ೖಬ� ಸುರ��ಯ �ೕ�
�ಯಮಗಳನು� ��ದು�ೂಂಡು ಅದರಂ� ನ�ದು�ೂಳ��ವ�ದು, ಒಂದು ಸಂ��ಯ
ಸುರ��ಯ �ಲುವನು� ಎ����ಯುವ�� ಮಹತ�ದ �ಾತ� ವ�ಸುತ��.

Enterprises worldwide are increasingly embracing innovation,
digitization, mobility, cloud computing, open internet, smart
technology and more, which organically leads to amplified
opportunities. However, this also entails an increasing need for
sophistication in handling the ever evolving cyberattacks on
enterprise assets. Today, one cannot deny that cyber security
has taken the center stage, along with financial and operations
controls when it comes to upholding the health of a business.
Cybersecurity has clearly emerged as mainstream and is no
more an afterthought. 
With hybrid and work from anywhere culture emerging as the
new reality in the post-pandemic world, organizations have
realized that the conventional security architecture is not
enough to deal with a distributed workforce. And then, there is
the threat landscape that is becoming more complex and
inescapable, with cyberattacks getting more deceptive by the
day. The impact of cybersecurity breach is not just limited to
financial losses. A single incident can trigger downtime of IT
applications, thereby impacting customer experience, and can
also lead to loss of reputation and client trust. Non-compliance
with regulatory mandates caused due to security breaches can
also lead to legal actions.
Cybersecurity thus needs to be all-pervasive within an
organization as threats could arise from people, systems, or
processes. Businesses need to be cyber vigilant round the
clock and implement and invest in the right tools, technology,
processes, systems, skills, experience, knowledge, and
expertise in order to guard their organizational, clients, and the
end customers’ information, data, and assets. 
I strongly believe that today a Zero Trust approach is
imperative to consolidate different security solutions: with
security framework necessitating authentication of all users,
authorization, and validation of all access to applications and
data, and systematic checks to eliminate access by default.
Also, by adopting a secure-by-design approach at every phase
of the business lifecycle, security risks can be minimized to a
great extent. Today, organizations are making strategic
decisions in terms of cyber security investments for their
current and future business needs. There is indeed a need to
proactively engage in the cyber security dialogue and embed
security at every stage of the business in order to survive and
thrive in the hyper-connected world. 
Cyber Security is no more the sole responsibility of the security
practitioners within an organization, it is a collective
responsibility of the employees and the different stakeholders.
Driving security mindset, and nurturing a positive and
sustainable security culture, where all the relevant
stakeholders are aware of, and abide by the policy, rules and
regulations is critical for upholding the security posture of an
organization. 

FOREWORD

��ಾ� �ಾ��
ಮುಖ� �ಾ�� ಸುರ�� ಅ��ಾ� (�ಐಎ� ಒ) ಮತು� 
�ೖಬ� ಸುರ�� ��ಾಗದ ಮುಂ�ಾಳ�, ಇ� ��ೕ��  ����

Vishal Salvi
Chief Information Security Officer (CISO) & 
Head of Cyber Security, Infosys Limited
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ಪ�ಮುಖ �ೖಬ� ಸು��

ಇ��ೕ�ನ ಆ� �ೖ�  �ಾ�ಂ�ಂ�  �ೕಸಗಳ �ಾ��
ಹಂ��ೂಂಡ ಸ�ಾ�ರ

��ೕ �ೂ�ೕರ ್ ನ�� 2000 ��ಂತ �ಚು� ಆ� ಗ��
ಗೂಗ� �ಂದ ತ�ಇ��ೕ�� ಹಲವ� ಬಳ��ಾರರು, �� ಕಟು�ವಂ� ಅವ�� ಬರು��ರುವ

ಎ� ಎ� ಎ� ಗಳ ಬ�� ದೂರು �ೕಡಲು ��ಾ��  ಸ�ಾಯ�ಾ�1912 �� ಕ�
�ಾ�ದ ಬ�ಕ ಅ��ಾ�ಗಳ� ದೂರು �ಾಖ���ಾ�� . �ದು��  �� ಗಳನು� ಕಟ�ಲು
��ಾ��  ���ಂ�  �ೌಂಟರ ್ ಗಳ�, ��ಾ��  �ತ� ಆ�  ಇಲ��ೕ ��ಾ�� 
ಆ� �ೖ�  ��ೕರ �� ಗಳನು� �ಾತ� ಬಳಸ�ೕಕು ಎಂದು ��ಾ��  ತನ�
ಬಳ��ಾರರನು� �ೕ��ೂಳ��ತ��.

'ಸುಳ�� �ಾ��' ಹರ�ದ��ಾ�� ಎಂಟು
ಯೂಟೂ��  �ಾನ� ಗಳನು� ತ���ದ ಸ�ಾ�ರ

ತ���ಯ�ಾದ ಯೂಟೂ��  �ಾನ� ಗಳನು� 114
�ೂೕ��ಂತ �ಚು� ಮಂ� �ೂೕಡು��ದ�ರು �ಾಗೂ 85
ಲ���ಂತ �ಚು� ಮಂ� ಅವ�ಗ�� ಸ� ����  ಆ�ದ�ರು.
�ಾರತದ��ನ �ಾ��ಕ ಸಮು�ಾಯಗಳ ನಡು� ಹ�ತನವ
�ತ�ಲು ಈ ಯೂಟೂ��  �ಾನ� ಗಳನು� ಹುಟು��ಾಕ�ಾ�ತು�.
ಈ �ಾನ� ಗಳ� ನಕ� ಮತು� �ರ�ಸುವ �ತ�ಗಳ�, ನೂ�� 
ಓದುವವರ �ತ�ಗಳ� �ಾಗೂ �ಲವ� �ೕ� ಸು�� �ಾನ� ಗಳ
ಗುರುತುಗಳನು� ಬಳ� ಸು�� ಸ��ಾ�� ಎಂದು
�ೂೕಡುಗರನು� ನಂ�ಸುವ �ಲಸ �ಾಡು��ದ�ವ�.

ತ���ಯ�ಾದ ಆ� ಗಳ� �ಾರ�ೕಯ �ಾರುಕ���ಂ�ೕ
ಇ� ಸ�ಂ�  �ೂೕ� �ೕ�ಗಳನು� ಒದ�ಸು��ದ�ವ�.
ಆಗ��  11 ರಂದು, ��ಟ�  �ಾಲ �ೕಡುವ ಸಂ��ಗ��
ಆರ ್ �ಐ �ೂಸ ಸೂಚ�ಗಳನು� �ೕ�ತು. ಅದರ�� ಎ�ಾ�
ಮ��ಾ�ದ �ಚ�ಗಳನು�ಬಯಲು�ಾಡ�ೕಕು, ಕಂ�ನ
ರ�ೕ�ಯ �ಾ�ಂ�  ವ�ಾ�ವ�ಗಳ�� ಇಲ��ೕ ಬಳ��ಾರರ
�ಾ�ಗ�� ಆಗುವ ಹಣದ ಹಂ��ಯ���ೂರ�ನವರು
�ಾ�ೕ�ಾಗುವಂ�ಲ� �ಾಗೂ ಇನೂ� ಮುಂ�ಾದ ಸೂಚ�ಗಳ�
�ೕ��.

�ಾರತದ 85% ಮಕ�ಳ� �ೖಬರ ್ �ದ���
 ಒಳ�ಾಗು�ಾ��: �ಕ� ವರ�

�ೖಬರ ್ �ದ��� ಒಳ�ಾದ �ಾರತದ ಮಕ�ಳ ಅಳ� �ಾಗ�ಕ
ಸ�ಾಸ�ಯ ಎರಡು ಪ���ಂತ ����. �ಾರತದ��,
ವರ��ಾದ �ೖಬರ ್ �ದ��ಯ ಪ�ಮುಖ ಮೂರು
ಬ�ಗ�ಂದ� ಸುಳ�� ಸು�� ಹರಡುವ�ದು (39%), ಗುಂಪ�ಗಳ�
ಇಲ��ೕ �ಾತುಕ�ಗ�ಂದ �ೂರ�ಡುವ�ದು(35%) �ಾಗೂ
ಬಯು�ವ�ದು (34%)

ಆ� �ೖ�  �ೕಸದ�� 1 ಲ���ಂತ �ಚು� ಕ�ದು�ೂಂಡ �ಂಗಸು

�ೕಸ�ೂೕದ �ಂಗ��
ತಮ� �ಾ��  �ಾ� �
ಅ� �ೕ�  �ಾಡುವಂ�
ಮೂರು ಓ��ಗಳ�
ಒ�ೂ���� ಬಂದವ�.
ಸಂ�ೕಶದ��ಸೂ��ದಂ�
ಓ�� ಸ���ದ ಬ�ಕ,
ಮೂರು ವ��ಾಟುಗಳ��
ಅವರು 1.24 ಲ�
ಕ�ದು�ೂಂಡರು.

ಆಗ��  ಆರಂಭದ�� �ಾಜ� ಸ�� �ೂಡ�ಾದ �ಾ��ಯಂ�, �ಂ�ನ ಹಣ�ಾಸು
ವಷ��� �ೂೕ��ದ� 2022ರ ಹಣ�ಾಸು ವಷ�ದ��ಆ� �ೖ�  �ೕಸದ
ಪ�ಕರಣಗಳ ಎ�� ಸು�ಾರು 17.5% ನಷು� ಅಂದ� 160 �ೂೕ��ಂದ 128
�ೂೕ�� ಇ���.
��ೖ� ಅ� �ೕ�  �ಾಡುವ �ಂ�  ���  �ಾ� ₹93,804
ಕ�ದು�ೂಂಡ ವ���

ಉಡು�ಯ ಒಬ� ವ���� ��ೖ� ಅ� �ೕ�  �ಾಡುವಂ� ಸಂ�ೕಶ ಬಂ�ತು.
ಅದರ��ದ� �ಂ�  ���  �ಾ�ದ ಬ�ಕ, ಅವರು ತಮ� ಬಂದಓ�� ಸ���ದರು.
��� �ೂ�ಯುವಷ�ರ�� ಕಳ�ರು ಅವರ ಎರಡು �ಾ�ಂ�  �ಾ�ಗ�ಂದ �ಾ��ಾರು
ರೂ�ಾ� �ೂೕ�ದರು.



�ೂೕ�  ��ವ�ಯ �ೂೕ�ನ�� �ವೃತ� ಐಎಎ� 
ಅ��ಾ�� ₹2 ಲ� �ೕಸ

�ಾ�� �ಾ�  ಎಂಬ
�ಸರು�ಾ��ಾದ �ಾ� ವ� �
�ಾ��ೕಜ�  �ೂ�ೕ�ೕ� 
�ಾ�� �ಾ� �� ಕಳ�ರು ಕನ�
�ಾ�ದ�ರು ಎಂದು
ಕಂಪ�ಯುಖ�ತಪ���.
ಇ��ೕ�� ಕಳ�ರು ಕಂಪ�ಯ
�ೂೕ� � �ೂೕ�  ಮತು� �ೕ�
ಗು��ನ �ಾ��ಯನು� ಕದ�ರು.
ಆದ�
ಬಳ��ಾರರ�ಾ� ವ� �ಗಳನು�
ಅವರು ಕ��ಲ� ಎಂದು ಕಂಪ�ಯ
�ಇಒ ಖ�ತಪ��ದರು.

 

�ೕಸ�ೂೕದವರು jagdishwineshopgurgaon.co �ಂದ ಮದ�
ಆಡ��  �ಾ�ದ�ರು. ಗ���ಯ�� ಆ� �ಾ�  �ಾ�ದವರನು�
ನಂ�ಓ�� �ೂ� ����  �ಾ� � ನಂಬ�  ಹಂ��ೂಂಡರು. ಆ�ಯ
�ಾ� ��ಂದ ₹630 �ದ�� ಕ�ತ�ಾ�ತು. ಆದ�
ಆ�ೕ�₹1,92,477.50 ಕ�ತ�ಾ�ರುವ�ದು ���ತು.

ಆ�ಾಶ ಏ� �ೖ�� ನ�� �ೕ�ಾ ಕಳ�ತನ: ಪ��ಾ�ಕರ
�ೖಯ��ಕ �ಾ�� �ೂೕ��

ಇ�ೕ �ಂಗಳ� �ಲಸ ಶುರು�ಾ�ದ ಆ�ಾಶ ಏ�  ಎಂಬ �ಾರತದ
ಏ� �ೖ��  ಕಂಪ�ಯ�� �ೕ�ಾ ಕಳ�ತನ�ಾ�ತು. �ಸರು, �ಂಗ,
��ೕ�  ನಂಬ�  ಮತು� ಇ�ೕ�  ��ಾಸದಂತಹ ಪ��ಾ�ಕರ
�ಾ�� �ೂೕ���ಾ�� ಎಂದು ಏ� �ೖ��  CERT-In � ���ತು�.

ಕಳ�ತನದ ವರ� �ಾ�ದ �ಾ�� �ಾ�  ಎಂಬ �ಾ� ವ� �
�ಾ��ೕಜ� , �ಾ� ವ� � ಕ�ೂ���ಲ� ಎಂಬ ಸ�ಷ��

�ಆ� �ೖ�  �ೕಸದ�� ₹3.53 ಲ� ಕ�ದು�ೂಂಡ
�ಂಗಸು
ಇ��ೕ�� 43 ರ ಹ�ಯದ ಒಬ� �ಂಗ�� ಒಂದು ಸಂ�ೕಶ ಬಂ�ತು.
ಅದರ�� ಆ� �ೖ�  ಕ�ಾ�� �ಾ�ಾಟದ ಮೂಲಕ �ನವ� 5000
ರೂ�ಾ��ಂತ ���ನ �ತ� ದು�ಯುವ ಅವ�ಾಶ�� ಎಂದು
ಬ��ತು�. ಹೂ��ಯ ಬ�ಕ, ಆ �ಂಗಸು ತಮ� �ಾ�ಂ�  �ಾ�ಯ��
ಸಣ��ತ� ಪ�ದರು. ಅವರು �ೂಡ� ವ��ಾಟು �ಾಡುವ�ದನು�
ಮುಂದುವ��ದರು. �ೂ�� �ೕಸದ�� ₹3.53 ಲ�ದಷು�
ಕ�ದು�ೂಂಡರು.

 
ಉಡು�ಯ �ಂಗ�� ₹15.33 ಲ�ದ ಆ� �ೖ�  �ೕಸ

 �ೕಸ�ೂೕದವ�� �ಾ� �ೂೕ� �ಂದ �ೕ�� (�ಾ���  �ಾ� �) ಇರುವ ಪತ� ಅಂ�ಯ ಮೂಲಕ ಬಂ�ತು. �ಾಟ�ಯನು� �ೕ��ಾಗ,ಅವರು ₹14.08
ಲ� ���ರುವ�ದು ���ತು. ಅವರು �ಾವ��ೕ �ತ� �ದ��, ಕ� �ಾಡಲು ನಂಬ�  �ೕಡ�ಾ�ತು�. ಅವರು ನಂ� ಕ��ಾ��ಾಗ, �ಾವ� �ದ� ಹಣ
ಪ�ಯಲು ಹಲವ� ಹಂತಗಳ�� ಹಣ ಕಳ��ಸುವಂ� ಅವರನು� ಮರುಳ� �ಾಡ�ಾ�ತು.

ಪ�ಮುಖ �ೖಬ� ಸು��
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BESCOM FILES A COMPLAINT WITH CYBER POLICE
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TOP CYBER  NEWS

GOVT SHARES DATA ON ONLINE BANKING FRAUDS IN
RECENT TIMES

GOOGLE BANS OVER 2000 APPS FROM
PLAY STORE

The officials filed a complaint after several customers recently dialled
1912, Bescom's helpline number, to complain about receiving the SMS
asking them to pay bills. Bescom urges customers to pay their
electricity bills only at Bescom billing counters, the Bescom Mitra App,
or the Bescom online portal.

GOVT BANS EIGHT YOUTUBE CHANNELS
FOR SPREADING ‘DISINFORMATION’

The blocked YouTube channels had a cumulative
viewership of over 114 crores and were subscribed
to by over 85 lakh users. These YouTube channels
were created to stir up hatred among religious
communities in India.
The blocked channels were found to be using fake
and sensational thumbnails, images of news
anchors, and logos of certain TV news channels to
mislead viewers into believing the news was
genuine.

The banned apps were offering instant loan
services that were specifically catering to the
Indian market itself.
On August 11, the RBI issued new guidelines for
digital lending firms to follow, including full
disclosure of all hidden costs, no third-party
involvement in bank transfers of installment
receipts or disbursals to user accounts, and so on.

85% OF INDIAN CHILDREN EXPERIENCE
CYBERBULLYING: MCAFEE REPORT

Indian children reported experiencing cyberbullying
at rates that were higher than twice the global
average. In India, the top three forms of
cyberbullying reported were spreading false
rumors (39%), being excluded from groups or
conversations (35%), and name calling (34%).

ONLINE SCAM COSTS A WOMAN MORE THAN ₹1 LAKH

The victim received
three continuous
OTP’s requesting her
PAN card update.
After entering the OTP
as instructed in the
message, the woman
lost 1.24 lakh in three
transactions.

According to information provided to the Rajya Sabha in early August,
online fraud cases decreased by about 17.5% in FY22, from 160 crores
to 128 crores, compared to the previous fiscal's record.

MAN LOSES ₹93,804 BY  CLICKING ON KYC UPDATING
LINK

The victim from Udupi received the message on KYC updation, and
after clicking the link- he submitted the OTP received. The fraudsters,
in no time, transacted thousands of rupees from his two bank
accounts.



RETIRED IAS OFFICER DUPED OF ₹2 LAKH ON
THE PRETEXT OF HOME DELIVERY

LastPass, one of the most
popular password storage
platforms, has confirmed
that it was hacked. The
hackers recently stole parts
of the company's source
code and other sensitive
information. The company's
CEO confirmed that its
users' passwords had not
been compromised.

The victim had ordered liquor from
jagdishwineshopgurgaon.co and, in hurry, trusted the
caller and shared the credit card number with the OTP.
Initially, ₹630 was debited through her card but later found
a transaction of ₹1,92,477.50.

AKASA AIRLINES SUFFERS DATA BREACH:
PASSENGERS' PERSONAL INFORMATION
EXPOSED
Akasa Air, an Indian domestic airline that started
operations this month, experienced a data breach. The
airline notified CERT-In that passenger information
such as name, gender, phone number, and email
address had been leaked.

PASSWORD MANAGER LASTPASS REPORTS BREACH, 
SAYS NO CREDENTIALS STOLEN

WOMAN LOSES RS 3.53 LAKH IN ONLINE FRAUD

A 43-year-old woman recently received a text message
offering an opportunity to earn over Rs 5000 per day
through online commodity sales. After investing, the
woman received a small sum of money in her bank
account, and she continued to make larger transactions,
eventually losing Rs 3.53 lakh to the fraud.

 
UDUPI WOMAN DUPED OF ₹15.33 LAKH IN ONLINE FRAUD

The victim received a letter that had a scratch card from Naaptol via post. Upon scratching the lottery, she
realized that she had won ₹14.08 lakh. She was guided to call on a number if she had won any amount;
upon calling she was asked to transfer money in phases to receive her prize money.

TOP CYBER  NEWS
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ತಪ�� �ಾ�� ಎಂದ� �ಜವಲ�ದ, ತಪ���ಾ��
ಎ�ಯುವ ಇಲ��ೕ �ೂ��ಲ�� ಹಂಚುವ
�ೕ�ೂಂದು ����ಯ �ಷಯ�ಾ��.
ತಪ�� �ಾ�� ಜನರು ಸ��ಾದ �ೕ�ಾ�ನ
��ದು�ೂಳ��ವ�ದನು� ತ�ಯುತ�� �ಾಗೂ
ಅವರು ತಮ� �ಾ��ೕ
ಮು�ಾ�ಗುವಂತಹ�ೕ�ಾ�ನಗಳನು� �ಾಡುವ
ಹಂತಕೂ� ಅದು ಕ��ೂಯ�ಬಹುದು.
ಎರ�ೕ �ನದ�� ಡ�ಾ��� 
ಗುಣಪ�ಸಬಹುದು ಎಂಬ ಸಂ�ೕಶ ಇಲ��ೕ
�ಾಜ�ೕಯ ಸಂಚುಗಳ ಸಂ�ೕಶಗಳ�
ಕುಟುಂಬದ�ಾ�ಾ��  ಗುಂಪ�ಗಳ�� �ೂ�ಯಂ�
ಉ�� ಹ�ಯು��ದ��, ಅವರು �ಮ�ನು� ಮರುಳ�
�ಾಡು���ಾ�� ಎಂದು ಅಥ�ವಲ�.
�ಾವ�ಸ��ಾದ ಸು��ಯ��ೕ �ಾ�ಸು����ೕ�
ಎಂದು �ಾಪ ಅವರು ಅಂದು�ೂಂ�ರು�ಾ��.
ಆದ�, ಅವರು ತಪ��ಸು�� ಹರಡು��ರು�ಾ��.
�ೕವ� ಹರಡು��ರುವ ಸು�� ತ�ಾ��ದು�, ಆದ�
ಅದು ತ��ಂದು �ಮ� �ೂ��ಲ��ದ��, �ೕವ� 
 ತಪ�� �ಾ�� ಹರಡು����ೕರ

ಸುಳ�� �ಾ�� ಎಂದ� �ೕಸ�ಾಡಲು ಇಲ��ೕ
�ಡುಕುಂಟು�ಾಡಲು �ೕ�ಂ�ೕ ಸುಳ�� ಇಲ��ೕ
ಅಡ��ಾ�� ಎ�ಯುವ ಸು��ಗಳನು�ಹಂಚುವ�ದು.
�ಾ�ಾನ��ಾ� �ಾಜ�ೕಯ ಶ��, ಪ��ಾವ, �ಾಭ
ಇಲ��ೕ �ೂಂದಲ���� ಜನರನು� ತತ��ಸುವ
ಬಯ� ಸುಳ�� �ಾ�� ಹರಡುವಂ��ಾಡುತ��.
ಸುಳ�� �ಾ�� ಜನರ �ಮ��ಯನು� ಕದ�,
ಅವರು ಗುಂಪ�ಗ�ಾ� ಒ�ದು�ೂೕಗುವಂ�
�ಾಡಬಹುದು. �ಟು�, ಹ�ತನ��
ಮರು�ಾ�ಜನರು �ೂಲು�ವ ಹಂತಕೂ�
�ೂೕಗಬಹುದು.
�ೕಸದ ಸಂ�ೕಶಗಳ�, "ನಂಬಲು ಕಷ���ಸುವ
�ೂಡು�"ಗಳ� �ಮ�ನು� ಹುಡು��ೂಂಡು ಬಂದ� -
ಅದು ಸುಳ�� �ಾ��. �ೕಸ�ಾಡ�ಂ�ೕ
ಬಳ��ಾರರನು� ಗು��ಾ��ದ ಸಂ�ೕಶಗಳ�
ಅವ�.
�ೕ�ಂ�ೕ ಹರಡುವ ತಪ��ಸು���ೕ ಸುಳ��
�ಾ��.

    ತಪ�� �ಾ�� VS ಸುಳ�� �ಾ��
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�ಾಗೃ� 
ಇ�ೂ�ೕ�ಾ����

 



•Misinformation is content that is false, misleading,
or out of context that is shared unknowingly.

•Misinformation prevents people from making truly
informed decisions and may even lead them to
make decisions that are detrimental to their best
interests.
•When the family WhatsApp groups are flooded with
messages that help you cure diabetes in two days
or political conspiracy theories, they’re not trying to
trick you—they’re under the impression that they’re
passing along legit information. In reality, they’re
spreading misinformation.

•If you are spreading information that is wrong but
don’t know it is wrong, then you are spreading
misinformation.

•Disinformation is intentionally false or misleading
content that is shared with the intent to deceive or
cause harm. 

•It is usually motivated by political power, influence,
profit, or the desire to stir up chaos and confusion.

•Disinformation frequently stirs up strong emotions
like anger and polarisation. It can lead to people
expressing extreme views or getting lured.

•When you get phishing messages, phone scams, or
forward messages with “too good to be true
offers,”- it's disinformation. These messages are
aimed at consumers with the intent to harm.

•Disinformation is misinformation that is
intentionally spread.

MISINFORMATION VS DISINFORMATION 
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Useful links 

�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತಪ�� �ಾ�� ಗುರು�ಸಲು -https://factcheck.ksp.gov.in

ಆ� �ೖ� ವಂಚ�� ಸಂಬಂ��ದ ದೂರುಗಳನು� �ೂೕಂ�ಾ�ಸಲು �ಂಗಳ�ರು ಜನರು 112� ಕ� �ಾಡಬಹುದು 

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲವ� ಉಪಯುಕ� �ಂ� ಗಳ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

Bangalorians can call 112 for registering complaints related to online frauds.

�ೖ�� -��ಾ ಸಹ�ೕಗ�ೂಂ�� �ೖಬ�  ಸುರ��ಯ �ಾಗೃ�ಯನು� ಹರಡಲು ಸ�ಾಯ �ಾಡುವ
�ೕ��ವನು� �ಡುಗ� �ಾ��.
CySecK in collaboration with SISA released a video aiding in spreading cybersecurity
awareness.

 

CYSECK UPDATES



�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ
ಉನ�ತ�ಾನ �ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ��
(ಇಂ�ಯ� ಇ���ಟೂ�� ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು 
 ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ��
ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ
ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ
�ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ� ��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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