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FOREWORD

Cyber Vartika’s July edition is now here. Much like
the previous editions, this edition serves the much-
needed goal of educating its readers about
cybersecurity. Digital technology has proliferated
our lives at an unprecedented rate. It is a fact that
digital technology has made us, in many ways,
more efficient, more connected and more
empowered. However, we must be cognizant of the
fact that the information that we share can
potentially compromise our digital security entirely.
Cybercrimes cause not just financial burden to its
victims but also a great deal of mental agony.

On the positive side, when we look at cyber-crimes,
history is replete with examples - such as the ones
highlighted in this magazine - where the crime
could have been avoided if the victim had been
more careful with their information. Educating
ourselves on cyberthreats and exhibiting caution
while using digital technology — from the links we
click to the apps we download - is as important as
following road rules. Once we educate ourselves,
we also have a social responsibility to make those
around us — from children to aged people alike —
aware of these threats. While certain breaches are
outside our control, we can protect our privacy and
minimise the risk of a cyberthreat by applying
simple safeguards: for example, never share PINs
and OTPs, never click unknown links, never
download files or apps from unknown sources etc.
The following quote by renowned cyber-security
expert, Bruce Schneier, “Amateurs hack systems,
professionals hack people”, is one that every user
of digital technology must always remember.

Prof. Bhavana Kanukurthi
Department of Computer Science and Automation,
lISc
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Govt blocked 94 YouTube channels, and 747
URLs in FY21 for spreading fake news

On March 31, 2020, a special cell of the Press Information
Bureau’s (PIB) fact-checking unit was established to stop the
spread of fake news linked to COVID-19. People can verify
COVID-19-related or any news on PIB’s social media accounts.

Bescom electricity bill payment fraud: 2 persons
cheated of ¥2.3 lakh

Victims were deceived into believing the fraud messages as
Bescom official messages.

Bescom has urged its customers to disregard any SMS warning
that their electricity would be cut off for failure to pay their bills.
These texts are fraudulent. Bescom doesn't send messages to
customers demanding to pay their bills.

Fake call centers busted in Whitefield,
Bengaluru; 72 arrested and 138 computers
seized

The fraudsters primarily targeted victims in the US. The callers
alerted the victims that fraudulent activity had been discovered
in their accounts (Bank, Amazon, etc.) using SMS and voice
mail.

Private and sensitive information was stolen from the victims
when they wanted to solve the problem. The accused used
untraceable money transfer apps like Amazon gift cards,
cryptocurrency, and wire transfers to siphon funds from the
victims.

TOPCYBER

NEWS

Flipkart-owned Cleartrip suffers
customer data breach

Flipkart :;:

The company notified its clients through email.

The Flipkart-owned company said that certain profile-
related information was exposed, but it assured that no
sensitive data was compromised. As a precaution, it
requested that its users update their passwords.

Google bans harmful applications over
security concerns

' Google Play

Four applications - Quick Text SMS, Voice Languages
Translator, Blood Pressure Monitor, and Smart SMS
Messages - have been removed from Google's Play Store.
These apps had spyware that would steal money by
tricking users into signing up for pricey memberships
without their knowledge.
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o Udupi man duped of %1 lakh in online fraud

The victim received a message saying “your
account has been blocked due to KYC update.
Within 24 Hrs, Please contact customer care
9593983124 to continue your service.” Upon
calling the number to confirm, the victim was
deceived into giving the OTP he received on his
phone.

¢ Online scam costs a homemaker ¥1.16 lakh

The victim received an unexpected WhatsApp
message offering to double any investments
she made instantly. A link to the investment was
also included in the message.

The victim curiously transferred %100 and
received ¥190. She invested a second time for
%760 and immediately received 1,115 back in
her account. She then transferred ¥ 1 lakh from
her husband's account and received nothing.
Upon calling the number, she realized that she
was duped.

» A gang was busted for defrauding_people via
movers and packers scam

The fraud came to light when Mr. Hussain was
approached by a man who introduced himself
as Sandeep and offered to deliver the bike for
4,000 rupees. When the bike did not arrive at the
intended location, Mr. Hussain called Sandeep,
who began requesting more money to transport
the vehicle.

ONLINE
FRAUDS

o Sextortionists trap Mumbai businessman, and
force him to fork out Rs 8 lakh

The senior citizen, a textile merchant from
Ghatkopar, was lured into video calling by a
woman and recorded. The victim then got
threat calls to transfer hefty amounts multiple
times. Upon realizing the loss, the victim filed a
complaint at the police station

» A remote access app defrauded six people of
Rs. 3.82 lakh

Fraudsters used texts to trick six victims into
paying their past-due electricity bills within a
week. When the victims called a number
provided by the scammers, they were
instructed to download software, which
allowed the accused to access the victims'
bank accounts and transfer the money out of
them.
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Awareness

Infographics

Ways to Protect Personal Information Online

Good password hygiene is the first step in
information security. While choosing a
password, avoid using words or numbers
that a hacker may easily decipher, such as
your birthdate. Select mixtures of symbols,
numerals, and letters in lowercase and
uppercase, and switch them up regularly.

>

| Create reliable

passwords

With multi-factor authentication (MFA), a user
must submit two or more verification factors in
order to access a resource like an application or
an online account. MFA is like super strong
shield that makes it more difficult for an
unauthorized person to access one's personal
information.

- _

AN Set up Multi Factor
4 Authentication

Most free public Wi-Fi networks have very
few security safeguards in place and lack
encryption, making it possible for other
users of the same network to view your
activity readily. Before making online
payments, you should wait until you are at
home or on a secure, password-protected
network.

)

D
? Avoid public Wi-Fi

Social media can be your favourite pass time,
but it can also put your personal information at
risk. Reset your privacy settings and be aware of
who has access to your posts, and be cautious
when you are sharing your location, birthday,
school/college/workplace, or other personal

details.
--

E_'T__l Don’t overshare on

social media
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AWARENESS
POSTERS

Lakshmi posts a picture with their friends online ta:‘?““" checks the comment and feels
u
| Everyone ook amazing In this | Let me report & block this account. | should not fear ar
piclure. Good times! el bad for such commants.

Let me post & comment and ||
maks them uncomfortable.

1 3 ynu are uncomionable wrﬁfl
f , ) poelamg Tude. ::\hn:wenu 1:'::
Lakshmi is the Rakshaka of | an S

their own life. Be like Lakshmi

Sushma and Prateek are at a mall. Sushma has low B
battery on her phone, and she sees charging cables.

Hey, | will charge my. phone from there; my cable you find in r bich
phone might die a £ 500 hackers co

Prema has been waiting to buy & branded bag for a while
nowe. She finds an Instagram store selling it for half of the
price

Hey, wait, this account got very few posts, and |
how do you know this is 3 legtimate stone? Do
they have any verfied webshe?
=
!

" Wow, his seems llke a deal, Let me quickly buy
hig one before it gets out of stock ~

A3so0nasa - I
fow customers & 5§ = lers create genuine Imﬂdng
transact money, = y 2 websites / accol

L will delete the / ¥ ! A

account. . o / L /

s 4 y, |+ II unsure, choose the Cash

Delivery option while

1 s
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Some useful links for staying cyber aware and cyber safe -
¢ To lodge complaint against a cyber-crime - cybercrime.gov.in

¢ To identify fake information: https://factcheck.ksp.gov.in

e Bangalorians can call 112 for registering complaints related to online frauds.

"Do your part , Be Cyber Smart"




About CySecK

Centre of Excellence for Cyber Security

y05° (CySecK) o020 Fooo° [53)0e300e) BJ0ce38 T2y, IBIETT
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RBR;E3 (BROEE3T ARQLICBR® e90T8° 359,028 [BRE3) TYQRT.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.



