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FOREWORD

Welcome to yet another edition of Cyber Vartika.
The newsletter aims to bring to the fore the
required cyber security awareness & steps the
Government of Karnataka is taking on various
cybercrimes that are taking place in the state.

As our digital footprint expands so will be
cybercrime activity. And the best way to combat
this is awareness.

Fraudsters are constantly coming up with new
ways to trick people into loosening their purse
strings and the only key to protecting oneself is to
be aware.

Benild Joseph, an author once said, "It's like you are
putting a lock on your home and | (a fraudster) am
not breaking it actually. I'm tampering your mind
and making you do it. How secure is the lock
doesn't matter in today’'s world ...and the only way
to counter it is awareness."

What is most important for us as a individual & as a
community is to fully understand and be aware of
the security controls our digital footprints carry
before we extensively utilize these digital
footprints. Simple aspects like trusting messages
and not giving enough attention to direction of
payments in UPI for example are classic scenarios
which can be avoided through the required
individual awareness.

The “Cyber Vartika” newsletter aims to bolster the
knowledge of our citizens and draw attention to the
various types of cybercrimes that are taking place.
Let us pledge to end cybercrimes and protect our
citizens from the fraudulent monsters.

-Sheetal Mehta
Group CISO - Wipro Limited
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In one month, the government received almost 61k reports of
digital payment fraud. More than half of these complaints—
33,712—were over the Unified Payments Interface (UPI),
followed by 10,898 complaints concerning scams involving
debit or credit cards or SIM card swapping.

The remaining crimes included thefts from e-wallets (3,010),
Demat account frauds (769), frauds involving internet banking
(7,099), and fraud or voice phishing calls (5,503), and email
takeovers (187).

35 WhatsApp groups have been suspended by the government
as part of a campaign against "social media culprits" for
"spreading misinformation" over the Agnipath Recruitment
scheme. Furthermore, ten people have been detained for
organising rallies and spreading "fake news."

The Center has advised citizens to report any such group on the
PIB fact check team number, which is 8799711259. This is
because there have been violent protests and arson attacks
against the military recruitment plan in many states.

According to newly published research by Electronic Frontier
Foundation  (EFF), popular childcare and day-care
communication apps are "dangerously insecure," putting kids
and parents at risk for data breaches due to inadequate security
settings and liberal or flat-out false privacy policies.

According to the research, popular apps like Brightwheel,
HiMama, and Tadpoles do not use two-factor authentication
(2FA), making it possible for any malicious party to access a
user's password to log in remotely.

Updating iOS

In i0S 16 and macOS Ventura, Apple has added a Rapid Security
Response capability that enables the deployment of security
updates without requiring a complete operating system update.
The function, which is also compatible with i0S, attempts to
distinguish between essential security upgrades and routine
software updates. It is automatically implemented so that users
are immediately protected from unauthorized intrusions and
outside dangers.

According to a new report, more than 37% of Indian organizations
—up from 33% last year—have suffered a breach of cloud-based
data or a failed audit during the previous 12 months. Nearly 46
percent of organizations in India store most of their sensitive data
in the cloud, according to the "2022 Thales Cloud Security Report”.
Indian IT specialists consider encryption a crucial security
measure for protecting data in multi-cloud systems.

Millions of Indian farmers' Aadhaar data was exposed online due to a flaw in the government of India's website. Atul Nair, a security researcher,
found that the Pradhan Mantri Kisan Samman Nidhi website of the Indian government exposed Aadhaar-related data of farmers receiving
benefits from the scheme.
The website had a section that provided farmers' Aadhaar numbers. A dashboard feature on the PM Kisan website allows you to view various
charts and data. "An endpoint in the dashboard was leaking Aadhaar numbers of all the farmers based on location (state, district, village),"

according to the researcher.
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e Man duped of ¥30,000 in online fraud

In a phishing scam, a businessman in
Lucknow lost more than Rs 30,000. The
fraudster, disguised as an agent from the
courier company called the businessman.
Believing the fraudster, the victim filled out a
registration form, upon which he received a
notice indicating a deduction of Rs 30,000
from his bank account.

¢ Online fraud costs a Lucknow family Rs.
16 lakh

A Lucknow family fell prey to an online scam
and lost Rs 16 lakh in no time. The
fraudsters submitted the victim's fake
Aadhar card to obtain their phone number.
Upon realising the loss, the victim contacted
the bank and was informed that the
miscreants had withdrawn the money.

¢ An internet scam cost an Income Tax
employee Rs. 1.15 lakh

The Income Tax employee received a
message on his phone informing him that
his electrical connection was about to be cut
off due to past due bills, along with a phone
number to contact to stop that. The net
banking app opened simultaneously as he
was speaking. The victim attempted to end
the call as soon as he realized he was being
tricked but was unsuccessful. Upon
reaching the bank, he was told that Rs
1,14,899 had been withdrawn in three
transactions.

¢ Through "Any Desk" app, a woman loses
Rs 72,000 to online fraud.

A 28-year-old woman said that despite
ordering several items using an app, they
were never delivered to her. The victim
looked up the customer care number on
Google and called the numbers that
popped up first. The fraudster who picked
up the victim’s call made her download the
“Any Desk” app and duped her by first
transferring Rs 19,000 and later Rs 53,000
from her bank account.

e Two devotees duped in fake online booking
scam

The devotees had come to visit the Golden
Temple and had booked accommodation
online. Upon reaching the destination, they
realized that the portal they booked their
rooms from was fake. The victims were
duped of Rs 1,500 in the process.
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Use
WhatsApp
responsibly

WhatsApp is frequently used to spread false

6 information. WhatsApp users often receive

® false messages with unreliable information.

oo Thus, the information you receive over

 fand 4 WhatsApp and how you further communicate
the same becomes important.

” 1. When a message gets forwarded on WhatsApp, the source of
the message is lost. Hence it is not a good platform for news.

NEWS
2. What is WhatsApp good for is for casual communication with
family / friends, and not for sharing of facts / news.

3. Before forwarding any message, verify the truth and then only
|~7 ﬁa share it. A simple search on Google will mostly verify if the
message is factual or not.

4. Fake news weakens the society. Be a responsible citizen.
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Some useful links for staying cyber aware and cyber safe -

» To lodge complaint against a cyber-crime - cybercrime.gov.in

» To identify fake information: https://factcheck.ksp.gov.in

» Bangalorians can call 112 for registering complaints related to online frauds.
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The anniversary edition of Cyber Vartika was released by the Honourable Minister Ashwath Narayan on 2 June 2022.
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CySecK conducted two rounds of workshops on 4-June-2022 and 18-June-2022 for Department of Technical Education for
preparing the syllabus for Cybersecurity specialisation for Diploma students. From this September, diploma students will
have the option to specialise in Cybersecurity in their final year. The workshop was attended by experts from industry and
academia who supported the preparation of the syllabus.

CySecK conducted a one-day training programme on 25-June-2022 for Bengaluru City police officers on blockchain and
crypto assets.
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About CySecK
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Centre of Excellence for Cyber Security
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CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with 1ISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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