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The first-anniversary edition of the Cyber Vartika newsletter is
here. The newsletter aims to bring to the fore the steps the
Government of Karnataka is taking on various cybercrimes
that are taking place in the state and the need for
cybersecurity awareness. Since the onset of the COVID-19
pandemic, Cyber Crimes have grown unprecedently. The
need of the hour is to handle such cyber criminals with an
iron fist, and it must be joint responsibility of industry,
academia, and community-based organizations and improve
technological and non-technological skills for taking on
criminals in cyberspace. 
Although the Internet has made lives easier for every one of
us, it has also brought with it its share of negative baggage.
Unethical hackers have utilised this to their benefit, and it is
important to protect ourselves from such an onslaught. 
The public must be educated on handling cybercrimes
through innovative approaches using technology and
education and protect themselves financially or otherwise
from such perpetrators. With digital transactions becoming
the order of the day, caution and awareness are of utmost
importance to prevent data theft and loss of financial
resources. A multi-pronged approach to handle cybercrime
effectively is the need of the hour. If information is
everything, then it must be protected, and it is the
responsibility of every one of us to be aware of the danger
lurking in the corners of the cyber world, be aware, and take
steps to protect from such frauds and protect our kith and kin
from such perpetrators of cybercrime.
The “Cyber Vartika” newsletter aims to bolster the knowledge
of our citizens and draw attention to the various types of
cybercrimes that are taking place. Let us pledge to end
cybercrimes and protect our citizens from the fraudulent
monsters.

�ೖಬ�  �ಾ��ಕ ಸು��ಪತ�ದ �ದಲ�ೕ �ಾ���ೂೕತ�ವದ ಆವೃ�� �ಮ�
ಮುಂ��. �ಾಜ�ದ�� ನ�ಯು��ರುವ ��ಧ �ೖಬ�  ಅಪ�ಾಧಗಳನು� ತ�ಗಟ�ಲು
ಕ�ಾ�ಟಕ ಸ�ಾ�ರ ಅನುಸ�ಸು��ರುವ �ಾ�ೂೕ��ಾಯಗಳನು� ಮತು� �ೖಬ� 
ಭದ��ಯ �ಾಗೃ�ಯನು� ಮೂ�ಸು��� ಇ��ರುವ ���ಗಳನು� ಈ ಸು��ಪತ�ದ��
�ೂರತರ�ಾ��. �ಾಗ�ಕ�ಾ� �ೂೕ�� -19 �ಾಂಕ��ಕ �ಾ���ೂಂಡ ನಂತರ,
�ೖಬ�  ಅಪ�ಾಧಗಳ ಸಂ��ಯ�� ಗಣ�ೕಯ ಏ�� ಆ�ರುವ�ದಂತು ಸ�ಷ��ಾ�
�ಾ�ಸು���. ಈ �ೕ�ಯ �ೖಬ�  ಅಪ�ಾಧಗಳನು� ಎಸಗು��ರುವವರನು�
ಸ�ಬ�ಯುವ�ದು ಪ�ಸು�ತ �ಾಲಘಟ�ದ ಆದ���ಾ��. �ೖಬ�  ಜಗ���ಂದ
ವಂಚಕರನು� �ೂರ� �ಾಕಲು, ಉದ�ಮ, ��ಣ ಮತು� ಸಮು�ಾಯ ಆಧ�ತ
ಸಂ��ಗಳ� ಒಗ��ಾ�� ಜ�ಾ�ಾ�� �ೂತು��ೂಳ��ೕಕು �ಾಗೂ �ಾಂ��ಕ ಮತು�
�ಾಂ���ೕತರ �ೌಶಲ�ಗಳನು� ಸು�ಾ���ೂಳ��ವ ಮೂಲಕ ಈ �ಾಯ�ವನು�
�ಾ�ಸ�ೕಕು.
ನ��ಲ�ರ �ೕವನವನು� ಇಂಟ� ��  ಸುಲಭ�ಾ��ದ�ರು ಕೂಡ, ಅದು ಹಲ�ಾರು
ನ�ಾ�ಾತ�ಕ �ಷಯಗಳನು� �ೂತು� ತಂ��. ಅ�ೖ�ಕ �ಾ�ಕ� ಗಳ� ಈ
�ೂೕಪಗಳನು� ತಮ� �ಾಭ�� ಬಳ��ೂಂ��ಾ��. ಈ �ೕ�ಯ �ೕಸ�ಾರ�ಂದ
ತ����ೂಳ��ವ�ದು ಬಹಳ ಮುಖ��ಾ��. 
�ಾಂ��ಕ ಮತು� �ೖ��ಕ �ೌಶಲ�ಗಳನು� ��ನ��ಾ� ಬಳ��ೂಂಡು, �ೖಬ� 
ಅಪ�ಾಧಗ�ಂದ ತ����ೂಳ��ವ �ಾಗ�ಗಳನು� �ಾವ�ಜ�ಕ�� ಸ�ಷ��ಾ�
���, ಅವರು ಈ �ೕ�ಯ ವಂಚ�ಗ�� ಎ� �ಾ��ೂಡದಂ�
�ೂೕ��ೂಳ��ೕಕು.  ಆ ಮೂಲಕ ಅವರನು� ಆ��ಕ�ಾ� ಸುಭದ��ೂ��, �ೖಬ� 
ಅಪ�ಾ�ಗಳ ಕ�ಮು���ಂದ ದೂರ ಇಡ�ೕಕು. ಈ �ನಗಳ��, ��ಟ� 
ವ��ಾಟುಗಳ� ��ಾ�ಗು��ರುವ�ದ�ಂದ, �ಾ�� ಕಳ�ತನವನು� ಮತು� ಆ��ಕ
ನಷ�ಗಳನು� ತ��ಸಲು, ಮುಂ�ಾಗ�� ಮತು� �ಳ�ವ�� �ೂಂ�ರುವ�ದು ಬಹಳ
ಮುಖ��ಾಗುತ��. �ೖಬ�  ಅಪ�ಾ�ಗಳನು� ಕ���ಾಕಲು ��ಧ �ೂೕನಗ�ಂದ
�ಷಯವನು� ಅ�ೖ���ೂಳ��ವ�ದು ಈ �ಾಲಘಟ�ದ ಅವಶ�ಕ�. �ಮ� �ೖಯ��ಕ
�ಾ�� �ಮ�ನು� ಅ�ಾವರಣ�ೂ�ಸುವ�ದ�ಂದ, ಅದನು� ಸುಭದ��ಾ�ಸುವ�ದು,
�ೖಬ�  ಜಗ��ನ�� ಅದು ಕಳ��ಾಗದಂ� ಆಗಬಹು�ಾದ ಅ�ಾಯಗಳನು�
ಮುಂ�ತ�ಾ� ��ದು�ೂಂಡು, ಸ��ಾದ ಮುಂ�ಾಗ�� ವ�ಸುವ�ದು
ಪ���ಬ�ರ ಆದ� ಕತ�ವ��ಾ��. ಎಲ�ರು �ಾಗರೂಕ�ಾ�, ಈ �ೕ�ಯ
ಅಪ�ಾಧಗ�ಂದ �ಮ�ನು� ರ���ೂಳ��ವ �ೂ��, �ಮ� ���ೂ� �ಾಗೂ
ಆಪ�ರನು� ಕೂಡ �ೖಬ�  ವಂಚಕರ �ಟ��ೂೕಟ�ಂದ ಸುರ�ತ�ಾ��.
ನಮ� ಜನರ ಅ�ವನು� ವೃ���, ನ�ಯು��ರುವ ��ಧ �ೖಬ�  ಅಪ�ಾಧ ಅಥ�ಾ
ವಂಚ�ಗಳ ಬ�� ಅವರ ಗಮನವನು� ��ಯುವ ಗು�ಯನು� “�ೖಬ�  �ಾ��ಕ”
ಸು��ಪತ� �ೂಂ��. �ಾ�ಲ�ರು, �ೖಬ�  ವಂಚ�ಗ�� �ೂ��ಾ� ನಮ�
ಜನರನು� �ೖಬ�  ವಂಚಕ�ಂದ ಸುರ�ತ�ಾ�ಸುವ ಪ���ಯನು� ��ೕಕ��ೂೕಣ.

 �ಾ .� ಎ� ಅಶ�� �ಾ�ಾಯಣ   Dr. C. N. Ashwath Narayan

ಸ�ವರು - �ಾ�� ತಂತ��ಾನ, �ೖ�ಕ ತಂತ��ಾನ, ��ಾನ ಮತು�
ತಂತ��ಾನ; ಉನ�ತ ��ಣ; �ೌಶ�ಾ��ವೃ��, ಉದ�ಮ�ೕಲ� ಮತು�
�ೕವ�ೂೕ�ಾಯ, ಕ�ಾ�ಟಕ ಸ�ಾ�ರ

Minister for Information Technology, Biotechnology,
Science and Technology; Higher Education; Skill
Development, Entrepreneurship & Livelihood –
Government of Karnataka
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ಪ�ಮುಖ  �ೖಬ�
ಸು��

�ಾ� ��ಾ��ಂ� ಆ� ಗಳನು� 
ಗೂಗ� �ಾ�� �ಾ��.

ಗೂಗಲ� ಬದ�ಾದ �ಯಮದ ಅನು�ಾರ, �ಾ�ಹಕರ
�ಕು��� �ಾಗೂ ��ವ�ಯನು� ಉತ�ಮ�ೂ�ಸುವ
���ನ�� ಗೂಗ�  ಸಂ��ಯು ��ೕ �ೂ�ೕ� ನ��ದ� ಥ��
�ಾ�� �ಾ� ��ಾ��ಂ� ಆ� ಗಳನು� �ೂ�ಗು �����.
��ೕ �ೂ�ೕ� ನ�� ಇರುವ ಎ�ಾ� ಥ�� �ಾ�� �ಾ�
��ಾ��ಂ� ಆ� ಗಳನು� ��ದು�ಾ�ದ�ರು ಕೂಡ, �ೂಸ
�ಯಮ�ಂದ ��ೖ� ನ�� �ದ�ೕ ಇರುವಂತಹ
��� -ಇ� �ಾ� ��ಾ��ಂ� ಆ� ಗ�� �ಾವ��ೕ
�ೂಂದ� ಇಲ�; �ಾ�ಾ�, ಈ �ಯಮ�ಂದ �ಾ�ಹಕ��
ಅಂತಹ ವ��ಾ�ಸ�ೕನೂ ಆಗುವ��ಲ�.

�ಾರತದ ಮಕ�ಳ� �ೖಬ� �ದ���
ಸುಲಭ�ಾ�  ತು�ಾ�ಗು�ಾ�� ಎಂದು
ಸಂ�ೂೕಧ��ಂದ ��ದುಬಂ��.

���ೕ �ಾ����ೕಶ� ನ �ೂಸ ವರ� ಪ��ಾರ, �ಾರತದ
ಮಕ��� ಆ� �ೖ� ��� �ಚು� ಎಂದು ��ದುಬಂ��.
�ಾರತದ ಮಕ�ಳ� ತುಂ�ಾ ಸಣ� ವಯ���ಂದ�ೕ ��ೖ� 
ಬಳ� ಶುರು �ಾಡು���ಾ��. �ಾರತದ��, �ಾ��� ��ೕ�
ಬಳಸುವ 10 �ಂದ 14 ವಷ�ದ ಮಕ�ಳ ಪ��ಾಣ �ೕಕಡ
83%ರ��ದು�, �ಾಗ�ಕ  ಸ�ಾಸ�� �ೂೕ���ೂಂಡ�, ಇದು
�ೕಕಡ 7%ನಷು� �ಚು�. ��ೕಷಕರು ಮತು� ಮಕ�ಳ ನಡು�
ಮುಖ��ಾದ ಭದ��ಯ ಅಂತರದ �ಚ�ಳ�ಂದ, ಮಕ�ಳ�
ಇಂಟ� ��  ಅ�ಾಯಗ�� ��ಾ�� ಈ�ಾಗು���ಾ��.
ಅ��ೕ ಅಲ��ೕ, ��ೕಷಕರ ಹಸ��ೕಪ ಕ�� ಇರುವ�ದ�ಂದ,
�ೕಕಡ 22%ನಷು� ಯುವ ಜನ� �ಾವ��ೂೕ ಸಂದಭ�ದ��
�ೖಬ� �ದ��� ಒಳ�ಾ��ಾ��. �ಾಗ�ಕ  ಸ�ಾಸ��
�ೂೕ���ೂಂಡ�, ಇದು �ೕಕಡ 17%ರಷು� �ಚು�.

ಫ� �, ಸರ�ಾ� ಸಂ��ಗಳ� �ೖಬ� 
ಅಪ�ಾಧಗ�ಾದ 6 ಘಂ�ಗಳ ಒಳ�ಾ� ಅವನು�

ವರ� �ಾಡ�ೕ�ಂದು, �ಇಆ� �-ಇ� 
��ೕ�ಶನ �ೕ��.

ಸಂಬಂಧಪಟ� ಎ�ಾ� ಸಂ��ಗಳ� �ೖಬ� ಅಪ�ಾಧಗಳ� ನ�ದ
6 ಘಂ�ಗಳ ಒಳ�ಾ� ಅವನು� ವರ� �ಾಡ�ೕ�ಂದು
�ಇಆ� �-ಇ�  ��ೕ����. �ಇಆ� �-ಇ�  ಪ��ಾರ, ಈ
�ಾಗ�ಸೂ�ಗಳ� �ಾರತದ “ಸಂಪ�ಣ� �ೖಬ� �ಕು���
��ಾ�ಸ” �ಾಗೂ “ಸುರ�ತ ಮತು� ��ಾ��ಾಹ�
ಇಂಟ� �� ” ವ�ವ��ಯ ಸು�ಾರ�� �ಾರಣ�ಾಗುತ��.

�ೂೕಕ� ��� �ಂ�ಾ� ಗೂಗ� ಸಂ�� 
ಆ� ಗಳನು� �ಾ�� �ಾ��

ಗೂಗ� ��ೕ �ೂ�ೕ� �ಂದ �ಾ���ಾ ��ಎ� �ಾ��ನ�,
ಬ�� ��ಶ� ಆ� ಮತು� ���� ��ೕ� ಆ� ಎಂಬ
ಮೂರು ಆ� ಗಳನು� ಗೂಗ� ಸಂ�� �ಾ�� �ಾ��. ಈ
ಮೂರು ಆ� ಗಳ� ಆಂ�ಾ��� �ಾ��� ��ೕ� ಗಳ��
�ೂೕಕ�  ���  ತರು��� ಎಂಬ ಶಂ� ವ�ಕ��ಾ��.
ಆಂ�ಾ��� ಬಳ��ಾರ�ಂದ ಚಂ�ಾ�ಾರ�ಾಗಲು ಹಣದ
�ಾವ� �ಾ���ೂಂಡು, ಆ ಮೂಲಕ �ಾವ��ಾದ
ಹಣವನು� ವಂಚಕರು ತಮ� �ಾ��ಂದ ಪ�ಯುವ
ಅವ�ಾಶವನು� �ೂೕಕ�  �ಾ� �ೕರ್ �ಾ��ೂಡುತ��.

ಆಪ� ಬಳ��ಾರ�� ಸರ�ಾರ 
“�ೖ-���” �ಾ��ಂ� �ೕ��

�ಾ�� ಓಎ� , ಆಪ�  ಐಓಎ� , ಐ�ಾ�� ಓಎ� , ಮತು�
ಆಪ�  �ಾ� ಓಎ�  ಬಳ��ಾರರ “�ೖ ���” ಮತು�
“�ೕವ�” �ರ�ಾ� ��ಧ �ಕು��� �ೂಂದ�ಗಳನು�
�ಇಆ� �-ಇ�  ವ�ೕ�ಕ���. �ಾ�� ಓಎ� 
�ಾ�� �ಾ� ಮತು� �� �ಾ� ಗಳ�� ಸ�ಾ� � �ೌಸನ�
15.5 ಅಥ�ಾ ಅದ��ಂ�ಾ �ಂ�ನ ವಶ��  ಬಳಸು��ರುವ
�ಾ�ಹಕ�� ಎಚ��� �ೕಡ�ಾ��. ��  ಅ�ಾ�ಕ�  ಇದರ
�ಾಭ ಪ�ದು, ಬಳ��ಾರ�� �ಾವ��ೂೕ �ಾ� �ೕ� 
ಇರುವ �ಾ�� ಕ��, ಅದನು� �ೂೕಡುವಂ� �ಾ�,
�ೕಸ �ಾಡುಬಹುದು�ಾ��.

https://www.news18.com/news/tech/google-bans-call-recording-apps-samsung-redmi-vivo-and-other-brands-that-come-with-in-built-call-recording-feature-5138785.html
https://www.news18.com/news/tech/google-bans-call-recording-apps-samsung-redmi-vivo-and-other-brands-that-come-with-in-built-call-recording-feature-5138785.html
https://www.news18.com/news/tech/google-bans-call-recording-apps-samsung-redmi-vivo-and-other-brands-that-come-with-in-built-call-recording-feature-5138785.html
https://indianexpress.com/article/technology/tech-news-technology/indian-children-have-the-highest-online-risk-exposuremcafees-2022-connected-family-7915324/
https://indianexpress.com/article/technology/tech-news-technology/indian-children-have-the-highest-online-risk-exposuremcafees-2022-connected-family-7915324/
https://indianexpress.com/article/technology/tech-news-technology/indian-children-have-the-highest-online-risk-exposuremcafees-2022-connected-family-7915324/
https://www.thehindu.com/news/national/organisations-must-report-cyber-security-breach-within-six-hours-indiancert/article65363495.ece
https://in.mashable.com/tech/31863/delete-these-three-apps-from-your-android-phones-as-google-bans-them-over-joker-threat
https://in.mashable.com/tech/31863/delete-these-three-apps-from-your-android-phones-as-google-bans-them-over-joker-threat
https://in.mashable.com/tech/31863/delete-these-three-apps-from-your-android-phones-as-google-bans-them-over-joker-threat
https://www.timesnownews.com/business-economy/companies/govt-cyber-security-body-issues-high-risk-warnings-for-these-apple-users-know-how-to-fix-article-91659934
https://www.timesnownews.com/business-economy/companies/govt-cyber-security-body-issues-high-risk-warnings-for-these-apple-users-know-how-to-fix-article-91659934
https://www.timesnownews.com/business-economy/companies/govt-cyber-security-body-issues-high-risk-warnings-for-these-apple-users-know-how-to-fix-article-91659934
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TOP CYBER 
NEWS

Google bans call 
recording apps

 

Google's policy change to improve its
customers' security and privacy will finally stop
third-party call recording apps on the Play Store.
Even if all third-party call recording apps are
removed from the Play Store, the new regulation
will not affect built-in call recording apps; thus it
may not make much difference to most of the
users.

Research says Indian children are
more likely to be victims of

cyberbullying

According to a new report by McAfee Corp
Indian children have the highest online risk
exposure. They are among the youngest to
reach mobile maturity. In India, smartphone use
among children aged 10 to 14 is at 83 percent,
7% higher than the global average of 76 percent.
As a result of the significant security gap
between parents and children, children are
highly exposed to internet risks. Furthermore,
while parental worry is minimal, 22 percent of
Indian youngsters have encountered
cyberbullying at some point, which is
significantly higher than the global average of
17 percent.

CERT-In directs firms, govt
organizations to report cyber
incidents within 6 hours

CERT-In has asked all entities to report cyber
events within six hours of detection. These
guidelines, according to CERT-In, would improve
"total cybersecurity posture" and ensure a "secure
and trusted Internet" in India.

Google bans apps over Joker
Threat

Google ban on three apps from the Google Play
Store. The apps are Camera PDF Scanner, Blood
Pressure App, and Style Message App. These
apps are suspected of bringing in the Joker
malware on Android smartphones. The Joker
malware can deceive Android users into paying
for subscriptions, after which the crooks take
money from their accounts.

Govt issues 'high-risk' warnings
for Apple users

CERT-In has categorised many security issues for
macOS, Apple iOS, iPadOS, and Apple watchOS
users as "high" risk and "critical." 
Warnings have been issued for anyone running
Safari browser version 15.5 or earlier on macOS
laptops and desktops. A remote attacker could
take advantage of these vulnerabilities by
convincing a victim to view maliciously produced
web content. 

https://www.news18.com/news/tech/google-bans-call-recording-apps-samsung-redmi-vivo-and-other-brands-that-come-with-in-built-call-recording-feature-5138785.html
https://www.news18.com/news/tech/google-bans-call-recording-apps-samsung-redmi-vivo-and-other-brands-that-come-with-in-built-call-recording-feature-5138785.html
https://www.news18.com/news/tech/google-bans-call-recording-apps-samsung-redmi-vivo-and-other-brands-that-come-with-in-built-call-recording-feature-5138785.html
https://indianexpress.com/article/technology/tech-news-technology/indian-children-have-the-highest-online-risk-exposuremcafees-2022-connected-family-7915324/
https://www.thehindu.com/news/national/organisations-must-report-cyber-security-breach-within-six-hours-indiancert/article65363495.ece
https://in.mashable.com/tech/31863/delete-these-three-apps-from-your-android-phones-as-google-bans-them-over-joker-threat
https://www.timesnownews.com/business-economy/companies/govt-cyber-security-body-issues-high-risk-warnings-for-these-apple-users-know-how-to-fix-article-91659934
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�ೖಸೂರು: �ೖಬ� ವಂಚ��ಂದರ��
��ಾ���� 1.95 ಲ� ರೂ�ಾ�ಗಳನು�

ಕ�ದು�ೂಂಡಳ�.

ಆ� �ೖ� �ಾ�ಂ� ��ೕಟ�� ನ�� ���ಂ�
ಮ��ಂ� ಆ�, ಕ�ಷ� ಮೂಲಕ ���ನ ಹಣ
ಸಂ�ಾದ� �ಾಡಬಹುದು ಎಂಬ ಆ� ಹು��� ಮರಳ�
�ಾ�ದ ವಂಚಕ�ೂಬ� �ೖಸೂ�ನ ��ಾ���� ಇಂದ
1.95 ಲ� ರೂ�ಾ�ಗಳನು� ಮುಂಗಡ�ಾ� ಪ�ದು
ವಂ���ಾ��.

�ೂೕ�  �ೂೕ� �ಸ�ನ�� �ೕಸ�ೂೕದ 
60 ವಷ�ದ ವೃದ�

ಭೂ�ಾ� ನ �ಷ� ಪ�� ನ��, �ೂೕ�  �ೂೕ�  �ೕಡುವ
�ೂೕ�ನ�� ಆ� �ೖ�  �ೕಸ�ಾರ�ೂಬ� 60 ವಷ�ದ
ವೃದ��ೂಬರನು� ಏ�ಾ�� ವಂ���ಾ��. �ಾವ��ೂೕ
�ೂ��ಲ�ದ ನಂಬ� �ಂದ �ಾ�ಂ�  ಅ��ಾ� ಎಂದು
�ೕ��ೂಂಡು ಕ� �ಾ�ದ ವ��� �ೕ� ವಂ��ರುವ�ದು
ಬಯ�ಾ��.
�ೂೕ�  �ೂೕ�  �ೕ�  �ಸ�ನ�� ವಂಚಕ ವೃದ��ಂದ
ಹಣ ಸು�� �ಾಡು��ದ� ಎಂದು ��ದುಬಂ��. �ಾ�ಂ�
ಅ��ಾ�ಗಳನು� ಸಂಪ����ಾಗ, ಅವರು �ೂೕ� 
�ೂೕ� � ಸಂಬಂ��ದ �ಾವ��ೕ ಪ���� ಅನುಸ��ಲ�
ಎಂದು ����ಾ��.

ಆ� �ೖ�  ವಂಚ�ಯ�� ಬಂ�ಾ�ಳದ
�ೖದ��ೂಬ�ರು 1.65 ಲ� ರೂ�ಾ�ಗಳನು�

ಕ�ದು�ೂಂ��ಾ��.

��ೕ�  ನಂಬ�  ಅ� �ೕ�  �ಾಡು��ರುವಂ�
ಮ��ಾ�ದ ವಂಚಕ, �ೖದ��� ಕ� �ಾ��ಾ��.
ಗೂಗ�  ��ೕ�ಂದ ���  ಈ� ಆ�  �ೌ� �ೂೕ� 
�ಾ��ೂಳ��ವಂ� ಅವ�� ����ಾ��. ತದನಂತರ ₹10
�� �ೕ�ಾ�� �ಾ��ೂಳ��ವಂ� �ೕ�� ಇ��ದು�,
ಆನಂತರ ಕ�ಮ�ಾ� ನ�ದ ಮೂರು ವ��ಾಟುಗಳ��
1.65 ಲ� ರೂ�ಾ�ಗಳನು� �ೖದ�ರು ಕ�ದು�ೂಂ��ಾ��.

ಮುಂ�ೖನ ವ����ಬ�ರು ಆ� �ೖ� 
ಎಂ��ಎ�  ಪ��ೕ�ಾ�ಯ ವಂಚ�ಯ��

₹10.5 ಲ�ಗಳನು� ಕ�ದು�ೂಂ��ಾ��.

ಆಂಧ�ಪ��ೕಶದ �ಾ�ೕ�  �ಾಂ� ��ಕ�  �ಾ�ೕ�ನ��
ತಮ� ಮಗ�� “ಎಂ��ಎ�  �ೕ� ” �ೂ�ಸುವ��ಾ�
ನಂ��ದ ವಂಚಕ�ೂಬ���, ರೂ. 10.5 ಲ�ಗಳನು� 
 �ೕ�ದ ಮುಂ�ೖ ಮೂಲದ 46 ವಷ�ದ ವ��� ವಂಚ��
ತು�ಾ���ಾ��. “ಏಎಂ-ಇಂಡ� �” ಇಂದ ಬಂದ
ಎ� ಎಂಎ� � ಮರು�ಾದ ವ��� ಬ�ಪಶು�ಾ��ಾ��.
�ಾ�ೕ�  ನಕ� �� �ೖ�  ಸೃ���ದ ವಂಚಕ, ನಕ�
ಪ��ೕಶ ರ�ೕ� �ೕ� �ೕಸ �ಾ��ಾ��.

�ೖಬ�  ವಂಚಕ�ಂದ ��� 1.22 ಲ�
ರೂ�ಾ�ಗಳನು� ಕ�ದು�ೂಂ��ಾ��

�ೕರಳ ಮೂಲದ ����ಬ�ರು, ಒ� -�ೖ� 
�ಾ� ವ� � (ಓ��) ಒಳ�ೂಂಡಂ� ಅವರ ಇತರ
�ಾ�ಂ�  ಸಂಬಂ�ತ �ವರಗಳನು� �ಾ�ಹಕ �ೕ�ಾ
ಪ����ಗ�ಂಬ �ೂೕ�ನ��ದ �ೖಬ�  ವಂಚಕರ ಬ�
ಹಂ��ೂಂಡು, ಸು�ಾರು 1.22 ಲ� ರೂ�ಾ�ಗಳನು�
ಕ�ದು�ೂಂ��ಾ��. ಆ ���ಯನು� ಪ�ಸ�ಾ��ದ
�ೖಬ�  ವಂಚಕರು ಅವ�ಂದ ಮೂರು �ಾ� ಓ��
ಪ�ದು�ೂಂ��ಾ�� ಎಂಬುದು ಗಮ�ಸ�ೕ�ಾದ
ಸಂಗ��ಾ��.

ದಯ�ಟು� ಗಮ��- �ಮ� �ೖಯ��ಕ �ಾ��ಯನು� ಕ�ಯಲು
ವಂಚಕರು �ೂಸ-�ೂಸ ತಂತ�ಗಳನು� ��ಯು���ಾ��. ಈ �ೂಸ
��ಾನದ ಮೂಲಕ, �ೂಸ�ಾ� �ಡುಗ��ಾದ �ತ�ಗಳ �ೌ�ೂ�ೕ�
�ಂಕ�ಳ �ೂೕ�ನ��, ಜನ�� �ಾ��ೕಗ�ಳನು� ಕಳ��ಸು���ಾ��. ಈ
�ೕ�ಯ �ಾಟ�� �ಾವ��� ��ೕಜ�ಳ� ಬಂ�ಾಗ, �ಾಗೃತ�ಾ�ರುವ�ದು
ಬಹಳ ಮುಖ�. ಇಂತಹ ಸಂ�ೕಶಗಳ�� ವಂಚಕರು �ಾ�ರುವ ತಪ��ಗಳ�
ಎದು� �ಾಣುವ�ದ�ಂದ, ಸೂ�� �ಾ� ಗಮ��ದ�ೕ, ಅವ�ಗಳನು�
ಸುಲಭ�ಾ� ಕಂಡು��ಯಬಹುದು.

ಆ� �ೖ� 
�ೕಸಗಳ�

https://starofmysore.com/online-fraud-student-loses-rs-1-95-lakh/
https://timesofindia.indiatimes.com/city/bhopal/man-duped-in-online-fraud/articleshow/91502997.cms
https://timesofindia.indiatimes.com/city/bhopal/man-duped-in-online-fraud/articleshow/91502997.cms
https://timesofindia.indiatimes.com/city/bhopal/man-duped-in-online-fraud/articleshow/91502997.cms
https://timesofindia.indiatimes.com/city/mangaluru/online-con-bantwal-doctor-loses-1-65l/articleshow/91298279.cms
https://timesofindia.indiatimes.com/city/mumbai/andheri-dad-loses-10-5-lakh-to-online-mbbs-admission-fraud/articleshow/91569416.cms
https://www.news18.com/news/india/kerala-teacher-loses-rs-1-22-lakh-after-sharing-otp-with-fraudsters-for-kyc-update-5170453.html


Man from Mumbai loses ₹10.5 lakh to
online MBBS admission fraud

Cybercriminals dupe teacher of ₹1.22
Lakh 

A 46-year-old Andheri resident was duped of Rs
10.5 lakh for an “MBBS seat” for his daughter
at Rajiv Gandhi Medical College in Andhra
Pradesh. The victim fell for this after receiving
an SMS from “AM-INDUSB”. The fraudster
created a fake website of the college and
issued fake admission receipts.

A teacher from Kerala lost approximately ₹1.22
lakh after sharing her banking details, including
the one-time password (OTP), with
cybercriminals who posed as customer service
representatives. The teacher was convinced to
share her OTP with them not once, but thrice.
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ONLINE
FRAUDS 

Mysuru: Student duped of ₹ 1.95 lakh
in a cyber fraud
A fraudster duped a student from Mysuru
of ₹ 1.95 lakh after convincing her to
deposit money to become a selling
merchant at an online shopping portal
and earn substantial money through
commission.

60-year-old man deceived on the
pretext of home loan 
In Nishatpura, Bhopal, a 60-year-old man,
was allegedly tricked by an online
fraudster under the guise of a home loan.
The victim received a call from an
unknown number posing as a bank
official.
On the pretext of fees, the fraudster kept
asking for money. When contacted, the
bank officials denied that they had put up
any such case for a loan.

Doctor from Bantwal loses ₹1.65 lakh
in an online fraud
The fraudster called the doctor on the
pretext of updating the phone number.
The doctor was asked to download the
Quick Easy app from Google Play. He was
asked to recharge for ₹10, post which
there were three consecutive
transactions of ₹1.65 lakh.

Please remember- Scammers are coming up with newer ways
to steal your personal information. In a new method, they are
now sending malicious links offering free downloads of new
films. Beware of such WhatsApp forwards and you can also
easily spot these messages because of the visible mistakes
made by the scamsters

https://timesofindia.indiatimes.com/city/mumbai/andheri-dad-loses-10-5-lakh-to-online-mbbs-admission-fraud/articleshow/91569416.cms
https://www.news18.com/news/india/kerala-teacher-loses-rs-1-22-lakh-after-sharing-otp-with-fraudsters-for-kyc-update-5170453.html
https://www.news18.com/news/india/kerala-teacher-loses-rs-1-22-lakh-after-sharing-otp-with-fraudsters-for-kyc-update-5170453.html
https://starofmysore.com/online-fraud-student-loses-rs-1-95-lakh/
https://timesofindia.indiatimes.com/city/bhopal/man-duped-in-online-fraud/articleshow/91502997.cms
https://timesofindia.indiatimes.com/city/bhopal/man-duped-in-online-fraud/articleshow/91502997.cms
https://timesofindia.indiatimes.com/city/mangaluru/online-con-bantwal-doctor-loses-1-65l/articleshow/91298279.cms
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�ಾಗೃ� 
ಇ�ೂ�ೕ�ಾ����
 

ತಮ� ಕುಟುಂಬ ಸದಸ��ಲ�ರ �ೖಬ�  ಸುರ��� ��ೕಷಕರ
�ಾತ� ತುಂ�ಾ �ೂಡ���. ಎಲ�ರ ಸುರ��ಯನು�
�ಾ�ಾಡ�ೕ�ಾದ�ೕ, �ದಲು ತಂ�-�ಾ�ಗಳ� �ೖಬ� 
�ಾಗೃ� ����ೂಳ��ೕಕು ಮತು� ಉತ�ಮ ಆ� �ೖ� 
ಅ�ಾ�ಸಗಳ �ಳವ��� ಉ��ೕಜನ �ೕಡ�ೕಕು.

�ೕ�ಂಟ�  ಕಂ�ೂ�ೕ� ಆ����ೕ� �ಾ�
���ನ �ಾಧನಗಳ� �ೖ��  �ೕ�  ಆ���ಂ��
�ೂ�ಯುತ��. ಈ �ೌಲಭ� �ಮ� �ಾಧನಗಳ��
ಲಭ��ರು�ಾಗ, ಮಕ�ಳ ಸುರ��� ಅದನು� ಬಳ��ೂ��.
�ೖ��  �ೕ�  ಆ����ೕ� �ಾ��ಾ�ಗ, ಮಕ�ಳ� ಅವ��
�ೕಸ�ಾ�ರುವ �ಾ��ಯ �ೂರ�ಾ� �ೕ� �ಾವ�ದನು�
�ೂೕಡಲು �ಾಧ��ಾಗುವ��ಲ�.

�ಾಲ-�ಾಲ�� �ಮ� �ಾಧನಗಳನು� ಅ� �ೕ�
�ಾಡುವ�ದ�� ಆದ�� �ೕ�.

ಅ� �ೕ�  �ಾಡುವ�ದು ���ನ �ಲಸದ �ಾ� ಕಂಡರೂ,
ಇ��ೕ�ನ ಅ�ಾಯಗ�ಂದ �ಾವ��ೕ
�ೂಂದ��ಾಗದಂ� �ಾಗೃ� ವ�ಸ�ೕ�ಾದ�ೕ, ಕಂಪ�
ಅ�ಾಯಗ�ಂದ ದೂರ ಇಡಲು �ೕಡುವ �ಕು���
�ಾ�� ಗ��ೂೕಸ�ರ ಅ� �ೕ�  �ಾ��ೂಳ��ೕಕು. ಅ��ೕ
ಅಲ�, �ಮ� �ಾಧನ �ಾವ��ೕ ಹ�ಯ ಆಪ�ೕ�ಂ� 
�ಸ��  ಅಥ�ಾ �ಾ�� �ೕ�  �ೂಂ�ದ��ೕ, �ಮ�
�ೕ�ಂಟ�  ಕಂ�ೂ�ೕ� �ಾವ��ೕ ಸ�ಾಯ��
ಬರುವ��ಲ�. ಆಪ�ೕ�ಂ�  �ಸ��  ಅಥ�ಾ
�ಾ�� �ೕ� ನ �ೂಸ ಆವೃ�� �ಮ� ಕುಟುಂಬ��
ಇಂಟ� �� ಸುರ�� ಒದ�ಸುತ��.

 ಆ�ಾ�� �ೕ�ಾ �ಾ�� ಅ�  �ಾ�.

�ಾ�ನ�� �ೕ�  ಒಂದು ಕಂಪ��ಟ�  �ೖರ�  ಆ�ದು�, �ೖಬ� 
�ಾ��ೂೕರ�� �ಮ� ಕಂಪ��ಟ�  ಅನು� �ಾ�  �ಾ�,
�ೕವ� �ಮ� ಕಂಪ��ಟ� ನ�� ಇರುವ ತುಂ�ಾ ಮುಖ��ಾದ
�ೖ� ಗಳನು� ಆ���  �ಾಡ�ೕ ಇರುವ �ಾ� �ಾಡಲು
ಸ�ಾಯ �ಾಡುತ��. ಆ�ಾ�� �ಮ� �ೕ�ಾ �ಾ�� ಅ� 
�ಾಡುವ�ದು �ಾ�ನ�� �ೕ�  ಅ�ಾಯ�ಂದ �ಾ�ಾಗುವ
ಒಂದು ಪ��ಾಮ�ಾ� ��ಾನ�ಾ��. �ಮ� ಮಕ�ಳ
��ೖ� ಗಳನು� �ಾ��  �ಾಡುವ �ೂ��, �ಾ� �ಾ�� ಅ� 
�ಾಡುವ�ದ�ಂದ ಆಗುವ ಪ��ೕಜನವನು� ಅವ�� ���.
ಅವ�� �ಾ�� ಅ�  �ಾಡುವ�ದನು� ಕ�� �ೂ�.

ಕುಟುಂಬದ ಇಂಟ� ��  ಸುರ�� ಸಲ�ಗಳ�
��ೕಷಕ��



Set up parental controls

Most devices come with child mode
options. It is always better to activate
such an option available on your devices.
By activating such options, your child will
be blocked from accessing content that
is not meant for children

Page 07

Internet Safety Tips for Families
 

 
Parents are the lifeguards responsible
for their families to stay cyber safe. 
Every parent must be cyber aware
and promote appropriate online
behaviour to achieve that.

Prioritize updating your
devices on time
Updates may appear inconvenient, but
security patches that address the most
recent and inventive threats are why
companies release new versions.
Furthermore, an out-of-date operating
system or software version can render
your parental controls and privacy
settings ineffective. Having the latest
versions installed will help to keep
your family safe online.

Backup data regularly

Ransomware is a virus that allows
attackers to lock your computer and
prevent you from accessing critical
files on your device. Backing up your
data regularly is one of the most
effective ways to tackle ransomware
threats. Back up your children's
devices and educate your teenagers to
do so.

Awareness 

Infographics 

For parents
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�ಾಗೃ� ��� 
�ತ�ಗಳ�
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AWARENESS 
POSTERS 
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QUIZ 

https://cs-coe.iisc.ac.in/awareness-hub/quiz/

https://cs-coe.iisc.ac.in/awareness-hub/quiz/
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Useful
 links 

�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತಪ�� �ಾ�� ಗುರು�ಸಲು -https://factcheck.ksp.gov.in

ಆ� �ೖ� ವಂಚ�� ಸಂಬಂ��ದ ದೂರುಗಳನು� �ೂೕಂ�ಾ�ಸಲು �ಂಗಳ�ರು ಜನರು 112� ಕ� �ಾಡಬಹುದು 

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲವ� ಉಪಯುಕ� �ಂ� ಗಳ� ಇ���-

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

Bangalorians can call 112 for registering complaints related to online frauds.

Feedback

ಧನ��ಾದಗಳ� ಸ�. �ೖಬ� ವ���ಾ ಎಲ� ಆವೃ��ಗಳ� ��ಾ�� ಮೂ� ಬರು���. ಅದರ ಯಶ��ನ �ಂ�ರುವ ಎಲ��ಗೂ ಅ�ನಂದ�ಗಳ�. ಅದು
ಇನೂ� ಹಲವ�� ತಲುಪ�ೕಕು.  �ೖಬ� ಅಪ�ಾಧಗ�ಂದ ಜನರು, ��ಾ�ವಂತರನೂ� �ೕ��, �ೕಸ �ೂೕಗುವ ಸು�� ಪ�� �ನ �ಾವ� ಓದುತ��ೕ
ಇರು��ೕ�. ಇದ�ಾ�� �ೕವ� ಈ �ಳ�ನ �ಲ ಸಲ�ಗಳನು� ಪ�ಗ�ಸು��ೕ�ಂದು ನನ� ನಂ��:

೧. ಈ ಎಲ� ಮತು� ಮುಂ� ಬರುವ ಆವೃ��ಗಳನು� ಒಂದು website ನ�� ಪ�ಕ�� 
೨. ಉ�ದ ಸರ�ಾ� website ಗಳ�� ಈ site � back link �ೂ� 
೩. ಓದುಗ�ಂದಲೂ �ೕಖನ, �ತ�, ವ�ಂಗ� �ತ�ಗಳನು�  ಆ�ಾ���. ಉತ�ಮ �ೕಖನಗ�� ಬಹು�ಾನ �ೂ�.
೪. �ೖಬ� ಅಪ�ಾಧ �ಾನೂನು ಮತು� ಅದರ��ರುವ ��ಗಳ ಬ�� ಜನರ�� ಅ�ವ� ಮೂ�� 

ಉತ�ಮ �ಲಸವನು� �ಾಡು����ೕ�, ಮುಂದುವ��. ಧನ��ಾದಗಳ�.

Regards,
Girish Aithal

Congratulations to cyseck wing. I am regular follower of your magazine, it is very useful. continue publishing. Wish you all the best.
Shiva Kumar T

https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ
ಉನ�ತ�ಾನ �ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ��
(ಇಂ�ಯ� ಇ���ಟೂ�� ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು 
 ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ� �ೌ��� �ಾ� �ೖ��
ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ
ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ
�ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ� ��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-tech Centre of Excellence
in Cybersecurity, housed in the IISc (Indian Institute of Science) campus,
with IISc as the anchor institute and KSCST (Karnataka State Council for
Science and Technology) as the implementation agency. CySecK was
setup by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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About CysecK


