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Dear Readers,

Digital first is the new normal. Even before we look
for things around us, we search within our devices.
With usage being so widespread, risks are only
natural. Risks of identity theft, being defrauded,
duped and just plain inconvenience. Perpetrators of
such activities maybe motivated financially, or
otherwise. With the rise of cryptos, what is financial
and what is not is a debate by itself. Most importantly
these perpetrators are able to operate with impunity
beyond boundaries — boundaries that limit law
enforcement and investigation agencies that tackle
traditional crimes.

Handling risks in the cyber universe will necessarily
have to be multi-pronged. The developent of
technology itself will have to evolve so as to include
safety by design and a default. This will need
improvement in research capacity. The capacity of
the governments to handle cyber crimes will need to
be increased. This would range from strengthening
current institutions with more tools and people,
expanding the legal framework to address issues
unique to cyber crimes, and reimagining institutional
structure required in the long term.

The most important tool to tackle cyber crimes is,
and will remain, awareness. Unless one bcomes aware
that something has gone amiss, no redressal action
will be initiated. One has to be awake to the
possibility and be constantly on the vigil. User
awareness of the modus operandi is critical for the
government agencies to come in and take necessary
action. Information plays a crucial role in building
awareness — especially amongst children and youth.

It is with great pleasure I notice that CyberVaartika
has been performing this role with enthusiasm for
sometime now. I commend the team at CySecK and
wish them ever wider reach. I am sure you will find
this issue relevant and timely.

Surya Prakash B S
Fellow and Programme Director, DAKSH
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Top Cyber News

Private loan firms booked in cheating case

Loan apps that were blocked have resurfaced

Bengaluru cyber crime police have arrested a dozen
private companies for defrauding. The businesses are
supposedly controlled by Chinese nationals who prey
on innocents by offering them immediate loans using
smartphone apps. Between February 28 and April 13,
the cybercrime unit recorded ten cases.

Tesupa Pvt Ltd, Zong Pvt Ltd, Pesolo Private Ltd,
Mosli Pvt Ltd, Pakola Pvt Ltd, Loscoop Pvt Ltd,
Taptica Pvt Ltd, Gooko Pvt Ltd, Menasi Pvt Ltd,
Starmex Pvt Ltd, Jolichi Pvt Ltd, and Yoomi
Ecommerce Allias Adview Technology Pvt Ltd are
among the suspected companies.

Fraudsters arrested for cryptocurrency fraud
in Bengaluru

A cab driver, a scrap merchant cum painter, and a
mechanic arrested for duping several thousands of
investors of money on the pretext of high interest.
The accused received Rs 8 Crore as remuneration for
becoming ‘board of directors for ‘ShareHash’
company, dealing in cryptocurrency.

Bengaluru city police commissioner said the founder
directors of ShareHash lured the investors through
bulk messages sent on mobiles and emails displaying
their money will be invested in the Crypto Currency
business. Investors were to download the ‘ShareHash’
app and start investing.

Online scamsters dupe victims of Rs 19 lakh
every day in Karnataka

In Karnataka, cybercriminals have been on the run.
Nobody seemed to be safe from them, whether they
be vast groups of people or well-educated individuals.
Between January 1, 2019 and February 28, 2022,
scammers in Karnataka looted Rs 19 lakh per day
from their victims, according to data from the home
department.

Araga Jnanendra, the home minister, recently
delivered the statistics to the legislative council.

in a new guise

Promoters of prohibited lending apps, against whom
fraud lawsuits have been filed, are steadily re-entering
the sector, albeit from different locations.

Some have launched new apps and employed
personnel to harass clients who owe them money.
The apps are run out of Bangalore and Delhi, with
Telangana residents as users.

Trio arrested for showing the road as a
residential site in Bengaluru

Two women and a man have been charged for forging
documents to show a road as a residential area and
mortgaging it to obtain a Rs 50 lakh loan from a
cooperative bank.

The crooks had tampered with the layout's approved
blueprint and depicted the road as a construction site.
With forged paperwork, they were able to register the
plot. In 2006, the property was sold to an individual,
and one of the fraudsters later bought it. In 2015, the
BBMP canceled its khata. However, these details were
hidden from the bank by the suspects. A case of
cheating, forgery, and criminal conspiracy has been
filed against them.

Indian government blocks 16 YouTube
‘news' channels

India's Ministry of Information and Broadcasting
blocked 16 YouTube "news" channels for allegedly
promoting misinformation about the country's
national security, foreign relations, and public order.
It was discovered that these channels were being used
to spread fake news.

The ministry utilised its emergency powers to restrict
55 YouTube channels, as well as several Twitter and
Facebook accounts, in December and January.
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On the pretext of solving personal problems, 'astrologers' defraud a businessman of
Rs 46 lakh.

The victim came across the scamsters through a website in August 2021. One of them promised to
help him out with his problems. He also requested money from the victim under the guise of
different pujas and ceremonies, to which the businessman transferred Rs 46 lakh in instalments
from August 2021 to March 2022. The astrologers disappeared after receiving the money, and the
victim subsequently approached the cybercrime police in this regard and lodged a complaint.
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In a job scam in Bengaluru, a bus conductor was duped of Rs. 4 lakhs

After promising to secure her son a job at Yeshwanthpur railway station, a couple posing as a loco
pilot and a helper with Southern Railways defrauded a woman of about 4 lakh in cash and gold.
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Man arrested for online investment scam

A 25-year-old MBA graduate has been charged with defrauding people online by promising to
double their money. The accused set up a number of fake social media accounts and targeted
people with fraudulent investment proposals. He is said to have gotten the idea for the online scam
after being scammed out of Rs 5,000 under the pretence of having his online account verified.
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Awareness Posters

INTERNET SAFETY CHECKLIST FOR FAMILY

INTERNET SAFETY
TIPS

Know the dangers
of the Internet

For
Kids

(less than

12yrs)

For

For

Teenagers Parents
(13-19yrs)

Never click
random links on
the Internet

Avoid using a
shared account

Beware of
strangers

Q00O

Avoid sharing
too much on
social media

Shop or download
from secure
websites only

Know the
privacy settings

QOO0 0 0

Never save your
debit/credit card
information online

Keep Internet
connection secure

Monitor online

security
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CySecKCoE

Halio Mr. Joseph, | am Suresh,
calling from *MYZ* service provider.
The SIM you have on your phona is
eld, and according to our updated
policy, you will have to upgrade
your SIM; otherwise, you will lose
access to your netwaork, To avoid
this, you will have to resubmit your
documents by clicking on the link |

am sending now.

e

1'was not awase of this!
I will submit the
documents right away.

— ) O Gl —————————

Soeh BRIy dogd...
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After a few days..

Why do | have no netwark
on my phone? | can't make
any cails, noram |
receiving any.
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| approached the service provider
posing as Mr. Joseph with his
docurments and  requested  for
swim swap. The service provider
deactivated the sim and gave me a
newe one. | can get all the OTPs and
financial alerts directly.

At
Mmﬁ Acbs
Rew T mcre HAd) o
Bob  Radrd :
| HOARR shood
SAcisApepmho.
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' the customer's bank account
by gaining access ta the
customer's 5IM card,

- Be wary of social engineer-
ing technigues such as vishing,
phishing, and smishing, which
try to steal your personal and
confidential information.
Check with your service pro-

} vider if your phone number is.

nactive or out of range.
Stay #cybersecure and
aware p
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CySecK Awareness Repository

Identity Management Day
12 April 2022
Identity Management Day is observed on second Tuesday of April to educate about the necessity of
maintaining and securing digital identities,

Why is Identity Management important?
Everyone has a digital identity, which is made up of a vast amount of personal information. Your infor-
mation is crucial to hackers, whether it originates from your social media profiles, search engine histo-
ries, or email accounts. Fortunately, there are ways to increase the security of your online identities by

following a few practices: PO s
. Think Before You
Click!
Multifactor
Authentication

Don't click on the link right
away if you get an attractive
offer by email or SMS. Instead,
go straight to the official
website to ensure it's genuine.
Attackers frequently use phish-
ing emails and SMS to deceive
people into giving up personal
information like usernames

Multifactor ~ Authentication
will protect your online
accounts by allowing the most
secure authentication meth-
ods, such as biometrics or a
one-time code sent to your
phone or mobile device.

KKK

whw and passwords or download-
. ing malware.
o —
Change
default
credentials

Mimy Id‘ev:u:_a — like WiFi rout- N
ers, Iol' devices, etc - are sold

with default configurations like
password for admin accounts.
Unless you change this, when
this device gets connected to the
internet hackers can login with
the admin credentials and take
control of the device. Ensure
that the default credentials are
changed for all your inter-
net-connected devices.

Use unique, strong passwords
for each service

If you have reused passwords across multiple services, if the hack-
ers are able to obtain the password from hacking one database,
they will be able to access other services as well. Hence it is critical
that you set a unique, strong password that is not easy to guess for
each service. If you are finding it difficult to remember multiple
passwords, use a reliable password manager.
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CySecK Awareness Repository

W) INTERNET SAFETY TIPS FOR FAMILIES
M 1Secld

FOR TEENAGERS

K-Tech CoE for Cyber Security

There are online predators and plenty of other cyber criminals waiting to
prey on teenagers in the digital world.

Be mindful of what you Be cautious while you meet
share on the Internet your online friend in person.

The Internet has no boundaries. Be When meeting your online
cautious about the friends you make, friend for the first time, ensure
pictures you post, and information it is in a safe place, like a public
you share on social media. On the place. Be cautious or take
other hand, be a responsible user and someone along.

avoid trolling or posting nasty
comments on the Internet. You may
have to live with what you publish
about yourself or others.

Talk to your parents

If someone forces you to do certain activities or
ask favours, be very suspicious and avoid doing
it. Stop the conversation and block such
accounts right away. Cyberbullying can happen
to anyone anywhere. Be careful and alert your
parents in such instances.
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Some useful links for staying cyber aware and cyber safe -
* To lodge complaint against a cyber-crime - cybercrime.gov.in

e To identify fake information: https://factcheck.ksp.gov.in

* Bangalorians can call 112 for registering complaints related to online frauds.
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CySecK is the Karnataka state government’s K-tech Centre of
Excellence in Cybersecurity, housed in the IISc (Indian
Institute of Science) campus, with IISc as the anchor institute
and KSCST (Karnataka State Council for Science and
Technology) as the implementation agency. CySecK was setup
by KITS (Karnataka Innovation and Technology Society) of the
Department of I'T, BT and S&T.
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