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Dear Readers,

The world is witnessing cybercriminals
improving  their  specialization  and
competence to make their voyages on the
internet a profit-driven business. There is a
spike in online marketplaces offering
compromised financial information,
malware for ATM attacks, weapons, banned
or restricted items. Technology allows the
criminal to hop from country to country in
seconds, making the investigation difficult.
The anonymous nature of the internet and
lack of wuniformity in international
cooperation has given the criminals the
upper hand and derive profits from their
ventures.

We must improve the handling of
cybercrimes, and I feel this is a shared
responsibility with the partnership of
Government, Industry, Academia & other
community-based  organizations.  This
unique  partnership would improve
technological and non-technological skills
for responding to criminals in cyberspace.

Our efforts must be towards research,
innovation, technology product
development, and, most importantly, their
commercialization in our country's strategic
& commercial interests.

Educating the public is an essential
component of Cybercrime prevention, and
I must compliment CySecK for its efforts in
promoting awareness and education. This
edition of the newsletter covers the recent
updates related to cyber security. I'm sure
the awareness material in infographics
would greatly interest the readers.

Venkatesh Murthy. K
Director
Data Security Council of India.
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Top Cyber News

Fake 'Kashmir Files' download
links will empty your bank
account

The Kashmir Files, directed by Vivek Agnihotri,
makes noise amongst the viewers. In the midst of this,
there have been reports of fake download links for
the film circulating on Whatsapp. Police have issued
a warning to those who get suspicious links via social
media or WhatsApp from unknown sources, as these
could be attempts at cyber fraud. The Kashmir Files is
a film about the exodus of Kashmiri Hindus during
the Kashmir insurgency in 1990, which was released
on March 11.

Cyber criminals send such links to provide links for
free access to a popular movie or video. However,
users' phones are hacked, and their bank accounts
linked to their mobile numbers are emptied.

FIR registered for the
defamatory post against
Karnataka Hight Court judge

The South Division cyber crime police have filed an
FIR against one person and the administrator and
members of the online page 'Mangalore Muslims' for
allegedly making derogatory remarks about a High
Court judge who is part of a three-judge Bench
considering the hijab petition.

Please remember: Once content is posted on social
media, it can remain forever. It is very important for
one to be mindful of what he/she posts or comments
on social media. Posting something offensive might
end you up behind the bars.

Digital commerce transactions
increased 30% in 2021 but so did
digital frauds, says RBI report

According to the Reserve Bank of India's (RBI) bulletin
for March 2022, India's digital commerce transactions
expanded 30% in 2021, 760 basis points faster than the
global growth rate. The survey says that while the
country has been ahead of its peers in digital
transactions since 2018, it has also seen a substantial
increase in digital fraud.

According to RBI data, Indian lenders reported 4,071
fraud instances between April and September 2021,
with a total fraud amount of Rs 36,342 crore.

WhatsApp has launched a
'Safety in India' hub, which will
serve as a resource for online

safety in India.

WhatsApp launched a dedicated 'Safety in India'
resource hub with a number of safety tips to help
people stay safe online.

The resource portal focuses on a number of essential
subjects related to online safety, privacy, and security,
debunking common myths and spreading awareness
about how users may protect themselves from
potential cyber scams in today's digitally connected
world.

2.12 Lakh Cybersecurity Incidents Reported In 2022: Indian Govt

The Indian Computer Emergency Response Team (CERT-In) reported more than 2.12 Lakhs cybersecurity
incidents this year (till February 2022). Last year, the CERT-In recorded more than 14.02 lakh cybersecurity-

related incidents.

Please remember- Scammers are coming up with newer ways to steal your personal information. In a new method, they are now
sending malicious links offering free downloads of new films. Beware of such WhatsApp forwards and you can also easily spot
these messages because of the visible mistakes made by the scamsters.
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Online frauds
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Online frauds dupe man with lottery bait
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Two cyber experts held for misleading Pune police probing cryptocurrency fraud cases
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Man loses Rs 41 lakh in cyber fraud
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Woman gives away KYC details, loses £3.25 lakh in cyber fraud
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Sonam Kapoor’s father-in-law Harish Ahuja's firm duped of over #27 crore in cyber fraud
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64-year-old actress falls for Airtel KYC cyber-fraud, loses Rs 1.48 lakh
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Man duped of #40L by woman
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Elderly man duped of around 1 lakh
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Man held for spreading fake news
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Two arrested for spreading fake news
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Man arrested on job fraud charge
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Three held for LPG refilling fraud
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Please remember: If you are a victim of online fraud, contact the authorities during
the first two hours of the fraud, also known as the "golden hour". Chances of
freezing the accounts, stopping future transactions, and recovering the funds are
high during that period. Always be careful while transacting money online, stay
cautious and remain cyber alert.
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Saroja gets a call from Bhakshaka asking her for details
concerning WhatsApp Survey.

Hello Saroja, I am calling from WhatsApp, and we are
conducting a survey among our users to make your » Fraudsters try to hijack WhatsApp
experience with WhatsApp better. You will be receiving accounts by seeking OTP from users
an OTP from us, and we will confirm your identity after via phone calls. The fraudsters will
you share the OTP with us. later use them for committing vari-
3 ous crimes.

= During the phone call, fraudsters
begin creating a duplicate WhatsApp
account using the callers phone
number. They trick the victim into
sharing the OTP, and as aresult, they
will gain access to their WhatsApp
account.

Okay, I think I got the OTP. Let me share the 7 - + Fraudsters can use these WhatsApp
OTP with you. accounts to carry out financial
frauds. Fraudsters request the
victim’s friends and close relatives
for financial help. Many people get
deceived and send money when they
receive a request from victims
personal Whats App account.

Hey, wait! how do
you know if the
person is genuine.
Never share your
OTP with anyone!

=+ Be vigilant of such frauds.
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Kiran is on the final level of a game that he has been
playing forweeks, He purchased that game for a lower
price fram an unofficial website.

Mewver use unofficial websites to download
amything. Your account has been hacked. Do not
panic, and please register a complaint at your
nearest police station,

He is excited about the game, but suddenly his screen goes
black, he is locked out of his account, and his progress is lost.
His account has been hacked.

| have his bank

account details
with me; | will
not even leave
a penny back
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. There are many ways
hackers can access your informa-
tion while you are playing online,
and they know ways to turn that
information into profit.

. Avoid trying to find a
cheaper or free version of your
favorite games; they risk infect-
ing your device and might end
up downloading malware and
viruses instead.

. Avoid using the same user-
name and password for all of
your gaming platforms. It will
open doors for hackers to access
your accounts and make you
their victim.

. If cybercriminals find your
personal information, they could
publish your home address,
email ID, and phone number
online.
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CySecK Awareness Repository

INTERNET SAFETY TIPS FOR FAMILIES

The internet is a boon, but also a bane in many ways.
It also can harm us as well as the people we love.
Here are a few Internet Safety Tips
to help ensure your whole family stays safer online.

For Kids
Kids today are active users of the

Internet, whether it be watching
YouTube for entertainment, or

playing games.
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Parents should never feel it is too early to teach kids about internet safety.
If your kid is using internet, they should be aware of online safety tips.

Educate children about
the dangers of the
internet

Teach children about
questionable online
activities and encourage
them to seek assistance if
something seems out of
the ordinary.

o E

It is always better to have a separate and secure
username and password for your child to log into A
courses, lectures, and assignments. .

Guard your personal information
Avoid reusing your accounts for your
child’s studies or entertainment.

Create a safe online learning space

Keep the computer in a common
area where you can view and
monitor your child while using the
same. Keep track of how much time
your child is spending on phone or
tablet. Spend shared time online with
your children to teach them proper

online behavior.
o &m
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Some useful links for staying cyber aware and cyber safe -
* To lodge complaint against a cyber-crime - cybercrime.gov.in

e To identify fake information: https://factcheck.ksp.gov.in

* Bangalorians can call 112 for registering complaints related to online frauds.
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CySecK is the Karnataka state government’s K-Tech Centre of
Excellence in Cybersecurity, housed in the IISc (Indian
Institute of Science) campus, with IISc as the anchor institute
and KSCST (Karnataka State Council for Science and
Technology) as the implementation agency. CySecK was setup
by KITS (Karnataka Innovation and Technology Society) of the
Department of I'T, BT and S&T.




