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Dear Readers,

“The Internet has made our lives easier”, the
million-dollar question is- is this a statement
or a question? Yes for most of us it is a
statement but for many others, it remains as
a big question mark. Undoubtedly, it is a
double-edged sword with many advantages
and disadvantages! And the perils can be not
only dangerous, but also life threatening.

With 4.66 billion users online across the
globe, we have no idea about the number of
eyes we are exposed to. Thankfully we have
the good guys, The White-hat or as they are
commonly called, the Ethical hackers turning
their focus towards something positive, thus
keeping us safe.

Cyber Security awareness has saved many
lives from the threats of cyber criminals. The
awareness about privacy issues has helped
many lives to protect their data from the
prying eyes of cybercriminals. I'm very
delighted that this initiative is boosted by
“Cyber Vartika” and this becomes an
inspiration for the youth of Karnataka as well
across the nation to head start and dive into
the world cyber security and make this

world a secure space.

This edition of the newsletter has many
interesting topics ranging from distribution
of malware , initiative of Kaspersky to spread
cyber awareness by gamification, modus
operandi of cyber criminals and some
brilliant posters for you to print and paste on
your walls! And for those of you with an
interest in crypto, do google about the latest
ASIC by Intel- BMZI1, a 3,600-watt mining
rig with a system hash rate of 40 tera hashes
per second (TH/s).

With respectful regards,

Dr. Ananth Prabhu Gurpur

Professor and Principal Investigator

Digital Forensics and Cyber Security CoE-
Sahyadri

Cyber Law and Security Trainer for LEA
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Top Cyber News

Hackers are using Microsoft
Teams chats to spread malware,
thousands of incidents getting
reported

Hackers are constantly targeting Microsoft Teams chats
in order to use a malicious file to spread malware to
several recipients in one go. The latest attacks try to
send a malicious file through Teams chat. Once
activated, the malware downloads DLL files on any
system and creates self-administering shortcut links.
The attacks on Microsoft Teams chats started in
January this year and have now been spotted by
Avanan, a Check Point company that secures such
collaboration platforms.

Kaspersky launches mobile
game to enhance cybersecurity
awareness

To make cybersecurity training more entertaining and
enhance employees' interest in information security,
Kaspersky has created [DisJconnected, a new mobile
cybersecurity game. As per the company, the
interactive adventure is a look into the everyday
routine of a person in the near future who is trying to
strike a healthy work-life balance while still succeeding
in their job and relationships. The game is aimed to
complement typical business security awareness
training programmes by demonstrating the benefits of
secure conduct and can be used to reinforce what
employees have learnt.[Dis]connected is currently only
available for corporate customers. It runs on Android
and iOS smartphones.

India bans 54 Chinese Apps

The union government has issued new orders
banning over 54 Chinese apps, seeing them as a threat
to Indian citizens' privacy and security. A number of
these apps are rebranded versions of apps that India
banned in 2020.

According to the centre, “These 54 apps allegedly
obtain various critical permissions and collect
sensitive user data”. The government has also
directed top app stores including Google’s Playstore
to block these applications in India.

According to a study, Indian
Mobile wallets, banking & comms
apps access maximum dangerous

permissions

Indian mobile apps and websites collect a
considerable amount of very sensitive personal data,
which could be misused and cause harm to users.
According to Arrka's annual privacy survey for 2021, a
staggering 74 74 percent of Android applications have
access to the user's exact precise location, with a 56
percent of iOS apps doing so even when the app is
not in use. Around 68 percent of Android applications
and 69 percent of iOS apps can access the user's
camera, respectively, and around 46 percent of
Android apps and 41 percent of iOS apps can read the
user's contacts.

CERT-In issues ‘high severity’ advisory for Google Chrome users

According to CERT-In, in order to avoid target attacks, Google Chrome users should upgrade their browsers
immediately. According to Computer Emergency Response Team (CERT-In), Google Chrome is particularly
vulnerable to cyber-attacks due to several vulnerabilities in the browser. Hackers might attack Google Chrome OS
to "bypass many limitations, run arbitrary code, and get full access to the browser."

The vulnerabilities affect only Chrome versions previous to 98.0.4758.80, according to the organisation.Though
Google patched the flaws in Chrome 98 earlier this month. The severity of the issues was classified as "high" by the

nodal agency in its advisory.
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Online frauds
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Two held in Odisha for links to password sale over Telegram for online fraud
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2 residents in Chandigarh lose Rs 6 lakh in online frauds, c ..

B2) D edoBericss Dewarieh esnteds Soeddahd) 6 oF domdnids) Sdchenodd.

2)

Two arrested for a novel online fraud
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Cyber frauds: 33 fraudsters arrested from Thalaposh village in Bihar's Nawada
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74-year-old loses life’s savings to cyber fraud
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Pilot duped by cyber frauds in Hyderabad
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Casual dumping of mobile number proves costly for woman in Kollam
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Delhi man held in cyber fraud case
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21-year-old youth held in cyber fraud case
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Bank manager loses Rs 60,000 in KYC fraud
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Fraudsters use ‘PM loan’ scheme to dupe vendor of Rs 71,000
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Man booked for promising jobs, duping 85 from Bhor
Dx50d 85 2301 o esd re3d S0233BII), SoedS = Bdradd) IYAD Soderndhd

Brothers from Delhi Dupe Senior Citizen of Rs 14 Lakh Using Woman'’s Identity, Voice on WhatsApp
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Man nabbed from Bengaluru for ‘duping teacher over bitcoin’
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Woman Held In Tilak Nagar For Swindling Men Online
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BEWARE OF
ROMANCE
SCAMS

Vikram's friends are planning for Valentine's
Day, and Vikram is feeling left out.
He decides to make an accounl en Tinder and
checks if he can find someone on the app.

Vikram: Woah! | have been matched
with Priya. | love this app. Let me
talk to her and get to know her.

Wikram and Priya start talking, and they fall in love;
Vikram asks Priya if she can meet him on
WValentine's Day_.

Priya: 1 love you W

Vikram: | love you

toa W

Vikeam: Lels mest
on valentines day

Priya: Yes, | would
love ta meet you. |
will bock a place for
us to spend fime

Ihere o9

Rakshaka: Hay. wall, you have never met the
person, Il 12 easy to create fake profiles
onling; g0, you should be wary.

Priys: Hey. | am unshie
make the payment to
boak, and there wor| be
any vacancy if wa don't
bcak right pow, | will
sond 2 OR code, sean
the sama and make the
payment of T 12,800

m Vikram: Let's not miss
[,

this appariunity | will
transfer the money
right now, don't warry.

- thiey gencrally work on potential part |
| ners for a few days before duping

them.

+Cybercriminals would say anything
10 gain their victim's trust and emo-
tianally manipulate them intmo giving

mianey.

" Remembc.r that romance scams can |

iappen (o apyone at any age, and
Iamuu-m: a scam is nor.hjng w
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Bhakshaka, disgured 35 Ashish sends a eouest Both Fraudster and Poornimn chat for a couphe
to Poamima an a fameus matrimanial websie ASHISH : HL | am fram Mysare, working a5 3 of clays and have a clear picture of ther back-
poaing a5 a UK national af ind 0 Lowadicn, J e | g lor ground, Income, etc.

a biddes b0 et rewreed, | would like ue 1o ek

mmare and get ta know each ather batte "ASHISH : Foarnima, | think you ane parfact,
MATRIMONIAL SITE Maybee we can chiet sbout o chirdhood to and | weuld Hla ta bo a part of your . |

monshiy incaene o everyihmg. can't wait anymore, and | am fiying to

B kil e 16 Sew

POORMINA : Hey. that's intereszing. |
am an architect, and | wen from POORNIMA: | feel the sarme way Toa,
Bangalcre. Yo soerm e a nice gy and | am glad that you are coming. |
30 | B Uiy wall come 1o plck yau up @ % @ into your browser window fo access
a matrimony website. Never dlick
an "short” links sent over SMS or
= WhatsApyp.
Awnman then calls and presends to be a customs 4 ] . ¥ you feel the other person is

official A " £ pressuring you to act quickly, be
e s - firm and take a step back.

e e i f
. ; it el .
i b, b Tt g et L Emansars balp Sty
veus arcur s 18 Lakh, 1 yeu da > ng in real life. ;
Staying vigitant I the|

Pacemima, ploase hel me gat
st al this, | will repay every-
thing as soon as | reach Mysces,
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CySecK Awareness Repository

become a concern for users
due to the widespread use of
technology in our daily lives.
It is imperative to understand
the security dangers associat-
ed with Bluetooth so you can
make use of all of the benefits
of the widely used wireless
technology while minimizing

N\ Always configure Bluetooth connections
N\ e 3
securely.
L . . .

What would we do if we Bluejacking

y .
did not have Bluetooth? i There are multiple attacks cyber-

/ We would spend most of our time untan- crooks can carry via Bluetooth. A
gling the wires of our earphones and | hacker utilizes a Bluetooth con-
headphones, which would be inconve- . L nection to gain access to your
nient. We would have one less method of phone and send anonymous mes-
transferring files between your laptop sages to other nearby devices,
and phone. And what about connecting known as Bluejacking. Bluejack-
your phone to your car? 0 ing attack sends data;
Bluetooth device security has 5 P BlueS narﬁng

There is BlueSnarfing
attack which steals data.
Text messages, emails,
images, and the unique
identifying information
that your phone or laptop
uses are all examples of
data that might be deadly
in the hands of cyber

the risks. attackers via Bluesnarfing,
BLUETOOTH SECURITY TIPS
TIP1: — TIP3 :
It is essential to read the permissions lists of Most Bluetooth attacks can only be carried
new or updated apps on your phone to avoid out at close range; always be mindful of
being surprised by unexpected your surroundings, i.e., shoulder surfers,
connectivity features. if you are doing something susceptible
T to Bluetooth
IP2: | —
- TIP 4:
Never use Bluetooth to send sensitive - N
information such as passwords. If There is no L€ason 10 keep Blue-
you absolutely must utilize Bluetooth ooth t“"“led o i you are not
to send your essential documents using/ don't use it on your phone,

from your phone to your PC, don’t tablet, or laptop. By doing this;

forget to encrypt your files before- you will be able to eliminate a /
hand potential cyber-attack.
’ —m—
N

~l]}|]|l’ L Y s [ W g

i\
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CySecK Contest #8

Answer Keys

1. Which of the following passwords is more secure?
a. instagram94

b.

c. Krishnal998

d. Officepwdl

2. How to protect yourself from cyber bullying?
a. Turn your profile private
b. Never respond to strangers on the internet

3. Block and report the bully

3. Which of the following is a common example of a "phishing"
attack?

a. You get an email with link from a distant relative with whom
you rarely communicate.
b. You receive an email from your bank requesting you to enter
your account number and password, but the online site URL
appears different.
c. You receive a text message informing you that you have won a
gontest and directs you to a URL to claim the prize.

: ove

4. Spyware is software that is installed on a computer without the
consent of the user and monitors usage.

a.
b. False

5. Smishing is a type of attack done over
a. Email

b.

c. Wi-Fi

d. Pen drive



6. You have received an email purportedly from Flipkart
regarding a discount offer for a product with a link provided.
What should you do about it?

a. Click on the link immediately so that you do not miss out on the
opportunity.

b. Verify the display name of the sender and proceed to click on
the link if it looks genuine.

c. Verify the email id of the sender and proceed to click on the link
if it looks genuine.

d.

7. Which of the following details can be shared over phone
whenever you receive calls stating from banks or any other
support team?

a. Credit card number

b. CVV number

c. Card expiry details
d.

8. _____ helps to keep your social media accounts safe and
secure

a. Enabling two factor authentication

b. Using strong password

c. Using unique password

d.

9. What are the scenarios where it is acceptable to share your
password with a colleague?

a. When you are on leave

b. When directed by your supervisor

c. When the colleague is trustworthy

d. All of the above
e.

10. Which among the below is not a correct example of multi-
factor authentication?

a. Password + SMS OTP

b.

c. Password + Face recognition

d. Entering PIN for a card transaction while withdrawing money
at ATM



11. Is it safe to download movies from the torrent and other such
free sites?
a. Yes, many people use it. So it should be safe.

b.

12. If you are an Android user, which of these sources are safe to
install apps / games?

a. UC Browser

b.

c. Links shared on WhatsApp

d. All of the above

13. Is it safe to install a pen drive that you find on the roadside
directly in your system?

a. Yes, always

b. Only if the system’s anti-virus is updated

C.

14. You receive a latest update about Omicron Corona Virus on
WhatsApp andyou ____ _

a. Share it with your friends and family immediately

b. Start panicking

C.
d. None of the above

15. If your email account is hacked, you ______

a. Alert your friends to not share credit card details or send money
to any account impersonating you.

b. Change your credentials; use a complex and a unique password
that cannot be cracked easily.

c. Change the password on other accounts that use the same
password.

d.
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CySecK's Center Head, Mr. Karthik Bappanad
conducted a session on cybersecurity awareness for
HKBK College on 5th February 2022.
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Some useful links for staying cyber aware and cyber safe -
* To lodge complaint against a cyber-crime - cybercrime.gov.in

e To identify fake information: https://factcheck.ksp.gov.in

e Bangalorians can call 112 for registering complaints related to online frauds.
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CySecK is the Karnataka state government’s K-Tech Centre of
Excellence in Cybersecurity, housed in the IISc (Indian
Institute of Science) campus, with IISc as the anchor institute
and KSCST (Karnataka State Council for Science and
Technology) as the implementation agency. CySecK was setup
by KITS (Karnataka Innovation and Technology Society) of the
Department of I'T, BT and S&T.




