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ಮುನು�� /Foreword

Dear Readers,

“The Internet has made our lives easier”, the
million-dollar question is- is this a statement
or a question? Yes for most of us it is a
statement but for many others, it remains as
a big question mark. Undoubtedly, it is a
double-edged sword with many advantages
and disadvantages! And the perils can be not
only dangerous, but also life threatening.

With 4.66 billion users online across the
globe, we have no idea about the number of
eyes we are exposed to. Thankfully we have
the good guys, The White-hat or as they are
commonly called, the Ethical hackers turning
their focus towards something positive, thus
keeping us safe.

Cyber Security awareness has saved many
lives from the threats of cyber criminals. The
awareness about privacy issues has helped
many lives to protect their data from the
prying eyes of cybercriminals. I’m very
delighted that this initiative is boosted by
“Cyber Vartika” and this becomes an
inspiration for the youth of Karnataka as well
across the nation to head start and dive into
the world cyber security and make this
world a secure space.

This edition of the newsletter has many
interesting topics ranging from distribution
of malware , initiative of Kaspersky to spread
cyber awareness by gamification, modus
operandi of cyber criminals and some
brilliant posters for you to print and paste on
your walls! And for those of you with an
interest in crypto, do google about the latest
ASIC by Intel- BMZ1, a 3,600-watt mining
rig with a system hash rate of 40 tera hashes
per second (TH/s). 
 
With respectful regards,
Dr. Ananth Prabhu Gurpur
Professor and Principal Investigator
Digital Forensics and Cyber Security CoE-
Sahyadri
Cyber Law and Security Trainer for LEA

��ಯ ಓದುಗ�ೕ,

“ಅಂತ�ಾ�ಲವ� ನಮ� ಬದುಕನು� ಸುಲಭ�ಾ���” -
ಇ�ೂಂದು �ೕ���ೕ ಅಥ�ಾ ನಮ� ಮುಂ�ರುವ ಒಂದು
ಪ����ೕ? ನಮ�ಂತಹ ���ನ ಜನ�� ಇ�ೂಂದು
�ೕ���ಾ��ೕ ಕಂಡರೂ, ಹಲವ�� ಇ�ೂಂದು �ೂಡ�
ಪ����ಾ��ೕ ಉ�ದು�ೂಂ��. ಅಂತ�ಾ�ಲವ� ���ನ
ಅನುಕೂಲಗಳ� ಮತು� ಅ�ಾನುಕೂಲಗ�ರುವ ಎರಡು
ಅಂ�ನ ಕ��ಯಂ���ೕ �ಾಣುತ��. ಇದ�ಂ�ಾ�
ಅನುಭ�ಸ�ೕ�ಾದ �ೂಂದ�ಗಳ�, �ೕವಲ ಅ�ಾಯ�ಾ�
�ಾತ�ವಲ�, ಬದ�ಾ� �ೕವ�� �ಾ��ಾ�ಯೂ �ೌದು. 

ಜಗ���ಾದ�ಂತ 46,600 �ೂೕ�ಯಷು� ಆ� �ೖ� 
ಬಳ��ಾರ��ಾ��. ನಮ�ನು� ಗಮ�ಸು��ರುವ ಕಣು�ಗ�ಷು�
ಎಂಬ ಅಂ�ಾಜು ನಮ�ಲ�. ಅದರ�� ಒ��ಯವರೂ ಇ�ಾ��
ಎನು�ವ��ೕ ಸ�ಾ�ಾನ. ಅವರನು� �ಾ�ಾನ��ಾ� �ೖ� 
�ಾ�� ಗಳ� ಎಂದು ಕ�ಯ�ಾಗುತ��. ಅವರು ಒ��ಯ ಗು�
�ೂಂ�ರುವ ಎ�ಕ�  �ಾ�ಕ� ಗ�ಾ�ದು�, ನಮ�ನು�
ಸುರ�ತ�ಾ�ಸು�ಾ��.

�ೖಬ�  ಭದ��ಯ �ಾಗೃ� ಅ�ೕಕರನು� �ಾ�ಾ��.
�ೌಪ��ಯ ಅ���ಂದ ಅ��ೂ�ೕ ಜನರು ತಮ� �ೕ�ಾ
ಅದು �ೖಬ�  ಅಪ�ಾ�ಗಳ �ೖ�ೕರುವ�ದ�ಂದ
ರ���ೂಂ��ಾ��. "�ೖಬ�  �ಾ��ಕ”ದ ಮೂಲಕ, ಇನ�ಷು�
ವೃ���ರುವ ಈ �ಾಗೃ� ನನ� ಬಹಳ ಖು��ೂ���.
ಕ�ಾ�ಟಕ �ಾತ�ವಲ��ೕ, �ಾರತದ ಎ��� ಇರುವ ಯುವ
ಸಮೂಹ, �ೖಬ�  ಭದ��ಯ ಎ�� ���ನ
ಮಹತ��ೂಡುವಂ� ���ೕ�ಾ��ಸುವ �ೂ��, ಜಗತ�ನು�
ಇನ�ಷು� ಸುರ�ತ �ಾಣ ಆ�ಸುವ�� ಮುಂದ� ಇ���.

�ಾ� �ೕ�  ಹರಡು��, �ೕ���ೕಶ�  ಮೂಲಕ �ೖಬ�
�ಾಗೃ� ಮೂ�ಸಲು �ಾ�ಸ����ಯ �ೂಡ��, �ೖಬ� 
ಅಪ�ಾ�ಗಳ �ಾಯ���ಾನ �ಾಗೂ �ೕವ� ಮು���, �ಮ�
�ೂೕ�� ಅಂ�ಸಲು ಇಷ�ಪಡುವ ���ಪತ�ಗಳ� �ೕ�ದಂ�,
��ಧ ಆಸ��ಕರ �ಷಯಗಳ� ಈ ಆವೃ��ಯ ಸು��ಪತ�ದ��
�ೕ��ೂಂ��! �����ೕ ಬ�� ಆಸ���ೂಂ�ರುವ �ಮ���
ಅ�ೕಕರು, Intel- BMZ1 ಅವರ ಇ��ೕ�ನ ASIC ಬ��
ಗೂಗ�  �ಾಡಲು ಮ�ಯ�ೕ�ೕ�. ಅದು 3,600
�ಾ�� ನ �ೖ�ಂ�  ��  ಆ�ದೂ�, ಪ�� ��ಂ� � 40 ��ಾ
�ಾ�ಶ� ನಷು� �ಸ��  �ಾ��  �ೕ�  (TH/s) �ೂಂ��.

ನಮನಗ��ಂ��,
�ಾ|| ಅನಂ�  ಪ�ಭು ಗು� ಪ�� 
����ಸ�  ಮತು� ಮುಖ� ತ��ಾ��ಾ�ಗಳ�
��ಟ�  ���ಂ���  ಮತು� �ೖಬ�  ಭದ�� CoE –
ಸ�ಾ���
LEA �ೖಬ�  �ಾನೂನು ಮತು� ಭದ�� ತರ�ೕರು�ಾರರು



ಪ�ಮುಖ �ೖಬ� ಸು��

�ಾ�ಕ� ಗಳ� �ೖ�ೂ�ೕ�ಾ��  �ಾ�� 
ಬಳ��ೂಂಡು �ಾ� �ೕ�  ಹರಡು���ಾ��

ಎಂದು �ಾ��ಾರು ಪ�ಕರಣಗಳ�
ವರ��ಾಗು���.

�ಾ� �ೕ�  ಹರಡುವ ಸಲು�ಾ�, ಒಂ�ೕ ಸಲ�� ���ನ
ಬಳ��ಾರ�� �ಾ� �ೕ�  ಇರುವ �ೖ� ಗಳನು� ಕಳ��ಸಲು,
�ಾ�ಕ� ಗಳ� ಸತತ�ಾ� �ೖ�ೂ�ೕ�ಾ��  �ೕ�� �ಾ� ಗಳನು�
ಬಳ��ೂಳ�����ಾ��. �ೕ��  �ಾ� ಮು�ಾಂತರ �ಾ� �ೕ� 
ಇರುವ �ೖ� ಗಳನು� ಕಳ��ಸುವ ಪ�ಯತ� ಇ��ೕ�� ನ��ತು�.
ಒಂದು ಸಲ ಸ��ಯ�ಾದ�, �ಾ� �ೕ�  �ಾವ��ೕ �ಸ�� �
DLL �ೖ� ಗಳನು� �ೌ� �ೂೕ�  �ಾಡುತ�� ಮತು� ಸ�ತಃ �ಾ�ೕ
�ಸ��  �ವ�ಹ� �ಾಡುವಂ� �ಾ� �ಕ�  �ಂ� ಗಳನು�
ರ�ಸುತ��.
ಈ ವಷ�ದ ಜನವ��ಂದ �ೖ�ೂ�ೕ�ಾ��  �ೕ��  �ಾ� ಗಳ
ಮು�ಾಂತರ ಅ�ಾ��  �ಾ�ರಂಭ�ಾ�ದು� ‘ಅವನ� ’ ಕಂಪ�
ಕಂಡು����. 

�ಾರತವ� 54 �ೖ��  ಆ�� ಗಳನು�
� �ೕ���

�ಾರ�ೕಯ �ಾಗ�ೕಕರ �ೌಪ�� ಮತು� ಭದ��� �ಾ�ಕರ ಎಂಬ
ಅನು�ಾನದ �ೕ��, �ೕಂದ� ಸ�ಾ�ರ 54 �ೖ��  ಆ�� ಗಳನು�
� �ೕ�� �ೂಸ ಆ�ೕಶ �ೂರ���. ಇದರ�� ���ನ ಆ�� ಗಳ�
2020 ರ�� �ಾರತ ��ೕ��ದ� ಆ�� ಗಳ��ೕ �ೕ�ಾ��ಂ�ಂ� 
ಆವೃ��ಗ�ಾ��.
�ೕಂದ� ಸ�ಾ�ರದ ಪ��ಾರ, “ಈ 54 ಆ�� ಗಳ� ��ಧ ಮುಖ�
ಅನುಮ�ಗಳನು� �ಾನೂ�� �ರುದ� �ಡದು�ೂಂಡು, ಬಳ��ಾರರ
ಸೂ�� �ಾ��ಗಳನು� ಕ��ಾಕುತ��”. ಸ�ಾ�ರವ�, ಗೂಗ�  ��ೕ
�ೂ�ೕ�  �ೕ�ದಂ� ಪ�ಮುಖ ಆ��  �ೂ�ೕ� ಗ�ಗೂ �ಾರತದ�� ಈ
ಅ���ೕಶ� ಗಳನು� �ಾ��  �ಾಡುವಂ� ��ೕ����.

�ೖಬ�  ಭದ��ಯ �ಾಗೃ� ���ಸಲು
�ಾ�ಸ���� ��ೖ�  �ೕ�  �ಡುಗ�

�ಾ��

�ೖಬ�  �ಕು��� ತರ�ೕ�ಯನು� ಇನ�ಷು� ರಂಜ�ೕಯ�ಾ��,
�ಲಸ�ಾರ�� �ಾ�� ಭದ��ಯ ಬ�� ಆಸ�� ���ಸಲು, �ಾ�ಸ���
[�� ]ಕ����  ಎಂಬ �ಸ�ನ ಒಂದು �ೂಸ ��ೖ�  �ೖಬ� 
�ಕು��� �ೕ�  ಸೃ����. ಕಂಪ�ಯ ಪ��ಾರ, ವ���ಯ �ೖನಂ�ನ
ಚಟುವ��ಗಳ �ೕ� ಈ ಇಂಟ�ಾ ����  ಅ��ಂಚ�  ಆ�� 
ಕ��ಡುತ��. ಭ�ಷ�ದ��, �ಲಸ ಮತು� ಆ�ೂೕಗ�ದ�� ಸಮ�ೂೕಲನ
�ಾ�ಾ��ೂಳ��ವ�ದರ �ೂ��, �ಲಸದ�� ಮತು� �ೌಟುಂ�ಕ�ಾ�
ವ���ಯು ಯಶಸು� �ಾ�ಸುವಂ� �ಾಡುವ�ದು ಆ�� ನ ಗು��ಾ��.
���� � ಅವಶ�ಕ� ಇರುವ ಭದ��ಯ �ಾಗೃ� �ಾಯ�ಕ�ಮಗಳನು�,
ನಡವ�� ಸುಭದ��ಾ�ಸುವ ಪ��ೕಜನಗಳ ಮೂಲಕ �ೂೕ��ವ�ದು
ಮತು� ತಮ��� �ಲಸ �ಾಡುವ �ಬ�ಂ� ಕ�ತದ�ನು� ತಕ�ಮ���
ಬಳಸುವಂ� �ೂೕ��ೂಳ��ವ�ದು ಈ �ೕ� ನ ಗು��ಾ��.  �ೕವಲ
�ಾ����ೕ�  �ಾ�ಹಕ�� ಈಗ [�� ]ಕ����  ಲಭ���. ಅದು
ಆ�ಂ�ಾ���  ಮತು� iOS �ಾ�� ��ೕ� ಗಳ�� �ಾಯ��ವ��ಸುತ��.

ಅಧ�ಯನದ ಪ��ಾರ, �ಾರ�ೕಯ ��ೖ� 
�ಾ��� , �ಾ�ಂ�ಂ�  ಮತು� ಸಂಪಕ�

ಕ��ಸುವ ಆ�� ಗ�� �ೕಡುವ ಅನುಮ�ಗಳ�
ಬಹಳ ಅ�ಾಯ�ಾ� ಎಂದು ಕಂಡುಬಂ��

�ಾರ�ೕಯ ��ೖ�  ಆ��  ಮತು� �� �ೖ� ಗಳ� �ಾಕಷು� ಅ�ೕ
ಸೂ�� �ೖಯ��ಕ �ಾ��ಯನು� ಸಂಗ��ಸುತ��. ಆ �ೕ� ಸಂಗ�ಹ
ಆಗುವ �ಾ�� ದುಬ�ಳ� ಆಗಬಹುದು ಮತು� ಬಳ��ಾರ�� �ಾ�
ಉಂಟು�ಾಡಬಹುದು. ಆ�ಾ� ಅವರ 2021 ರ �ಾ��ಕ �ೌಪ��
ಸ�ೕ� ಪ��ಾರ, ಆಶ�ಯ� ಎ��ಸುವಂ� �ೕಕಡ 74ರಷು� ಆ�ಂ�ಾ��� 
ಅ���ೕಶ� ಗಳ� ಬಳ��ಾರರ ���ಷ� �ೂ�ೕಶ�  �ಾ��
ಪ�ದು�ೂಳ��ವಷು� ಆ���  �ೂಂ��. �ೕಕಡ 56 iOS ಆ�� ಗಳ�
��ೖ� ನ�� ಬಳ�ಯ�� ಇಲ��ದ�ರೂ, ಈ �ಾ��ಯನು�
ಸಂಗ��ಸು���. ಸು�ಾರು 68 ಪ��ಂ�  ಆ�ಂ�ಾ��� 
ಅ���ೕಶ� ಗಳ� ಮತು� 69 ಪ��ಂ�  iOS ಆ�� ಗಳ� ಕ�ಮ�ಾ�,
ಬಳ��ಾರರ �ಾ�ಮ�ಾ� ಆ���  �ೂಂ�ರುವ�ದಲ��ೕ, ಅಂ�ಾಜು 46
ಪ��ಂ�  ಆ�ಂ�ಾ���  ಆ�� ಗಳ� ಮತು� 41 ಪ��ಂ�  iOS
ಆ�� ಗಳ� ಬಳ��ಾರರ ಸಂಪಕ�ಗಳ �ವರಗಳನು� ಓದುವಷು�
ಪ�ಬಲ�ಾ��.

CERT-In ಗೂಗ� �ೂ�ೕ�  ಬಳ��ಾರ�� ‘�ಚು� �ೕವ��’ಯ ಸಲ� �ೕ��

CERT-In ಪ��ಾರ, ���ಷ� ಅ�ಾ�� ಗಳನು� ತ�ಯುವ ಸಲು�ಾ�, ಗೂಗ�  �ೂ�ೕ�  ಬಳ��ಾರರು ತಮ� � �ೌಸ� ಗಳನು� ತ�ಣ ಅ� ��ೕ� 
�ಾ��ೂಳ��ೕಕು. ಕಂಪ��ಟ�  ಎಮ���� ��ಾ���  �ೕ�  (CERT-In) ಪ��ಾರ, ಗೂಗ�  �ೂ�ೕ� ನ ���ನ �ೌಬ�ಲ��ಂದ, ಅದು �ೖಬ� -
ಅ�ಾ�ಕ��� ಗು��ಾಗುತ��. �ಾ�ಕ� ಗಳ� ಗೂಗ�  �ೂ�ೕ�  OS ಅನು� ಅ�ಾ��  �ಾ�, “ಅದರ ��ಗಳನು� �ಾ�, ಅ��ಟ�� �ೂೕ�  ರ� 
�ಾ�, � �ೌಸ� � ಪ�ಣ� ಆ���  ಪ�ದು�ೂಳ�ಬಹು�ಾ��.”
ಸಂ��ಯ ಪ��ಾರ, �ೌಬ�ಲ�ಗಳ� 98.0.4758.80 ಗೂ �ಂ�ನ �ೂ�ೕ�  ಆವೃ��ಗಳನು� �ಾ�ಸುತ��. ಇ�ೕ �ಂಗಳ ಶುರು�ನ�� ಈ �ೌಬ�ಲ�ವನು�
ಗೂಗ�  �ಾ��  �ಾ�ತು�. ಈ �ೂಂದ�ಯ �ೕವ��ಯನು� “�ಚು�” ಎಂಬ ವಗ�ದ�� ಗೂಗ�  ಸಲ� �ೕ�� �ೂೕಡ�  ಏ��� ವ�ೕ�ಕ���.
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https://indianexpress.com/article/technology/tech-news-technology/google-chrome-users-are-highly-susceptible-to-cyber-attacks-cert-in-7762842/


Top Cyber News

Hackers are using Microsoft
Teams chats to spread malware,
thousands of incidents getting

reported

Hackers are constantly targeting Microsoft Teams chats
in order to use a malicious file to spread malware to
several recipients in one go. The latest attacks try to
send a malicious file through Teams chat. Once
activated, the malware downloads DLL files on any
system and creates self-administering shortcut links.
The attacks on Microsoft Teams chats started in
January this year and have now been spotted by
Avanan, a Check Point company that secures such
collaboration platforms.

India bans 54 Chinese Apps

The union government has issued new orders
banning over 54 Chinese apps, seeing them as a threat
to Indian citizens' privacy and security. A number of
these apps are rebranded versions of apps that India
banned in 2020. 
According to the centre, “These 54 apps allegedly
obtain various critical permissions and collect
sensitive user data”. The government has also
directed top app stores including Google’s Playstore
to block these applications in India.

 
Kaspersky launches mobile

game to enhance cybersecurity
awareness

To make cybersecurity training more entertaining and
enhance employees' interest in information security,
Kaspersky has created [Dis]connected, a new mobile
cybersecurity game. As per the company, the
interactive adventure is a look into the everyday
routine of a person in the near future who is trying to
strike a healthy work-life balance while still succeeding
in their job and relationships. The game is aimed to
complement typical business security awareness
training programmes by demonstrating the benefits of
secure conduct and can be used to reinforce what
employees have learnt.[Dis]connected is currently only
available for corporate customers. It runs on Android
and iOS smartphones.

Indian mobile apps and websites collect a
considerable amount of very sensitive personal data,
which could be misused and cause harm to users.
According to Arrka's annual privacy survey for 2021, a
staggering 74 74 percent of Android applications have
access to the user's exact precise location, with a 56
percent of iOS apps doing so even when the app is
not in use. Around 68 percent of Android applications
and 69 percent of iOS apps can access the user's
camera, respectively, and around 46 percent of
Android apps and 41 percent of iOS apps can read the
user's contacts.

CERT-In issues ‘high severity’ advisory for Google Chrome users

According to CERT-In, in order to avoid target attacks, Google Chrome users should upgrade their browsers
immediately. According to Computer Emergency Response Team (CERT-In), Google Chrome is particularly
vulnerable to cyber-attacks due to several vulnerabilities in the browser. Hackers might attack Google Chrome OS
to "bypass many limitations, run arbitrary code, and get full access to the browser."
The vulnerabilities affect only Chrome versions previous to 98.0.4758.80, according to the organisation.Though
Google patched the flaws in Chrome 98 earlier this month. The severity of the issues was classified as "high" by the
nodal agency in its advisory.

According to a study, Indian
Mobile wallets, banking & comms
apps access maximum dangerous

permissions
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ಆ� �ೖ� �ೕಸಗಳ�

Online frauds

Two held in Odisha for links to password sale over Telegram for online fraud

2 residents in Chandigarh lose Rs 6 lakh in online frauds, c ..

Two arrested for a novel online fraud

Cyber frauds: 33 fraudsters arrested from Thalaposh village in Bihar's Nawada

74-year-old loses life’s savings to cyber fraud

Pilot duped by cyber frauds in Hyderabad

Casual dumping of mobile number proves costly for woman in Kollam

Delhi man held in cyber fraud case

21-year-old youth held in cyber fraud case

Bank manager loses Rs 60,000 in KYC fraud

Fraudsters use ‘PM loan’ scheme to dupe vendor of Rs 71,000

Man booked for promising jobs, duping 85 from Bhor

Brothers from Delhi Dupe Senior Citizen of Rs 14 Lakh Using Woman’s Identity, Voice on WhatsApp

Man nabbed from Bengaluru for ‘duping teacher over bitcoin’

Woman Held In Tilak Nagar For Swindling Men Online

ಆ� �ೖ�  ವಂಚ�� ���ಾ�� ನ�� �ಾ� ವ�� �ಾ�ಾಟ �ಾಡು��ದ� ಇಬ�ರನು� ಒ��ಾದ�� ಬಂ�ಸ�ಾ��.

ಇಬ�ರು ಚಂ�ೕಗ�  ��ಾ�ಗಳ� ಆ� �ೖ�  ವಂಚ�ಯ�� 6 ಲ� ರೂ�ಾ�ಗಳನು� ಕ�ದು�ೂಂಡರು.

�ೂಸ �ೕ�ಯ ಆ� �ೖ�  ವಂಚ�ಯ�� ಇಬ�ರನು� ಬಂ�ಸ�ಾ��

�ೖಬ�  ವಂಚ�ಗಳ�: ��ಾರದ ನ�ಾಡದ��ನ �ಾಲ��ೕ�  �ಾ�ಮದ�� 33 ವಂಚಕರನು� ����ಯ�ಾ�ತು

�ೖಬ�  ವಂಚ�ಯ�� 74-ವಷ�ದ ವ����ಬ�ರು ತಮ� ಉ��ಾಯದ ಹಣವ�ಲ� ಕ�ದು�ೂಂ��ಾ��

�ೖದರ�ಾ� ನ�� �ೖಲ�  ಒಬ�ರು �ೖಬ�  ವಂಚಕ�ಂದ �ೕಸ �ೂೕ��ಾ��

�ೂೕಲಂನ ಮ���ಬ��� ಕಸ ಎಂದು ��ಾ�ದ ತಮ� ಹ�ಯ ��ೖ� ��ೕ�  ಶತು��ಾ�ತು.

�ೖಬ�  ವಂಚ� ಪ�ಕರಣದ�� �ಹ�ಯ ವ���ಯನು� ಬಂ�ಸ�ಾ��

21-ವಷ�ದ ಯುವಕನನು� �ೖಬ�  ವಂಚ�ಯ ಅ� ಬಂ�ಸ�ಾ�ತು

KYC ವಂಚ�ಯ�� �ಾ�ಂ�  �ಾ��ೕಜ�  ಒಬ�ರು 60,000 ರೂ�ಾ�ಗಳನು� ಕ�ದು�ೂಂ��ಾ��

‘PM �ೂೕ� ’ �ೕಜ� ಬಳ��ೂಂಡು, ವಂಚಕರು �ಾ��ಾ��ಬ��� 71,000 �ೂೕ� �ಾ��ಾ�� 

��ಾರದ 85 ಜನ�� �ಲಸದ ಆ� ಹು��� ವಂ��ದವನನು� ವಂಚ� ಪ�ಕರಣದ�� ದಸ��� �ಾಡ�ಾ�ತು

ಮ��ಯ ಗುರುತು, ದ� ಮತು� �ಾ�� ಅ�  ಬಳ��ೂಂಡು, �ಹ�ಯ �ೂೕದರ�ಬ�ರು ��ಯ �ಾಗ�ೕಕ�� 14 ಲ� ರೂ�ಾ�ಗಳನು� ವಂ���ಾ��

‘��ಕ�� �� �ಾ��  ವಂಚ� �ಾ�ರುವ ಪ�ಕರಣದ��’ ವ����ಬ�ರನು� �ಂಗಳ��ನ�� ����ಯ�ಾ�ತು

ಪ�ರುಷರನು� ಆ� �ೖ� ನ�� ವಂ�ಸು��ದ� ಮ���ಬ�ಳನು� �ಲ�  ನಗರದ�� ಬಂ�ಸ�ಾ�ತು

https://www.telegraphindia.com/my-kolkata/news/two-arrested-in-odisha-for-links-to-password-sale-over-telegram-for-online-fraud/cid/1851821
http://timesofindia.indiatimes.com/articleshow/89335168.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.thehindu.com/news/cities/chennai/two-arrested-for-a-novel-online-fraud/article65066395.ece
https://zeenews.india.com/india/cyber-frauds-33-fraudsters-arrested-from-thalaposh-village-in-bihars-nawada-2437032.html
http://timesofindia.indiatimes.com/articleshow/89674573.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.newindianexpress.com/cities/hyderabad/2022/feb/01/pilot-duped-by-cyber-frauds-in-hyderabad-2413987.html
https://www.thehindu.com/news/cities/Kochi/casual-dumping-of-mobile-number-proves-costly-for-woman-in-kollam/article38406901.ece?homepage=true
https://indianexpress.com/article/cities/chandigarh/delhi-man-held-in-cyber-fraud-case-7765027/
http://timesofindia.indiatimes.com/articleshow/89335083.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
http://timesofindia.indiatimes.com/articleshow/89126313.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
http://timesofindia.indiatimes.com/articleshow/89759177.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
http://timesofindia.indiatimes.com/articleshow/89711857.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.news18.com/news/india/chennai-brothers-from-delhi-dupe-senior-citizen-of-rs-14-lakh-using-womans-identity-voice-on-whatsapp-4786505.html
https://indianexpress.com/article/cities/mumbai/man-nabbed-from-bengaluru-for-duping-teacher-over-bitcoin-7782952/
https://www.republicworld.com/india-news/general-news/woman-held-in-tilak-nagar-for-swindling-men-online-articleshow.html
https://www.telegraphindia.com/my-kolkata/news/two-arrested-in-odisha-for-links-to-password-sale-over-telegram-for-online-fraud/cid/1851821
http://timesofindia.indiatimes.com/articleshow/89335168.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.thehindu.com/news/cities/chennai/two-arrested-for-a-novel-online-fraud/article65066395.ece
https://zeenews.india.com/india/cyber-frauds-33-fraudsters-arrested-from-thalaposh-village-in-bihars-nawada-2437032.html
http://timesofindia.indiatimes.com/articleshow/89674573.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.newindianexpress.com/cities/hyderabad/2022/feb/01/pilot-duped-by-cyber-frauds-in-hyderabad-2413987.html
https://www.thehindu.com/news/cities/Kochi/casual-dumping-of-mobile-number-proves-costly-for-woman-in-kollam/article38406901.ece?homepage=true
https://indianexpress.com/article/cities/chandigarh/delhi-man-held-in-cyber-fraud-case-7765027/
http://timesofindia.indiatimes.com/articleshow/89335083.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
http://timesofindia.indiatimes.com/articleshow/89126313.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
http://timesofindia.indiatimes.com/articleshow/89759177.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
http://timesofindia.indiatimes.com/articleshow/89759177.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
http://timesofindia.indiatimes.com/articleshow/89711857.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.news18.com/news/india/chennai-brothers-from-delhi-dupe-senior-citizen-of-rs-14-lakh-using-womans-identity-voice-on-whatsapp-4786505.html
https://indianexpress.com/article/cities/mumbai/man-nabbed-from-bengaluru-for-duping-teacher-over-bitcoin-7782952/
https://www.republicworld.com/india-news/general-news/woman-held-in-tilak-nagar-for-swindling-men-online-articleshow.html


�ಾಗೃ� ��� �ತ�ಗಳ�

Awareness Posters

Beware of Romance Scams

�ೂ�ಾ��� ಹಗರಣ – ��ೕ� �ಾ� ಹು�ಾರು

https://twitter.com/CySecKCoE/status/1492362600923152384
https://twitter.com/CySecKCoE/status/1492362642979434497


�ಾಗೃ� ��� �ತ�ಗಳ�

Awareness Posters

Beware of Matrimonial Frauds

�ಾ����ೕ�ಯ� �ೕಸಗಳ ಬ�� ಎಚ�ರ ವ��!

https://twitter.com/CySecKCoE/status/1494922194782244865
https://twitter.com/CySecKCoE/status/1494922194849185795


�ೖ�� �ಾಗೃ� ಭಂ�ಾರ



CySecK Awareness Repository 



1. ಈ �ಳ�ನ �ಾ� ವ� �ಗಳ�� �ಾವ�ದು �ಚು� ಸುರ�ತ�ಾ��?
a. instagram94
b. Ka$@T4Se
c. Krishna1998
d. Officepwd1

2. �ೖಬ� �ದ���ಂದ �ಮ�ನು� �ೕವ� �ಾ�ಾ��ೂಳ��ವ�ದು �ೕ�?
a. �ಮ� ����ೖ�  ಅನು� �ಾಸ��ಾ��
b. ಇಂಟ� �� ನ�� �ೂ��ಲ�ದವ�ೂಂ�� �ಾತುಕ� ನ�ಸ��
c. �ಮ� �ದ�� �ಾಕುವವರನು� �ಾ�� ಮತು� ���ೕ�� �ಾ�
d. �ೕ�ನ ಎಲ�ವ�

3. ಈ �ಳ�ನವ�ಗಳ�� �ಾವ�ದು “��ಂ� ” �ಾ�� �ಾ�ಾನ� ಉ�ಾಹರ��ಾ��?
a. �ೕವ� ಅಪರೂಪ�ೂ��� �ಾತ�ಾಡುವ ದೂರದ �ಂಟ�ಂದ �ಮ� �ಂ� ಇರುವ
ಇ�ೕ� ಬರುತ��.
b. �ಮ� �ಾ� ನಂಬ� ಮತು� �ಾ� ವ� � ಬ�ಯಲು �ಮ�ನು� �ೂೕ�, �ಮ�
�ಾ�ಂ� �ಂದ ಇ�ೕ� ಬರುತ��, ಆದ� �ಾ�ಂ�  �� �ೖ�  URL �ೕ��ಾ�ರುತ��.
c. �ೕವ� ಒಂದು ಸ���ಯ�� ���ರು�� ಎಂದೂ �ಾಗೂ ಬಹು�ಾನ ಪ�ಯಲು ಒಂದು
URL � �ೂೕಗ�ೕ�ಂದೂ �ಮ�ೂಂದು ಸಂ�ೕಶ ಬರುತ��.
d. �ೕ�ನ ಎಲ�ವ�

4. ����ೕ� ಎಂದ�, ಬಳ��ಾರರ ಒ����ಲ�� ಕಂಪ��ಟ� ನ�� ಇ� �ಾ��
�ಾಡ�ಾಗುವ �ಾ�� �ೕ�  �ಾಗೂ ಇದು ಕಂಪ��ಟ� ನ ಬಳ�ಯ �ೕ� ಒಂದು
ಕ����ರುತ��.
a. ಸ�
b. ತಪ��

5. ���ಂ� ಎಂಬ �ಾ�ಯನು�, ಈ �ಳ�ನ �ಾವ�ದರ ಮೂಲಕ �ಾಡ�ಾಗುತ��?
a. ಇ�ೕ�
b. ಎ� ಎ� ಎ� 
c. �ೖ-�ೖ
d. �� ��� 

�ೖ�� ಸ��� #8
ಉತ�ರ �ೕಗಳ� 



6. ಒಂದು ಉತ�ನ�ದ ��ಾ�� �ೂಡು�ಯ ಬ�� ��ಸುವ �ಂ�  ಇರುವ ಇ�ೕ�,
��� �ಾ� ��ಂದ �ಮ� ಬಂದಂ� �ೂೕರು���. ಈಗ �ೕ�ೕನು �ಾಡ�ೕಕು?
a. ಈ �ೂಡು�ಯ �ಾಭ ಪ�ಯಲು, ಕೂಡ�ೕ �ಂ� �ೕ� ��� �ಾಡ�ೕಕು.
b. ಇ�ೕ� ಕಳ���ದವರ �ಸರನು� ಪ��ೕ��, ಅದು ಸ��ಾ�� ಎಂದು
ಖ�ತ�ಾದ� �ಾತ�, �ಂ� �ೕ� ��� �ಾಡ�ೕಕು.
c.  ಇ�ೕ� ಕಳ���ದವರ ಇ�ೕ� ಐ� ಪ��ೕ��, ಅದು ಸ��ಾ�� ಎಂದು
ಖ�ತ�ಾದ� �ಾತ�, �ಂ� �ೕ� ��� �ಾಡ�ೕಕು.
d. �ೕರ�ಾ� ��� �ಾ�� �� �ೖ� � �ೂೕ�, ಅ�� �ೂಡು�ಯನು� ಹುಡು�.

7. �ಾ�ಂ� ಇಲ��ೕ �ೕ� �ಾವ��ೕ �ರವ� ತಂಡ�ಂದ �ಾ�ಾಡು��ರುವ��ಾ� �ಮ�
ಕ� ಬಂ�ಾಗ, ��ೕ�ನ�� �ಳ�ನ �ಾವ �ಷಯಗಳನು� ಹಂ��ೂಳ�ಬಹುದು?
a. ���� �ಾ�� ನಂಬ�
b. CVV ನಂಬ�
c. �ಾ�� ಮು�ಾ�ಯದ �ವರಗಳ�
d. �ೕ�ನ �ಾವ�ದೂ ಅಲ�

8.  �ಮ� �ಾ�ಾ�ಕ �ಾಲ�ಾಣ �ಾ�ಗಳನು� ಸುರ�ತ ಮತು� ಸುಭದ��ಾ� ಇ�ಸಲು,
______ �ರ�ಾಗುತ��
a. ಎರಡು ಬ�ಯ ದೃ�ೕಕರಣ ಬಳಸುವ�ದು
b. ಊ�ಸಲು ಕಷ��ಾಗುವ �ಾ� ವ�� ಬಳಸುವ�ದು
c. ��ಷ��ಾದ �ಾ� ವ�� ಬಳಸುವ�ದು
d. �ೕ�ನ ಎಲ�ವ�

9. �ಮ� ಸ�ೂೕ�ೂ�ೕ��ಂ�� �ಮ� �ಾ� ವ� � ಹಂ��ೂಳ�ಬಹು�ಾದ
ಸ���ೕಶಗಳ� �ಾವ�ವ�?
a. �ೕವ� ರ�ಯ��ರು�ಾಗ
b. �ಮ� �ೕ���ಾರಕರು ಸೂ���ಾಗ
c. ಸ�ೂೕ�ೂ�ೕ� ನಂಬು�ಯವ�ಾ��ಾ�ಗ
d. �ೕ�ನ ಎಲ�ವ�
e. ಎಂ�ಗೂ ಹಂ��ೂಳ���

10. ಈ �ಳ�ನವ�ಗಳ�� �ಾವ�ದು, ಹಲವ� ಬ�ಯ ದೃ�ೕಕರಣದ ಸ��ಾದ
ಉ�ಾಹರ�ಯಲ�?
a. �ಾ� ವ� � + ಎ� ಎ� ಎ�  OTP
b. �ಾ� ವ� � + ��
c. �ಾ� ವ� � + ಮುಖ ಗುರು�ಸು��
d. ಏ�ಎ� ನ�� ಹಣ �ಂಪ�ಯಲು �ಾ�� ಬಳಸು�ಾಗ, �� ಒತು�ವ�ದು



11. �ಾ�ಂ� �ಾಗೂ ಅಂತಹ �ೕ� ಉ�ತ �� �ೖ� ಗ�ಂದ, ���ಾಗಳನು�
�ೌ� �ೂೕ�  �ಾಡುವ�ದು ಸುರ�ತ�ೕ?
a. �ೌದು, ಬಹಳ ಮಂ� ಅದನು� ಬಳಸು�ಾ��. �ಾ�ಾ� ಅದು ಸುರ�ತ�ೕ ಇರ�ೕಕು.
b. ಇಲ�, ಅಂತಹ �ೖ� ಗಳ��, ನಮ� �ಸ�� ಗ�� �ಡುಕುಂಟು �ಾಡುವ
�ಾ� �ೕ� ಇರಬಹುದು.

12. �ೕವ� ಆಂ�ಾ��� ಬಳ��ಾರ�ಾ�ದ���, ಈ �ಳ�ನ �ಾವ ಮೂಲಗಳ�, ಆ�� /
�ೕ�  ಗಳನು� ಇ� �ಾ�� �ಾಡಲು ಸುರ�ತ�ಾ��?
a. UC � �ೌಸ�
b. ಗೂಗ� ��ೕ �ೂ�ೕ�
c. �ಾ�ಾ�� ನ�� ಹಂ�ದ �ಂ� ಗಳ�
d. �ೕ�ನ ಎಲ�ವ�

13. �ಮ� �ಾ�ಯ�� ���ದ �� ��� ಅನು� �ೕರ�ಾ� �ಮ� �ಸ�� ನ��
ಇ� �ಾ�� �ಾಡುವ�ದು ಸುರ�ತ�ೕ?
a. �ೌದು, �ಾ�ಾಗಲೂ
b. �ಸ�� ನ ಆ�ಂ�-�ೖರ� ಅ� �ೕ� ಆ�ದ�� �ಾತ�
c. ಎಂ�ಗೂ ಇಲ�
Ans: c. ಎಂ�ಗೂ ಇಲ�

14.  ಒ��ಾ�� �ೂ�ೂೕನ �ೖರ� ಬ�� ಇ��ೕ�ನ ಅ� �ೕ�  ಅನು� �ಮ�
�ಾ�ಾ�� ನ�� ಪ�ಯು�� �ಾಗೂ �ೕವ� ______________
a. ಅದನು� ಕೂಡ�ೕ �ಮ� ಕುಟಂಬದವರು ಮತು� ��ಯ�ೂಂ�� ಹಂ��ೂಳ����.
b. ��ಲು�ೂಳ����.
c. �ೕ� �ಲವ� ಮೂಲಗಳನು� �ೂೕ�, ಹಂಚುವ ಮುನ� ಸು�� ಸ� ಇ��ೕ ಎಂದು
ಖ�ತಪ���ೂಳ����.
d. �ೕ�ನ �ಾವ�ದೂ ಅಲ�.

15. �ಮ� ಇ�ೕ� �ಾ� �ಾ�� ಆದ�, �ೕವ� __________
a. �ಮ� �ೂೕ�ನ��ರುವ �ಾವ��ೕ �ಾ�ಗೂ, ���� �ಾ�� �ವರಗಳನು�
�ೕಡದಂ� ಇಲ��ೕ ಹಣ ಕಳ��ಸದಂ� �ಮ� ��ಯರನು� ಎಚ��ಸ�ೕಕು. 
b. �ಮ� �ಾ�� ಐ� ಮತು� �ಾ� ವ� � ಬದ�ಾ��; ಊ�ಸಲು ಕಷ��ಾಗುವ
��ಷ��ಾದ �ಾ� ವ� � ಬಳ�.
c. ಇ�ೕ �ಾ� ವ�� ಇರುವ �ೕ� �ಾ�ಗಳ �ಾ� ವ� � ಬದ�ಾ��.
d. �ೕ�ನ ಎಲ�ವ�.



CySecK Contest #8
Answer Keys

1. Which of the following passwords is more secure?
a. instagram94
b. Ka$@T4Se
c. Krishna1998
d. Officepwd1

2. How to protect yourself from cyber bullying?
a. Turn your profile private
b. Never respond to strangers on the internet
c. Block and report the bully
d. All of the above

3. Which of the following is a common example of a "phishing"
attack?

a. You get an email with link from a distant relative with whom
you rarely communicate. 
b. You receive an email from your bank requesting you to enter
your account number and password, but the online site URL
appears different. 
c. You receive a text message informing you that you have won a
contest and directs you to a URL to claim the prize. 
d. All of the above

4. Spyware is software that is installed on a computer without the
consent of the user and monitors usage.
a. True
b. False

5. Smishing is a type of attack done over
a. Email 
b. SMS 
c. Wi-Fi 
d. Pen drive



6. You have received an email purportedly from Flipkart
regarding a discount offer for a product with a link provided.
What should you do about it?
a. Click on the link immediately so that you do not miss out on the
opportunity. 
b. Verify the display name of the sender and proceed to click on
the link if it looks genuine.
c. Verify the email id of the sender and proceed to click on the link
if it looks genuine. 
d. Go directly to Flipkart website and look for the offer there.

7. Which of the following details can be shared over phone
whenever you receive calls stating from banks or any other
support team?
a. Credit card number
b. CVV number
c. Card expiry details
d. None of the above

8.  _____ helps to keep your social media accounts safe and
secure
a. Enabling two factor authentication
b. Using strong password
c. Using unique password
d. All of the above

9. What are the scenarios where it is acceptable to share your
password with a colleague?
a. When you are on leave
b. When directed by your supervisor
c. When the colleague is trustworthy
d. All of the above
e. Never

10. Which among the below is not a correct example of multi-
factor authentication?
a. Password + SMS OTP
b. Password + PIN
c. Password + Face recognition
d. Entering PIN for a card transaction while withdrawing money
at ATM



11. Is it safe to download movies from the torrent and other such
free sites?
a. Yes, many people use it. So it should be safe. 
b. No, such files can contain malware that can infect our systems.

12. If you are an Android user, which of these sources are safe to
install apps / games?
a. UC Browser
b. Google Play Store
c. Links shared on WhatsApp
d. All of the above

13. Is it safe to install a pen drive that you find on the roadside
directly in your system?
a. Yes, always
b. Only if the system’s anti-virus is updated
c. Never

14. You receive a latest update about Omicron Corona Virus on
WhatsApp and you _____
a. Share it with your friends and family immediately
b. Start panicking
c. Check a few other sources and confirm the news before sharing
d. None of the above

15. If your email account is hacked, you ______
a. Alert your friends to not share credit card details or send money
to any account impersonating you. 
b. Change your credentials; use a complex and a unique password
that cannot be cracked easily. 
c. Change the password on other accounts that use the same
password.
d. All of the above



 
Congrats!
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Krutik Raut
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Yashas M N
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Ramakrishna HN

WINNERS
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Bhargav K N
Ashit.D
Soumya

Elaine M Paily
Impana
Dileep P
Sanjurani Panda
Janani B
Mohith C Shekar



Keerthana R
Rakshit N
Niharika Darur  

ಅ�ನಂದ�ಗಳ�!
 

 

 
ಕನ�ಡ ರಸಪ��� ��ೕತರು
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Akash Mishra
Ashish J D Souza



ಉಪಯುಕ� �ಂ� ಗಳ�
Useful links 

�ೖ��  ಅ� �ೕ� 

CySecK Update 

�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತಪ�� �ಾ�� ಗುರು�ಸಲು -https://factcheck.ksp.gov.in

ಆ� �ೖ� ವಂಚ�� ಸಂಬಂ��ದ ದೂರುಗಳನು� �ೂೕಂ�ಾ�ಸಲು �ಂಗಳ�ರು ಜನರು 112�
ಕ� �ಾಡಬಹುದು 

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲವ� ಉಪಯುಕ� �ಂ� ಗಳ� ಇ���-

ಉಪಯುಕ� �ಂ� ಗಳ�
Useful links 

Some useful links for staying cyber aware and cyber safe -

To lodge complaint against a cyber-crime - cybercrime.gov.in

To identify fake information: https://factcheck.ksp.gov.in

Bangalorians can call 112 for registering complaints related to online frauds.

�ೖ��  �ಂಟ�  ಮುಖ�ಸ�, �ಾ���  ಬಪ��ಾ�  ಅವರು 5
�ಬ�ವ� 2022 ರಂದು HKBK �ಾ�ೕ� ನ�� �ೖಬ�  ಭದ��ಯ
�ಾಗೃ� ಕು�ತು ಒಂದು �ಾಯ�ಕ�ಮದ�� �ಾತ�ಾ�ದರು.

 

CySecK's Center Head, Mr. Karthik Bappanad
conducted a session on cybersecurity awareness for
HKBK College on 5th February 2022.

https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� ಬ��
About

CySecK 

�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ
ಉನ�ತ�ಾನ �ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ��
(ಇಂ�ಯ� ಇ���ಟೂ�� ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.   
 ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ�
�ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ ಸಂ���ಾ�ರುತ��.
�ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ ಕ�ಾ�ಟಕ
ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-Tech Centre of
Excellence in Cybersecurity, housed in the IISc (Indian
Institute of Science) campus, with IISc as the anchor institute
and KSCST (Karnataka State Council for Science and
Technology) as the implementation agency. CySecK was setup
by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.


