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Dear Readers,

COVID-19 has led us to a 'new normal' accelerating digital
transformation. It makes cyber security the biggest
concern. Cyberthreats are evolving to take advantage of
online behaviour and trends. We saw no exception with
Covid-19 related personal data as well.

Cyber criminals keep upgrading themselves, resulting in
massive financial cyber frauds. Cyber resilience is the need
of the day. We see a massive uptrend in companies
requesting essential cyber security hygiene-related services.

The hackers' easy-to-go data for more significant
compromise is through the external attack surface. That's
why monitoring your external attack surface takes a pivotal
role.

The landscape of data privacy is getting complex and
continues to evolve. So, protecting the personal data
privacy of individuals has become more than critical now.
And this newsletter offers the fundamental practices to
improve data privacy which you can implement
immediately.

Cyber security awareness campaigns and workgroups hold
your fort against cyberattacks. I am delighted that CySecK,
through "Cyber Vartika," serves this purpose. It
consolidates all cyber-related news worldwide with a
critical focus region as Karnataka. I'm confident that this
newsletter will act as a vehicle for cyber outreach.

Chidhanandham Arunachalam (Chidha)
Chief Program Officer
Sumeru Software Solutions
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Top Cyber News

Karnataka Govt warns against
spreading fake news, rumors on
COVID-19

The Karnataka Department of Health and Family Welfare
Services warned the public against sharing misinformation
and/ non-factual data. In a statement, the state health
department said that anyone found disseminating false
information will be subject to government action under
Section 54 of the Disaster Management Act of 2005 and
Section 4(k) of the Karnataka Epidemic Diseases Act of 2020.
The state administration stated that distributing false or
misleading information would be considered a crime, and the
offender would be penalized.

Cyberattacks rise amid rapid Covid-
driven digitalization: WEF study

The Covid-19 pandemic has accelerated the speed of
digitalization, resulting in a record-breaking year for
cybercrime in 2021, with ransomware attacks up 151 percent
and an average of 270 cyberattacks per organisation.
"Companies must now embrace cyber resilience," said WEF
Managing Director Jeremy Jurgens, 'not simply protecting
against cyberattacks but also preparing for rapid and timely
incident response and recovery when an assault does occur."

Aditya Birla Fashion and Retail faces
data breach on its portal

A data breach has occurred on Aditya Birla Fashion and Retail
Ltd's (ABFRL) portal, and the business is investigating the
situation.

Personal customer information such as names, phone
numbers, addresses, dates of birth, order histories, credit card
information, and passwords are stored in the database that
has been exposed. Employee information was also exposed,
including salary, religion, and marital status.

Man held for cheating 26 women
promising marriage in Karnataka

The Cyber Crime Police have arrested a person in Karnataka
for allegedly defrauding as many as 26 women under the
guise of marriage. To find his victims, the accused used
matrimony websites. After attempting to deceive a woman
who works for the police department, he was sentenced to
prison.

The accused would obtain the bank account information of
the girls who agreed to marry him. He threatened the victims
whenever they asked him to return the money.

COVID-19 Data, Phone Numbers of Thousands Leaked; Govt Denies
Co-WIN Breach

According to a PTI report, a cybercriminal on the website claims to have access to the personal information of 20,000 people.
The Indian government issued a statement denying that any data from the CoWIN portal had been leaked. "The data contained
in the Co-WIN site has allegedly been released online. It has been clarified that no data from the Co-WIN site has been leaked
and that all resident data is safe and secure on this digital platform, "According to the statement.
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Online frauds
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Financial fraud involving fraudsters posing as custom officials on

the rise
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Haveri man loses ¥12.8 lakh to cyber fraud
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Mumbai: Man loses 2 lakh to cyber fraud on pretext of opting

out of personal insurance
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Senior citizen loses Rs 12 lakh to cyber fraud
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IT commissioner loses Rs 76,000 in cyber fraud
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Man seeking loan loses Rs 10.62 lakh in cyber fraud
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Retired banker loses Rs 7.5 lakh to cyber fraud
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Woman loses over Rs 50k in cyber fraud
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Karnataka CID probe reveals hacker used hotel IP address to
steal Rs 11.5 cr from govt portal
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IT developer loses ¥68k in online fraud
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Senior citizens duped to share information for SIM card KYC
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MBA and BTech graduate dupes 35-40 people in

matrimonial fraud
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28- January-2022
h DATA PRIVACY DAY

If there is one way we can empower ourselves in the

present times, we can learn ways to protect our data.

Staying cyber secure and cyber aware should

V4 always be our priority.

What is Data Privacy?
Data privacy is protection of personal
data from those who you
think should not be

accessing it!

Why is Data Privacy important?

For these reasons:

1. Amount of data we generate online is
increasing exponentially.

Eg: Every step you take is a datapoint logged by
your phone’s health app.

Every post you see on social media may be logged
and remembered forever.

2. With this huge volume of data about you,
businesses can snoop on you for their commer-
cial purposes. Eg: You start getting calls from
unknown entities, who would have in turn
bought your contact details from another busi-
ness with who you had shared your data.

3. Political parties can snoop on you, for their
promotion.

Eg: Cambridge Analytica collected social media
data of millions of users for political advertising,

4. To convince you to spend more time, social

media companies will show content based on ofus. /
your earlier interest. This can result in people B ¢ -
hardening their biases, and hence polarisation J ¢ wary of au .f)ma i
on the society. Eg: You see one video related to a “recorzsz]flutiah‘ons‘ I .

- - - il recc i
specific ideology, you will see more recommen- tions from platforms are always tuned to keep
dations from the platform of videos of the same you glued to the platform. Keep an open N
ideolo mind; follow people providing differing
e ueY: views and always be in the pursuit of truth.

“Remember: Privacy is your fundamental right” \

Practices to improve your data privacy
in personal environments.
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Know what is personal data
Any data that can be used to identify you —
either by itself, or along with other data - is
personal data. This can include

Name, address, date of birth

- Aadhar number, PAN, Passport number,

Driving license number, etc
Medical or financial data
- Biometric data

Be careful when sharing

personal data

When sharing personal data with
anyone, enquire how they will handle it
and get assurance that they will not
share it with others.

Watch out for privacy

related news

It is difficult to read through the lengthy
privacy policies that go into many pages and
loaded with legal jargons. So follow those
who read through such policies and help
explain in simple words what it means for all
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https://indianexpress.com/article/cities/pune/pune-man-seeking-loan-loses-rs-10-62-lakh-in-cyber-fraud-7722619/
https://www.freepressjournal.in/mumbai/mumbai-retired-banker-loses-rs-75-lakh-to-cyber-fraud
https://www.freepressjournal.in/mumbai/mumbai-retired-banker-loses-rs-75-lakh-to-cyber-fraud
https://www.freepressjournal.in/mumbai/mumbai-retired-banker-loses-rs-75-lakh-to-cyber-fraud
https://www.newindianexpress.com/cities/kochi/2022/jan/14/woman-loses-over-rs-50k-in-cyber-fraud-2406594.html
https://www.newindianexpress.com/cities/kochi/2022/jan/14/woman-loses-over-rs-50k-in-cyber-fraud-2406594.html
https://www.newindianexpress.com/cities/kochi/2022/jan/14/woman-loses-over-rs-50k-in-cyber-fraud-2406594.html
https://indianexpress.com/article/cities/bangalore/karnataka-cid-probe-hacker-hotel-ip-address-steal-11-5-cr-govt-portal-7692799/
https://indianexpress.com/article/cities/bangalore/karnataka-cid-probe-hacker-hotel-ip-address-steal-11-5-cr-govt-portal-7692799/
https://timesofindia.indiatimes.com/city/surat/it-developer-loses-68k-in-online-fraud/articleshow/88939800.cms
https://timesofindia.indiatimes.com/city/mumbai/3-sr-citizens-share-info-for-sim-card-kyc-lose-4-3-lakh/articleshow/88743776.cms
https://www.freepressjournal.in/mumbai/mumbai-mba-and-btech-graduate-dupes-35-40-people-in-matrimonial-fraud
https://www.freepressjournal.in/mumbai/mumbai-mba-and-btech-graduate-dupes-35-40-people-in-matrimonial-fraud
https://www.freepressjournal.in/mumbai/mumbai-mba-and-btech-graduate-dupes-35-40-people-in-matrimonial-fraud
https://twitter.com/CySecKCoE/
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Cyber Security Karnataka

K-Tech CoE for Cyber Security

<< NEW YEAR

ITS TIME TO BE CYBER AWARE AND CELEBRATE"

LINK FOR THE QUIZ
https://cs-coe.iisc. ac.ln/awareness—hub/qmz/

We have 36 prizes to be won!
6 First prizes, 12 Second prizes and
18 Third prizes.

FIRST PRIZE SECOND PRIZE THIRD PRIZE

O O

EAR BUDS BLUETOOTH SPEAKER POWER BANK

Last date : 16 February 2022

>> https://cs-coe.iisc.ac.in/awareness-hub/quiz/ << 4
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Some useful links for staying cyber aware and
cyber safe -

e To lodge complaint against a cyber-crime -
cybercrime.gov.in

e To identify fake information:
https://factcheck.ksp.gov.in

e Bangalorians can call 112 for registering complaints
related to online frauds.

5,83¢ (CySecK) o2 F200° Sy Be30drd) soFesd Tozy I5F3T
VY320 Seor N (Hoe3v® esx® HFESRE ,A2u7). AW VD],
(qoBodh* 'a.f‘)\,esé&raééss €356 -"35) JoJod  es=BeR) 3.
&)80&2‘)001)) 230 e3030S ~O~03J3ﬂd) 3@«9\)&«) (5?\531-'&35 co?éS‘
B2 ® FoO® Fos evor® éiaade:za) 'add eod S .uo.uoSnﬁcbécB
:"3336 eod) BJFEIB ITIFOW &3, 2)e3 DTS &3 ef)z_aaﬁcs 3IFE3B
gddewld D) 3032P] BRGE3 (BSoreds AZRE3eBI° evow®

&35 023 BRE3) THAT.
[}

CySecK is the Karnataka state government’s K-Tech Centre of
Excellence in Cybersecurity, housed in the IISc (Indian
Institute of Science) campus, with IISc as the anchor institute
and KSCST (Karnataka State Council for Science and
Technology) as the implementation agency. CySecK was setup
by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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https://twitter.com/CySecKCoE/status/1482240069268549632
https://twitter.com/CySecKCoE/status/1485145276490735617
https://twitter.com/CySecKCoE/status/1482240011269730304
https://twitter.com/CySecKCoE/status/1485145275824058369
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
https://cs-coe.iisc.ac.in/awareness-hub/quiz/
https://cs-coe.iisc.ac.in/awareness-hub/quiz/

