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ಮುನು�� /Foreword

�ೂೕ�� -19 ��ಟ�  ಪ�ವತ��ಯ �ೕಗವನು� ����, ನಮ�ನು� ‘�ೂಸ
ಸಹಜ�’ಯ ಎ�� ಕ�ತಂ��. ಅದು �ೖಬ�  ಭದ��ಯ �ೕ� �ೂಡ�
ಪ��ಾಮ �ೕರು���. ಜನರ ಆ� �ೖ�  ಬಳ� ��ಾನ ಮತು� ��ಂ� ಗ�ಂದ
�ೖಬ�  ಖ�ೕಮ�� ���ನ ಪ��ೕಜನ�ಾಗು���. �ೂೕ�� -19 ��
ಸಂಬಂಧಪಟ� �ೖಯ��ಕ �ಾ��ಯೂ ಇದ�� �ೂರ�ಾ�ಲ� ಎಂಬುದನೂ�
�ಾವ� ಕಂಡು�ೂಂ���ೕ�.
�ೖಬ�  ಅಪ�ಾ�ಗಳ� ತಮ� ಆ� �ೖ�  ಬಳ�ಯ �ಾನವನು� ��ೕ-��ೕ
ಸು�ಾ���ೂಳ���ಾ�, ಹಣ�ಾ�� ಸಂಬಂಧಪಟ� �ೂಡ� �ೖಬ�  ಅಪ�ಾಧಗ��
�ಾರಣ�ಾಗು���ಾ��. �ೖಬ�  ��ಾ��ಾರ ಈ �ನದ ಅವಶ�ಕ �ೕ���ಾ��.
ಅಗತ��ರುವ �ೖಬ�  ಭದ��ಯನು� �ಾ�� ತರುವ�ದ�� ಸಂಬಂಧಪಟ�ಂ�,
ಈಗ ಕಂಪ�ಗ�ಂದ �ೂಡ� ಕೂಗು ಎ���.
�ೕವ� ಆ� �ೖ� ನ�� �ೂರ�ಾಕುವ ಅಥ�ಾ ಹಂ��ೂಳ��ವ ಸೂ��
�ಾ��ಗ�ೕ �ಾ�ಕ� ಗ�� �ಮ� �ೖಬ�  ಭದ��ಯನು� ನುಚು�ನೂರು
�ಾಡಲು �ಾ� �ಾ��ೂಡು���. ಆದ��ಂದ, �ೕವ� ಹಂ��ೂಳ��ವ
�ಾ��ಯ �ೕ� ��ಾ ಇ�ಸುವ�ದು ತುಂ�ಾ ಮುಖ��ಾ��. 
�ೕ�ಾ ��ವ�ಯ ಆಳ-ಅಗಲ ವೃ���ಾಗು�ಾ� ಮತ�ಷು� ಪ�ವತ��ಗ��
ಒಳ�ಾಗು�ಾ� ಬರು���. ಆದ��ಂದ, ವ���ಯ �ೖಯ��ಕ �ಾ��ಯ
�ಾಸ�ೕತನ �ಾ�ಾಡುವ�ದು ಈಗ ಅಗತ� ಎನು�ವ�ದ��ಂತ ಕ�ಾ�ಯ�ಾ��.
�ಮ� �ಾ��ಯ ��ವ� �ಾ�ಾ��ೂಳ�ಲು �ೕವ� ತ�ಣ
ಅನುಸ�ಸಬಹು�ಾದ ಮೂಲಭೂತ ಅ�ಾ�ಸಗಳನು� ಈ ಸು��ಪತ�ದ��
��ಸ�ಾ��.
�ೖಬ�  ಭದ�� �ಾಗೃ� ಅ��ಾನ ಮತು� �ಟ�� � �ಕು��� ತಂಡಗಳ�
�ಮ�ನು� �ೖಬ�  �ಾ�ಗ�ಂದ �ಾ�ಾಡುತ��. “�ೖಬ�  �ಾ��ಕ”ದ ಮೂಲಕ,
�ೖ�� -� ಈ �ಲಸವನು� ಯಶ���ಾ� �ಾಡು���. ಜಗ��ನ ಎ�ಾ� �ೖಬ� 
ಸಂಬಂ�ತ ಸು��ಗಳನು� ಅದು ಒಗೂ��ಸುವ�ದಲ��ೕ, ಕ�ಾ�ಟಕದ �ೕ�
��ೕಷ ಗಮನ ಇ���. �ೖಬ�  ಸಂಬಂ�ತ �ಾ��ಗಳನು� ಜನ��
ತಲು�ಸುವ�� ಈ ಸು��ಪತ�ಗಳ �ಾತ� ತುಂ�ಾ ಮಹತ�ದು� ಎಂಬುದು ನನ�
ನಂ���ಾ��.
 
��ಾನಂದಂ ಅರು�ಾಚಲಂ (��ಾ)
ಪ��ಾನ �ೕಜ�ಾ ಅ��ಾ�ಗಳ�
ಸು�ೕರು �ಾ�� �ೕ�  �ೂಲೂ�ಶ�� 

COVID-19 has led us to a 'new normal' accelerating digital
transformation. It makes cyber security the biggest
concern. Cyberthreats are evolving to take advantage of
online behaviour and trends. We saw no exception with
Covid-19 related personal data as well.
 
Cyber criminals keep upgrading themselves, resulting in
massive financial cyber frauds. Cyber resilience is the need
of the day. We see a massive uptrend in companies
requesting essential cyber security hygiene-related services.  
 
The hackers' easy-to-go data for more significant
compromise is through the external attack surface. That's
why monitoring your external attack surface takes a pivotal
role. 
 
The landscape of data privacy is getting complex and
continues to evolve. So, protecting the personal data
privacy of individuals has become more than critical now.
And this newsletter offers the fundamental practices to
improve data privacy which you can implement
immediately.   
 
Cyber security awareness campaigns and workgroups hold
your fort against cyberattacks. I am delighted that CySecK,
through "Cyber Vartika," serves this purpose. It
consolidates all cyber-related news worldwide with a
critical focus region as Karnataka. I'm confident that this
newsletter will act as a vehicle for cyber outreach.
 
Chidhanandham Arunachalam (Chidha)
Chief Program Officer
Sumeru Software Solutions

ನ��ಯ ಓದುಗ�, Dear Readers,

ಪ�ಮುಖ �ೖಬ� ಸು��

�ೂೕ�� -19 �� ಸಂಬಂ��ದಂ� ಸುಳ�� ಸು��,
ವದಂ�ಗಳನು� ಹರಡುವ��ಾಗ� �ಾಡದಂ�

ಕ�ಾ�ಟಕ ಸ�ಾ�ರ ಎಚ��� �ೕ��
ಕ�ಾ�ಟಕ ಆ�ೂೕಗ� ಮತು� ಕುಟುಂಬ ಕ�ಾ�ಣ �ೕ�ಗಳ ಇ�ಾ� �ಾವ�ಜ�ಕ��
ತಪ�� �ಾ��ಯ�ಾ�ಗ� ಮತು�/ ಸುಳ�� �ಾ��ಗಳ�ಾ�ಗ� ಹಂ��ೂಳ�ದಂ� ಎಚ���
�ೕ��. ತನ� ಪ�ಕಟ�ಯ ಮೂಲಕ �ಾಜ�ದ ಆ�ೂೕಗ� ಇ�ಾ�, ತಪ�� �ಾ��ಗಳನು�
ಹರಡುವವರ �ರುದ� �ಪ�ತು� �ವ�ಹ�ಾ ಅ��ಯಮ, 2005 ರ ���  54 ಮತು�
ಕ�ಾ�ಟಕ �ಾಂ�ಾ��ಕ �ೂೕಗಗಳ ಅ��ಯಮ, 2020 ರ ��� 4(k) ರ ಅ�
ಸ�ಾ�ರವ� ಕ�ಮ�� ಆಗ��ಸುತ�� ಎಂದು ����.
ಸುಳ�� ಅಥ�ಾ ತಪ�� �ಾ��ಯನು� ಹರಡುವ�ದನು� ಅಪ�ಾಧ�ಂದು ಪ�ಗ��,
ಅಂತಹ ಅಪ�ಾಧ ಎಸ�ದವರ �ರುದ� �ಸು�ಕ�ಮ ಜರು�ಸುವ��ಾ� �ಾಜ�ದ ಆಡ�ತ
����.

ಆ�ತ� ��ಾ� �ಾ�ಶ�  ಮತು� �ೕ�ೕ� 
��ೕಟ�� ನ��ನ �ಾ�� �ೂೕ���ಾ��

ಆ�ತ� ��ಾ� �ಾ�ಶ�  ಮತು� �ೕ�ೕ�  ����  (ABFRL) ��ೕಟ�� ನ
�ಾ�� �ೂೕ���ಾ�� ಮತು� ಕಂಪ�ಯು ಸ���ೕಶವನು� ತ�� �ಾಡು���.
�ಸರು, ��ೕ�  ನಂಬ� , ��ಾಸ, ಹು��ದ ��ಾಂಕ, ಆಡ��  ಇ��ಾಸ, ���� 
�ಾ�� �ಾ��, ಮತು� �ಾ� ವ�� �ೕ�ದಂ� �ೕ�ಾ�ೕ� ನ�� ಸಂಗ�ಹ�ಾ�ದ�
�ಾ�ಹಕರ �ೖಯ��ಕ �ಾ��ಗ�ಲ� �ೂೕ���ಾ��. �ೕತನ, ಧಮ� ಮತು�
�ೖ�ಾ�ಕ ��� �ೕ�ದಂ� �ಬ�ಂ�ಗಳ �ಾ��ಯೂ �ೂೕ���ಾ��.

�ೂೕ�� �ಂದ ಉಂ�ಾದ
��ಟ�ೕಕರಣ�ಂದ �ೖಬ�  �ಾ�ಗಳ�

ಏ���ಾ�� : WEF ಅಧ�ಯನ

�ೂೕ�� -19 �ಡುಗು ��ಟ�ೕಕರಣದ �ೕಗವನು� �����. ಅದರ ಪ��ಾಮ�ಾ�
2021 ರ�� �ೖಬ�  ಅಪ�ಾಧಗಳ� �ಂ�ಂದು �ಾಣದಷು� ಗಣ�ೕಯ ಏ�� ಕಂ��.
ಪ�� ಸಂ�� �ೕಕಡ 151 �ಾ�ಸಂ�ೕ�  �ಾ� ಮತು� ಅಂ�ಾಜು 270 �ೖಬ�  �ಾ�ಗ��
ತು�ಾ���.
 “�ೖಬ�  ��ಾ��ಾರ ಈ �ನದ ಅವಶ�ಕ �ೕ���ಾ��,” ಎಂದು WEF ನ
ವ�ವ�ಾ�ಪಕ ��ೕ�ಶಕ ��ೕ� ಜ����  ಅವರು �ೕಳ��ಾ��. "“�ೖಬ�  �ಾ�ಗ�ಂದ
ರ���ೂಳ��ವ�ದು �ಾತ�ವಲ��ೕ, ತ��ತ�ಾ� ಮತು� ಸೂಕ� ಸಮಯದ��
ಪ�����ಸುವ�ದು �ಾಗೂ �ಾ�ಗ�ಾ�ಾಗ ಅವ�ಗ�ಂದ �ೂರಬರುವ�ದು ಕೂಡ
ತುಂ�ಾ ಮುಖ�”, ಎಂದು ಸಹ �ೕ�ಸು�ಾ��.

ಮದು��ಾಗುವ��ಾ� ನಂ�� 26
ಮ��ಯ�� �ೕಸ �ಾ�ದವನನು�

ಕ�ಾ�ಟಕದ�� ಬಂ�ಸ�ಾ��

ಮದು�ಯ �ೂೕ�ನ�� 26 ಮ��ಯ�� �ೕಸ �ಾ�ದವನನು� ಕ�ಾ�ಟಕದ��
�ೖಬ�  ���  ���ೕಸರು ಬಂ���ಾ��. ಬ�ಪಶುಗಳನು� ಪ���ಾಡಲು,
ಅಪ�ಾ� �ಾ����ೕ� �� �ೖ� ಗಳನು� ಬಳ��ೂಂ�ದ�ನು. ���ೕ� 
ಇ�ಾ�ಯ�� �ಲಸ �ಾಡು��ದ� ಮ���ಬ�ರನು� ತನ� �ಡ��� �ೕ�ಸುವ
ಪ�ಯತ�ದ���ಾ�ಗ, ಅವನ ಬಂಧನ�ಾ��.
ಅವನನು� ಮದು��ಾಗಲು ಒ��� ಸೂ�ಸು��ದ� ಹುಡು�ಯರ �ಾ�ಂ�  �ಾ�ಯ
�ವರಗಳನು� ಅಪ�ಾ�ಯು ಪ�ದು�ೂಳ����ದ�. �ೕಸ �ೂೕದವರು ಹಣವನು�
�ಾಪಸು� �ೕ��ಾ�ಗ, ಅವರನು� ಅಪ�ಾ�ಯು �ದ�ಸು��ದ� ಎಂದು ��ದುಬಂ��.

�ಾ��ಾರು ಜನರ �ೂೕ�� -19 �ೕ�ಾ, ��ೕ�  ನಂಬ� ಗಳ� �ೂೕ���ಾ��; ಸ�ಾ�ರ
�ೂೕ��  �ಾ�� �ೂೕ��ಯನು� ಅಲ�ಗ���.

��ಐ ವರ�ಯ ಪ��ಾರ, 20,000 ಜನರ �ೖಯ��ಕ �ಾ��ಗಳನು� ಪ�ದು�ೂಂ�ರುವ��ಾ� �� �ೖ� ನ�� �ೖಬ�  ಅಪ�ಾ� �ೕ��ೂಂ��ಾ��.
�ೂೕ��  ��ೕಟ�� �ಂದ �ಾವ��ೕ �ಾ�� �ೂೕ���ಾ�� ಎಂಬುದನು� ಅಲ�ಗ�ದು, �ಾರತ ಸ�ಾ�ರ �ೕ���ಂದನು� �ಡುಗ� �ಾ��. “�ೂೕ�� 
�ೖ� ನ�� ಇದ� �ಾ��ಯನು� ಆ� �ೖ� ನ�� �ಡುಗ� �ಾಡ�ಾ�ತು� ಎಂದು ಆ�ೂೕ�ಸ�ಾ��. �ೂೕ��  �ೖ� ನ��ದ� �ಾವ��ೕ �ಾ��
�ೂೕ���ಾ�ಲ��ಂಬುದನೂ� ಮತು� ಈ ��ಟ�  �ೕ��ಯ ಎ�ಾ� �ಾ�� ಸುರ�ತ�ಾ�� ಮತು� ಸುಭದ��ಾ��” ಎಂದು �ೕ��ಯ�� ಸ�ಷ�ಪ�ಸ�ಾ��.

Top Cyber News

Karnataka Govt warns against
spreading fake news, rumors on

COVID-19
The Karnataka Department of Health and Family Welfare
Services warned the public against sharing misinformation
and/ non-factual data. In a statement, the state health
department said that anyone found disseminating false
information will be subject to government action under
Section 54 of the Disaster Management Act of 2005 and
Section 4(k) of the Karnataka Epidemic Diseases Act of 2020.
The state administration stated that distributing false or
misleading information would be considered a crime, and the
offender would be penalized.

Aditya Birla Fashion and Retail faces 
data breach on its portal

A data breach has occurred on Aditya Birla Fashion and Retail
Ltd's (ABFRL) portal, and the business is investigating the
situation.
Personal customer information such as names, phone
numbers, addresses, dates of birth, order histories, credit card
information, and passwords are stored in the database that
has been exposed. Employee information was also exposed,
including salary, religion, and marital status.

Cyberattacks rise amid rapid Covid-
driven digitalization: WEF study

The Covid-19 pandemic has accelerated the speed of
digitalization, resulting in a record-breaking year for
cybercrime in 2021, with ransomware attacks up 151 percent
and an average of 270 cyberattacks per organisation.
"Companies must now embrace cyber resilience," said WEF
Managing Director Jeremy Jurgens, "not simply protecting
against cyberattacks but also preparing for rapid and timely
incident response and recovery when an assault does occur."

Man held for cheating 26 women
promising marriage in Karnataka

The Cyber Crime Police have arrested a person in Karnataka
for allegedly defrauding as many as 26 women under the
guise of marriage. To find his victims, the accused used
matrimony websites. After attempting to deceive a woman
who works for the police department, he was sentenced to
prison.
The accused would obtain the bank account information of
the girls who agreed to marry him. He threatened the victims
whenever they asked him to return the money.

COVID-19 Data, Phone Numbers of Thousands Leaked; Govt Denies 
Co-WIN Breach

According to a PTI report, a cybercriminal on the website claims to have access to the personal information of 20,000 people.
The Indian government issued a statement denying that any data from the CoWIN portal had been leaked. "The data contained
in the Co-WIN site has allegedly been released online. It has been clarified that no data from the Co-WIN site has been leaked
and that all resident data is safe and secure on this digital platform, "According to the statement.

ಆ� �ೖ� �ೕಸಗಳ�

Online frauds

Financial fraud involving fraudsters posing as custom officials on
the rise

ಕಸ��  ಅ��ಾ�ಗಳ �ೂೕ�ನ�� ಹಣ�ಾ�� ಅಪ�ಾಧ ಎಸಗುವವರ ಸಂ��
ಗಣ�ೕಯ�ಾ� ಏ���ಾ��

Haveri man loses ₹12.8 lakh to cyber fraud

 
31-year-old arrested in Bengaluru for blackmailing minister’s son

Mumbai: Man loses ₹2 lakh to cyber fraud on pretext of opting
out of personal insurance

Senior citizen loses Rs 12 lakh to cyber fraud

IT commissioner loses Rs 76,000 in cyber fraud

Man seeking loan loses Rs 10.62 lakh in cyber fraud

 
Retired banker loses Rs 7.5 lakh to cyber fraud

 
Woman loses over Rs 50k in cyber fraud

Karnataka CID probe reveals hacker used hotel IP address to
steal Rs 11.5 cr from govt portal

IT developer loses ₹68k in online fraud

Senior citizens duped to share information for SIM card KYC 

MBA and BTech graduate dupes 35-40 people in 
matrimonial fraud

�ೖಬ�  ಅಪ�ಾಧದ�� �ಾ�ೕ�ಯ ವ����ಬ�ರು ₹12.8 ಲ�ಗಳನು� ಕ�ದು�ೂಂ��ಾ��

ಸ�ವರ ಮಗನನು� �ಾ�� �ೕ�  �ಾ�ದ �ಾರಣ 31-ವಷ�ದ ವ����ಬ�ರನು� 
�ಂಗಳ��ನ�� ಬಂ�ಸ�ಾ��

ಮುಂ�ೖ: �ೖಯ��ಕ �� ಪ�ದು�ೂಳ��ವ ಸಲು�ಾ�, ವ����ಬ�ರು ₹2 ಲ�ಗಳನು�
�ೖಬ�  ಅಪ�ಾಧದ�� ಕ�ದು�ೂಂ��ಾ��

�ೖಬ�  ಅಪ�ಾಧದ�� ��ಯ �ಾಗ�ಕ�ೂಬ�ರು ರೂ. 12 ಲ�ಗಳನು� ಕ�ದು�ೂಂ��ಾ��

ಐ� ಕ�ೕಷನ�  ರೂ. 76,000 ಗಳನು� �ೖಬ�  ಅಪ�ಾಧದ�� ಕ�ದು�ೂಂ��ಾ��

�ಾಲ ಪ�ಯುವ�ದರ ಸಲು�ಾ� ವ����ಬ�ರು ರೂ. 10.62 ಲ�ಗಳನು� �ೖಬ� 
 ಅಪ�ಾಧದ�� ಕ�ದು�ೂಂ��ಾ��

�ವೃತ� �ಾ�ಂ�  �ಬ�ಂ��ಬ�ರು �ೖಬ�  ಅಪ�ಾಧದ�� ರೂ 7.5 ಲ�ಗಳನು� 
ಕ�ದು�ೂಂಡರು

ಮ���ಬ�ರು ರೂ. 50 �ಾ�ರ��ಂತ ���ನ �ತ�ವನು� �ೖಬ�  
ಅಪ�ಾಧದ�� ಕ�ದು�ೂಂಡರು

 
�ೂ�ೕ�  ಐ� ಅ���  ಬಳ� ಸ�ಾ�� ��ೕಟ�� ನ�� ರೂ. 11.5 �ೂೕ�ಗಳನು�
�ೂೕ�ದ� �ಾ�ಕ� ನನು� ಕ�ಾ�ಟಕದ �ಐ� ಅ��ಾ�ಗಳ� ಪ��ಹ���ಾ�� 

ಐ� ��ಲಪ�  ಆ� �ೖ�  ಅಪ�ಾಧದ�� ₹68 �ಾ�ರಗಳನು� ಕ�ದು�ೂಂಡರು

�� �ಾ��  ��ೖ� �ಾ��ಯನು� ಹಂ��ೂಳ��ವ �ೂೕ�ನ�� ��ಯ
�ಾಗ�ಕರನು� ಸು�� �ಾಡು��ರುವ�ದು ಕಂಡುಬಂ��.

ಎಂ�ಏ ಮತು� �.�� ಪದ�ೕಧರ �ಾ����ೕ�ಯ�  ಅಪ�ಾಧದ�� 35-40 
ಜನ�� �ೕಸ �ಾ��ಾ��

�ೖ�� �ಾಗೃ� ಭಂ�ಾರ
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�ಾಗೃ� ��� �ತ�ಗಳ�

Awareness Posters

Beware of booster #vaccine scams !
 

 
Always backup your data!

ಬೂಸ�� �ಾ���� ಹಗರಣದ ಬ�� ಎಚ�ರ ವ��

 
�ೕ�ಾ �ಾ�ಕ� �ಾಡಲು ಮ�ಯ��!

�ೖ�� ಸ��� #8 

CySecK Contest #8

ಉಪಯುಕ� �ಂ� ಗಳ�/Useful links 

�ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು cybercrime.gov.in 

ತಪ�� �ಾ�� ಗುರು�ಸಲು -https://factcheck.ksp.gov.in

ಆ� �ೖ� ವಂಚ�� ಸಂಬಂ��ದ ದೂರುಗಳನು� �ೂೕಂ�ಾ�ಸಲು
�ಂಗಳ�ರು ಜನರು 112� ಕ� �ಾಡಬಹುದು 

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲವ� ಉಪಯುಕ�
�ಂ� ಗಳ� ಇ���-

Some useful links for staying cyber aware and
cyber safe -

To lodge complaint against a cyber-crime -
cybercrime.gov.in

To identify fake information:
https://factcheck.ksp.gov.in

Bangalorians can call 112 for registering complaints
related to online frauds.

�ೖ�� ಬ��
About

CySecK 

�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ
ಉನ�ತ�ಾನ �ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ��
(ಇಂ�ಯ� ಇ���ಟೂ�� ಆ� �ೖ��) ಸಂ��ಯ ಆವರಣದ���.   
 ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ�
�ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ ಸಂ���ಾ�ರುತ��.
�ೖ�� ಅನು�  ಕ�ಾ�ಟಕ ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ ಕ�ಾ�ಟಕ
ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ ಇ�ೂ�ೕ�ೕಶ� ಅಂ�
��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-Tech Centre of
Excellence in Cybersecurity, housed in the IISc (Indian
Institute of Science) campus, with IISc as the anchor institute
and KSCST (Karnataka State Council for Science and
Technology) as the implementation agency. CySecK was setup
by KITS (Karnataka Innovation and Technology Society) of the
Department of IT, BT and S&T.
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