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Dear Readers,

As we call an end to 2021 and start 2022,
we are still very much in the throes of
uncertainty surrounding Covid. As a result,
many aspects of our lives continue to be
dependent on the cyber world, be it work-
related, school-related, or other daily
activities. Cyber security criminals are also
on the continuous lookout for
opportunities to defraud people.

The major cyber security news this past
month was the log4j vulnerability. This
vulnerability was a reminder that serious
flaws continue to lurk in important
libraries used by many software packages,
and underscores the need to continuously

improve our software development
practices and our cyber security awareness.
It is not realistic to expect most

commercial software to be completely free
of software vulnerabilities. This is precisely
why it is important for us to have sufficient
awareness of major cyber security
concepts. Such awareness goes a long way
in helping us quickly understand the
seriousness of and technical underpinnings
of a newly-discovered vulnerability, so that
we can devise suitable countermeasures.

It is my hope that 'Cyber Vartika' serves
this important need to keep the
community informed about major cyber
security happenings around the world. I
hope that the tidbits in this newsletter
inspire you to learn more about log4j and
other cyber security vulnerabilities listed
herein.

-- Vinod Ganapathy,

Associate Professor, Department of
Computer Science and Automation,
Indian Institute of Science Bangalore.
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Top Cyber News

Dial 112 to report cybercrime in Karnataka

Citizens from all districts of Karnataka will be able to report cybercrime
anytime of the day (24/7) by the end of January 2022 by dialling 112.
Bengaluru police has been receiving cybercrime complaints on 112 since
December 2020. The city police have halted the transfer of approximately
70 crore belonging to 7,000 people in the last 11 months.

Phishing attacks on central ministry officials get sharper, targeted

Indian Express reports that several employees of various central ministries
received mysterious emails with sensational claims.

Panasonic acknowledges unauthorised access to its network, probing cyber
attack

Panasonic, a Japanese consumer electronics company, confirmed that a
third party fraudulently accessed its network on November 11.

While the firm gave no additional information, Japanese outlets Mainichi
and NHK said that the hack began on June 22 and ended on November 3.
Panasonic said it is working with a specialist third-party organisation to
examine the leak and determine whether it impacted customers' personal
information and/or sensitive data related to social infrastructure.

India ranks third in global data breaches in 2021

According to research conducted by a cybersecurity company Surfshark,
India ranks third in the world in terms of data breaches, with 86.63 million
Indian customers breached till November 2021. COMB, Clubhouse,
Facebook, and Raychat were among the biggest data breaches this year,
according to the research.

When compared to the previous year, India had a 351.6% increase in affected
accounts. The data of approximately 19.18 million Indian users was
breached in 2020. "In terms of data breach cases, this year was marginally
worse than last year," it claimed.
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Top Cyber News

‘Cyberattacks hit 26,000 Indian sites in 10 months’

Minister of State for Electronics and I'T Rajeev Chandrasekhar said: "CERT-
In has reported that a total of 17,560, 24,768, 26,121, and 25,870 Indian
websites were hacked during the years 2018, 2019, 2020, and 2021 (up to
October), respectively." He added that the government has taken various
measures to enhance the cybersecurity posture and prevent cyberattacks in
the coming future.

New Exploit seen in Microsoft

With the purpose of transmitting Formbook malware, a short-lived
phishing effort was noticed that took advantage of an unique exploit that
evaded a patch put in place by Microsoft to solve a remote code execution
vulnerability affecting the MSHTML component.

"It's critical to educate and remind staff to be wary of emailed documents,
especially when they arrive in strange or unknown compressed file formats
from persons or organizations they don't know”. "We are reviewing these
concerns and will take appropriate action as needed to help keep customers

protected,” a Microsoft spokeswoman stated.

NCW aims to provide digital literacy to girl students

As part of the 'We Think Digital' campaign, which is implemented in
conjunction with Facebook and the Cyber Peace Foundation, the National
Commission for Women (NCW) has recently launched an online resource
centre on cyber safety.

The initiative aims to increase resilience and the ability to combat
cybercrime in the most efficient manner possible. Data Privacy, Social
Media Safety, Cyber Ethics, Digital Wellbeing, Cyber Laws, and Cyber
Crimes are among the topics covered. College going girls from all over the
country are actively participating in the initiative.
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Top Cyber News

ONLINE FRAUDS

2 people fall prey to online fraud in Ajmer

Techie duped of Rs 9.25L in matrimonial site fraud

Prospective groom duped by woman he met on matrimonial site

26 fell victim to online frauds of over Rs 5L

Doctor falls prey to online fraudsters
Former Indian cricketer Vinod Kambli duped of Rs 1.14 lakh

Mangaluru: Woman cheated of Rs 2.94 lakh in cyber fraud
Woman loses around Rs 8 lakh in cyber fraud

Cyber fraud: 3 Rajasthan natives held for swindling money from students

Engineering student duped of Rs 2.50 lakh in cyber fraud

Electricity bill fraud: UP gang embezzles Rs 2 lakh from KSEB
consumers

12 cyber criminals arrested in Bengaluru


http://timesofindia.indiatimes.com/articleshow/88190124.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://timesofindia.indiatimes.com/city/ajmer/2-people-fall-prey-to-online-fraud-in-ajmer-probe-on/articleshow/88101241.cms
https://ciso.economictimes.indiatimes.com/news/techie-duped-of-rs-9-25l-in-matrimonial-site-fraud/88427757
https://www.freepressjournal.in/amp/mumbai/mira-bhayander-prospective-groom-duped-by-woman-he-met-on-matrimonial-site?utm_campaign=fullarticle&utm_medium=referral&utm_source=inshorts
https://www.freepressjournal.in/indore/indore-26-fell-victim-to-online-frauds-of-over-rs-5l
https://www.tribuneindia.com/news/amritsar/doc-falls-prey-to-online-fraudsters-345029
http://timesofindia.indiatimes.com/articleshow/88360390.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.indiatoday.in/cities/mumbai/story/mumbai-woman-loses-around-rs-8-lakh-to-cyber-fraudster-impersonating-as-project-manager-of-indian-mnc-1886024-2021-12-09
https://www.newindianexpress.com/cities/thiruvananthapuram/2021/dec/19/cyber-fraud-3-rajasthan-natives-held-for-swindlingmoney-from-students-2397150.html
https://indianexpress.com/article/cities/mumbai/mumbai-engineering-student-duped-of-rs-2-50-lakh-in-cyber-fraud-7681111/
https://english.mathrubhumi.com/news/kerala/electricity-bill-fraud-up-gang-embezzles-rs-2-lakh-from-kseb-consumers-kerala-kseb-bill-fraud-1.6302055
https://www.newindianexpress.com/cities/bengaluru/2021/nov/25/six-of-cyber-fraud-module-held-from-bengaluru-2387828.html

S

M 1S4

K-Tech CoE for

Log4Shell HodBexdh?

2dad wyvdoarbd Logd] sogpfsentadd)
eigBad Parey; Ihahas,
@dn do ey Sozad g3
dodzd AsHhIA, 2021 B BFo20¢ 5 doth
8 dz@ad wobenzinBd. 81
dnodBaby, elert3 AbTBJen i3S
e 283 Jodnieh Briddhsb chBoadndss.
& &nocBad
Bade Log4Shell.

LoGqJ @

Log4j SordBe?

Log4j ozt 2oa Hoes Hpem,ont
HBohd 28, Bddsedaind LasE-
Anezsr
(o8 adsody eSezonide 38,

20 80d3 BoideyEited HTT3ens)
gt e, auis, vzl Gogs=ent
Fodeds xo@m Sozae2)3. ady,
2848 wvzonrb3n. ndond adbomeA,
moaSers dnobazios e, Sowdd,
sha Fovnh Agunamen wtabe),
ead,Beda® enntriva,

Rezi=eh de3mamoh.

SoRG8, auc 2oi

7 u=e, 3¢k 0ns?

2ledpe-tde ) 0Dde3
(zero-day
vulnerability)
Dor3Bexy?

oD 81 dwabB,
oD soddeleay?

> R |

d&wﬁs 23312)3 230320

|/qo 7} ¥
'aﬁ%ocb ITIY?
Zwed) sogeandmon!

Logdf essdy oe3d eadderorh 3.
Sz, Ao wabzoen 2e3 A
Logdj avimb3gerand.
A e lede Bdwabhch. adodd
Dexh eority Sedewh wRBLHR,
Db, dosip,Liotrivd antayer et
deos) eddedafrich ABainA dod Snden
ogd), bidobhd vrbadaan.

Logdj essdy, stmexBod
weldauhod e,
DdemizoA deddend ot
AET) eI %ﬂﬂ‘ ey, FhLHATE .
o3 sleedd dddnich diride
Besp Adbhicd 3PchesoBE.

@

wo3dE Snedd vddvod oy
Sohmarinem. agd swees, coddsedd

BedBorde 23 ety HpIrainn dab,
L838, INcbReYpmb.

DvmPodod exo3did 8r Anordidod

RoTASMA, 2ic3 wH3) 63 FITSh
el Bridh for Anahamd.

1010
0101
1010

Topse3ens
SdS=d
Aay, HS
2PDIG?

enn® Hord o) 22BH@DS 2.otdh @BadoI.
98, 8e8eriv 23enTEIBrYR), ToadTen AWy,
w¥BoRrbIy. evmpEBosSR, AvoBdniy
2izb3obhodx evadeerin®mf, 3eddid
AT, esded B3RP pIh. eridord
& 8edss edthedBrivnd, eont S
a.n%cﬁ: =oB8. adnmhdde eont sndzled
D02 HTJEW Sodden Log4dj Sdsorb3a.

g3 BnomBaby,
LOBBBTHTH Berk?

8 230 3adb FRFe, =R, TO=RZeRAtE
B wxidaded Logdj 2.17.0
8 dedanad.

gi011010
10100101
gi011010

gi011
10100
g1om

%ot Sosh) Sodod, am ded e ud gslent v’ Snden oz Jorisbrite

SHBabEth. adnd A7 Rd) eatien® Sndled oo FpIr el obe i3 oda
29 aeBdaabad.

agh, s, dab, LBIE, SAchRnde, md8oedBR wada Jehob JeabIs.

asn, Mbzidxeuna i dob Jroddabry, Bedae-te Jeddde3 aomh sdadnmad.
@ 2nonBaby it Rox esi3obd) IBTBIoAE.
Hormef gl wch dedoe-tde SedDOLI wey,

Ash, e APV ISrSed J=h, BerdudpNgd, es) Logdj vb3sobe agse oomh eed. o) Logdj
2¢ 340, dedde oxfien® Snd. 23R, AR mgpiPte® eBabI=0brie 2nd (evwe: Saas) Logdj

BnodBad DY JejBobe doth edy, 8ed Soed.
ezd S0 Sodd, wrd IIBER o odnessS %z:rg& Sotdh Bd Sed 30D, Anond

wAEBaINITEA, 8= A URTHE, IO esad, IHAS.

Todow, Bowin,tint shd) Seelof Hpestrivods il TLIniva), 2v9ha mend; pvdoed deseidS,

&1 dpowd dedael AR, @t adwabob.
add, SobRoded, doded 0L wdebciedd A, fiabds, 2odd, drdde wvdnadd 3ds)) Jodd, 3.




CySecK Awareness Repository

leg

—/

r-\
She

VULNERABILITY

What is Log4Shell?

A security vulnerability in the
widely used Log4j
software was noticed by
Chinese company Alibaba’s
security team and disclosed on
05-Dec-2021.

Now IT teams around the world
are dashing to fix this issue.
This issue is called Log#Shell.

LOGYJ @

What is Log4j?

Log4j is a popular open-source
software written in Java, and
supported by The Apache
Software Foundation. It is
widely used because it makes it
easy for developers to create
application logs in a fast,
reliable and flexible way

So why is it still a
big deal?

What is a zero-day
vulnerability?

Why is it a big deal?

For three reasons!

Log4j is widely used. Probably
most of the I'T systems we have
would be using Log4j. You may
not even be aware of it, since even
if you have not used it directly,
some application you have
deployed could have used it
internally.

It is easy to exploit. All one has
to do is send a specially crafted
input string, and such exploits
are already seen in high
numbers.

Such exploitation can be
disastrous. Through this, attackers
can take full control of a system
remotely.

So, this is like a perfect storm

that security and IT professionals
are now dealing with.

1Sl

y aka

developers
use this?

Logs are like a dairy that we maintain.
It is used to record activities of appli-
cations that could be of interest later;
for example for troubleshooting. Hence
it is a good practice to log the activi-
ties of the application.
Log4j provides the flexibility to

configure what all to log.

How to fix this?

A new version Log4j 2.17.0 is now made
available that has plugged this vulnera-
bility.

From earlier instances, we know that upgrading the software at such a large scale
will take many months, and more. I'T teams may not even have a full inventory of
systems that need to be updated. That gives enough time for attackers to exploit.

A security issue for which no fix is available is called a Zero-day vulnerability. This
issue now has a fix, so it is no longer a Zero-day vulnerability.

If you are responsible for maintenance of IT systems, do check if it uses Log4j and upgrade
if it does. Also check with your software providers (e.g.: SaaS) to see if they are affected by Log4j
and if they are, how they plan to fix it. You may want to stop using their system until the fix is in
place.

What should I do
about this?

If you are a simple user of IT devices like PCs and mobile phones, the issue may not affect
you directly. However, keep a watch out for anything unusual, and bring to the notice of the

customer support if you do notice unusual activity.
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https://twitter.com/CySecKCoE/status/1472462200426020868
https://twitter.com/CySecKCoE/status/1473186472903671810
https://twitter.com/CySecKCoE/status/1476820379301601282
https://twitter.com/CySecKCoE/status/1476896505667612673

Awareness Corner

33 N
Awareness Posters
= Beware of fake oximeter apps
Lo Beware of pension scams!
Beware of Insurance Frauds
0
Beware of Cryptocurrency
[e] frauds!
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CySecK Contest #8 (Next month)

We are taking a break from our monthly contest this time. But next
month, we have a special contest coming up, with many goodies to be
won.

Contest details will be available in January(next edition) month's
Cyber Vartika.

Top 6 winners will awarded the first prize. We will also have 12 second
prizes and 18 third prizes.

FIRST PRIZE: SECOND PRIZE: THIRD PRIZE:

EARBUDS BLUETOOTH POWER :
SPEAKER BANK
Uy
©



https://twitter.com/CySecKCoE/status/1472462200455507969
https://twitter.com/CySecKCoE/status/1473186479069401092
https://twitter.com/CySecKCoE/status/1476820118273359874
https://twitter.com/CySecKCoE/status/1476896488558981122

5,85 388/CySecK Update
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CySecK is K-Tech Centre of Excellence in Cyber Security, witl
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ogramme Manager
Communications
Last date:
11-Jan-2022
For detailed Job Description
and to apply visit:

https://cs-coe.iisc.ac.in/about/career-cyseck/
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CySecK is currently hiring for the above mentioned roles

The last date for applying in 11 January 2022.

Visit https://cs-coe.iisc.ac.in/about/career-cyseck/ for more details.

Check out this opportunity or share this with someone you think might be
interested!

3;200° 250133 &Y JRo0° TTBZBeseNTen Bered) enadng osenied 9l
Some useful links for staying cyber aware and cyber safe -

1. BRo0° 23023313 2013 B weddTen [ To lodge complaint against a
cyber-crime - cybercrime.gov.in

2. 3P D3 3Jen  [To identify fake information:

https: / /[factcheck.ksp.gov.in/

3. e:sasegjss 0233 TVo0oRAIT BRDNGIY, Feeomadden  23onReT
B3I 11218 338 peddmdcd [ Bangalorians can call 112 for registering
complaints related to online frauds.
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CySecK is the Karnataka state government’s K-Tech Centre of Excellence in
Cybersecurity, housed in the IISc (Indian Institute of Science) campus, with
IISc as the anchor institute and KSCST (Karnataka State Council for Science
and Technology) as the implementation agency. CySecK was setup by KITS
(Karnataka Innovation and Technology Society) of the Department of I'T, BT
and S&T.

Our social media handles

n CySeck CoE

@CySecKCoLE

CySecKCoE

CySecKCoE

RFjea0® BBEBOR, Ve, Fe&3D AR FIIFEH, B3 3ond Y JedeoN
Trdodbew, Fe, DYTI,F03 303, 230wres0aN!
https://zcmp.in/BH6y

If Cyber Vartika was forwarded to you by a friend, get it directly
every month by SUBSCRIBING HERE!
https://zcmp.in/BH6y



https://touch.facebook.com/CyseckCOE.Karnataka/?ref=bookmarks&__nodl&_rdr
https://twitter.com/CySecKCoE
https://t.me/CySecKCoE
https://www.linkedin.com/company/cyseck/
https://www.youtube.com/c/CySecK/videos
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