
ನ��ಯ ಓದುಗ�,

2021 ಮು�ದು, 2022 ರ �ೂಸ ವಷ�ವನು�
ಬರ�ಾ��ೂಳ��ವ ಈ �ೂ��ನ��, �ೂೕ�� ನ
����ತ�ಂದ �ಾವ� ಇನೂ� ಪ����ಾ� �ಡುಗ�
ಪ��ಲ�. �ಾ�ಾ�, �ಲಸದ �ಷಯ�ೕ ಆ�ರಬಹುದು,
�ಾ� ಇಲ��ೕ �ೕ� �ನ�ತ�ದ ಚಟುವ��ಗ�ೕ
ಆ�ರಬಹುದು, ನಮ� ಬದು�ನ ಬಹಳಷು� �ಷಯಗಳ�
ಇನೂ� �ೖಬ�  ಜಗತ���ೕ ����ೂಂ��. �ೖಬ�
ಅಪ�ಾ�ಗಳ� ಕೂಡ ಜನ�� �ೕಸ �ಾಡುವ
ಅವ�ಾಶಗ��ಾ� ಹುಡುಕುತ��ೕ ಇ�ಾ��.

ಕ�ದ �ಂಗಳ� �ೂಡ��ಾ� ಸದು� �ಾ�ದ ಸು���ಂದ�
log4j �ೂಂದ�. ಹಲವ� �ಾ�� �ೕ� ಗಳ� ಬಳಸುವ,
ಪ�ಮುಖ�ಾದ �ೖಬ��ಗ�ಂಬ ���ೕ�ಾ��ಂ�
�ೂೕ� ಗಳ��, ಗಂ�ೕರ�ಾದ �ೂೕಷಗಳ� �ಾ�ಾಗ
�ೕ�ಾದರೂ �ಾ���ೂಳ�ಬಹುದು ಎಂದು ಈ log4j
�ೂಂದ� ಮ�ೂ��� �ನ���. ನಮ� �ಾ�� �ೕ� 
ಅ�ವೃ�� ಮತು� �ೖಬ� ಸುರ��ಯ ��ವನು�
���ಸುವ�ದರ�� ಇನೂ� ಸು�ಾರ��ಾಗ�ೕಕು ಎಂಬ
ಅಗತ�ವನು� ಕೂಡ ಈ �ೂಂದ� �ೂೕ���ೂ���. ಬಹು�ೕಕ
�ಾ�ಜ� ಬಳ�ಯ �ಾ�� �ೕ� ಗಳ�
�ೂೕಷಮುಕ��ಾ�ರ�ೕ�ಂದು ಎದುರು�ೂೕಡುವ�ದು
ಸಮಂಜಸವಲ�. ಆದ��ಂದ�ೕ ಪ�ಮುಖ �ೖಬ� ಸುರ��
�ಷಯಗಳ ಬ�� �ಾಕಷು� ��ವ� ನಮ� ಇರ�ೕ�ಾದದು�
ತುಂಬ ಮುಖ�. ಇಂತಹ ��ವ� ಇದ��, �ೂಸ�ಾ� �ಳ��
ಬಂದ �ಾ�� �ೕ� �ೂೕಷಗಳ ಗಂ�ೕರ� ಮತು� �ಾಂ��ಕ
ರಚ�ಗಳನು� �ೕಗ� ಅಥ��ಾ��ೂಳ�ಲು ನಮ� ತುಂಬ
�ರ�ಾಗುತ��. ಆಗ, �ಾವ� ಸೂಕ��ಾದ ಪ��ಾರಗಳನು�
ಕಂಡು��ಯಬಹುದು.

ಜಗ��ನ�� ಆಗು��ರುವ ಪ�ಮುಖ �ೖಬ� ಸುರ��
�ಳವ��ಗಳ ಬ�� ಜನ�� ����ೂಡ�ೕ�ಾದ ಅಗತ�ವನು�
“�ೖಬ� �ಾ���ಾ” ಪ��ೖಸುತ�� ಎಂದು �ಾನು ನಂ���ೕ�.
log4j �ಾಗೂ �ೕ� �ೖಬ� ಸುರ�� �ೂಂದ�ಗಳ ಬ��
ಇನ�ಷು� ��ಯಲು, ಈ ಸು��ಪ���ಯ��ರುವ ತುಣುಕುಗಳ�
�ಮ�ನು� ಹು�ದುಂ�ಸ� ಎಂದು �ಾನು �ಾ�ೖಸು��ೕ�.

-- ��ೂೕ� ಗಣಪ�,
ಸಹ �ಾ��ಾ�ಪಕ, ಕಂಪ��ಟ� ��ಾನ ಮತು�
ಆ�ೂ�ೕಶ� ��ಾಗ,
�ಾರ�ೕಯ ��ಾನ ಸಂ��, �ಂಗಳ�ರು

�ೖಬ� �ಾ���ಾ
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ಮುನು�� /Foreword

Dear Readers, 

As we call an end to 2021 and start 2022,
we are still very much in the throes of
uncertainty surrounding Covid. As a result,
many aspects of our lives continue to be
dependent on the cyber world, be it work-
related, school-related, or other daily
activities. Cyber security criminals are also
on the continuous lookout for
opportunities to defraud people.

The major cyber security news this past
month was the log4j vulnerability. This
vulnerability was a reminder that serious
flaws continue to lurk in important
libraries used by many software packages,
and underscores the need to continuously
improve our software development
practices and our cyber security awareness.
It is not realistic to expect most
commercial software to be completely free
of software vulnerabilities. This is precisely
why it is important for us to have sufficient
awareness of major cyber security
concepts. Such awareness goes a long way
in helping us quickly understand the
seriousness of and technical underpinnings
of a newly-discovered vulnerability, so that
we can devise suitable countermeasures.

It is my hope that 'Cyber Vartika' serves
this important need to keep the
community informed about major cyber
security happenings around the world. I
hope that the tidbits in this newsletter
inspire you to learn more about log4j and
other cyber security vulnerabilities listed
herein.

-- Vinod Ganapathy,
Associate Professor, Department of
Computer Science and Automation,
Indian Institute of Science Bangalore.



ಪ�ಮುಖ �ೖಬ� ಸು��

ಕ�ಾ�ಟಕದ�� �ೖಬ� ಅಪ�ಾಧದ ಬ�� ದೂರು �ೕಡಲು 112 �� ಕ��ಾ�.

ಕ�ಾ�ಟಕದ ಎ�ಾ� ���ಗಳ �ಾಗ�ಕರು, 2022 ರ ಜನವ� �ೂ�ಯ �ೂ���, �ನದ 24 ಗಂ�ಯೂ 112
ನಂಬ� � ಕ��ಾ� �ೖಬ� ಅಪ�ಾಧದ ದೂರು ಸ��ಸಬಹುದು.

2020 ರ ��ಂಬ� �ಂದ�ೕ �ಂಗಳ�ರು ���ೕ� ಇ�ಾ�ಯು, 112 ನಂಬ� ನ�� �ೖಬ�  ಅಪ�ಾಧದ
ದೂರುಗಳನು� ಪ�ಯು���. ಕ�ದ 11 �ಂಗಳ��, ನಗರ ���ೕ� ಇ�ಾ�ಯು, 7,000 ಮಂ�� �ೕ�ದ
ಅಂ�ಾಜು 70 �ೂೕ� ರೂ�ಾ�ಗಳ ವ�ಾ�ವ�ಯನು� ತ����.

�ೕಂದ� ಸ��ಾಲಯದ ಅ��ಾ�ಗಳನು� ಗು��ಾ�� ಚುರುಕು�ೂಂಡ ��ಂ� �ಾ�ಗಳ�

ಹಲ�ಾರು �ೕಂದ� ಸ��ಾಲಯಗಳ ಉ�ೂ�ೕ�ಗ�� �ೂ�ೕಟಕ �ೕ���ರುವ ಗು��ನ ಇ�ೕ� 
ಬಂ�ರುವ��ಾ� ಇಂ�ಯ� ಎ�� ��� ಪ��� ವರ� �ಾ��.

ತನ� �� ವ� �� ಅನ�ಕೃತ ಪ��ೕಶ ಆ�ರುವ�ದನು� ಒ���ೂಂಡ �ಾ�ನ�ೂೕ��, �ೖಬ� �ಾ�
��ಾರ� ನ�ಯು���

ಜ�ಾ�ನ �ಾ�ಹಕ ಎ��ಾ���� ಕಂಪ��ಾದ �ಾ�ನ�ೂೕ��, ತನ� �� ವ� ��ೂಳ� ನವಂಬ� 11
ರಂದು �ಾ�ೂೕ �ೂರ�ನವರು �ೕಸ�ಂದ ನುಸು�ದು� �ಜ ಎಂದು ಖ�ತಪ���.

ಕಂಪ�ಯು �ಚು�ವ� �ಾ�� �ೕಡ�ದ�ರೂ, ಜ�ಾ�ನ ಸು�� ಸಂ��ಗ�ಾದ �ೖ�ೕ� ಮತು� ಎ� ಎ� �,
ನುಸಳ��ೂೕರರು ಜೂ� 22 �ಂದ�ೕ ಪ�ಯ��ಸು��ದು�, ನವಂಬ� 3 ರಂದು �� ವ� � ಒಳನು���ಾ��
ಎಂದು �ೕ��.

�ೂೕ��ಯ ಬ�� ���ನ �ಾ�� ಕ��ಾಕಲು �ಾಗೂ ತನ� ಬಳ��ಾರರ �ೖಯ��ಕ �ಾ�� ಮತು�/ಇಲ��ೕ
�ಾ�ಾ�ಕ ಮೂಲ�ೌಕಯ��� ಸಂಬಂ��ದ ಗು�ಾ�ದ �ೕ�ಾದ �ೕ� ಪ��ಾಮ ಉಂ�ಾ���ೕ
ಎಂದು �ೂೕಡಲು, �ೂರ�ನ ಪ�ಣತ ಸಂ���ಂ�� �ಲಸ �ಾಡು��ರುವ��ಾ� �ಾ�ನ�ೂೕ�� �ೕ��. 

2021 ರ �ಾಗ�ಕ �ೕ�ಾ ಕಳ�ತನದ�� �ಾರತ�� ಮೂರ�ೕ �ಾ�ನ

ಸ� ��ಾ� � ಎಂಬ �ೖಬ� ಸುರ�� ಕಂಪ� ನ��ದ ಸಂ�ೂೕಧ�ಯ ಪ��ಾರ, ನ�ಂಬ� 2021 ರ ವ��
ಸು�ಾರು 8.66 �ೂೕ� �ಾರ�ೕಯ ಬಳ��ಾರರ �ೕ�ಾ ಕಳ�ತನ�ಾಗುವ�ದ�ೂಂ��, ಜಗ��ನ �ೕ�ಾ
ಕಳ�ತನದ�� �ಾರತವ� ಮೂರ�ೕ �ಾ�ನದ���. ಈ ವಷ�ದ��, ಅ� �ಚು� �ೕ�ಾ �ೂೕ��� ಒಳ�ಾದದು�
COMB, ಕ�� �ೌ� , �ೕ� ಬು� ಮತು� �ೕ�ಾ� ಎಂದು ಸಂ�ೂೕಧ� �ೕಳ����.

�ಂ�ನ ವಷ��� �ೂೕ���ಾಗ, �ೂೕ��ಯ �� ತ��ದ �ಾ�ಗಳ ಎ�� �ಾರತದ�� 351.6 % ನಷು�
��ಾ��ತು�. 2020 ರ�� �ಚು�ಕ�� 1.92 �ೂೕ� �ಾರ�ೕಯ ಬಳ��ಾರರ �ೕ�ಾ ಕಳ�ತನ�ಾ�ತು�.
“�ೕ�ಾ ಕಳ�ತನ ಪ�ಕರಣಗಳ�, ಕ�ದ ವಷ���ಂತ ಈ ವಷ� ತುಸು ��ಾ���,” ಎಂದು ಸ� ��ಾ� �
�ೕ��.

https://www.thehindu.com/news/cities/Mangalore/dial-112-to-report-cyber-crime-in-karnataka/article37745937.ece
https://indianexpress.com/article/india/phishing-cyber-attacks-central-ministry-7691598/
https://www.business-standard.com/article/international/panasonic-confirms-network-illegally-accessed-probing-cyber-attack-121113000342_1.html
https://www.businesstoday.in/latest/trends/story/india-ranks-third-in-global-data-breaches-in-2021-report-315750-2021-12-15


ಪ�ಮುಖ �ೖಬ� ಸು��

10 �ಂಗಳ�� �ೖಬ� �ಾ�� ತು�ಾ�ದ 26,000 �ಾರ�ೕಯ �� �ೖ� ಗಳ�

ಎ��ಾ���� ಮತು� ಐ� �ಾಜ� ಸ�ವ �ಾ�ೕ� ಚಂದ��ೕಖ�, “CERT-IN ವರ� �ೕಳ�ವಂ�, 17,560,
24,768, 26,121, ಮತು� 25,870 �ಾರ�ೕಯ �� �ೖ� ಗಳ� ಕ�ಮ�ಾ� 2018, 2019, 2020 ಮತು�
2021 (ಅ�ೂ�ೕಬ� ವ��) ರ�� �ಾ�� ತು�ಾ���.” ಎಂದು �ೕ��ಾ��. ಭ�ಷ�ದ�� �ೖಬ� �ಾ�ಗಳನು�
ತ�ಯುವ ಸಲು�ಾ�, �ೖಬ� ಸುರ��ಯ �ಲುವನು� ಸು�ಾ�ಸಲು ಸ�ಾ�ರ ಹಲವ� ಕ�ಮಗಳನು�
�ೖ�ೂಂ�� ಎಂದು ಕೂಡ ಅವರು ನು���ಾ��.

�ೖ�ೂ�ೕ�ಾ��  ಆಪ�ೕ�ಂ� �ಸ�� ನ �ೂರ�ಯನು� ಗು��ಾ�� �ೂಸ �ಾ�

MSHTML �ೕ� ಪ��ಾಮ �ೕರು��ದ� ಆಪ�ೕ�ಂ� �ಸ�� ನ �ೂರ�ಯನು� ಕಂಡು��ದು, ಅದನು�
�ೕ�ಸಲು �ೖ�ೂ�ೕ�ಾ��  ಅ� �ೕ�  ಅನು� �ಡುಗ� �ಾ�ತು�. ಆದ�, �ೖ�ೂ�ೕ�ಾ�� ನ ಅ� �ೕ�
ಅನು� ತ����ೂಂಡು, Formbook ಎಂಬ ಅ�ಾಯ�ಾ� �ಾ�� �ೕ�  ಅನು� ಹರಡಲು �ಾ��ೂೕರರು
�ೂೕ�ದರು. ಅವರ ಈ ಪ�ಯತ� �ಚು� �ನ ಉ�ಯ�ಲ�.

“ತಮ� �ೂ��ಲ�ದ ವ���ಗಳ� ಇಲ��ೕ ಸಂ��ಗ�ಂದ ಬಂದ, ��ತ��ಾದ ಇಲ��ೕ �ೂ��ಲ�ದ �ೖ�
�ಾ�ಾ�� ನ��ರುವ ಇ�ೕ� ಕಡತಗಳ ಬ�� ತುಂಬ ಎಚ����ಂ�ರ�ೕಕು ಎಂದು �ಲಸ�ಾರರ��
ಅ�ವ� ಮೂ�ಸುವ�ದು ಮತು� ಅವ�� �ನ�ಸುವ�ದು ತುಂಬ ಮುಖ�. ಬಳ��ಾರರನು� �ಾ�ಾಡಲು, ಈ
ಕಳವಳಗಳ ಬ�� �ಾವ� ಮರು�ೂೕಟ �ಾಡು��ದು�, �ೕ�ಾದ ಸ��ಾದ ಕ�ಮಗಳನು� ��ದು�ೂಳ����ೕ�.”
ಎಂದು �ೖ�ೂ�ೕ�ಾ�� ನ ವ�ಾ�ರರು �ೕ�� �ೕ��ಾ��.

��ಾ����ಯ�� ��ಟ� �ಾ�ರ� ಒದ�ಸುವ ಗು� ಇಟು��ೂಂಡ NCW

�ೕ� ಬು� ಮತು� �ೖಬ� �ೕ� �ೌಂ�ೕಶ� ಸಂ��ಗಳ �ೂ�ಗೂ� �ಾ� �ಾಡ�ಾದ 'We Think
Digital' ಅ��ಾನದ ಅಂಗ�ಾ�, �ಾ��ೕಯ ಮ��ಾ ಆ�ೕಗವ� (NCW) ಇ��ೕ�� �ೖಬ� ಸುರ��
ಕು��ಾದ ಆ� �ೖ� ಕ��ಾ �ೕಂದ�ವನು� �ೂರತಂ��.

ಈ �ೂಡ��ಯು, �ಚ�ನು� ���ಸುವ �ಾಗೂ ಆದಷೂ� ಸಮಥ��ಾದ ಬ�ಯ�� �ೖಬ� ಅಪ�ಾಧವನು�
ಎದು�ಸುವ ಅಳವನು� ���ಸುವ ಗು� �ೂಂ��. �ೕ�ಾ �ೌಪ��, �ಾ�ಾ�ಕ �ಾಲ�ಾಣ ಸುರ��,
�ೖಬ� ನಡವ��, ��ಟ� ಆ�ೂೕಗ�, �ೖಬ� �ಾನೂನು ಮತು� �ೖಬ� ಅಪ�ಾಧ �ಷಯಗಳ ಬ�� ಇ��
ಕ�ಯಬಹುದು. ಇ�ೕ �ೕಶದ �ಾ�ೕಜು ��ಾ����ಯರು ಹುರು��ಂದ ಈ �ೂಡ��ಯ��
�ಾ�ೂ�ಳ�����ಾ��.

https://www.thehindu.com/business/cyberattacks-hit-26000-indian-sites-in-10-months/article37796297.ece
https://thehackernews.com/2021/12/new-exploit-lets-malware-attackers.html
https://timesofindia.indiatimes.com/home/education/news/ncw-aims-to-provide-digital-literacy-to-girl-students/articleshow/88448378.cms


ಆ� �ೖ� �ೕಸದ ಬ�ಯ�� �ದ� ಅ� �ೕ� ನ 2 ಮಂ�

ಆ� �ೖ� �ೕಸಗಳ�

ಪ�ಮುಖ �ೖಬ� ಸು��

�ಾ����ೕ�ಯ� �� �ೖ�  �ೕಸದ�� 9.25 ಲ� ಕ�ದು�ೂಂಡ ��

�ಾ����ೕ�ಯ� �� �ೖ� ನ�� �ೕ��ಾದ �ಂಗ��ಂದ �ೕಸ�ೂ�ಳ�ಾದ ಮದುಮಗ

5 ಲ�ಕೂ� �ೕ�ದ ಆ� �ೖ� �ೕಸಗ�� ಒಳ�ಾದ 26 ಮಂ�

ಆ� �ೖ� �ೕಸ�ಾರರ ಬ�� �ದ� �ಾಕ��

�ಾ� �ಾರ�ೕಯ ���� ಆಟ�ಾರ ��ೂೕ� �ಾಂ��� 1.14 ಲ� �ೕಸ

ಮಂಗಳ�ರು: �ೖಬ� �ೕಸದ�� 2.94 ಲ� ಕ�ದು�ೂಂಡ �ಂಗಸು

�ೖಬ� �ೕಸದ�� 8 ಲ� ಕ�ದು�ೂಂಡ �ಂಗಸು

�ೖಬ� �ೕಸ: ��ಾ���ಗ�ಂದ ಹಣ �ೂೕಚು��ದ� �ಾಜ�ಾ�ನ ಮೂಲದ 3 ಮಂ�ಯ ��

2.5 ಲ� �ೖಬ� �ೕಸ�� ಒಳ�ಾದ ಇಂ��ಯ�ಂ� ��ಾ���

�ದು�� �� �ೕಸ: KSEB ಬಳ��ಾರ�ಂದ 2 ಲ� �ೂೕ�ದ ಉತ�ರ ಪ��ೕಶದ ಕಳ�ರ ಕೂಟ

12 �ೖಬ� ಅಪ�ಾ�ಗಳ� �ಂಗಳ��ನ�� ��

https://timesofindia.indiatimes.com/city/ajmer/2-people-fall-prey-to-online-fraud-in-ajmer-probe-on/articleshow/88101241.cms
https://ciso.economictimes.indiatimes.com/news/techie-duped-of-rs-9-25l-in-matrimonial-site-fraud/88427757
https://www.freepressjournal.in/amp/mumbai/mira-bhayander-prospective-groom-duped-by-woman-he-met-on-matrimonial-site?utm_campaign=fullarticle&utm_medium=referral&utm_source=inshort
https://www.freepressjournal.in/indore/indore-26-fell-victim-to-online-frauds-of-over-rs-5l
https://www.tribuneindia.com/news/amritsar/doc-falls-prey-to-online-fraudsters-345029
http://timesofindia.indiatimes.com/articleshow/88190124.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
http://timesofindia.indiatimes.com/articleshow/88360390.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.indiatoday.in/cities/mumbai/story/mumbai-woman-loses-around-rs-8-lakh-to-cyber-fraudster-impersonating-as-project-manager-of-indian-mnc-1886024-2021-12-09
https://www.newindianexpress.com/cities/thiruvananthapuram/2021/dec/19/cyber-fraud-3-rajasthan-natives-held-for-swindlingmoney-from-students-2397150.html
https://indianexpress.com/article/cities/mumbai/mumbai-engineering-student-duped-of-rs-2-50-lakh-in-cyber-fraud-7681111/
https://english.mathrubhumi.com/news/kerala/electricity-bill-fraud-up-gang-embezzles-rs-2-lakh-from-kseb-consumers-kerala-kseb-bill-fraud-1.6302055
https://www.newindianexpress.com/cities/bengaluru/2021/nov/25/six-of-cyber-fraud-module-held-from-bengaluru-2387828.html


Top Cyber News

Dial 112 to report cybercrime in Karnataka

Citizens from all districts of Karnataka will be able to report cybercrime
anytime of the day (24/7) by the end of January 2022 by dialling 112. 
Bengaluru police has been receiving cybercrime complaints on 112 since
December 2020. The city police have halted the transfer of approximately
70 crore belonging to 7,000 people in the last 11 months.

Phishing attacks on central ministry officials get sharper, targeted

Indian Express reports that several employees of various central ministries
received mysterious emails with sensational claims.

Panasonic acknowledges unauthorised access to its network, probing cyber
attack

Panasonic, a Japanese consumer electronics company, confirmed that a
third party fraudulently accessed its network on November 11.
While the firm gave no additional information, Japanese outlets Mainichi
and NHK said that the hack began on June 22 and ended on November 3.
Panasonic said it is working with a specialist third-party organisation to
examine the leak and determine whether it impacted customers' personal
information and/or sensitive data related to social infrastructure.

India ranks third in global data breaches in 2021

According to research conducted by a cybersecurity company Surfshark,
India ranks third in the world in terms of data breaches, with 86.63 million
Indian customers breached till November 2021. COMB, Clubhouse,
Facebook, and Raychat were among the biggest data breaches this year,
according to the research.
When compared to the previous year, India had a 351.6% increase in affected
accounts. The data of approximately 19.18 million Indian users was
breached in 2020. "In terms of data breach cases, this year was marginally
worse than last year," it claimed.

https://www.thehindu.com/news/cities/Mangalore/dial-112-to-report-cyber-crime-in-karnataka/article37745937.ece
https://indianexpress.com/article/india/phishing-cyber-attacks-central-ministry-7691598/
https://www.business-standard.com/article/international/panasonic-confirms-network-illegally-accessed-probing-cyber-attack-121113000342_1.html
https://www.businesstoday.in/latest/trends/story/india-ranks-third-in-global-data-breaches-in-2021-report-315750-2021-12-15


Top Cyber News

‘Cyberattacks hit 26,000 Indian sites in 10 months’

Minister of State for Electronics and IT Rajeev Chandrasekhar said: "CERT-
In has reported that a total of 17,560, 24,768, 26,121, and 25,870 Indian
websites were hacked during the years 2018, 2019, 2020, and 2021 (up to
October), respectively." He added that the government has taken various
measures to enhance the cybersecurity posture and prevent cyberattacks in
the coming future.

New Exploit seen in Microsoft

With the purpose of transmitting Formbook malware, a short-lived
phishing effort was noticed that took advantage of an unique exploit that
evaded a patch put in place by Microsoft to solve a remote code execution
vulnerability affecting the MSHTML component.
"It's critical to educate and remind staff to be wary of emailed documents,
especially when they arrive in strange or unknown compressed file formats
from persons or organizations they don't know”. "We are reviewing these
concerns and will take appropriate action as needed to help keep customers
protected," a Microsoft spokeswoman stated.

NCW aims to provide digital literacy to girl students

As part of the 'We Think Digital' campaign, which is implemented in
conjunction with Facebook and the Cyber Peace Foundation, the National
Commission for Women (NCW) has recently launched an online resource
centre on cyber safety.
The initiative aims to increase resilience and the ability to combat
cybercrime in the most efficient manner possible. Data Privacy, Social
Media Safety, Cyber Ethics, Digital Wellbeing, Cyber Laws, and Cyber
Crimes are among the topics covered. College going girls from all over the
country are actively participating in the initiative.

https://www.thehindu.com/business/cyberattacks-hit-26000-indian-sites-in-10-months/article37796297.ece
https://www.thehindu.com/business/cyberattacks-hit-26000-indian-sites-in-10-months/article37796297.ece
https://thehackernews.com/2021/12/new-exploit-lets-malware-attackers.html
https://timesofindia.indiatimes.com/home/education/news/ncw-aims-to-provide-digital-literacy-to-girl-students/articleshow/88448378.cms


 
ONLINE FRAUDS

 
 

Top Cyber News

Former Indian cricketer Vinod Kambli duped of Rs 1.14 lakh 

2 people fall prey to online fraud in Ajmer

Techie duped of Rs 9.25L in matrimonial site fraud

Prospective groom duped by woman he met on matrimonial site

26 fell victim to online frauds of over Rs 5L

Doctor falls prey to online fraudsters

Mangaluru: Woman cheated of Rs 2.94 lakh in cyber fraud

Woman loses around Rs 8 lakh in cyber fraud

Cyber fraud: 3 Rajasthan natives held for swindling money from students

Engineering student duped of Rs 2.50 lakh in cyber fraud

Electricity bill fraud: UP gang embezzles Rs 2 lakh from KSEB
consumers

12 cyber criminals arrested in Bengaluru

http://timesofindia.indiatimes.com/articleshow/88190124.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://timesofindia.indiatimes.com/city/ajmer/2-people-fall-prey-to-online-fraud-in-ajmer-probe-on/articleshow/88101241.cms
https://ciso.economictimes.indiatimes.com/news/techie-duped-of-rs-9-25l-in-matrimonial-site-fraud/88427757
https://www.freepressjournal.in/amp/mumbai/mira-bhayander-prospective-groom-duped-by-woman-he-met-on-matrimonial-site?utm_campaign=fullarticle&utm_medium=referral&utm_source=inshorts
https://www.freepressjournal.in/indore/indore-26-fell-victim-to-online-frauds-of-over-rs-5l
https://www.tribuneindia.com/news/amritsar/doc-falls-prey-to-online-fraudsters-345029
http://timesofindia.indiatimes.com/articleshow/88360390.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://www.indiatoday.in/cities/mumbai/story/mumbai-woman-loses-around-rs-8-lakh-to-cyber-fraudster-impersonating-as-project-manager-of-indian-mnc-1886024-2021-12-09
https://www.newindianexpress.com/cities/thiruvananthapuram/2021/dec/19/cyber-fraud-3-rajasthan-natives-held-for-swindlingmoney-from-students-2397150.html
https://indianexpress.com/article/cities/mumbai/mumbai-engineering-student-duped-of-rs-2-50-lakh-in-cyber-fraud-7681111/
https://english.mathrubhumi.com/news/kerala/electricity-bill-fraud-up-gang-embezzles-rs-2-lakh-from-kseb-consumers-kerala-kseb-bill-fraud-1.6302055
https://www.newindianexpress.com/cities/bengaluru/2021/nov/25/six-of-cyber-fraud-module-held-from-bengaluru-2387828.html


�ೖ�� �ಾಗೃ� ಭಂ�ಾರ



CySecK Awareness Repository 



�ಾಗೃ� �ೕ��

ನಕ� ಆ���ೕಟ� ಆ�� ಗಳ ಬ�� ಎಚ�ರ�ಂ��!

�ಂಚ� �ೕಸಗಳ ಬ�� ಎಚ�ರ�ರ�!

ಇನೂ���� �ೕಸಗಳ ಬ�� ಎಚ�ರ�ಂ��!

�����ಕ��� �ೕಸಗಳ ಬ�� ಎಚ�ರ�ಂ��!

 
�ೖ�� ಸ��� #8 (ಮುಂ�ನ �ಂಗಳ�)

 
 

ಈ �ಾ� ನಮ� ಪ�� �ಂಗಳ �ೖಬ� ಭದ��ಾ ಸ�ಧ��ಂದ ��ಾಮ ��ದು�ೂಳ������ೕ�. ಆದ�
ಮುಂ�ನ �ಂಗಳ�, ಅ�ಾ�ಕಷ�ಕ ಬಹು�ಾನಗ��ಂ�� ��ೕಷ ಸ���ಯನು� �ಾವ� �ಮ�ಾ�
ತರ���ೕ�.
ಜನವ� (ಮುಂ�ನ ಆವೃ��) �ಂಗಳ �ೖಬ� ವ���ಾದ�� ಸ���ಯ �ವರಗಳ�
ಲಭ��ರುತ��.
ಅ� �ಚು� ಅಂಕ ಗ��ದ �ದಲ 6 ��ೕತರು �ದಲ ಬಹು�ಾನ ಪ�ಯು�ಾ��. ಇದರ �ೂ��,
12 ಎರಡ�ೕ ಬಹು�ಾನ �ಾಗೂ 18 ಮೂರ�ೕ ಬಹು�ಾನಗಳ� ಕೂಡ ಇರುತ��.

�ದಲ�ೕ 
ಬಹು�ಾನ

ಇಯ� ಬ��

ಎರಡ�ೕ 
ಬಹು�ಾನ

ಮೂರ�ೕ 
ಬಹು�ಾನ

ಬೂ�ಟೂ� 
��ೕಕ�

ಪವ� �ಾ�ಂ�

�ಾಗೃ� ��� �ತ�ಗಳ�

https://twitter.com/CySecKCoE/status/1472462200426020868
https://twitter.com/CySecKCoE/status/1473186472903671810
https://twitter.com/CySecKCoE/status/1476820379301601282
https://twitter.com/CySecKCoE/status/1476896505667612673


 
 

Beware of fake oximeter apps

Beware of pension scams!

Beware of Insurance Frauds

Beware of Cryptocurrency
frauds!

Awareness Posters

Awareness Corner 

 
CySecK Contest #8 (Next month)

 
We are taking a break from our monthly contest this time. But next
month, we have a special contest coming up, with many goodies to be
won.
Contest details will be available in January(next edition) month's
Cyber Vartika. 
Top 6 winners will awarded the first prize. We will also have 12 second
prizes and 18 third prizes.

 

FIRST PRIZE:
EARBUDS

SECOND PRIZE:
BLUETOOTH 

SPEAKER

THIRD PRIZE:
POWER 
BANK

https://twitter.com/CySecKCoE/status/1472462200455507969
https://twitter.com/CySecKCoE/status/1473186479069401092
https://twitter.com/CySecKCoE/status/1476820118273359874
https://twitter.com/CySecKCoE/status/1476896488558981122


�ೖ�� ವರ�/CySecK Update 

�ೕ� ���ದ �ಾತ�ಗ�� �ಾವ� �ೕಮಕ �ಾ��ೂಳ������ೕ�!
ಅ�� ಸ��ಸಲು �ೂ�ಯ ��ಾಂಕ 11 ಜನವ� 2022.
���ನ �ವರಗ��ಾ� https://cs-coe.iisc.ac.in/about/career-cyseck/� �ೕ� �ೕ�.
ಈ ಅವ�ಾಶವನು� ಪ��ೕ�� ಅಥ�ಾ  ಆಸ�� �ೂಂ�ರಬಹುದು ಎಂದು �ೕವ� �ಾ�ಸುವ
�ಾ�ೂಂ��ಾದರೂ ಇದನು� ಹಂ��ೂ��!

CySecK is currently hiring for the above mentioned roles
The last date for applying in 11 January 2022.
Visit https://cs-coe.iisc.ac.in/about/career-cyseck/ for more details.
Check out this opportunity or share this with someone you think might be
interested!

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲವ� ಉಪಯುಕ� �ಂ� ಗಳ� ಇ���-
Some useful links for staying cyber aware and cyber safe -
1. �ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು / To lodge complaint against a
cyber-crime - cybercrime.gov.in
2. ತಪ�� �ಾ�� ಗುರು�ಸಲು /To identify fake information:
https://factcheck.ksp.gov.in/
3. ಆ� �ೖ� ವಂಚ�� ಸಂಬಂ��ದ ದೂರುಗಳನು� �ೂೕಂ�ಾ�ಸಲು �ಂಗಳ�ರು
ಜನರು 112� ಕ� �ಾಡಬಹುದು / Bangalorians can call 112 for registering
complaints related to online frauds.

https://cs-coe.iisc.ac.in/about/career-cyseck/
https://cs-coe.iisc.ac.in/about/career-cyseck/
https://cs-coe.iisc.ac.in/about/career-cyseck/
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ�� ಆ� �ೖ��)
ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ�
�ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ
ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ
ಇ�ೂ�ೕ�ೕಶ� ಅಂ� ��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-Tech Centre of Excellence in
Cybersecurity, housed in the IISc (Indian Institute of Science) campus, with
IISc as the anchor institute and KSCST (Karnataka State Council for Science
and Technology) as the implementation agency. CySecK was setup by KITS
(Karnataka Innovation and Technology Society) of the Department of IT, BT
and S&T.

CySeck CoE

@CySecKCoE

CySecKCoE

CySecK

CySecK

Our social media handles

�ೖ�� ಬ�� /About CySecK 

CySecKCoE

�ೖಬ� ವ���ಾನು� �ಮ� ��ೕ�ತರು �ಮ� ಕ��ದ���, ಪ�� �ಂಗಳ� ಅದನು� �ೕರ�ಾ�
ಪ�ಯಲು, ನಮ� ಸು��ಪ���ಯ ಮುಕ� ಚಂ�ಾ�ಾರ�ಾ�!
https://zcmp.in/BH6y
If Cyber Vartika was forwarded to you by a friend, get it directly
every month by SUBSCRIBING HERE! 
https://zcmp.in/BH6y

https://touch.facebook.com/CyseckCOE.Karnataka/?ref=bookmarks&__nodl&_rdr
https://twitter.com/CySecKCoE
https://t.me/CySecKCoE
https://www.linkedin.com/company/cyseck/
https://www.youtube.com/c/CySecK/videos
https://cs-coe.iisc.ac.in/
https://zcmp.in/BH6y
https://zcmp.in/BH6y

