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CYBER VARTIKA
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Digital devices are a part of almost every aspect of
our daily lives, thanks to the revolutions taking place
in the information and technology fields. As the
volume and scope of IT-based activities increase, safe
execution of those activities is more important than
ever. Even the uninformed would agree that Cyber
Security is very relevant today.

Check out this edition of Cyber Vaartika. From
children to adults, individuals to organisations,
almost everyone is at risk when it comes to
cybercrime these days. Be it stealing personal
information through phone call threats or using
technical weapons like ransomware, there are many
ways to exploit our dependency on information
technology today.

This could have many consequences. Direct damage
caused by cyber-crimes - for example, economic loss
- is just one dimension of these consequences. Fear of
such crimes can be detrimental to the growth of the
sector if users are reluctant to use information
technology tools, which can have a negative impact
on the development of our society as a whole.
Contrarily, if we stop bothering about the possibility
of cyber-crimes, they will increase further.

Increasing awareness about cybercrime and
encouraging users to avoid such situations is the need
of the hour. The most important thing we can do in
this regard is to increase awareness about cyber-
crimes. Increasing awareness of how these crimes are
committed and how to protect personal information
will improve protection against cybercrime.

When all this information is presented in our own
language, in a clear, concise and straightforward way
that everyone can understand, it will reach more
people. Furthermore, there is a need to change the
current environment in which people are still
vulnerable to online fraud, even when it is being
reported on a daily basis.

Initiatives like 'Cyber Vartika' are vital in creating
such awareness. We have a responsibility to support
such initiatives which clarify important issues
without causing unnecessary panic. In addition, the
most important thing we can do is to share the
information we have gathered through such efforts
with others and spread awareness among them.

T. G. Srinidhi
Editor, ejnana.com
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Top Cyber News

Cyber security report reveals increase in ransomware threats

The Ransomware Index Spotlight Report reveals that ransomware groups are continuing to
increase in "sophistication, boldness, and volume," with numbers up across the board since the
second quarter of the year. The research says, Ransomware groups are also employing newer,
more advanced approaches in attacks, such as dropper-as-a-service and trojan-as-a-service.

What is Dropper-as-a-Service?
DaaS allows inexperienced threat actors to use droppers to deploy their malware to targets.
The victims are duped into downloading pirated or real software by these droppers.

What is Trojan-as-a-Service?

Trojan-as-a-Service allows hackers to use malicious malware or software that appears to be
legal yet has the ability to take control of your computer. A Trojan is a computer programme
that is designed to damage, disrupt, steal, or otherwise harm your data or network.

77% of Indian companies hit by cyber threat during festive season: Report

According to the report, 'Cybercrime in a Pandemic World: The Impact of Covid-19’, 77% of
Indian businesses faced downtime owing to cybersecurity risks during the festive season in the
previous 18 months. 81 percent of worldwide organisations observed an increase in cyber risks
during the same time period.

Bengaluru youth held for ‘offensive’ social media post on Puneeth Rajkumar

A youth was arrested by Bengaluru city police's Cyber Crime Department for reportedly posting
an offensive remark on social media about late Kannada superstar Puneeth Rajkumar. The actor
died in late October after suffering a cardiac arrest.

The accused allegedly posted a derogatory post of a beer bottle on his Instagram account,
according to the police. The post quickly went viral on social media, attracting the attention of
netizens who tagged the Bengaluru police department.

Over 400% rise in cybercrime cases against children in 2020: NCRB data

According to the latest NCRB data, there was a 400% increase in cybercrime cases involving
juveniles in 2020 compared to 2019, with the majority of them involving the publication or
transmission of materials depicting children in sexually explicit acts.

The top five states reporting cyber-crimes against children are Uttar Pradesh (170), Karnataka
(144), Maharashtra (1387), Kerala (107), and Odisha (71).

GoDaddy Data Breach Exposes Over 1 million WordPress Customers' Data

GoDaddy, the web hosting company, announced a data breach on Monday that resulted in
unauthorised access to data belonging to 1.2 million active and inactive customers, making it the
third security incident to surface since 2018. The hacker has access to Email addresses and
customer numbers of up to 1.2 million, both active and inactive Managed WordPress customers
and database usernames and passwords associated with its active customers

In less than a year, police recover ¥66.5 crore from fraudulent transactions

Two months ago, an Indian armed forces person based out of Bengaluru lost ¥7.2 lakh in a cyber
fraud scam. Minutes after realization, he immediately called the police control room, following
which the staff alerted the bank’s cyber cell team, who responded within 20 minutes. They
managed to recover 6.5 lakh of the total £7.2 lakh.

Since cybercrimes are committed online within seconds, the police initiate a response akin to
the ‘golden hour’ concept. A 24/7 cybercrime cell was set up for quick response, which
complainants can access by dialling ‘100’ or ‘112



Top Cyber News

ONLINE FRAUDS

Bengaluru hacker broke into state’s e-procurement site and ‘stole’ funds

Cyber fraud case: #3.38 lakhs loss for 70-years old retired RBI employee

WhatsApp number of OCAC CEO hacked: Nigerian cyber fraud gang suspected behind the
case

Mumbai: 80-year-old doctor falls for KYC cyber-fraud, loses Rs 2.99 lakh

Three from Mumbai fell prey to fake courier cyber-fraud, lose Rs 3.02 lakh

Cyber fraud: 7 held for duping man of Rs 45L; Rs 6.5L recovered

42-year-old woman loses Rs 7.48 lakh in cyber fraud

Student looking for WFH job loses #1.17 lakh in cyber fraud

Cyber fraudster leaks insurance policy details, dupes man of Rs 1.5 lakh

Nigerian held in Bengaluru ATM for cyber fraud

Please remember: If you are a victim of online fraud, contact the authorities during the first
two hours of the fraud, also known as the "golden hour". Chances of freezing the accounts,
stopping future transactions, and recovering the funds are high during that period. Always be
careful while transacting money online, stay cautious and remain cyber alert.
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CySecK Awareness Repository

CHILDREN AND VIDEOGAMES

Children playing online videogames is
very common. When they do, parents
have thoughts about what is the best for
them. Fortunately, tools like game
ratings and parental controls can help
you learn more about the games your
children are playing— and ensure that
they are on the right track.

PARENTS SHOULD ALWAYS CHECK FOR

TALK TO YOUR @
CHILDREN P

. Age rating icons (Early Childhood to Adults
Parental controls are useful, but in Only 18+) may be found on the screen or
addition, it is important to talk to your front of most game boxes and indicate
children about the following topics: which ages the game is appropriate for.

Content Descriptors:

On the back of the game box or in the

description (if it is online), the content
What games and apps do descriptors list game components that may
they play or use? have caused a certain classification, such as

violence, sex, language and gambling.

Are there any restrictions on How to cope with

what they can play, when they another player's improper
can play, or how long they can online behaviour? And share if
play? they feel trapped.

With whom is it ]
okay to play online games? %

One of the most important tips is to
keep the computer or video game
Why it is important not to provide system in a shared space. This allows

personal information you to ask questions and have
such as their address, school, or spontaneous conversations.
phone numbers?

&4

CLSeciH

Cyber Securit y Karnata ka

K-Tech CoE for Cyber Security
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Awareness Corner

Awareness Posters

"% Protect your business against payment frauds

|
Beware of pagejacking! @

\'4 Beware of fake lottery scams

Beware of Loan Scams!

CySecK Contest #7

Provide three important tips to stay cybersecure on
Twitter.

Put the thinking cap on and tell us the important tips, goodies
await the winners. Comment your answer from your Twitter
account, tag us @CySecKCoE and use the hashtags #CySecK
#CyberVartika

Multiple entries allowed.

Last date: 10 December 2021
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5,85 388/CySecK Update

B3Te-I BeoBB B0, B BB T DPJE W DD 23083
BRTEBESRE), 233 Fe3230830 B ReD ooz H3e) 239N03AG .

83 B02380Y, I230200° 20, BJz303 7:30 PM IST Sotdd DD 23083: e3D)R )
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S02380d) Hozs: https: [ /www.youtube.com /watch?v=3KgDcGOwSIo

CySecK's Centre Head, Mr. Karthik Rao Bappanad was on DD Chandana
Television for a talk on the Karnataka Start-up Champion show.

The episode was telecasted on 20th November, Saturday 7:30 PM IST on DD
Chandana Television.

Link for the episode: https:/ /www.youtube.com /watch?v=3KgDcGOwSIo

3;200° 250133 &Y JRo0° TTBZBeseNTen Bered) enadng osenied 9l
Some useful links for staying cyber aware and cyber safe -

1. BRo0° 23023313 2013 B weddTen [ To lodge complaint against a
cyber-crime - cybercrime.gov.in

2. 3P D3 3Jen  [To identify fake information:

https: / /[factcheck.ksp.gov.in/

3. SJFGRE 3023317 TooRRIT BRDNYRY FeeorsaddTen  23oneedd
23D 11218 338 FeBdvad [ Bangalorians can call 112 for registering
complaints related to online frauds.
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CySecK is the Karnataka state government’s K-Tech Centre of Excellence in
Cybersecurity, housed in the IISc (Indian Institute of Science) campus, with
IISc as the anchor institute and KSCST (Karnataka State Council for Science
and Technology) as the implementation agency. CySecK was setup by KITS
(Karnataka Innovation and Technology Society) of the Department of I'T, BT
and S&T.

Our social media handles

n CySeck CoE

@CySecKCoLk

CySecKCoE

@06 0

CySecKCoE

RFjea0® BBEBOR, Ve, Fe&3D AR FIIFEH, B3 3ond Y JedeoN
Trdodbew, Fe, DYTI,F03 303, 230wres0aN!
https://zcmp.in/BH6y

If Cyber Vartika was forwarded to you by a friend, get it directly
every month by SUBSCRIBING HERE!
https://zcmp.in/BH6y




