A T i
K- tec h [\I/ISC ,@iﬁl

e@8e0° 9090 | OCTOBER 2021

?%2005 SOIAE DD
CYBER VARTIKA

S8 /Foreword

~

2

NS
I

=5

FRo0° Ba),03 B0Fess

5-635° emdémé 8eod3,

1 Soee=id

Cyber Security Karnataka

K-Tech CoE for Cyber Security
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India has recently celebrated the ‘National Cyber
Security Awareness month” in October which
also coincided with celebrations across the world.
India’s celebration is also to mark the adoption of
the Indian Information Technology Act of 2000,
the legal framework for promotion of electronic
commerce and regulation of cybercrimes, which
came into effect from October, 2000.

With increased threats to cyber security and
increased incidences of cyber-crimes, it has
become more important today to take both
precautionary as well as reactive measures
against these threats and crimes. Since
preventing such crimes is more a need of the
day, creating cyber security awareness amongst
all stakeholders and common man is of vital
importance. Expansion of digitalisation and
common man’s dependency on cyber technology
apart from easing electronic transactions has also
raised concerns in recent days. Hence the need to
spread awareness about cyber security amongst
all is the need of the day. Amongst various
initiatives adopted across the nation in creating
cyber security awareness, the efforts of CySecK is
commendable.

Current edition of Cyber Vartika newsletter
covers recent incidences of cyber threats that the
world has faced. Apart from covering news of
incidences from India the newsletter has aided in
visualising the landscape of threats which are
lurking in every corner of our life. The
newsletter also throws light upon the issues of
privacy and data protection, recent incidences of
data breach that have occurred and immediate
strategies adopted in regulating the same. The
‘Infographic’ section of the newsletter is very
informative and contributes in creation of
exclusive domain knowledge of cyber security. I
congratulate CySecK for this enduring periodical
and wish readers a happy reading.

Dr. Nagarathna. A

Chief Coordinator,

Advanced Centre on Research, Development &
Training in Cyber Laws & Forensics,

National Law School of India University,
Bengaluru
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Top Cyber News

Amazon-owned Twitch hack: data breach exposes sensitive information

Twitch, an Amazon-owned gaming network, was hit by a data breach that experts described as a "highly
targeted attack." According to Video Games Chronicle, the breach exposed a significant quantity of
sensitive data, including Twitch's whole source code and many years of pay-out information on the
service's most popular streamers.

Please remember: Twitch has reset the streaming keys required to start new streams. However, in the
event of a data leak, breach, or theft, it's critical to secure your personal account information by changing
your password and activate two-factor authentication, especially if your Twitch password has been used
for other accounts.

Explained: What caused the WhatsApp, Instagram outage?

Three of the most popular social media services in the world, WhatsApp, Instagram, and Facebook, all of
which are owned by Facebook, were unavailable for nearly six hours early October, leaving netizens
around the world confused and enraged. The global social media outage began after 10 p.m. on October 4
and continued until the early hours of October 5, people relied on apps like Twitter and Telegram.

Acer India data breach: More than 50GB of personal data of customers leaked

Taiwanese electronics giant Acer recently suffered a massive data breach in India after a cyber-attack on
its local after-sales service system.

As proof of the data leak, the hacking gang posted a video on the hacker's forum. This data breach
comprises the personal information of 10,000 customers, as well as information from 8,000 distributors
and retailers. As per reports, the allegedly stolen data includes client, corporate, and financial data, as well
as login information for Acer retailers and distributors from India. The company said that the users who
have been affected by the attack have been notified.

Email addresses of over 3 million CoinMarketCap users have been leaked

The registered email addresses of 3,117,548 people were recently gained by hacking and posted to hacker
groups by cyber crooks, according to Coin Market Cap, a cryptocurrency tracker. According to
CryptoPotato, the unauthorised access to information took place on October 12, 2021. These email
addresses are currently being traded on the dark web.

Over 1.5 billion Facebook users affected by massive outage amid 'data breach'

A massive data breach has affected over a billion Facebook users, as the app, as well as several others
owned by Facebook, crashed for more than six hours. Names, email addresses, locations, genders, phone
numbers, and Facebook User ID information for over 1.5 billion people was uncovered on a hacker
forum.

ONLINE FRAUDS

Student loses Rs 2 lakh, including scholarship money, to cyber fraud

Pune artist duped of #80k in cyber fraud

RBI employee in Hyderabad loses Rs one lakh to cyber fraud

Woman loses Rs 3.8 lakh in insurance cyber fraud

Retired bank manager falls to online KYC fraud, loses Rs 3 lakh

Please remember: If you are a victim of online fraud, contact the authorities during the first two hours
of the fraud, also known as the "golden hour". Chances of freezing the accounts, stopping future
transactions, and recovering the funds are high during that period. Always be careful while transacting
money online, stay cautious and remain cyber alert.
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CySecK Awareness Repository

Clear cookies and browsing history at the end of sessions on public
computers

Overview

To clear cookies on
chrome:

Click the icon with three upright dots in the
top right corner to open the Customize and
control Google Chrome menu.

Select More tools by clicking over it. Clear
your browsing history.

)£

If you don't want to erase your history or
cache, select just Cookies and other site data.

From the drop-down menu, choose a time
range.

4

To clear all cookies in Chrome, go to Settings

> Privacy > Clear data.

)£

To clear cookies on
Microsoft Edge:

Click the three dots in the top-right corner,
which indicate Settings and more.

Select Clear browsing data from the second
option when clicking over History.

Select a time frame.

If you don't want to remove your history and
cache, select only Cookies and other site data.

Select the Clear Now option from the menu.
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Awareness Corner

Awareness Posters

October is celebrated as National Cybersecurity
Awareness Month. We carried out a campaign to
o raise awareness about the importance of
cybersecurity and provided tips every day to
stay cyber safe. The theme for 2021 is ‘Do Your
Part. #BeCyberSmart’, helping to empower
individuals to own their role in protecting their
part of cyberspace.

it
g

https://twitter.com/CySecKCoE

Caption contest
Put the thinking cap on and tell us the best caption for the image, goodies
await the winners. Comment your answer on our latest post titled CySecK
Contest #6 on our twitter @CySecKCoE.

Multiple enteries allowed.

. Last date: 18 November 2021 ? z
- Lﬂj




5,85 388/CySecK Update

rs Developers conclave

Learn how Conclave unlocks the
power of confidential computing

October 22, 2021 « 4:30 PM IST + India
Register at: developer.r3.com/events/#apac
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R3 and CySecK hosted a Conclave Webinar on 22nd October.

The webinar paved the way for a new generation of trusted services that
can detect fraud, reduce cost, build high-value multi-party analytics, and
more—where the owners of the data control how it is processed.
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Some useful links for staying cyber aware and cyber safe -

1. BRo0° 23023313 2o} B weddTen [ To lodge complaint against a
cyber-crime - cybercrime.gov.in

2. 3P D3 3Jen  [To identify fake information:
https: / /[factcheck.ksp.gov.in/

3. e:sasegjss 0233 TVo0oRIT BRDNGIY, Feeomadden 23onReT)
BID 11218 338 peddmcd [ Bangalorians can call 112 for registering
complaints related to online frauds.
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CySecK is the Karnataka state government’s K-Tech Centre of Excellence in
Cybersecurity, housed in the IISc (Indian Institute of Science) campus, with
IISc as the anchor institute and KSCST (Karnataka State Council for Science
and Technology) as the implementation agency. CySecK was setup by KITS
(Karnataka Innovation and Technology Society) of the Department of I'T, BT
and S&T.

Our social media handles

n CySeck CoE

@CySecKCoLk

CySecKCoE

@060

CySecKCoE
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If Cyber Vartika was forwarded to you by a friend, get it directly
every month by SUBSCRIBING HERE!
https://zcmp.in/BH6y




