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Dear Friends,

The COVID-19 pandemic has accelerated digital
transformation, not just in the business sector, but
also in our own lives! Many things that we used to
step out of the house for, are now done virtually, on a
plethora of websites and apps. Right from buying
groceries for the week to education to carrying out
our banking transactions-digital is everywhere. While
this has definitely helped us in many ways, the
number of instances of cybercrimes and frauds seems
to indicate that perhaps we were a little unprepared
for this sudden digitization of our day-to-day lives.

Each and every one of us, be it a housewife, students
or working professionals-spends a considerable
amount of time each day in the digital realm. There is
no escaping it now. And there are two skills that we all
must develop. One is an understanding of these
communication and collaboration tools as well as
commonly used websites and apps, so we can
navigate through these at ease independently. In fact,
the 2020 Unisys Security Index, India study revealed
that 83% Indians are concerned about identity theft,
making it the topmost security concern. Security
concerns pertaining to unauthorized access to credit
card or debit card details and online shopping also
ranked high with 82% Indians concerned about this
issue.

It is heartening to see the level of awareness about these
potentials’ risks of the cyber world. What is now needed
is to be prepared to counter these. As the proverb goes-
forewarned is forearmed. It is important to understand
the various tactics used by cybercriminals to lure us
and how we can protect ourselves from these. It is also
important to understand how we need to respond in
the unfortunate event that we do fall prey to these
cybercrimes-who are the law enforcement agencies
whom we can reach out to and how we can leverage
their support. Industry bodies like CySecK play an
important role in educating the public on these very
vital aspects and Unisys India is proud to collaborate
with CySecK to strengthen its efforts in various ways.

As you browse through this edition of Cyber Vartika,
we hope you will imbibe some of the learnings into
your daily lives and stay safe-both from the
pandemic and cybercrimes. Happy reading!

Seshadri PS,

Senior Director,

Corporate Security & Infrastructure Office,
Unisys
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Top Cyber News

A malware threat named "Windows 11 Alpha" is trying to deceive users.

Microsoft has already stated that Windows 11 will begin rolling out on October 5. However, a Windows 11-
themed malware campaign is attempting to deceive users into disclosing their financial information before the
formal launch of the next operating system. People are being duped by the Windows 11 Alpha virus attack,
which activates dangerous programmes on their computers.

IRDAI's new cyber insurance regulations to cover individuals’ online loss of funds, identity theft, and social
media.

The spike in digital crimes and cyber theft during the pandemic, according to the IRDAI, highlights the
necessity for cyber insurance for individuals.

Google to protect your old Android phones

Google to deploy a privacy protection feature to all outdated Android phones in order to safeguard them from
malware and unwanted ad trackers. Google introduced auto-resetting permissions with the release of Android
11. If an app hasn't been used in months, this feature blocks it from accessing storage, microphones, cameras,
and other sensitive functionalities.

Bengaluru has the highest number of cybercrimes of any Indian city in 2020. Cybercrooks prey on the
elderly and new users to technology

According to the National Crime Records Bureau (NCRB) recent study, Bengaluru is now the hub of cyber
victims with the highest number of cybercrimes — 8,892 in 2020. Experts suggest that the elderly and first-
generation digital users are the most vulnerable to cybercrime.

Elderly victims account for 33% of all identity theft instances, while deception via virtual impersonation
accounts for 627% of all cases.

Check Point Research identified a security flaw in WhatsApp's image filter, the company fixed the issue.

WhatsApp has released a patch now for the vulnerability. Users are advised to always keep all apps updated so
that such vulnerabilities cannot be exploited.

News of Online frauds

Cops _investigating a sextortion case in Bengaluru arrests a cybercrime racket, having over 4,000 cases
nationwide.

A woman from Mumbai loses Rs 1.49 lakh in an online gaming scam.

4 people have been arrested for defrauding a Delhi girl by operating_a bogus dealership of high-end
products.

The modus operandi of a new phishing crime wave of sextortion- includes Instagram messages, nude video
calls, and blackmail.

Fraudsters posing as army soldiers defraud citizens of tens of lakhs.

Fraudsters deceive a retired bank manager of Rs 5.8 lakh under the guise of paying his electricity bill online.

The use of forged government credentials to commit online fraud is on the rise.

Man from Mysuru loses Rs 99,999 to an online fraud.

Please remember: If you are a victim of online fraud, contact the authorities during the first two hours of the
fraud, also known as the "golden hour". Chances of freezing the accounts, stopping future transactions, and
recovering the funds are high during that period. Always be careful while transacting money online, stay
cautious and remain cyber alert.
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CySecK Awareness Repository

Tips to avoid online fraud

The Internet is now the most widely used instrument
to deceive people, and fraudsters hacking skills are
growing increasingly sophisticated. Users should only
utilise trusted secured wireless networks to complete
financial transactions, and they should be aware that
any personal information shared online can be used
by criminals to commit online fraud.

Shop with caution. Verify if
the web address begins with
https when you go to the
checkout screen.

3

Be wary of phishing scams. Do
not click on any links,
attachments, or pop-up

windows from sources you are
unfamiliar with.

Make sure your passwords are
strong. A strong password
contains a mix of capital and
lowercase letters, digits, and
special characters and is at least
eight characters long.

CuySecK

Cyber Security Karnataka

K-Tech CoE for Cyber Security
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Awareness Corner

A

Awareness Posters

Never share your social media
account details to third party apps!

[,

JAN

Beware of Ransomware

Parental supervision in the digital
age

Beware of online transaction frauds

CySecK Contest #5

social media channels. You have an opportunity to be part of this.

goodies from CySecK.

@CySecKCoE and the hashtags #CyberVartikaContest and #BeCyberSmart.
Multiple entries allowed.

Last date: 15 October 2021

October is National Cyber Security Awareness Month (NCSAM). On this occasion,
CySecK will be posting a cyber security tip every day of the month through our

This months’ contest is for the most creative and interesting cybersecurity
awareness tip. The tip should be concise, catch attention and make the point very
clearly. Give an awareness tip to our audience and win a chance to receive exciting

The winning tip will be featured with credit in one of our awareness campaigns as
part of NCSAM. Send your submission on Twitter, tagging out Twitter handle

177

74
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5,85 388/CySecK Update

CySecK Webinars — Samgacchadhwam se

How the Internet works - Under the Hood

on 25" Aug, 2021 on 1% Sep, 2021
Time: 5:00 pm to 6:30 pm Time: 5:00 pm to 6:30 pm
: 2
: Registration for Part 1:
Speaker: Sumita Narshetty

Researcher - Q0S Technol
Registration for Part 2:
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23- PurpleSynapz

A QOS Technology Venture

in partnership with

RBe3* 3B B30 $DJTNY 2,08 23entesoN- “How the Internet works - Under the Hood”
D02 DRODT OB DR BEMLd / Clapkciied | B3O B3 dﬁﬁd@ﬁ 2233 2323°5900° FBBIONI.
B,z3ees’ e3zr oz QoS Technology Fo3od By 33363 RBOT[R,L 303N SBR S3DT0* DR

®

ZONNPRY, BV , TR 23ed 23e8 HINPE) SBBDAD.

gy 1- https://www.youtube.com /watch?v=voxqs-3aVdc
g5on 2- https://www.youtube.com /[watch?v=6f FZiOvxn0

As a part of Samgacchadhwam series of webinars- a free webinar was conducted for
students / faculty / working professionals on the topic “How the Internet works - Under
the Hood”. Ms. Sumita Narshetty from QoS Technology, was the speaker. There were two
parts to this webinar held on two different days.

Link for the Part 1- https://www.youtube.com/watch?v=voxqs-3aVdc
Link for the Part 2- https://www.youtube.com/watch?v=6f FZiOvxnO

3;200° 230738 0B Jj00° TFBe0NTen dersd) eumodng Hozengh 13-
Some useful links for staying cyber aware and cyber safe -

1. JRoo® B0233ne 2R3 Ted weddTen [ To lodge complaint against a
cyber-crime - cybercrime.gov.in

2. 3y D3 D3Jen  [To identify fake information:

https:/ /factcheck.ksp.gov.in/

3. ST*3RE 30237 TooRRT BRI, JeeomaddTen 3o
23D 11218 338 Iedxmd [ Bangalorians can call 112 for registering
complaints related to online frauds.




5,83° 2013 /About CySecK
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CySecK is the Karnataka state government’s K-Tech Centre of Excellence in
Cybersecurity, housed in the IISc (Indian Institute of Science) campus, with
IISc as the anchor institute and KSCST (Karnataka State Council for Science
and Technology) as the implementation agency. CySecK was setup by KITS
(Karnataka Innovation and Technology Society) of the Department of I'T, BT
and S&T.

Our social media handles

n CySeck CoE

@CySecKCoLk

CySecKCoE

@060

CySecKCoE

Rjea0® BIEBIR, Ve, Fe&3D AR BIITEH, B3 3ond Ty JedeoN
Trdodben, Fe, DYT,F03 303, 230wres0aN!
https://zcmp.in/BH6y

If Cyber Vartika was forwarded to you by a friend, get it directly
every month by SUBSCRIBING HERE!
https://zcmp.in/BH6y




