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The Future: Smart Cyber Security using Artificial
Intelligence

The devastation caused by viruses such as Kaseya in
July 2021 serves as a grim reminder for any nation in
the world about the boundless damage that can be
caused by cyber security loopholes. Needless to say,
cyber security is one of the highest priorities for any
nation. This is even more true in the case of India
since we are under increasing cyber threat from all
directions.

While we continue to fight cyber threats through
various short term measures, there is a need for a
comprehensive, long term, mission oriented,
scientific approach to counter cyber threats.
Academic researchers and industry leaders have a
key role to play here.

One technology that promises to be a game changer
for evolving a long-term robust cyber security
strategy for our country is Artificial Intelligence and
Machine Learning (AIML). It is no surprise that
AIML for Cyber Security has emerged as an active
area of research in leading universities and the global
industry all over the world.

The capability of AIML and other associated
technology innovations to analyze massive amounts
of data at high speed will enable any security threat to
be predicted, detected, and fixed in real-time. It is
important to transform this promise into a reality
and this calls for substantial investments in preparing
a new generation of brilliant students, researchers,
and professionals who will be at the forefront of this
transformation. It will also call for a grand
collaborative platform involving the Government,
the academic institutions, the industry, and the
startup ecosystem.

The future is in achieving smart cyber security
through artificial intelligence and other associated
technology innovations. Hope the Karnataka State
Government and the Indian Government launch an
inspirational initiative in this direction and invest the
resources required to make Karnataka and India
completely cyber safe.

Professor Y. Narahari
Department of Computer Science and Automation
Indian Institute of Science
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https://ciso.economictimes.indiatimes.com/news/iphone-ipad-users-must-update-os-urgently-says-indias-top-cyber-agency/84887875
https://ciso.economictimes.indiatimes.com/news/vodafone-idea-airtel-jio-caution-subscribers-against-kyc-frauds/84882752
https://thehackernews.com/2021/08/beware-new-android-malware-hacks.html?utm_source=social_share
https://www.hindustantimes.com/business/banking-customers-in-india-may-fall-victim-to-this-novel-phishing-attack-how-to-identify-101628672925478-amp.html?utm_campaign=fullarticle&utm_medium=referral&utm_source=inshorts
https://economictimes.indiatimes.com/industry/services/retail/data-breach-or-data-scraping-with-over-38-million-records-up-for-grabs-indiamart-has-some-answering-to-do/articleshow/85563628.cms
https://haveibeenpwned.com/
https://thehackernews.com/2021/08/modified-version-of-whatsapp-for.html

Top Cyber News

iPhone and iPad users must update their operating systems 'immediately’, says CERT-In

India's top cyber agency has issued a warning about a vulnerability in older versions of Apple's mobile
operating software, urging users to update to the most recent version, iOS 14.7.1 and iPad OS 14.7.1, as
soon as possible.

“A Vulnerability has been detected in Apple iOS and iPad OS that might be exploited by a remote

attacker to execute arbitrary code and gain elevated privileges on a targeted system,” according to a
CERT-In advisory that was recently released.

Subscribers of Vodafone Idea, Airtel, and Jio are warned against KYC fraud

Vodafone Idea, Bharti Airtel, and Reliance Jio have warned their customers to be wary of fraudulent
SMS and phone calls from fraudsters threatening to deactivate SIM cards by falsely stating that the
subscriber's KYC credentials are incomplete, delayed, or expired.

Please remember: Cyber crooks pose as company representatives and threaten users with a SIM
block if KYC is not updated then and there. They may also ask the users to share confidential
information in the name of verification. Never give out your KYC information over the phone,
share your OTP, or click on any link in an SMS.

New android malware hacks thousands of Facebook accounts

Since March 2021, a new Android malware has been reported to have infiltrated Facebook accounts of
over 10,000 people in at least 144 countries via fraudulent apps distributed through the Google Play
Store and other third- -party app marketplaces. The accounts compromised can be used as a botnet for
a variety of purposes, including increasing the popularity of pages, sites, and products, as well as
spreading disinformation and political propaganda.

This latest phishing attack may target banking users in India.

Scammers in India are targeting banking users with a new sort of phishing assault that imitates
internet banking portals, according to the country's cybersecurity agency. Scammers are hosting
phishing websites on the ngrok platform to acquire sensitive information such as mobile numbers,
OTP's and internet banking passwords, according to the Indian Computer Emergency Response
Team, or CERT-In.

IndiaMART, India's largest B2B marketplace, appears to have had a data breach, with over 38
million records of its members available on a forum.

Troy Hunt, the author of the data-breach record database Have I Been Pwned, said he discovered a
massive data dump being extracted from the website IndiaMART and disseminated on hacking
forums. The data set included information such as phone numbers, e-mail addresses, company
names, and contact addresses of 38 million users.

Check https://haveibeenpwned.com/ to see whether your email account or phone number has been
compromised.

If you discover you've been pwned, reset your passwords immediately (especially for those affected
accounts). Set up multi-factor authentication if the website offers that option.

Triada Trojan was discovered in a modified version of WhatsApp for Android.

A trojanized version of the WhatsApp messaging programme is available for Android that can
intercept text conversations, serve malicious payloads, display full-screen advertising, and sign up
users for unwanted premium memberships without their knowledge. The altered version of the
software found by Kaspersky has the ability to collect unique device identifiers, which are provided to
a remote server, followed by answering with a link to a payload, and then Triada trojan downloads,
decrypts, and launches.

Please remember: To prevent falling prey to fraudulent apps, users should only install
programmes from trusted sources, such as Google Play and Apple’s App Store.
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http://cybercrime.gov.in/

CySecK Awareness Repository

Beware of KYC frauds

What is KYC?

Know Your Customer (KYC) is a process in which customers provide
verified information to banks or other financial institutions in order
to be identified. KYC ensures that a financial institution isn't doing
business with people who are involved in money laundering and
fraud schemes.

What are KYC frauds?

If you receive an that says:
1. Your KYC has expired
2. Or it needs to be renewed
3. Update your KYC, otherwise, your account will be suspended for
24 hours.

Never trust these messages. These are scammers aiming to obtain your personal information
in order to cheat you of your hard-earned money. If someone calls you and asks you to
download an app like Any desk or Quick Support to complete or renew your KYC, do not do
so because these apps give remote access of your device to the scammers.

Customers will need to become more digitally literate in order to be aware of these
sophisticated cybercrimes. Customers should keep in mind that no bank or digital e-wallet
will conduct KYC over SMS or WhatsApp.

Regardless of the Never give out Notify your bank
fact that the KYC bank account right away and file a
procedure can be information, complaint in the
digital, no bank credit or debit nearest police
institution card information, station. Report
requires you to UPI pin or OTP online via
complete it via to anyone, cybercrime.gov.in,
third-party apps including the the National Cyber
;\Kﬁj such as Any desk. bank. Crime Reporting

Portal.
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https://twitter.com/CySecKCoE
https://twitter.com/CySecKCoE/status/1425358889306902530
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Awareness Corner

R v
Awareness Posters
& " Beware of fake job offers through
“, email
Beware of free gift scams
Beware of Remote Access Scams
Beware of Fake News
x_»/h \;.4
S
T yZ

E CySecK Contest #4
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Caption contest
Put the thinking cap on and tell us the best caption for the image, goodies
await the winners. Comment your answer on our latest post titled CySecK

Contest #4 on our twitter @CySecKCoE.
Multiple enteries allowed.

Last date: 08 September 2021
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CySecK Webinars — Samgacchadhwam series

: 6 ‘ Importance of Security During
~ X - g 4 Cloud Migration

Registration: htips
Date: 28™ July- 2021
Time: 5:00to 6:30pm

in partnership with [K*d(e]elaleFis!

D123 B3 BTEI0D 300 Y 2,00 2JonedeN- “Importance of Security During
Cloud Migration” 0020 JROHT 2OD c‘i)mz@sriejo / eamzswédo | 3O% Tewad
3 3HB0ONR 233 23e5°To0° IWTPADD. Tjsiees® 359 eeT FoRad Be 3 @oar =)
Besdd 3, Dox° Y3 FowIR, SBNRINZT.

As a part of Samgacchadhwam series of webinars- a free webinar was
conducted for students / faculty / working professionals on the topic
“Importance of Security During Cloud Migration”. Mr. Vaisakh & Ms.
Lakshmi Das from Prophaze Technologies, were the speakers.

Link of the webinar- https://www.youtube.com/watch?v=BNpjyNQ9Qgl

R;200° 230738 0B Fjo0° TSN Ten Bersd) evmodng Hosened 13-
Some useful links for staying cyber aware and cyber safe -

1. Jroo* B0233n 2o} Bed eadJen [ To lodge complaint against a
cyber-crime - cybercrime.gov.in

2. 3P B3 3T [To  identify fake information:

https://factcheck.ksp.gov.in/

3. 8B B023IN TBooRIW TRDNYRY, Sweotoddien  2Soniedd
23D 11218 338 IeEdwad [ Bengalorians can call 112 for registering
complaints related to online frauds.
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https://www.linkedin.com/in/lakshmidas/
https://www.youtube.com/watch?v=BNpjyNQ9QgI
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https://www.linkedin.com/company/prophaze/
https://www.youtube.com/watch?v=BNpjyNQ9QgI
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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CySecK is the Karnataka state government’s K-Tech Centre of Excellence in
Cybersecurity, housed in the IISc (Indian Institute of Science) campus, with
IISc as the anchor institute and KSCST (Karnataka State Council for Science
and Technology) as the implementation agency. CySecK was setup by KITS
(Karnataka Innovation and Technology Society) of the Department of I'T, BT
and S&T.

Our social media handles

n CySeck CoE

@CySecKCoLk

CySecKCoE

@06 0

CySecKCoE

Rjea0® BIEBIR, Ve, Fe&3D AR BIITEH, B3 3ond Ty JedeoN
Trdodben, Fe, DYT,F03 303, 230wres0aN!
https://zcmp.in/BH6y

If Cyber Vartika was forwarded to you by a friend, get it directly
every month by SUBSCRIBING HERE!
https://zcmp.in/BH6y
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