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Dear Readers,

We are in the midst of a major change; a change
where the responsibility of managing cyber crime
and cyber attacks is now shifting to the citizen in
equal measure. This change is now manifesting in
three areas of citizens engagement in cybersecurity.

One, this change asks the citizen to be cyber-aware

and cyber-educated so that first line of national
cyber defence rests on the society. Fundamental to
building this strong defence against cybercrime and
cyber attacks is to spread learning and awareness
about cybersecurity. This is now possible through
short and subject specific learning sessions, seminars
and online modules thus making learning an
accessible and affordable activity. Remember,
learning is continuous and incremental.

Two, cybersecurity is a team sport. With cybercrime
and cyberattacks increasing day by day, the only way
for us as citizens is to collaborate amongst ourselves
to share information about cyber incidents, report
and seek assistance from the law enforcement and
state govt authorities soon as the incidents occur.
Time is critical to report, investigate and find the
malicious actors behind the cyber incidents. The
cyber foundations in the form of the central cyber
crime reporting portal https://cybercrime.gov.in/,
Cyber Economics & Narcotic Crimes (CEN) police
stations in Karnataka and the 112 telephone helpline
for Bengaluru are examples of platforms where
citizens can seek redressal in the event of cybercrime
and cyber incidents.

Three, mentorship and guidance is an enabler to
learning. The IT eco system in Karnataka can be a
great enabler in cybersecurity. We know that the
biggest IT and cybersecurity companies in the world
have their engineering campuses in the state. Many
of the technical leaders in this industry can
potentially play a role in providing the mentoring
frameworks and supportive engagements to the
academic institutions here. We are hopeful that
CySecK can drive such engagements where we
multiply the learning and skilling opportunities for
the students and citizens.

Best Wishes,
KPM Das
National Cyber Security Officer at Cisco


https://cybercrime.gov.in/
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Top Cyber News

2 lakh tech support scams reported in India in the first quarter of 2021

Researchers claim that in the first quarter of this year, they detected more than
2,00,000 tech support scam attacks in India. In tech support scams, fraudsters use fear
tactics to persuade people to pay for overpriced "help services" to cure their computer,
device, or software issue.

Please remember: Never grant access when you are forced to, fraudsters might install
malware or other dangerous programmes on devices, causing damage to the data
stored on them or, worse, harvesting personal information.

Hackers are sending malware-infected copyright complaint notices to Facebook
users

A security researcher warns that cyber thieves are sending out phoney copyright
complaint notices to Facebook users containing harmful links that might harm
computers. The Facebook Security Team claims to be sending the warning message to
users.

Please remember: Hackers are targeting politicians, celebrities, media professionals,
and famous Facebook users all around the world. On Facebook, if you get a false
Copyright Complaint notification, do not click on the link. Such links can contain
highly infectious malware.

Ministry of railways alert banks of online fraud aimed towards retirees

Cyber criminals have begun targeting pensioners in a new online scam, posing as
pension-disbursing officials, and requesting pensioners to renew their Digital Life
Certificate (Jeevan Praman Patr) online. The Ministry of Railways has issued a warning
to all public sector banks regarding the fraudsters' methods for gaining access to
retirees' service records.

First half of 2021, reported over 6.07 lakh cyber security incidents in India

Parliament was informed that over 6.07 lakh cyber security incidents occurred in the
country in the first half of 2021. According to CERT-In, a total of 8,94,499, 11,58,208,
and 6,07,220 cyber security incidents were reported in the years 2019, 2020, and 2021
respectively (up to June).

Rajeev Chandrasekhar, Minister of State for Electronics and Information Technology,
said the government has formulated a draft- National Cyber Security Strategy 2021
(NCSS2021) to address national cyberspace security challenges holistically.

News of online frauds

On the guise of offering "expensive gifts," cyber criminals deceive two women of Rs
13 lakh

49-year-old woman defrauded of Rs 24,000 in online fraud
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Top Cyber News

Online fraudsters target basketball coach and an army man

Techie Duped of Rs 1.22 Lakh by a cybercriminal disguised as Jeweller

Airline employee loses 1.05 lakh while trying to sell old pair of shoes on OLX

Online scam costs three teenagers Rs. 1.50 lakh

Banker duped of #1.06 lakh by a fake Facebook friend

Please remember: If you are a victim of online fraud, contact the authorities during
the first two hours of the fraud, also known as the "golden hour". Chances of freezing
the accounts, stopping future transactions, and recovering the funds are high during
that period. Always be careful while transacting money online, stay cautious and
remain cyber alert.

Pegasus News

The Pegasus controversy has stirred
up a global controversy. Pegasus is a
spyware developed by an Israeli cyber
arms firm. Unlike the malware used
by cybercriminals to cheat their
victims by stealing money, Pegasus is
used only for spying.

It can transform a smart
phone into a full-fledged
surveillance device. It can
access the victim’s SMS,
WhatsApp messages,
emails, and other types of
messages. It also has the
ability to record incoming

and outgoing calls, as well as steal
photos on the device. It can record
conversations by activating the
microphone and camera. It has the
ability to access past and current
location data, and can help determine
practically everything there is to know
about someone who is being tracked.

The Pegasus controversy has raised
several questions. Pegasus was initially
designed to tackle cybercrime, and
track terrorists. While India is
moving towards a more stringer data
protection law, the spyware being

used for surveillance
raises serious concerns
regarding data security
and privacy of citizens.

This has also put the
spotlight on phone
manufacturers, who are
left wondering if they can

hereafter ensure privacy by design, in
their devices. Fears as to what might
unfold if the spyware is hacked into
and finds its way to the dark web, are a
valid concern. The government must
create more stringent framework to
ensure that data privacy as a right, is
secured for all its citizens.
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CySecK Awareness Repository

What is Cyberbullying ?

Bullying taking place through the use of digital technologies is known as
cyberbullying. It can happen on social media, messaging applications, gaming
platforms and mobile phones. Cyberbullying involves tweens and teens mostly, but it's
common for adults to experience cyberbullying and public shaming as well.

Examples of Cyberbullying include:

e Sharing personal or private information about someone, in turn
causing embarrassment or humiliation.

e Sending hurtful messages via messaging platforms.

e Impersonating someone and sending harmful /false messages
to others on their behalf.
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Cybe r Awareness for parents

Parents must stay vigilant against cyber-risks in this hyper-digital
° environment, and work with their children to make their cyber
B u I Iyl n g space safe and healthy.
Parents must;
e Maintain open and honest relationship.
e Teach their children about Internet safety.
e Establish rules about appropriate digital behaviour.
e Keep the device in easily monitored location.
e Educate their children about 4 P's- privacy, predators,
pornography, pop-ups.
e Always remember that solutions are more important than
punishment.

for cyberbullying

Cyber Bullying is considered as a criminal offense in India. If have been a victim of
cyberbullying, here are a few steps you can take to tackle this criminal offense:
-.Q’\“*) 1. Report the account on the social media platform, immediately.
R\‘ﬁj 2. You can lodge complaint against your cyberbully on the official- National Cyber
Crime Reporting Portal- https://www.cybercrime.gov.in/

| l;ml-l-(

Cyber Security Karnataka

K-Tech CoE for Cyber Security


https://www.cybercrime.gov.in/

zsaré,& =03

Vi

25073 D3 233 b

0238386

——23

gséaﬁdec‘ﬁ# 21

e
v % Boedos BDeos AL 2R 92383

-_— -3

eerd 9393 59,56 3338 HI Sod23exd

S 74
C

\

8855 J3F #3

ez e=IOR obodeedd =Hol, TP eDedSt MmBE  Jezddbod
TIBTBDIDFH TN BedTD. ededt eId BPIJobmoN Ty eTon®
9,T6e305° 2R0ERORFD. B3 e35edd Ded, ewdedt eI3dy T TETone
R EIFHPen wdiPodod o3, @, wERPS RQDIHWN 33 SBR[
Bexb33.

3, SpZad DBeBDH AFDRLY, 38 RIS BoedBowmont ezt esz=30R
ev2d Bodrodhad. wabaRRNY dmob 2ed e Jodpeznpom, e, Ben
SdabarEeh oot JesdI3.

"Amazon.Inc" dod adheer* 20DWode Jpel Do M@ Jecdadh=d evdexs
0IOR Becbmnd. waETPINY, Fdodhew, WD I dozs Dhed 3¢
508, 3ad, Fodhs ASBrYRY, Aetd B0 evdrea® 30N 39JworbIB.

Rwodesord3ed?
e3ee3® B3 3BoDRY, FPPFRRID ) I, @CySecKCoE Hotd &39n®

Zed. y
2n3adh B003: 09 esrizy, 2021 m



https://twitter.com/CySecKCoE
https://twitter.com/CySecKCoE/status/1410498888201424898
https://twitter.com/CySecKCoE/status/1410498888201424898
https://twitter.com/CySecKCoE/status/1410498888201424898
https://twitter.com/CySecKCoE/status/1415618336092672008
https://twitter.com/CySecKCoE/status/1418095600004845568
https://twitter.com/CySecKCoE/status/1418095600004845568
https://twitter.com/CySecKCoE/status/1418095600004845568
https://twitter.com/CySecKCoE/status/1420681010056888320

Awareness Corner

Awareness Posters

Beware of Shoulder Surfers

What to do if email account is hacked?

CySecK Contest #3

Amish got a call from someone claiming to be from Amazon
customer care department. He informs Amish that on the basis
of his last purchase, that of a Samsung laptop, Amish has won a
lucky draw prize, including a Samsung smartphone.

Amish is surprised when the executive shares details of his last
purchase. He is happy about the freebies and enquires how he
can receive the same.

The customer care department asks him to check his mail for an
email by "Amazon.Inc" . Amish is asked to follow the link in the
email, and provide his personal details to receive the prize.

What happens next?
Complete the story in a tweet thread and tag us @CySecKCoE
Last date: 09 August 2021
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https://twitter.com/CySecKCoE/status/1410497712043085828
https://twitter.com/CySecKCoE/status/1415617913361297409
https://twitter.com/CySecKCoE/status/1418094850839179265
https://twitter.com/CySecKCoE/status/1420680251860930564
https://twitter.com/CySecKCoE
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SASE — Secure Access Service Edge

( Registration; hitps
Date: 7" July- 2021
Time: 5:00to 6:30pm

2
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in partnership with

D23 B VT30 23DTo0 NS 2,00 23oneooN- “SASE - Secure Access Service
Edge” 202 dRoDHT 200D ci)mz@sriei) / eamzsaéda | 3O 33 d@:_aowd@ﬁ ene33
323°000°  SBJTTADB. AINAJT® Bow%E [oJoD Be BedIR TS ®, IFQone
D02A0NT, R&ED -VoBRR,L 233 0350NTF .

SD>00°3 Hoss- https: [ /www.youtube.com /watch?v=X0iDFWHIFxY

As a part of Samgacchadhwam series of webinars- a free webinar was
conducted for students / faculty / working professionals on the topic “SASE
— Secure Access Service Edge”. Mr Srinivasa Raghavan, Consulting Engineer,
C&I, Unisys Corp, was the speaker.

Link of the webinar- https://www.youtube.com/watch?v=X0iDFWHIFxY

R;200° 230738 0B Fjo0° TSN Ten Bersd) evmodng Hosengd 13-
Some useful links for staying cyber aware and cyber safe -

1. JRroo* B0233ne o} Bed eaden [ To lodge complaint against a
cyber-crime - cybercrime.gov.in

2. 3P B3 3T [To  identify fake information:

https://factcheck.ksp.gov.in/

3. 8B B02IIN TBooRIW TRDNYRY, Sweotaddien  2Soniedd
23D 11218 338 IeEdwad [ Bengalorians can call 112 for registering
complaints related to online frauds.



https://www.youtube.com/watch?v=X0iDFWHlFxY
https://www.youtube.com/watch?v=X0iDFWHlFxY
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/
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CySecK is the Karnataka state government’s K-Tech Centre of Excellence in
Cybersecurity, housed in the IISc (Indian Institute of Science) campus, with
IISc as the anchor institute and KSCST (Karnataka State Council for Science
and Technology) as the implementation agency. CySecK was setup by KITS
(Karnataka Innovation and Technology Society) of the Department of I'T, BT
and S&T.

Our social media handles

n CySeck CoE

% @CySecKCoE

CySecKCoE

CySecKCoE

RFjea0® BB, e, Fr&3D AR FIITEH, B3 3ond T JedeoN
Trdodben, Fe, DYTI,F03 303, 230wres0aN!
https://zcmp.in/BH6y

If Cyber Vartika was forwarded to you by a friend, get it directly
every month by SUBSCRIBING HERE!
https://zcmp.in/BH6y
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