
ನ��ಯ ಓದುಗ�,

�ೖ�� ನ �ಾ�ಕ ���ಾ�ಾ ಸು��ಪತ��ಾದ �ೖಬ� �ಾ���ಾದ
ಎರಡ�ಯ ಸಂ��� �ಾ�ಗತ. ನಮ� ಓದುಗರ�� �ೖಬ�  ��ವ�
ಮೂ�ಸಲು ಮತು� ಸ�ಾಜವನು� �ಚು� �ೖಬ�
ಸುರ�ತ�ಾ��ಸಲು, �ೖಬ� �ಾ���ಾ ನಮ� ಪ�ಯತ��ಾ��.

�ಾವ�ಜ�ಕರ ಕ��� ಮ��ರಚಲು �ೖಬ� ಅಪ�ಾ�ಗಳ�
�ೂಚ��ೂಸ �ಾ�ಗಳನು� ಕಂಡು�ೂಳ�����ಾ��. ಆ� �ೖ� ನ�� ನಕ�
ಆ���ೕಟ�  ಆ�� ಗಳ� ಮತು� ಹಣ ಕ��ಾಕುವ ಹಗರಣಗಳ�
��ಾ�ಗು���. ��ೕ�ೂ�ೕ� ನ �ಸರು�ಾ��ಾದ ಆ�� ಗಳ��ೕ
�ೂೕಲುವ ನಕ� ಆಂ�ಾ���  ಆ��  �ಾಡುವ ಅಪ�ಾ�ಗಳ ಬ��ನ
ಸು��ಯನು� �ಾವ� �ೕಡು��ೕ�. ಇ��ೕ�ನ CoWin �ೕ�ಾ
�ೂೕ��ಯ ಆ�ೂೕಪದ ಬ�� ಕೂಡ �ಾವ� ಸು�� �ೕಡು��ೕ�. ಆದ�
ಅದು ಸುಳ�� ಸು���ಂದು ಆ�ೕ� ��ದುಬಂ�ತು. ��ಟ� 
ಯುಗದ��, ತಪ�� �ಾ�� �ಾ����ನಂ� ಹಬು�ತ��. �ಾ��ಯನು�
ಇತರ�ೂಂ�� ಹಂ��ೂಳ��ವ ಮುನ�, ಅದು ಸ� ಇ��ೕ ಎಂದು
�ಾ��ಪ���ೂಳ�ಲು �ಾವ� ನಮ� ಓದುಗರನು� ��ೕ�ೕ�ಸು��ೕ�.

ಕ�ಾ�ಟಕದ �ಐ� ತಂಡ, ಹ�ಾ�ಾ �ೕಸ�� ಸಂಬಂ��ದ 290
�ೂೕ� ರೂ�ಾ� ಹಗರಣವನು� ಇ��ೕ�� ಬಯಲು�ಾ�ತು. ನಮ�
�ಾನೂನು ಸಂ��ಗಳ� �ಾಗೂ �ೖಬ� ಅಪ�ಾಧ ಇ�ಾ�ಗಳ�
ಚುರು�ಾ��. ಜ�ಾ�ಾ��ಯುತ �ಾಗ�ಕ�ಾ� �ಾವ� ಕೂಡ ನಮ�
�ೂಡು� �ೕಡಬಹುದು!

ನಮ� ���ನ �ೂರ��ಂದ�ೕ �ೖಬ�  ಅಪ�ಾಧ ಈ ಮ���
����. �ಾವ� ನಮ� �ೖಬ�  ಸುರ��ಯ �ಾ��ಾ�� ಗ�ಾದ ರ�ಕ
ಮತು� ಭ�ಕರನು� �ೂರತಂ�ಾಗ, �ೖಬ�  ಸುರ��ಯನು�
ಸರಳ�ೂ�� ಎಲ�ರಲೂ� ��ವ� ಮೂ�ಸುವ�ದು ನಮ�
ಉ��ೕಶ�ಾ�ತು�. ನಮ� ಪ�ಯತ��� ಓದುಗರು �ೖ�ೂೕ��, �ೖಬ� 
ಅಪ�ಾಧ ಮತು� �ೖಬ�  �ದ��ಗಳ ಎದುರು �ೂೕ�ಾಡುವರು ಎಂಬ
ನಂ�� ಮತು� �ಾ�ೖ� ನಮ��. ನಮ� ಕುಟುಂಬದವರು ಮತು�
��ಯ�� ನಮ� ಅ�ವನು� ಹಂಚುವ ಸಣ� �ಲಸ ಕೂಡ ಈ
ಅಪ�ಾಧಗಳನು� ತ�ಯುವ�� ಬಹಳ �ರ�ಾಗುತ��.

�ದಲ ಸಂ���ಾ� ನಮ� ತಂಡ�� ಹಲವ� ಸಂ�ೕಶಗಳ� �ಾಗೂ
�ಾ�ೖ�ಗಳ� ಹ�ದು ಬಂದವ�. �ಾವ� �ಮ�ಾ� ಪ�� ಸಂ��ಯಲೂ�
ಇನೂ� ಒ��ಯ �ಷಯಗಳನು� �ೂತು� ತರಲು, ನಮ� ಓದುಗರ
ಅ���ಗಳ� ನಮ��� ಹುರುಪ� ತುಂಬುತ��! ನ��ಯ ಓದುಗ�,
�ಮ� ಹು�ದುಂ�� ಮತು� �ಂಬಲ�ಾ�� ಧನ��ಾದಗಳ�.

�ಮ��ಾ� ಸ��ಾ�ೖ�ಗಳ�,
�ೖ��  ತಂಡದ ಪರ�ಾ�,

��ಾ �ಾಠ� ,
�ಾ��ೕಜ�  - �ಾಗೃ�, �ೕ� ಮತು� ಸಂಪಕ�

�ೖಬ� �ಾ���ಾ
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ಮುನು�� /Foreword

Dear Readers, 

Welcome to the second edition of Cyber Vartika,
CySecK’s monthly, bilingual newsletter. Cyber
Vartika is our humble initiative to make our readers
more cyber aware and the society more cyber
secure. 

Cyber criminals are finding innovative ways to dupe
unsuspecting masses. Fake oximeter apps, and
fundraising scams are mushrooming online. We
cover the news about criminals promoting malicious
android apps that impersonate popular Play store
apps. We also report on the alleged CoWin data leak,
which was later found to be a fake story.
Misinformation spreads like wildfire in the digital
age. We urge our readers to develop a skeptical mind
and fact-check information before forwarding to
their network. 

Karnataka CID team recently busted a Rs 290 Crore
money laundering scam related to a hawala racket.
While our law enforcement agencies and cybercrime
departments are doing their best, as responsible
citizens perhaps we can contribute our bit too! 

Cybercrime thrives on our ignorance, and exploits
our lack of awareness. When we launched our
friendly cybersecurity mascots - Rakshaka &
Bhakshaka - our intention was to de-jargonize
cybersecurity and generate awareness for everyone.
We trust and hope that our readers will also join our
endeavor, and lead our crusade against cybercrime
and cyber bullying! An effort as small as sharing our
knowledge with our immediate family and close
friends can go a long way in breaking this chain. 

Our team received many messages and compliments
for the first edition. The valuable feedback from our
readers surely makes us work harder in each issue,
and improve upon the content we bring you! Thank
you, dear readers, for the encouragement and
support. 

Best Wishes,
On behalf of team CySecK,

Shikha Pathak, 
Manager- Awareness, Policy and Communication 



�ಮ� ��ೕ� ನ�� �ೕವ� �ೌ� �ೂೕ�  �ಾಡುವ ಆ�� ಗಳ ಬ�� ಎಚ�ರ�ರ� 

��ೕ�ೂ�ೕ� ನ �ೂೕ�ನ ಆ���ೕಟ�  ಆ�� ಗಳ ಬ�� ಎಚ�ರ�ರ�!
�ೂೕ�� -19 ರ ಎರಡ�ೕ ಅ��ಂ�ಾ�, ಆ���ೕಟ� ಗ�� �ೕ�� ��ಾ���. ಇದ�ಂದ ಆ� �ೖ� ನ�� ಆ���ೕಟ� 
ಆ�� ಗಳ� ಕೂಡ ಮ��ಾಲದ ಅಣ�ಗಳಂ� ತ� ಎ���. ���  �ೕ� �ಕೂ��� �ಾ��� ನವರು ಗೂಗ� ��ೕನ�� �ಲವ�
�ೂೕ�ನ ಆ���ೕಟ�  ಆ�� ಗ�ರುವ�ದನು� ಕಂಡು����ಾ��. ಇವ� �ರಳಚು� �ೕ�ಾ, �ಾ�ಂ� �ಾ�� ಮುಂ�ಾದ
ಬಳ��ಾರರ �ೖಯ��ಕ �ಾ��ಯನು� ಕ�ಯುತ��.

�ೖಬ�  ಅಪ�ಾ�ಗಳ �ೕ� ಆಂ�ಾ���  ಬಳ��ಾರರು; �ೂೕ�ನ ಆ�� ಗಳನು� ಇ� �ಾ��  �ಾಡುವಂ� ಅವ��
ಬ� �ೕ��ಾ��!
�� ��ಂಡ�  ಕಂಪ�ಯ ಇ��ೕ�ನ ಅಧ�ಯನದ ಪ��ಾರ, ಆಂ�ಾ���  ಬಳ��ಾರ�� �ೂಸ �ದ�� ಇ�.
�ಸರು�ಾ��ಾದ ಆ�� ಗಳ �ೂೕ�ನ�� �ೕಸ�ಾರರು, ನಕ� ಆಂ�ಾ���  ಆ�� ಗಳ ಬ� �ೕ��ಾ��. ಈ ಆ�� ಗಳ��
�ಾ�ಂಕ� �ೂ�ೕಜ�  �ೖರ�  ಕುಟುಂಬ�� �ೕ�ದ �ೕ�ಾ� ಮತು� ಫ���ಾ�  �ೖರ� ಗ��.

ಹೂ�� ಹಗರಣ ಆ�� ಗಳ ಬ�� ಎಚ�ರ�ರ�! ಕ�ಾ�ಟಕ �ಐ� ಬಯಲು�ಾ�ದ �ೕ�ಾದ ‘ಹ�ಾ�ಾ’
�ೕಸ�ಾರರ ನಂಟು �ೂಂ�ರುವ 290 �ೂೕ� ರೂ�ಾ� ಹಗರಣ
�ೖಬ�  ಅಪ�ಾಧ ದಳದ ಅ��ಾ�ಗಳ� ಮತು� ಕ�ಾ�ಟಕದ �ಐ� ತಂಡ, ಹ�ಾ�ಾ �ೕಸ�� ಸಂಬಂ��ದ 290 �ೂೕ�
ರೂ�ಾ� ಹಗರಣವನು� ಇ��ೕ�� ಬಯಲು�ಾ�ತು. ಇಬ�ರು �ೕ�ೕಯರು ಮತು� ಇಬ�ರು ��ೕ�ಯ� ರನು�
ಒಳ�ೂಂಡು 10 ಮಂ�ಯನು� ����ಯ�ಾ�ತು. ಆ� �ೖ� �ಾವ� �ೕ� �ೕ �ೕ� ಒದ�ಸುವವರು �ೕ�ದ ದೂ�ನ
ಬ�ಕ ಈ ಹಗರಣವನು� ಬಯ���ಯ�ಾ�ತು. ಅವರ ದೂ�ನ ಪ��ಾರ, ಆ�ೂೕ�ತರು �ೕ�ಂ�  ಮತು� ಇ-�ಾಮ�� 
ಒಳ�ೂಂಡಂ� �ೕ� �ೕ� ಬ�ಯ �ಾ��ಾರಗಳ�� �ಾವ� �ೂಡ���ೂಂ�ರುವ��ಾ� ಸುಳ�� �ೕ�, ಅವರ �ೕ�ಗಳ
ದುರುಪ�ೕಗ �ಾ��ೂಳ����ದ�ರು.

�ೂೕ�ನ ಆ�� ಗಳ ಬ�� ಇರ� ಎಚ�ರ! – 5 ಲ���ಂತ �ಚು� �ಾರ�ೕಯ�� �ೕಸ
ಬಹು�ೂಡ� ಹೂ�� ಹಗರಣ��ಂದನು� �ಹ� ���ೕ� ನ �ೖಬ�  �� ಇ�ಾ� ಬಯಲು�ಾ�ತು. ಇ�ೕ �ೕಶದ�� 5
ಲ���ಂತ �ಚು� ಜನ�� �ೕಸ �ಾ�ದ 11 �ೕಸ�ಾರರನು� ����ಯ�ಾ�ತು. ಪವ� �ಾ�ಂ� , ಸ� �ಾ�ಕ��
ಮತು� EzPlan ಎಂಬ ಮೂರು ಆಂ�ಾ���  ಆ�� ಗಳ ಮೂಲಕ 150 �ೂೕ� ರೂ�ಾ��ಂತ ���ನ �ತ�ದ �ೕಸ
ನ��ತು. ಪವ� �ಾ�ಂ� ಆ��  ಗೂಗ� ��ೕನ�� �ೂ�ಯು��ತು�. ಉ��ರಡು ಆ�� ಗಳನು� �� �ೖ� ಗಳ ಮೂಲಕ
ಏ�� �ೖ�  ರೂಪದ�� �ೌ� �ೂೕ�  �ಾ��ೂಳ�ಬಹು�ತು�.

ದಯ�ಟು� �ನ�� – �ೕಸದ ಆ�� ಗಳ ಬ�� ����ೕಳ�ವ�ದನು� ತ��ಸಲು, ಬಳ��ಾರರು ಗೂಗ� ��ೕ
�ಾಗೂ ಆ�ಪ� ನ ಆ��  �ೂ�ೕ� ಗಳಂತಹ ನಂಬು�ಯ ಮೂಲಗ�ಂದ �ಾತ� ���ೕ�ಾ�� ಗಳನು� ಇ� �ಾ��
�ಾಡ�ೕಕು.ಎ� ಎ� ಎ�  ಇಲ��ೕ �ಾ�ಾ�� ನ�� ಬರುವ �ಂ� ಗಳನು� ��� �ಾ� �ಾವ ಆ�� ಗಳನೂ�
�ೌ� �ೂೕ� �ಾಡ�ೕ�.

OTP �ೕಸ�� ಗು��ಾದ �ವೃತ� �ಎ� ಎ� ಎ�  �ಬ�ಂ�

�ವೃತ� �ಎ� ಎ� ಎ�  ಉ�ೂ�ೕ��ಾದ �ಳ�ಾ�ಯ ಒಬ� ವ��� ಆ� �ೖ�  �ೕಸ�� ಒಳ�ಾದರು. �ೕಸ�ಾರನು
102 �ಾಲು �ಾಲು ಆ� �ೖ�  ವ��ಾಟುಗಳ ಮೂಲಕ ಒಟು� 10 ಲ� ರೂ�ಾ� �ೕಸ �ಾ�ದ ಎಂಬ ಆ�ೂೕಪ��.
ಆ� �ೖ�  �ಾ�ಂಕ� ಗಳ �ೂೕ�ನ�� �ೕಸ�ಾರರು ಇವ�ಂದ �ಾಖ�ಗಳ� ಮತು� ವ�  �ೖ�  �ಾ� ವ��  (OTP)
ಗಳನು� ಪ��ದ�ರು. 

ದಯ�ಟು� �ನ�� – ಈಗ ಎದು�ಾ�ರುವ �ೂೕ�� -19 �ಕ����ಂ�ಾ�, �ೖಬ� ಅಪ�ಾಧ ��ಾ���! ಸದ�ದ
ತುತು� ಪ����ಯ �ಾಭ ಪ�ದು �ೕಸ�ಾರರು �ದ�� ಹು��ಸು���ಾ��. �ಾವ��ೕ ಸಂದಭ�ದಲೂ�, �ಾ��ೕ
ಆದರೂ �ಮ� OTP �ೂಡ�ೕ�. �ೖಬ�  ಸುರ�ತ�ಾ��.

�ಸರು�ಾ��ಾದ ಆಸ���ಯ �ೂೕ�ನ�� ಅಕ�ಮ ಅಂ�ಾಂಗ �ಾ��ಾರ ನ�ಸು��ದ� ನಕ� �� �ೖ� 

ಅಕ�ಮ ಅಂ�ಾಂಗ �ಾ��ಾರ ನ�ಸಲು �ೕಸ�ಾರರು, ಮ��ಾ� ಆಸ���ಯ �� �ೖಟ��ೕ �ೂೕಲುವ ನಕ� �� �ೖ� 
�ಾ�, ಅವರ �ೂೕ�ೂ ಮತು� ��ೕ�ೂ ಬಳ�ದ�ರು. �ೕಸ�ಾರರು, 5 �ೂೕ� ರೂ�ಾ�� ��� �ೂಳ��ವ��ಾ� ಮತು�
ಅದು �ೕ�ಯವ�� �ಾ�ಾಟ�ಾದ ಕೂಡ�ೕ ��� �ಾನ �ಾ�ದವ�� ಹಣ �ೕಡುವ��ಾ� �ಾ�ೕ�ಾತು �ೕ�ದರು.
ಅವರು ��ೕ� ನಂಬ� �ೕ�, ಆಸ���ರುವವರು ಕ� �ಾಡ�ೕ�ಂದು ಮನ� �ಾ��ೂಂ�ದ�ರು.

ಪ�ಮುಖ �ೖಬ� ಸು��

https://zeenews.india.com/technology/using-a-fake-oxymeter-app-here-s-how-to-check-its-authenticity-2367190.html
https://ciso.economictimes.indiatimes.com/news/how-criminals-get-android-users-to-install-fake-versions-of-popular-apps/83252619
https://daijiworld.com/news/newsDisplay?newsID=842841
https://timesofindia.indiatimes.com/gadgets-news/these-are-the-3-investment-scam-apps-busted-by-delhi-police-heres-how-to-stay-safe-from-such-apps/articleshow/83371454.cms
https://ciso.economictimes.indiatimes.com/news/otp-fraud-retired-bsnl-staffer-loses-rs-10-lakh-in-karnataka/83536008
https://vijaykarnataka.com/news/crime/fake-website-in-the-name-of-manipal-hospital-offers-rs-5-crore-for-a-kidney-doctor-arrested/articleshow/83868119.cms


ದಯ�ಟು� �ನ�� – ಅಕ�ಮ �ಾ��ಾರದ �ಾ�ೕ�ಾತುಗಳ ಬ�� �ೕಳ�ೕ�. ಒಂದು �� �ೖಟನು� ನಂಬುವ
ಮುನ� ಎಚ����ರ�. ಅದು ನಕ� ಇರಬಹುದು ಎಂದು �ಮ� ಅ��ದ�, ಆ �� �ೖ� ನ��
ಮುಂದುವ�ಯ�ೕ� ಇಲ��ೕ ಅದರ ಬ�� ���ೕ��  �ಾ�.

15 �ೂೕ� ಜನರ CoWin �ೕ�ಾ �ೂೕ���ಾ�� ಎಂದು ನಕ� �� �ೖ�  �ೕ��, ಸುಳ�� ಸು���ಂದು
ಖ�ತಪ��ದ �ೕಂದ� ಸ�ಾ�ರ

ಜೂ�  �ಾ�ರಂಭದ�� �ೕ�ಾ �ೂೕ�� �ಾರುಕ��ಯು, �ೂೕ�� -19 ಅನು� ತ�ಗಟ�ಲು ಲ�� ಪ�ದ 15 �ೂೕ�
�ಾರ�ೕಯರ �ೖಯ��ಕ �ಾ�� ಇರುವ CoWin �ೕ�ಾ�ೕ�  ಅನು� 800 �ಾಲ� ಗ�� �ಾರು��� ಎಂಬ ವರ�
ಹ��ತು�. 
ಲ�� ಪ�ಯಲು �ೂೕಂ�ಾ���ೂಂ�ದ� ಜನರ �ಸರು, ಆ�ಾ�  ನಂಬ�, ಸ�ಳ, ��ೕ�  ನಂಬ� ಗಳ� ನಕ�
�ೕ�ಾ�ೕ� ನ�� ಇದ�ವ� ಎಂಬ ಆ�ೂೕಪ �ೕ�ಬಂ�ತು�. �ಾ�� �ೂೕ��ಯ ವರ�ಗಳ� ಸುಳ�� ಎಂದು ಆ�ೂೕಗ� ಮತು�
ಕುಟುಂಬ ಕ�ಾ�ಣ ಮಂ�ಾ�ಲಯ ಈಗ ಖ�ತಪ���.

ದಯ�ಟು� �ನ�� – �ಾ�ಸು��ಗ�� ���ೂಡ�ೕ�. ಆದಷು� �ೕಗ ಲ�� ಪ�ದು�ೂ��. ಲ��� ಸಂಬಂ��ದ
ಎ�ಾ� �ೕ�ಾವನು� CoWin ಸುರ�ತ ಮತು� ಭದ��ಾದ ��ಟ� ವ�ವ��ಯ�� ಕೂ�ಡುತ��.

ಪ�ಮುಖ �ೖಬ� ಸು��

ಆ�ಪ� ನ �ೂಸ �ೌಪ��ಯು �ೕ� ಕಂಪ�ಗ�� �ಾನದಂಡ�ಾಗ��

iOS 14.5 ಅ� �ೕ�, �ಚು�ವ� �ೌಪ��ಯ �ೖ�ಷ��ವನು� ಒಳ�ೂಂ��. ಭದ�� ಮತು� �ೌಪ��ಯ
ಪ�ಣತರು ಇದನು� ����ೂಂ��ಾ��. ಈ �ೖ�ಷ���� “ಆ��  �ಾ���ಂ� �ಾ��� ಪ���” ಎಂದು
�ಸ�ಡ�ಾ��. ಇದ�ಂ�ಾ� ಬಳ��ಾರರು ತಮ� �ೖಯ��ಕ �ೕ�ಾದ �ೕ� ���ನ ��ತವನು�
�ೂಂದಬಹುದು.
 

ಆ��  �ಾ���ಂ� �ಾ��� ಪ��� �ೕ�
�ಲಸ �ಾಡುತ��?

ಹಲ�ಾರು ಆ�� ಗಳ�� ಬಳ��ಾರರು
ನ�ಸುವ ಚಟುವ��ಗಳ �ೕ� ಒಂದು
ಕ��ಡಲು �ರ�ಾಗುವ ��ಷ��ಾದ ��ೖ� 
ಐ�ಂ�ಫಯ�  ಅನು� ��ೖ�  ��ೕ� ನ
ಆಪ�ೕ�ಂ� �ಸ��  �ಾ�ೕ�ಾತು�ಾರ��
ಒದ�ಸುತ��. ಇದು ಬಹಳಷು� ಬಳ��ಾರ��
���ಲ�. ಆ�ಪ�  �ಸ�� ಗಳ�� ಇದನು�
“ಐ�ಂ�ಫಯ�  �ಾ�  ಅಡ��ೖಸ�� ”
(IDFA) ಎಂದು ಕ�ಯು�ಾ��.

ಇ��ೕ�� �ಡುಗ��ಾ�ರುವ ಅ� �ೕ� ನ��, IDFA �ಾ���ಂ� �ಂದ �ೂರಗು�ಯುವ ಆ��ಯನು�
ಬಳ��ಾರ�� �ೕಡ�ಾ��. �ೕ� ಆ�� ಗಳ�� ಬಳ��ಾರರು ನ�ಸುವ ಚಟುವ��ಗಳ �ೕ� ಕ��ಡುವ
ಪ���ಂದು ಕಂಪ�ಯೂ ಕೂಡ, �ದಲು ಬಳ��ಾರರ ಒ��� ಪ�ಯ�ೕಕು. ಇದ�ಂದ ಬಳ��ಾರರು
ಪ���ಂದು ಆ�� ಗೂ ಒ��� �ೕಡುವ ಬ�� ಸ��ಾದ �ೕ�ಾ�ನಗಳನು� ��ದು�ೂಳ�ಲು �ರ�ಾಗುತ��.

IDFA ನಂತಹ ವ�ವ��ಯನು� ಆಂ�ಾ���  ��ೖ� ಗಳ�� AAID (ಗೂಗ� /ಆಂ�ಾ���  ಅಡ��ೖ�ಂ�
ಐ�) ಎಂದು ಕ�ಯ�ಾಗುತ��. ಆ�ಪ� ನ �ೂಸ �ೖ�ಷ���ಂ�ಾ�, ಬಳ��ಾರರ ಆ� �ೖ� 
ಚಟುವ��ಗಳ �ೌಪ��ಯನು� �ಾ�ಾಡಲು �ೕ� ಕಂಪ�ಗಳ� ಕೂಡ �ೖ��ೕ�� �ದು� ಇನ�ಷು�
ಆ��ಗಳನು� �ೕಡುವಂ�ಾದ� �ನ�.

https://www.thehindubusinessline.com/news/hackers-claim-of-cowin-data-leak-baseless-centre/article34800089.ece


Beware of what you install on your phone

Beware of fake oximeter apps on play store! 
The second wave of the COVID-19 has created huge demand for Oximeters, which has
led to a proliferation of oximeter apps online. Quick Heal Security Labs have found
some fake Oximeter apps on Google Play store that steal user’s personal information
like fingerprint data, bank credentials, etc. 

Cybercriminals target Android users; lure them into installing fake apps!
According to Bitdefender's recent study, there is a new threat for Android users. Fake
Android apps disguised as popular apps are being offered by fraudsters. These apps are
infected with TeaBot and Flubot which are from banker trojan families.

Beware of investment scam apps! -Karnataka CID busts Rs 290 crore scam with links
to Chinese 'Hawala' operators
Cybercrime officials with the CID of Karnataka busted a Rs 290 crore money
laundering scam linked to a hawala racket. Ten people were arrested, including two
Chinese and two Tibetans. The scam was discovered after a well-known payment
gateway provider received a complaint that the accused were abusing its services by
falsely claiming that they were running businesses in several categories including
gaming and e-commerce.

Beware of fake apps! – Over 5 lakh Indians lured
The Cyber Cell department of Delhi Police busted a big investment scam and arrested
11 fraudsters for luring over 5 lakh people throughout the country. The total amount
over INR 150 crore was duped via three Android apps—Power Bank, Sun Factory, and
EzPlan—The Power Bank app was available on Google Play, and the other two apps
were available for download through websites in the form of APK files.

Please remember- To prevent falling prey to fraudulent apps, users should only
install applications from trusted sources, such as Google Play and Apple’s App Store.
Never download apps by clicking on links you get over email, SMS or WhatsApp.

Retired BSNL staff falls prey to OTP fraud

A man from Belagavi, a retired BSNL employee fell prey to an online fraud after a
fraudster allegedly managed to make transactions totalling INR 10 lakh, in a series of
102 shocking, online transactions. Fraudsters disguised as online bankers got him to
share his documents and One Time Passwords (OTPs).

Please remember- The ongoing COVID-19 crisis has witnessed a surge in
cybercrime! Fraudsters take advantage of the current emergency, and create fear. Do
not share your OTP with anyone, under any circumstance. Stay cyber secure.

Fake website disguised as famous hospital offers illegal organ trade
 
Fraudsters created a website disguised as Manipal Hospital and allegedly used their
logo, pictures to facilitate illegal organ trade. The fraudsters advertised that they are
buying a kidney for Rs 5 crore and that the money would be handed to the donors
shortly after the organ was sold. They provided a phone number and requested
individuals who were interested to call on that number.

Top Cyber News

https://zeenews.india.com/technology/using-a-fake-oxymeter-app-here-s-how-to-check-its-authenticity-2367190.html
https://zeenews.india.com/technology/using-a-fake-oxymeter-app-here-s-how-to-check-its-authenticity-2367190.html
https://ciso.economictimes.indiatimes.com/news/how-criminals-get-android-users-to-install-fake-versions-of-popular-apps/83252619
https://daijiworld.com/news/newsDisplay?newsID=842841
https://timesofindia.indiatimes.com/gadgets-news/these-are-the-3-investment-scam-apps-busted-by-delhi-police-heres-how-to-stay-safe-from-such-apps/articleshow/83371454.cms
https://ciso.economictimes.indiatimes.com/news/otp-fraud-retired-bsnl-staffer-loses-rs-10-lakh-in-karnataka/83536008
https://timesofindia.indiatimes.com/city/bengaluru/bengaluru-fake-hospital-website-offers-rs-5-crore-for-a-kidney/articleshow/83862104.cms


Apple’s new privacy feature raises the bar for other companies 

iOS 14.5 update has introduced an additional privacy feature which is being appreciated by
the security & privacy experts. The feature is called “App Tracking transparency”, and is
broadly a mechanism that will allow the users to be in better control of their personal data. 

Please remember- Don’t fall prey to Advertisements that promote illegal trade. Be
vigilant while you trust a website, if the website seems fake, avoid surfing through
that website or report it.

Fake website claims CoWin data of 150 million leaked, Centre Govt confirms the
news is fake.

In the beginning of June there were reports spreading that Data Leak Market was
selling a database of CoWin, carrying personal details of 150 million Indians who had
got vaccinated against Covid-19 for $800.
The fake database allegedly included names, Aadhaar numbers, location, phone
numbers of people who had registered for the vaccines. The Ministry of Health and
Family Welfare has now confirmed, that the reports about the leak are fake.

Please remember- Do not fall for baseless rumours, get yourself vaccinated at the
earliest. CoWin stores all the vaccination data in a safe and secure digital
environment.

Top Cyber News

How does App tracking transparency
work? 

Most users have no idea that the phone’s
operating system provides a unique
device identifier to advertisers for
tracking their activities across multiple
apps. This tool, for the Apple system
specifically, is called “Identifier for
Advertisers” (IDFA). 

Now with the latest update, users can opt
out of IDFA based tracking. Every single
company tracking users’ data across apps 

will have to first seek explicit permission from the users. This helps users to make informed
choices about the permissions they grant to each app. 

The equivalent of IDFA on Android devices is called AAID (Google/Android Advertising
ID). Hopefully Apple’s new feature will raise the bar for others to provide more options for
protecting privacy of user’s online activities. 

https://www.theverge.com/2021/4/26/22403554/apple-ios-ipados-14-5-now-available-iphone-unlock-face-mask-app-tracking
https://www.thehindubusinessline.com/news/hackers-claim-of-cowin-data-leak-baseless-centre/article34800089.ece


�ಂ� ಗಳ ��  ��ಾಸದ�� ಏ�ೂೕ �ೕಸ�ರುವಂ� �ೂೕರುತ��. ಏ�ಂದ� �ಾ�ಾ �ೕಟ�� ಮತು� �� ಬ�ಾ� 
ಗಳ ಅ�ಕೃತ �� �ೖ� ಗಳ� �ೕ� ಬ�ಯ���.
URL ಅನು� ಗಮನ�ಟು� �ೂೕ� – ಅದರ�� ತುಂಬ ಅ�ರ ಮತು� ಗುರುತುಗ��. ಇದು �ೕಸದ �� �ೖ� ನ
ಗುರು�ಾ��.
ಈ �� �ೖ� ಗಳ� ಬಳ��ಾರರನು� ಹಲ�ಾರು �ಾ�ೕ�ಾತು ಪ�ಟಗ�� ಕ�ದು�ೂಂಡು �ೂೕಗುತ��.
ನಂಬಲು ಕಷ���ಸುವ �ೂಡು�ಗ�ಂದ ದೂರ��.

�� �ೖ� ನ�� �ಾ�ೂೕ ಬ��ರುವ ಪ�����ಗಳನು� ನಂಬ�ೕ�. ಅವ�, �ೕಸದ �ೂಡು�ಗಳ ಬ�� ಜನರನು�
�ೕ�ಸ�ಂದು, �ೕ�ಂ�ೕ ನಕ� �ಾ�ಗ�ಂದ  ಬ�ಸ�ಾ�ರುವ ಮರುಳ� �ಾಡುವ �ಾತುಗ�ಾ�ರಬಹುದು.

ಇ��ನ �ೂಡು�ಗಳ� ಅ�ಕೃತ �� �ೖ� ಗ�ಂದ�ೕ ಬಂ�ರುವ �ಾ� �ೂೕರುತ��. ಆದ� ಇವ� �ಾ�ಾ �ೕಟ�� ಇಲ��ೕ ��
ಬ�ಾ�  ಗಳ ಅ�ಕೃತ �� �ೖ� ಗಳ ಬದ��, �ೕಸದ �ೂ�ೖ� ಗಳ��ರುವ �� �ೖ� ಗ�ಾ��.

�ೕಸದ �ಂ� ಗಳನು� ಗುರು�ಸುವ�ದು �ೕ�?

ಇ�ೕ� ಇಲ��ೕ ಎ� ಎ� ಎ�  ಮೂಲಕ ಬಂ�ರುವ �ೂ��ಲ�ದ �ಂ� ಗಳನು� ���  �ಾಡುವ ಬ�� ಬಳ��ಾರರು
ಎಚ����ಂ�ರ�ೕಕು.

�ೕಸದ �� �ೖ� ಗಳ ಬ�� ಎಚ�ರ�ರ�

�ೖ�� �ಾಗೃ� ಭಂ�ಾರ



The web address of the links is seen to be fraudulent because the official websites of Tata
Motors and Big Bazaar are different.
Pay attention to the URL- It consists many characters, showing signs of a fake website.
These sites simply keeps redirecting the user to multiple advertisements webpages. 
Walk away from deals that are too good to be true.

Do not trust the comments on the website, they might be from fake accounts and
deliberately written to make people believe in fake offers.

The campaigns here pretend to be an offer from official sites but hosted on the third-party
domain instead of the official websites of Tata Motors or Big Bazaar.

How to identify fraudulent links?

Users should be cautious about clicking on any unknown links sent via email or SMS.

Beware of Phishing Sites

CySecK Awareness Repository 



 
�ೖ�� ಸ��� #2

 
 

ಒಂ�ೕ �ಾ� ವ�� ಅನು� ಅ�ೕಕ ಆ� �ೖ� �ಾ�� �ಾ�� ಗಳ�� ಬಳಸ�ರುವ�ದು ಉತ�ಮ
��ಟ� ಅ�ಾ�ಸ�ಾ��. ಒಂ�ೕ �ಾಸ��� ಅನು� ಏ� ಮರುಬಳ� �ಾಡ�ಾರ�ಂದು ನಮ�
ಸಂ�ಪ��ಾ� �ೕ�.

�ಮ� ಪ�����ಯನು� �ೕವ� ಒಂದು ��ೕ� ನ�� ಬ�ದು ನಮ� ಪ�����ಸಬಹುದು. �ಮ�
ಉತ�ರವನು� ��ಟ�� ನ�� ��ೕ�� �ಾ�. ನಮ�ನು� @CySecKCoE �ಾ�� �ಾಡಲು ಮತು�
�ಾ�� �ಾ�� ಗಳನು�  #CySecKCoE #CyberVartika. ಬಳಸಲು ಮ�ಯ�ೕ�.
ಸ���ಯು 5 ಜು�ೖ 2021 ರಂದು �ೂ��ೂಳ��ತ��.

�ಾಗೃ� �ೕ��

CONTESTCONTEST
ALERTALERT

 

 

          ��ಂ� ಬ�� ಹು�ಾ�ಾ�� 

          ಆ� �ೖ� �ಾ�ಂ� ಹಗರಣಗಳ ಬ�� ಎಚ�ರ�ಂ��
 

          �� �ಾ��  ಸು��ಗಳ ಬ�� �ಾಗ�� ವ��

          ಮಕ�ಳ ಮತು� ಹ�ಹ�ಯದವರ ಆ� �ೖ�  ಸುರ��

�ಾಗೃ� ��� �ತ�ಗಳ�

https://twitter.com/CySecKCoE
https://twitter.com/CySecKCoE/status/1399981398346272769
https://twitter.com/CySecKCoE/status/1402523894615924736
https://twitter.com/CySecKCoE/status/1405397943075545094
https://twitter.com/CySecKCoE/status/1407654420435791878


 
Cyseck Contest #2 

It is good digital hygiene practice to not use the same password across
multiple online services. Tell us briefly why passwords should not be
reused.

You can write your response within one tweet, and respond only in text.
Post your answer on twitter. Do not forget to tag us @CySecKCoE and use
hashtags #CySecKCoE #CyberVartika.
Contest ends on 5 July 2021.

CONTESTCONTEST
ALERTALERT

 

 

          Beware of vishing

          Beware of online shopping scams
 

          Beware of webcam blackmail

          Child and Adolescent online safety

Awareness Corner 

Awareness Posters

https://twitter.com/CySecKCoE
https://twitter.com/CySecKCoE/status/1399980675571228673
https://twitter.com/CySecKCoE/status/1402523115737927689
https://twitter.com/CySecKCoE/status/1405397575432216577
https://twitter.com/CySecKCoE/status/1407654224842743808


Sapna S- NMAM Institute of Technology
Chandrika Prasad- Ramaiah Institue of Technology
Shwetha KB- RRIT
Ambika V- Vidyavardhaka College of Engineering
Sanjeev Kumar Hatture- Basaveshwar Engineering College 
Santoshi M Pujai- Poojaya dodappa appa college of engineering
Prof.Prashantha- Moodlakatte Institute of Technology.
Bhargava R- Nagarjuna College of Engineering and Technology 
Dr.P.karthik- K S School of Engineering and Management
Anand Pasupathimath- S.D.M. College of Engineering and Technology
Shivachalesh Guddodagi- KLS Vishwanathrao Deshpande Institute         
of   Technology
Veena Desai- KLS Vishwanathrao Deshpande Institute of Technology
Jayanthi MG- Cambridge Institute of Technology
Shruthi SV- T JOHN College
M Shanmugam- Government Engineering College, Mandya
Dr.Bhagyashri Hanji- Global Academy of Technology
Sushma Ethadi- PES University , RR Campus
Andhe Pallavi- RNS Institute of Technology
Shylesh BC- Dr. B. B. Hegde First Grade College, Kundapura
Murthy DHR- Presidency University
L.Sri Ramachandra- Govt. Engineering College, Ramanagara
Dr.Kiran- Kalpataru Institute of Technology
Raghu Nandan- Navkis college of Engineering

1.
2.
3.
4.
5.
6.
7.
8.
9.

10.
11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

Congratulations to the following faculty from Karnataka for
completing Cyber Crime Intervention Officer certification

Announcing winners of CySecK Cyber Vartika Contest #1
 
 

Earliest correct response- Ajay Kumar ( @AjayKum07606332
on twitter )
Best Kannada response- mwc ind (@mwcindia on twitter)
Best English response- Knows nothing (@adnan_khan2601

1.

2.
3.

      on twitter )

�ೖ�� ವರ�/CySecK Update 



�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ�� ಆ� �ೖ��)
ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ�
�ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ
ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ
ಇ�ೂ�ೕ�ೕಶ� ಅಂ� ��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-Tech Centre of Excellence in
Cybersecurity, housed in the IISc (Indian Institute of Science) campus, with
IISc as the anchor institute and KSCST (Karnataka State Council for Science
and Technology) as the implementation agency. CySecK was setup by KITS
(Karnataka Innovation and Technology Society) of the Department of IT, BT
and S&T.

CySeck CoE

@CySecKCoE

CySecKCoE

CySecK

CySecK

Our social media handles

�ೖ�� ಬ�� /About CySecK 

CySecKCoE

�ೖಬ� ವ���ಾನು� �ಮ� ��ೕ�ತರು �ಮ� ಕ��ದ���, ಪ�� �ಂಗಳ� ಅದನು� �ೕರ�ಾ�
ಪ�ಯಲು, ನಮ� ಸು��ಪ���ಯ ಮುಕ� ಚಂ�ಾ�ಾರ�ಾ�!
https://zcmp.in/BH6y
If Cyber Vartika was forwarded to you by a friend, get it directly
every month by SUBSCRIBING HERE! 
https://zcmp.in/BH6y

https://touch.facebook.com/CyseckCOE.Karnataka/?ref=bookmarks&__nodl&_rdr
https://twitter.com/CySecKCoE
https://t.me/CySecKCoE
https://www.linkedin.com/company/cyseck/
https://www.youtube.com/c/CySecK/videos
https://cs-coe.iisc.ac.in/
https://zcmp.in/BH6y
https://zcmp.in/BH6y

