
��ೕ�ಯ ಬಂಧುಗ�ೕ,

�ೖ��-�ಂದ ಸ��ಾ�ೖ�ಗಳ�!

�ೖಬ� �ಾ���ಾವನು� ಸಂ�ೂೕಷ�ಂದ �ಮ�
ಮುಂ�ಡು����ೕ� - ಇದು �ೖ��-ನ �ಾ�ಕ ���ಾ�ಾ
ಸು��ಪತ��ಾಗ��. �ಾ�� ತಂತ��ಾನದ ಎ�ಾ�
ಬಳ��ಾರ�ಗೂ ಆಸ��ಕರ��ಸುವ �ೖಬ� ಭದ��, ಸುರ��,
ನಂ�� ಮತು� �ೌಪ��� ಸಂಬಂ��ದ ಸು��ಗಳನು� ಇದು
ಒಳ�ೂಂ�ರುತ��. ನಮ� ��ಟ� ���ಗುರುತು ��ಾ�ದಂ�
ಮತು� �ಾವ� ��ಟ� �ಾಧ�ಮದ�� �ಚು� �ಚು�
�ೕ�ಾವನು� ಹಂ��ೂಳ����ದ�ಂ�, �ೖಬ� ಅ�ಾಯಗಳ�
ಮತು� ಆ�ೂೕಗ�ಕರ �ೖಬ� ಅ�ಾ�ಸಗಳ ಬ��ನ ಅ�ವ�
�ಾ�ಮುಖ�� ಪ�ದು�ೂಳ�����. �ೖಬ� ಅ�ಾಯಗಳ ಬ��
�ಮ� ಅ�ವ� ಮೂ�ಸಲು ಮತು� ನಮ� ಸ�ಾಜವನು� �ಚು�
�ೖಬ� ಸುರ�ತ�ಾ��ಸಲು, �ೖಬ� �ಾ���ಾ �ೖ��-ನ
ಪ�ಯತ��ಾ��.

ಅಂಟು�ೂೕಗದ ಮಂಕು ಕ��ರು�ಾಗ�ೕ, �ಾಗೂ ನಮ�
ಹ��ರದವರ ಆ�ೂೕಗ� ಮತು� �ೕಗ�ೕಮದ ಬ��
�ಚು���ರುವ ಕಳವಳಗಳ ನಡು��ೕ, �ೖಬ� ಅಪ�ಾ�ಗಳ�
ತಮ� ಹ�ಯ ತಂತ�ಗಳನು� ಮುಂದುವ���ಾ��. ಹಲ�ಾರು
ಸಂ��ಗಳ� �ೕ�ಾ ಕಳ�ತನದ �ಾತ� ಅನುಭ�ಸುತ��ೕ ಇ�.
ಇದ�ೂಂ�� ಜನರು  ಆ��ಜ�  �ರವ�, ಔಷ� ಇಲ��ೕ
ಲ��ಗಳಂತಹ �ೕವ ಉ�ಸುವ ����ಯನು� �ೂೕ�ಗಳ�
ಹುಡುಕು��ರು�ಾಗ, ಆ� �ೖ� ವಂಚಕರು ಅವರ
ಹ�ಾ�ಯನು� ದುರುಪ�ೕಗಪ���ೂಳ�����ಾ��.

�ೂ�ೂೕ�ಾ ಮ�ಾ�ಾ�ಯ �ೂ��ೂ��, �ಾ��
ಮ�ಾ�ಾ�ಯೂ ನ��ಲ�ರನು� �ಾಡು��� - �ೂೕ�ಯ�
�ೕ��ಾದ�� ತಪ�� �ಾ��ಗಳ ಮ�ಾಪ�ರ�ೕ
ಹ��ಾಡು���. ನಮ� ಸ�ಾಜ ಸದೃಢ�ಾ� ಇರ�ೕ�ಂದ�,
�ಾವ� �ೂ�ೂೕ�ಾ ಮ�ಾ�ಾ�ಯ �ರುದ� �ಾತ�ವಲ��ೕ
�ಾ�� ಮ�ಾ�ಾ�ಯ �ರುದ�ವ� �ೂೕ�ಾಡ�ೕ��.
ಅದ�ಾ�� �ಾವ� ತಪ�� �ಾ�� ಮತು� ಸುಳ�� ಸು��ಗಳನು�
ಹುಡು�, ಅವ� �ೕ�ಯವ�� ಹರಡದಂ� �ೂೕ��ೂಳ��ೕಕು.

ಸುರ�ತ�ಾ��, �ಮ� ಆ�ೂೕಗ� �ಾ�ಾ��ೂ��, ಆದಷು�
�ೕಗ �ಾ���� �ಾ���ೂ�� ಮತು� �ೂೕ�� ಪ�����
ಸೂಕ��ಾದ ನಡವ�� ಅನುಸ��.

�ೖ�� ತಂಡದ ಪರ�ಾ� �ಮ��ಾ� ಸ��ಾ�ೖ�ಗಳ�,
�ಾ���  �ಾ� ಬಪ��ಾ�

�ೖಬ� �ಾ���ಾ
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ಮುನು�� /Foreword

Dear Friends,

Greetings from CySecK!

We are glad to bring to you Cyber Vartika –
which is going to be CySecK’s monthly
bilingual newsletter – covering cyber
security, safety, trust and privacy related
stories that would be of interest to all
consumers of Information Technology. As
our digital footprint increases and as we
share more and more data in the digital
realm, awareness of cyber risks and cyber
hygiene practices are also gaining increasing
importance. Cyber Vartika is CySecK’s
endeavour to keep you all updated of the
cyber risk landscape and make our society
more cyber secure. 

Amidst the gloom of the pandemic and the
increasing concerns over the health and
well-being of our near and dear ones, cyber
criminals continue to be up to their old
tricks. While several organisations continue
to suffer data breaches, online fraudsters are
misusing the desperation of people when
looking for life saving treatment – whether
it be oxygen support, medicines or vaccines. 

In parallel to the pandemic, we also have an
infodemic – with wrong information spread
through social media channels. For the
society to be strong, it is important that we
display immunity to not just the pandemic,
but also the infodemic by identifying and
not circulating false information and fake
news. 

Stay safe, take care of your health, get
vaccinated at the earliest possible and follow
Covid Appropriate Behaviour. 

With best wishes, on behalf of Team
CySecK,
Karthik Rao Bappanad



�ಾರ�ೕಯ ಬಳ��ಾರರನು� ಗು��ಾ���ೂಂಡು �ೂೕ�� -19 ಲ�� �ೂೕಂದ��
ಸಂಬಂ��ದಂ� ನಕ� ಎ� ಎಂಎ�

�ಾರತ ತನ� ಲ�� ಅ��ಾನದ�� ಮುಂ� ��� �ಾಕು��ದ�ಂ�, �ೂಸ �ೖಬ�  ಸುರ��ಯ ಕಳವಳ ಹು���ೂಂ��. ಲ��
�ಾಯ�ಕ�ಮ�ಾ�� ಬಳ��ಾರರನು� �ೂೕಂ�ಾ�ಸುವ��ಾ� �ೕ��ೂಳ��ವ ನಕ� ಎ� ಎಂಎ�  ಹ��ಾಡು���.
ಬಳ��ಾರರು ಎ� ಎಂಎ� ನ��ನ �ಂ� ಅನು� ���ಾ��ದ�, �ೂೕ�� �� �ೖ� � ಕ��ೂಯು�ವ ಬದಲು
ಅ�ಾಯ�ಾ��ಾದ �ೕ� ಪ�ಟವನು� �ೂೕ�ಸುತ��.
ದಯ�ಟು� �ನ�� – ಲ���ಾ� �ೂೕಂ�ಾ���ೂಳ�ಲು ಇರುವ ಒಂ�ೕ ಒಂದು ಅ�ಕೃತ ಆ� �ೖ� �ಂ� ಎಂದ� -
http://cowin.gov.in

�ೂೕ�� 19 ಎರಡ�ೕ ಅ�ಯ ನಡು� �ೂೕ�ಗಳ ಆ�ೂೕಗ� �ಾ�� ಸುರ��ಯ ಬ��
ಕಳವಳ

ಆ�ೂೕಗ� �ೕ�ಗಳ� ಒ��� ಆ� �ೖ�  �ಾಣಗಳ�� ��ಾ�� �ಾ���ೂಳ����ದ�ಂ�, ಅದು ಪ�ೕ�ಯ ಫ��ಾಂಶಗಳನು�
ಇ�ೕ�  ಮೂಲಕ ಕ�ಸುವ��ಾ�ರಬಹುದು ಇಲ��ೕ ಆ�ೂೕಗ� �ಾ��ಯನು� ಎ� ಎಂಎ� ಮೂಲಕ
ಕ�ಸುವ��ಾ�ರಬಹುದು, ಬಳ��ಾರರ �ೖಯ��ಕ �ಾ��ಯನು� ಆ� �ೖ� ನ�� ಕೂ�ಡುವ�ದು ��ಾ�ಗು���. ಆಸ���ಗಳ�
ಮತು� �ೖದ��ೕಯ �ೕಂದ�ಗಳ��ನ ಆ�ೂೕಗ� �ೕ�ಾವನು� �ಾ�ಕ� ಗಳ� ಕ�ಯುವ�ದು ��ಾ�ಗು���. �ಲವ�
ಆಸ���ಗಳಂತೂ �ಾ�ಾ��ೕ �ಾ��ಯನು� �ಾರು���. �ೂೕ�ಗ�� �ೌಪ���ೕ ಇಲ�ದಂ�ಾ��. ಅವರ ಆ�ೂೕಗ�
�ಾ��ಯು ಇಂಟ� �� ನ�� ಸುಲಭ�ಾ� �ೂ�ಯು���.

ಬಳ��ಾರರನು� ಮರುಳ��ಾ� ಅವರು ನಕ� ಆ�� ಗಳನು� ಇ� �ಾ��  �ಾಡುವಂ� �ಾ�ಕ� ಗಳ�
�ೂಂಚು�ಾ��ಾ��!

iOS ಮತು� ಆಂ�ಾ���  �ಾ�� �ಾರಂಗಳ��, �����ೕಕ���, ��ೕ�ಂ�  ಮತು� �ಾ�ಂ�ಂ�  ಆ�� ಗಳ �ೕಷದ�� ಹಲ�ಾರು
ಆ�� ಗಳ� ಅಡ� ಕು��ರುವ�ದನು� �ೂೕ��ೕ�  ಕಂಪ� ಕಂಡು����. ಗು�ಾ�ದ �ಾ�� ಮತು� ಹಣವನು�
ಕ�ಯ�ಂ�ೕ ಈ ಆ�� ಗಳನು� ��ೖ�  �ಾಡ�ಾ��. ಅವ� ಸ��ಾದ ಆ�� ಗಳಂ��ೕ �ಾಣುವಂ� ಬಹಳ
�ಾ���ಂದ ��ೖ�  �ಾಡ�ಾ��. ನಂಬು�ಯ ಆ��  �ೂ�ೕ� ಗ�ಾದ ಆ�ಪ� ನ ಆ��  �ೂ�ೕ�  ಇಲ��ೕ ಗೂಗ� ನ ��ೕ
�ೂ�ೕ� ಗಳ�� ಈ ಆ�� ಗಳ� �ೂ�ಯುವ��ಲ�.

 ಏ� ಇಂ��ಾ ಮತು� �ೂ��ೂ� ��ಾ� �ೕ�ಾ �ೂೕ��; �ಾ�ಹಕರ �ೖಯ��ಕ �ಾ�� ಅ�ಾಯದ
ಸು�ಯ�� 

ಏ� ಇಂ��ಾದ ಕಸ�ಮ� �ೕ�ಾ�ೕ�  �ಾ�ೕ ಪ��ಾಣದ �ೕ�ಾ �ೂೕ��� ತು�ಾ���. ಆಗ�� 2011�ಂದ �ಬ�ವ�
2021ರ ನಡು� �ೂೕಂ�ಾ���ೂಂಡ ಲ�ಾಂತರ ಪ��ಾ�ಕರ �ೖಯ��ಕ �ಾ�� ಕಳ��ಾ��. ಹು��ದ ��ಾಂಕ,
ಸಂಪಕ��ಾ��, �ಾ� ��ೕ��  ಮತು� ���� �ಾ��  �ವರಗಳ�, ಮುಂ�ಾದ ಪಯ�ಗರ �ೖಯ��ಕ �ಾ��ಗಳ�
ಒಂದು ಸಂ�ೕಣ� �ೖಬ� �ಾ�ಯ�� �ೂೕ���ಾ��.
ಮ�ೂ�ಂದು ಸಂದಭ�ದ��, �ಾ��ೂೕ� ��ಾ� ಇಂ��ಾ- ಒಂದು ಬೃಹ� �ೕ�ಾ �ೂೕ��� ತು�ಾ��ದು�, ಅ��ೂ�ೕ
ಅ�ಮುಖ� �ವರಗಳ� ಈಗ �ಾ��  �� ನ�� ಹ��ಾಡು���. 18 �ೂೕ� ಆಡ��  �ವರಗಳ� �ಾಗೂ �ಾ�ಹಕರು ಮತು�
�ೌಕರ�� ಸಂಬಂ��ದ 13 ��ಯಷು� ಅ�ಾಧ �ಾ�� ಆ� �ೖ� ನ�� �ಾ���ೂಂ��. ಬಳ��ಾರರ ��ೖ� ಸಂ��,
�ಸರು, ಇ�ೕ� ��ಾಸ ಮತು� ��ಎ�  �ೂ�ೕಶ�  ತರಹದ ಸೂ�� �ಾ��ಗಳ� ಇದರ���ೕ��.

ದಯ�ಟು� �ನ�� - �ಾವ ಪ��ಾ�ಕರ �ೖಯ��ಕ �ಾ�� �ೂೕ���ಾ���ೕ, ಅವರು ತಮ� �ಾ� ವ�� 
�ಾಗೂ ��  ನಂಬ�  ಬದ�ಸುವ ಮೂಲಕ ಮು��ಚ��� ವ�ಸ�ೕ�ಾ� ಮನ�. ಇ�ೕ� ಅಥ�ಾ ಎ� ಎಂಎ� 
ಮೂಲಕ ಬರುವ �ಾ�ಾ�ವ��ೂೕ �ಂ� ಗಳ �ೕ� ��� �ಾಡ�ೕ�.

�ೂೕ�� �ಾ����ೕಷ� �ಂದ �ಾ�ಾಗಲು �ಾ�ಮಸ�ರು ಯು�ಯ ಸ�ಾಯು ನ�� �ಾ��ಾ��

ಲ�� �ಂಜ��ಯ ಉ�ಾಹರ�ಯ��, �ಾ�ಮಸ�ರು �ೂೕ��-19 �ರುದ�ದ ಲ���ಂದ ತ����ೂಳ�ಲು ಸ�ಾಯು
ನ�� �ಾ�ದ ಘಟ� ಯು�ಯ �ಾ�ಾಬಂ�ಯ�� ನ���. ಇದು ಲ�� ಅಲ�, �ಷ�ಾ� ಚುಚು�ಮದು� ಎಂದು
���ದ��ಂದ ಅವರು ನ�� �ಾ��ಾ�� ಎಂದು �ಾ�ಮಸ�ರು ����ಾ��.
�ಾ�ಾ�ಕ �ಾಧ�ಮ ಮತು� ��ೕ�ಂ� ಅ���ೕಶ� ಗಳ ಮೂಲಕ ಹರಡುವ �ೂೕ��-19 ಬ�� ನಕ� ಸು��ಗ�ಂದ
�ೕವವನು� ಕ�ದು�ೂಳ�ಬಹುದು. ತಪ�� �ಾ��ಯ �ರುದ� �ಾವ�ಜ�ಕರನು� ಪ��ರ�ಸುವ�ದು ಸಹ ಬಹುಮುಖ�.
 

ಪ�ಮುಖ �ೖಬ� ಸು��

https://www.livemint.com/technology/apps/malicious-covid-19-vaccine-sms-that-compromises-android-phones-spreading-cyber-agency-11620646802808.html
http://cowin.gov.in/
https://ciso.economictimes.indiatimes.com/news/privacy-fears-around-patients-health-data-breach-amid-covid-surge/82602129
https://news.sophos.com/en-us/2021/05/12/fake-android-and-ios-apps-disguise-as-trading-and-cryptocurrency-apps/
https://www.hindustantimes.com/india-news/air-india-data-breach-all-you-need-to-know-101621647788771.html
https://www.indiatoday.in/technology/news/story/leaked-data-of-dominos-india-users-now-available-on-search-engine-created-by-hacker-1805595-2021-05-22
https://thefederal.com/covid-19/up-villagers-jump-into-sarayu-river-to-avoid-poisonous-vaccine/
https://ciso.economictimes.indiatimes.com/news/privacy-fears-around-patients-health-data-breach-amid-covid-surge/82602129


Fake SMS regarding COVID-19 vaccine registrations targeting Indian
users. 

New cybersecurity concerns have emerged as India moves forward with its vaccination
drive. A fake SMS is being circulated among the users that claims to register users for the
vaccination program. The link in the SMS is redirecting the users to a malicious page
instead of leading to the CoWIN portal.

Please remember- The only official online link for vaccination is - http://cowin.gov.in.

Concerns about the security of patients' health data rise amidst Covid19
second wave 

With sudden shift of health services to online platforms, whether for providing test results
on mail or sending health related information via SMS, users personal data is increasingly
being stored online. Hackers are now gaining access to health data from hospitals and
medical centres in large quantities. Some hospitals are even voluntarily selling data.
Patients are therefore facing massive privacy breach, where their health data is openly
available on the dark web.

Hackers target users to lure them into installing fake apps! 

Sophos discovered multiple apps disguised as cryptocurrency, trading, and banking apps on
iOS and Android platforms, designed specifically to steal sensitive information and money.
These apps are cleverly designed to look like the legitimate ones. These apps bypass
trustable app stores like Apple’s App Store or Google’s Play Store. 

Please remember - To prevent falling prey to fraudulent apps, users should only install
programmes from trusted sources, such as Google Play and Apple's App Store.

Air India and Domino's Pizza suffer data leaks; personal data of
consumers compromised

Air India’s customer database suffered a massive data breach. Personal data of millions of
passengers registered between August 2011 and February 2021 was stolen. Flyers personal
information, including date of birth, contact information, passport and credit card
information, has been leaked as a result of a sophisticated cyberattack.
In another story, Domino’s Pizza India was also at the receiving end of a massive data
breach in which 18 crore order records, along with 13TB of customer and employee details
has resurfaced on the dark web. Users' mobile numbers, names, e-mail addresses, and GPS
locations are among the sensitive data released.

Please remember- Customers whose data has been compromised should consider taking
precautionary measures by changing their passwords and PINs. Never click on random
URL links that you receive via email or SMS.

Villagers jump into Sarayu river in UP to escape Covid vaccination

In an extreme example of vaccine hesitancy, Villagers in Barabanki jumped into Sarayu
river to escape from vaccination against Covid-19. The villagers said they jumped into the
river because they were told that this was not a vaccine, but a poisonous injection.
Fake news about COVID-19 spread through social media and messaging apps can cost lives.
Immunizing the public against misinformation is also important.

Top Cyber News

https://www.livemint.com/technology/apps/malicious-covid-19-vaccine-sms-that-compromises-android-phones-spreading-cyber-agency-11620646802808.html
https://www.livemint.com/technology/apps/malicious-covid-19-vaccine-sms-that-compromises-android-phones-spreading-cyber-agency-11620646802808.html
https://www.livemint.com/technology/apps/malicious-covid-19-vaccine-sms-that-compromises-android-phones-spreading-cyber-agency-11620646802808.html
https://t.co/KFQwKcQp7E?amp=1
http://cowin.gov.in/
https://ciso.economictimes.indiatimes.com/news/privacy-fears-around-patients-health-data-breach-amid-covid-surge/82602129
https://ciso.economictimes.indiatimes.com/news/privacy-fears-around-patients-health-data-breach-amid-covid-surge/82602129
https://news.sophos.com/en-us/2021/05/12/fake-android-and-ios-apps-disguise-as-trading-and-cryptocurrency-apps/
https://news.sophos.com/en-us/2021/05/12/fake-android-and-ios-apps-disguise-as-trading-and-cryptocurrency-apps/
https://www.hindustantimes.com/india-news/air-india-data-breach-all-you-need-to-know-101621647788771.html
https://www.indiatoday.in/technology/news/story/leaked-data-of-dominos-india-users-now-available-on-search-engine-created-by-hacker-1805595-2021-05-22
https://thefederal.com/covid-19/up-villagers-jump-into-sarayu-river-to-avoid-poisonous-vaccine/


��ಂ�ನ ಹಲವ� ಪ��ಾರಗಳ�

����� ��ಂ�- ಜನರ �ಾ��ಯನು� ಕ�ಯಲು �ಾ��ೂೕರರು ಒಂದು
�ಜ�ಾದ ಸಂ��ಯಂ� ನ�ಸು�ಾ��.
��ಯ� ��ಂ�- ಆಕ�ಮಣ�ಾರರು ತಮ� ಗು�ಯ �ೖಯ��ಕ �ಾ��ಗಳನು�
ಬ�� �ೕ�-ಳನು� �ಚು� �ೖಜ ಮತು� ಅವರನು� ���ರುವಂ�
ಕಸ��ೖ�ಾ�ಡು�ಾ��.
���ಂ� - �ಾ��ೂೕರರ ಗು�ಯು ಕಂಪ�ಯ �ಇಒ ಅಥ�ಾ ಉನ�ತ ��ೕ�ಯ
ಅ��ಾ�ಗ�ಾ�ರು�ಾ��, ಅವರ �ೖಯ��ಕ �ಾ�� ಮತು� ಅವರ ಕಂಪ�ಯ
ಸೂ�� �ಾ��ಯನು� ಪ�ಯಲು ಈ �ಾ�ಯನು� ನ�ಸು�ಾ��.

1.

2.

3.

��ಂಗ�ಂದ �ಮ�ನು� ರ���ೂ��

��ೕಕ��ದ �ೕ� ಅಥ�ಾ ಎ� ಎಂಎಸ��� �ಾ�ಕರಣದ ತಪ��ಗ���ೕ ಎಂದು
ಪ��ೕ��.
URL ಅನು� ��� �ಾಡ �ೕ�; ಸಂ�ೕಹ�ದ���, ಮೂಲ �ೖ� � �ೕರ�ಾ� �ೂೕ�
�ಾ�� �ಾ�.
ಅ�ೕ�ಸದ �ೕ� ಅ�ಾ�ಚ�ಂಟಗಳ ಬ�� ಎಚ�ರ�ರ�.
ಬಂ�ರುವ ಕ�, ಎ� ಎಂಎ� ಅಥ�ಾ ಇ�ೕ� ಗಳ� �ಮ�ನು� ತು�ಾ�� ಪ�����ಸಲು
ಪ�ಯ��ಸು��ದ��, ಅದರ ಬ�� �ಾಗರೂಕ� ಇರ�.

1.

2.

3.
4.

��ಂ�ಎಂದ�ೕನು?
��ಂ� ಒಂದು ವಂಚ�ಯ ರೂಪ�ಾ�ದು�, ಇದರ�� ಸೂ�� �ಾ��ಯನು�
ಕ�ಯುವ ಉ��ೕಶ�ಂದ ಆಕ�ಮಣಕ�ಾರರು �ೕಸದ ಸಂವಹನಗಳನು�
ಕಳ��ಸು�ಾ��. ಜನರ ���� �ಾ�� ಸಂ��ಗಳ�, �ೕವನಚ���ಯ �ಾ��, �ಾ�
�ಾ�� ಇ�ಾ��ಗಳನು� ಪ�ಯುವ�ದು ಅವರ ಗು��ಾ�ರುತ�� . ಈ �ಾ�ಯನು�
�ಾ�ಾನ��ಾ� ಇ�ೕ�, ಎ� ಎಂಎ�, ��ೕ� ಕ�ಗಳ ಮೂಲಕ �ಾಡ�ಾಗುತ��.

��ಂ� �ಾ� ನ�ಸಲು ಬಳಸುವ ಸಂಪ�ಕ
�ಾಧ�ಮಗಳ�

ಇ�ೕ� ��ಂ�- ಜನರ ಸೂ�� �ಾ��ಯನು� ಪ�ಯಲು ಒಂದು ನಕ�
�ಂಕನು� �ೕ� ಮು�ಾಂತರ ಜನ�� ಕ�ಸ�ಾಗುತ��. �ಲ���� ಈ �ಂಕಗಳ�
ಗು�ಯ ಕಂಪ��ಟ� ನ�� ದುರು��ೕಶಪ��ತ �ಾ�� �ೕ� �ೌ� �ೂೕ� ಆಗಲು
�ಾರಣ�ಾಗುತ��.
���ಂ� / ��ಂ�- ಎ� ಎಂಎ� ಮೂಲಕ ��ಂ� �ಾ��ಾಗ ಅದ��
���ಂ� ಎನು��ಾ��. ಧ�� ಕ� ಮೂಲಕ ಅ���ೕಶ� �ೌ� �ೂೕ� �ಾಡಲು
ಅಥ�ಾ ತಮ� �ಾ��ಯನು� ಹಂ��ೂಳ�ಲು ಗು�ಯನು� ಮನವ�� �ಾ��ಾಗ
ಅದ�� ��ಂ� ಎನು��ಾ��.

1.

2.

�ೖ�� �ಾಗೃ� ಭಂ�ಾರ 
��ಂ� ಬ�� ಎಚ�ರ�ಂ��

ಆ� �ೖ� ಹಗರಣಗಳನು� ವರ� �ಾಡಲು ಇ�� ��� �ಾ�

https://www.cybercrime.gov.in/Webform/Crime_AuthoLogin.aspx


COMMON TYPES OF PHISHING

Deceptive phishing- Attackers impersonate a genuine
organization in order to steal one’s information.
Spear phishing- Attacker customizes mails with their
target’s personal information to seem more genuine and
known. 
Whaling- Attackers target a company’s CEO or high
ranking official to obtain their personal information and
the sensitive data of their company

1.

2.

3.

PROTECT YOURSELF FROM PHISHING
ATTACKS

Check if there are spelling / grammatical mistakes in the
mail/message received.
Do not click on the URL; if in doubt, login to the legitimate
site directly.
Be aware of unsolicited attachments.
Check if the mail/SMS/person is trying to bait you with
urgency.

1.

2.

3.
4.

WHAT IS PHISHING?
Phishing is a form of fraud wherein the attacker sends
deceitful communications with the intent to steal personal
information and sensitive data- like credit card numbers,
biographical information, account information, etc. This
attack is commonly done via email, SMS, phone calls, pop-up
windows or other communication channels. 

CHANNELS USED TO CARRY OUT
PHISHING ATTACKS

Email phishing- A fraud link will be attached to the mail
in order to obtain information or sometimes it leads to
downloading of malicious software on the target’s
computer.
Smishing/Vishing- Smishing is when phishing is done
through SMS and Vishing is convincing the target to share
their information or perceiving them to download an
application via voice call.                                            

1.

2.
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Beware of Phishing

Click here  to report online scams

https://www.cybercrime.gov.in/Webform/Crime_AuthoLogin.aspx
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ಸ� ಗಚ�ದ�� ಸರ�ಯ ���ಾ� ಗಳ ಒಂದು �ಾಗ�ಾ�- “DevSecOps - Lets Start” ಎಂಬ �ಷಯದ
ಕು�ತು ��ಾ���ಗಳ� / ಅ�ಾ�ಪಕರು / �ಲಸ �ಾಡುವ ವೃ��ಪರ�� ಉ�ತ ���ಾ�  ನ�ಸ�ಾ�ತು. ಸು�ೕರು
�ೂಲೂ�ಷ�� ನ ��ೕ �ಾಧವ� -ಸಂಪನೂ�ಲ ವ����ಾ�ದ�ರು. ನ�ದ ���ಾ� ಎರಡು �ಾಗಗಳನು� �ೂಂ�ದು� ,
ಎರಡು �ೕ� �ೕ� �ನಗಳ�� ನ�ಸ�ಾ�ತು.

�ಾಗ 1- https://youtu.be/mldevII45Xk 
�ಾಗ 2- https://youtu.be/HbfbrDYpelo

As part of Samgacchadhwam series of webinars- a free webinar was conducted for students
/ faculty / working professionals on the topic “DevSecOps - Lets Start”. Mr. Madhavan from
Sumeru Solutions was the speaker. There were two parts to this webinar held on two
different days.

Link for the Part 1- https://youtu.be/mldevII45Xk 
Link for the Part 2- https://youtu.be/HbfbrDYpelo 

�ೖಬ� �ಾಗೃ� ಮತು� �ೖಬ� ಸುರ�ತ�ಾ�ರಲು �ಲವ� ಉಪಯುಕ� �ಂ� ಗಳ� ಇ���-
Some useful links for staying cyber aware and cyber safe -
1. �ೖಬ� ವಂಚ�ಗಳ ಬ�� ದೂರು �ಾಖ�ಸಲು / To lodge complaint against a
cyber-crime - cybercrime.gov.in
2. ತಪ�� �ಾ�� ಗುರು�ಸಲು /To identify fake information:     
 https://factcheck.ksp.gov.in/
3. ಆ� �ೖ� ವಂಚ�� ಸಂಬಂ��ದ ದೂರುಗಳನು� �ೂೕಂ�ಾ�ಸಲು �ಂಗಳ�ರು
ಜನರು 112� ಕ� �ಾಡಬಹುದು  / Bengalorians can call 112 for registering
complaints related to online frauds.

https://www.linkedin.com/company/sumeru-solutions/
https://www.linkedin.com/in/m4dhavan/
http://youtu.be/mldevII45Xk
http://youtu.be/mldevII45Xk
http://youtu.be/HbfbrDYpelo
https://www.linkedin.com/in/m4dhavan/
https://www.linkedin.com/company/sumeru-solutions/
https://youtu.be/mldevII45Xk
https://youtu.be/mldevII45Xk
https://youtu.be/mldevII45Xk
https://youtu.be/HbfbrDYpelo
https://youtu.be/HbfbrDYpelo
https://youtu.be/HbfbrDYpelo
http://cybercrime.gov.in/
https://factcheck.ksp.gov.in/


�ೖ�� (CySecK) ಎಂಬುದು �ೖಬ� �ಕು���ಯ�� ಕ�ಾ�ಟಕ �ಾಜ� ಸ�ಾ�ರದ ಉನ�ತ�ಾನ
�ೕಂದ��ಾ�� (�ಂಟ� ಆ� ಎಕ���� ,�ಒಇ). ಇದು ಐಐಎ�� (ಇಂ�ಯ� ಇ���ಟೂ�� ಆ� �ೖ��)
ಸಂ��ಯ ಆವರಣದ���.    ಐಐಎ��ಯು  ಇದರ ಆಂಕ� ಸಂ���ಾ�ದು� ,  �ಎ��ಎ�� (ಕ�ಾ�ಟಕ ��ೕ�
�ೌ��� �ಾ� �ೖ�� ಅಂ� ��ಾ�ಲ�) ಇದರ ಅನು�ಾ�ನ ಸಂ���ಾ�ರುತ��. �ೖ�� ಅನು�  ಕ�ಾ�ಟಕ
ಸ�ಾ�ರದ  ಐ�, �� ಎ� � ��ಾಗದ ಕ�ಾ�ಟಕ ಸೃಜನ�ೕಲ� ಮತು� ತಂತ��ಾನ �ೂ�ೖ� (ಕ�ಾ�ಟಕ
ಇ�ೂ�ೕ�ೕಶ� ಅಂ� ��ಾ�ಲ� �ೂ�ೖ�) �ಾ����.

CySecK is the Karnataka state government’s K-Tech Centre of Excellence in
Cybersecurity, housed in the IISc (Indian Institute of Science) campus, with
IISc as the anchor institute and KSCST (Karnataka State Council for Science
and Technology) as the implementation agency. CySecK was setup by KITS
(Karnataka Innovation and Technology Society) of the Department of IT, BT
and S&T.

CySeck CoE

@CySecKCoE

CySecKCoE

CySecK

CySecK

Our social media handles

�ೖ�� ಬ�� /About CySecK 

�ೖಬ� ವ���ಾನು� �ಮ� ��ೕ�ತರು �ಮ� ಕ��ದ���, ಪ�� �ಂಗಳ� ಅದನು� �ೕರ�ಾ�
ಪ�ಯಲು, ನಮ� ಸು��ಪ���ಯ ಮುಕ� ಚಂ�ಾ�ಾರ�ಾ�!
http://bit.ly/CyberVartikaSubscribe1
If Cyber Vartika was forwarded to you by a friend, get it directly
every month by SUBSCRIBING HERE! 
http://bit.ly/CyberVartikaSubscribeNow

CySecKCoE

https://touch.facebook.com/CyseckCOE.Karnataka/?ref=bookmarks&__nodl&_rdr
https://twitter.com/CySecKCoE
https://t.me/CySecKCoE
https://www.youtube.com/channel/UCJtqb13jbGIFPSWiTXWANrg
https://www.youtube.com/c/CySecK/videos
http://bit.ly/CyberVartikaSubscribe1
http://bit.ly/CyberVartikaSubscribeNow
https://cs-coe.iisc.ac.in/

