Internet Security Architectures:

Research issues

Dr. Bhawana Rudra
NITK




Ul

Why are we talking about

cybersecurity?

Disclaimer: Images and information has been taken from various resources of the web
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e Kevin David Mitnick arrested in 1995 and five years In
prison for various computer and communications-related
crimes. Now a American computer security consultant,
author, and convicted hacker.

 Vladimir Leonidovitch Levin is a Russian individual famed
for his involvement in the attempt to fraudulently transfer
USD 10.7 million via Citibank's computers

e Gary McKinnon a Scottish systems administrator
and hacker who was accused in 2002 of perpetrating the
biggest military computer hack of all time.




* 'Denial of Service' (DOS)1 attack on some of
the popular e-commerce sites in 1999, caught
national attentions.

e Attack resulted in people using transportation
for free on 27-11-2016

e < 2000 devices were compromised

o “You Hacked, ALL Data Encrypted. Contact |
For Key(cryptom28@yandex.com)ID:681,
Enter”.

 Ransom of 100 Bitcoin ($70000)

San Francisco’s transport agency has been hit
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Case 1: Internet Under Siege

e February7-9,2000
Yahoo!, Amazon, Buy.com, CNN.com, eBay, E*Trade, ZDNet websites hit with
massive DOS

e Attacks received the attention of president Clinton and Attorney
General Janet Reno.

e “A15-year-old kid could launch these attacks, it doesn’t
take a great deal of sophistication to do”
— Ron Dick, Director NIPC, February 9

e U.S. Federal Bureau of Investigation (FBI) officials have estimated
the attacks caused $1.7 billion in damage




Case 2: Slammer Worm

e January 2003
Infects 90% of vulnerable computers within 10 minutes

 Effect of theWorm
- Interference with elections
- Cancelled airline flights
- 911 emergency systems affected in Seattle
- 13,000 Bank of America ATMs failed

* No malicious payload!
» Estimated ~3$1 Billion in productivity loss




Case 3: WorldCom

e July 2002
WorldCom declares bankruptcy

e Problem
WorldCom carries 13% - 50% of global internet traffic. About
40% of Internet traffic uses WorldCom’s network at some point

e October 2002
Outage affecting only 20% of WorldCom users snarls traffic
around the globe

e Congressional Hearings _
Congress considers, but rejects, extension of FCC regulatory
powers to preventWorldCom shutdown

Vulnerabilities are not just technical




Case 4. September 11

e WirelessTower onTop of Trade Center Destroyed
o AT&T has record call volumes

e “Flash” usage severely limits availability

e Rescue efforts hampered

Physical Vulnerability!

Legitimate Usage!




CYBERATTACK ON A GERMAN STEEL-MILL

Stuxnet destroyed a fifth of Iran's

nuclear centrifuges
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The Coming Pain
of GDPR

2
General Data
Protection Regulation
is expected to have a
significant effectin

\2019. )

Malware Challenges

Some.reas lik
ransomware will see
an increased
sophistication together
with increased
malware volumes in
some areas and new
kmalware approaches. )

\breach detection. )

Increase in Sabotage,
Espionage and
Crime by Rogue
Nation-States

The cyber security
teams have to rely
on technigues of

Top

10

Increased Risks with

bad Housekeeping
& Shadow IT Systems

Both cases are very
easy attack surfaces
with substantial
oversight, budget
challenges,internal
politics and were seen
in the past as a lower

\resm ution priority. |

Dark Ages of Single Growth of Cyber
Factor Passwords Hygiene in companies

E lnsecurta .C{ouds ﬁ &
= m

They are still the main

security protection for ¢ Y Response from the

most organizations in Inspite of the continual organizations will be

spite of the ease and publicity of repeated in the form of cyber

low cost deployment breaches, most education combined

of the multi-factor organizations still fail with monitoring,

authentication to deploy and enforce measuring, and testing
\ solutions. ) good housekeeping (:yber behavior of stafy

across their entire

\cioud data estate.

Cyber
Security
Trends

More Challenges
in loT

Unseen Nightmare

of DDoS

Boardroom Cyber
Security

With the lack of =
standard or perceived
security need, loT is

going to be deployed

DDoS is a dirty secret
for most organizations,
with attacks continuin

This trend will
accelerate this 2019

even more and create with boards demanding to grow in 2019
insecurity in areas understanding and together with the
which used to be clarity in an area which price of defending
ksemre. 4 was often delegated \against them. ;
as subcomponent

|€f_the role of CISOs.




Top 6 Most Breached Industries
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Case 5: It’s a Jungle Out There
 The Internet is highly, globally connected

e Viruses/worms are legion on the Internet and continue to
scan for vulnerable hosts

e Hackers scan looking for easy targets to attack




Increasing Dependence
We are increasingly dependent on the Internet:

Directly
e Communication (Email, IM,VoIP)
e Commerce (business, banking, e-commerce, etc)
e Control systems (public utilities, etc)
e Information and entertainment
e Sensitive data stored on the Internet

Indirectly

e Biz, Edu, Gov have permanently replaced
physical/manual processes with Internet-based
processes




Security Not A Priority

Other design priorities often trump security:

Cost
Speed
Convenience
Open Architecture
Backwards Compatibility




Cybersecurity Roadblocks

* No metrics to measure (in)security
 Internet is inherently international
 Private sector owns most of the infrastructure

 “Cybersecurity Gap”: a cost/incentive
disconnect?

 Businesses will pay to meet business imperatives
* \Who’s going to pay to meet national security imperatives?




An Achilles Heel?

This level of dependence makes the Internet a target for
asymmetric attack

Cyberwarfare
Cyberterrorism
Cyberhooliganism*

and a weak spot for accidents and failures

* Coined by Bruce Schneier, Counterpane

\_




The Challenge

A solution to this problem will require both the right technology
and the right public policy.

This is the cybersecurity challenge.
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Security Concepts

Least Common
Mechanisms

Complete

Open Design
Mediation & 4

Psychological Leveraging Existing

Weakest Link
Components

Confidentiality Integrity Availibility
Core
Authentication Authorization Accountability
Need to Know Least Privilege ep arai.mn o
Duties
: Fail Safe / Economy of
| Defense in Depth MocFar e
- -

Acceptability




One way to think about it

cybersecurity = availability, integrity and secrecy of
Information systems and networks in the face of attacks,
accidents and failures with the goal of protecting operations
and assets

(Still a work in progress.)




In Context

corporate cybersecurity = availability, integrity and
secrecy of information systems and networks in the face
of attacks, accidents and failures with the goal of
protecting a corporation’s operations and assets

national cybersecurity = availability, integrity and
secrecy of the information systems and networks in the
face of attacks, accidents and failures with the goal of
protecting a nation’s operations and assets
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The Attack (Full) Lifecycle

Hacking operation

\2

Breach detected
N




Attack Life cycle
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Security protocols
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TYPES OF ATTACKS &

EXPLOIT E

PHISHING

HIJACKING

RECONNAISSANCE/DOS

- S

Path determination and logical addressing i
IP, ARP, IPsec, [CMP, IGMP, OSPF MAN-IN-THE-MIDDLE [
SPOOFING :

SNIFFING




Challenges

o A number of trends illustrate why security is becoming
Increasingly difficult:

e Speed of attacks

e Sophistication of attacks

o Faster detection of weaknesses
e Distributed attacks

e Difficulties of patching
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Ransomware -

RANSOMWARE FACTS

WHAT IS RANSOMWARE? ﬁ

Ransomware is a type of malicious software that gains | : + Over a quarter of cyber claims received in 2017 had
access to the victim's files or systems and blocks user : ) ransomware as the primary cause of loss (AIG, 2018)
access to them or releases the data for public download +  The average ransom is dropping for small and

It uses different techniques but the most common is to ’ g medium-sized businesses but getting higher in the case of
encrypt the victim's files, making them inaccessible and custom, targeted attacks
demanding a ransom payment to decrypt them )_C> CH +  Downtime is increasing and downtime costs are

Recovering the files without the encryption key is an becoming substantial
intractable problem (it would require huge resources and + The healthcare industry is the most targeted, due to the
\consequently is considered infeasible) ) L sensitive information stored N

malware threats of 2018, ransomware has
been in decline over 2018 and 2019

HOW DOES IT WORK? '@

1.~ Delivery Vectors:

Although it was deemed one of the biggest PROTECTING AGAINST IT o

: . g " crsgne Ithough infection decline does not match 1.- Reduce the risk of a ransomware attack:

- M ansomware is delivered via email {phishin (a - .

emai;ﬂw;th sroansoarrfwasre Epayfoi?is} whena th(: vsi’ctirg revenue earning). Bigger, better and more —() - Principle of Least Privilege: restrict users' permissions
clicks a link or downloads an attachment that delivers the sophisticated strains are popping up. The and conduct proper credential tracking

ki Satr e most important ransomware attacks have + Education and security awareness training

» Other delivery mechanisms are drive-by-downioad Besr: * Proper endpoint hygiene with proper configuration,
attacks on compromised or malicious websites, bespoke . GarnSam  Katyusha regular updates and patches

Remote Desktop Protocol (RDP) attacks and social * Leverage existing advanced threat prevention solutions

Y i . ! * SimpleLocker * PewCrypt to address all the delivery methods
engineering leveraging social networks messaging * WannaCry * LockerGoga + Up to date asset in\rent::f:rry and file integrity monitoring
. Generic.ransanware is tarely indwiduelly targeted * Cerber * Bad Rabbit 2.- Limit the fallout in case of attack:
2 The Process: most ransomware vanz_mts encr_ypt the * Ryuk - Jigsaw « Frequent and reliable backup and recovery
files on t_he affected system, maklng_; them rnaccess:hl_e and + TeslaCrypt + GandCrab + Clear and regularly tested recavery plan
demarjdlng a ransam payment using cryptocurrencies to » NotPetya - Dharma ¢ Crisia mansgement oraparation. srate
make it difficult to trace and prosecute the perpetrators and procedure?s prep ) %
L - b A
Sé rt . 1*'Global Cybersecurity Observatory - Tusight

N /




Drops and executes
malicious PowerShell
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S_-_e
Command-and-control Uses S5L in sending Creates copy of Chrome
server gathered information Data Login and reads

Trojan.BAT.BANLOAD.THBAIAI

using SOLite libraries

Extracted file

Obtaing and execules
malicious PowerShedl

Trojan.JS.BANKER.THBAIAI

AR .
&2/

Manitors user's
visited websites

Command-and-control
Server

L

R
Powershell downloads Drops LNK at the
archive and extracts start-up folder and
the file reboots the computer
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Drops a batch file Deletes all Google
containing Chrome .LNK and
commands fo load replaces with
Trojan.JS.BANKER. THBAIAI malicious .LNK
as Google Chrome
extension

*{P: ¥ | W

o fo gather Outlook
— email addresses

TrojanSpy.Win32.
BANRAP.AS

Creates a lock screen
and keylogs machine pass

HKTL_RADMIN

Drops and installs
HKTL_RADMIN

Downloads

configuration files
for its installation

) sl




What is a Botnet & How it works ? 1/2

by @Guillaume_Lpl

Definition : |m|

+ Botnets consist of a

group of computers known

as "zombie", computers that

have been compromised and

that can be controlled by attackers
with malicious intent whithout users
knowing it.

+ Any internet connected device is
able to be infected : Computers,

‘Smartphones, loTs (IP cameras, TV,
routers, ...)

Some uses for a Botnets :

+ Commit advertising fraud

+ Steal your private data A Q

+ DDoS attack ‘ o
Q

+ CryptoCurrency mining

+ Send spam emails lv'

+ Brute force attack

Follow @Guillaume_Lpl for more

The most notorious Botnets : ‘
+ Mirai : he works by scanning /
the internet for IP add of loTs devices.

» September 2016 attack on the security blog of
Bryan Krebs. (DDoS attack)

» The October 2016 attack, where Dyn DNS was
targeted : impact took Twitter, Amazon, Netflix ... (DDoS)

+ Zeus : speards in the same way as

Mirai.
» Zeus compromised Bank of Ameriac, NASA, ABC,
CISCO, Amazon and others with CyprolL.ocker
Ransomware spreading
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What is a Botnet & How it works ? 2/2

by @Guillaume_Lpl B g 2 Connection

1 Infection machine

+ Once in your device, the malware will use your
internet connection to make contact with
the C2 server, and wait for his instructions, without

+ The botmaster sends out malware to
infect devices, by using social media,
websites, emails, phising, ...

+ The mawlare _will exploit vulns in your o,.,% you knowing it.
softwares, looking for backdoor... St -
o
Attackers 0.
(Botmasters)/ Ve,
Social Media Infected websites Spam emails e L
Command & Control (C2)
. m— Server

Sends orders

Malware distribution

4 Multiplication 3 Control
+ One the botmaster has a purpose
for the botnet, he sends instructions
to the bots via the 2C server.

+ In the meantime, the botmaster will be
focussed on recruiting more & more devices
fo expand the botnet

+ As these devices don't appear to be

doing anything, the botnet does not out malicious activities like sending

attract intention : -
ittra jile Follow @Guillaumme. Lpl for more Botnet spam emails, DDoS$ attack...

N J

+ Then the botnet starts carrying
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WHAT 1S MALVERTISING?

MALICIOUS ADVERTISING (“MALVERTISING) IS A TYPE OF ONLINE ATTACK WHEREIN MALICIOUS CODE HIDDEN
WITHIN AN ONLINE AD INFECTS YOUR COMPUTER WITH MALWARE.

EERRSAERFRSRREARAERER SRR RN AR RERRRRR AR ERERRRARRaEGdRsR R RRERRERRERRRERRRRaRERARRERaRRsE R RREsRER R ERRRReRRGERREREdERRRRREERREEE
-

9IBM|BI\ nA

How MawverTising WoRks

You visiT A WEBSITE. IT DOESN'T MATTER IF THE
SITE IS SKETCHY OR LEGITIMATE — THE THREAT LIES
WITHIN THE ADS OM THE SITE.

ADVERTISEMENTS CAN COME IN A VARIETY OF SHAPES
AND SIZES, THOUGH USUALLY APPEAR AS BANMERS OR

POP-UPS.

MALVERTISING UTILIZES NUMERDOUS TACTICS, SUCH
AS USING AN IFF'r.-'-n‘.-‘F, AN TNVISIBLE BOX THAT CAN
SECRETLY MNAVIGATE TD ADDITIONAL WEB PAGES.

.
L]
LTI

THe 1Frame THE LANDING THE ATTACK
REDIRECTS TO AM PAGE 15 WHERE CODE EXPLOITE
“ExpLom LANDING MALICIOUS CODE YOLIR SYSTEM
Pace.” ATTACKS YOUR AND TMSTALLS
SYSTEM. MALICIOWS

SOFTWARE,

Mavicious Biooing

'I:'f=||'|'| 'E.'FEIMI-MM 5 ARE AHLE TO UTILIZE MAIVERTISING BY
SLUBMITTING BOOEY-TRAPFED ADVERTISEMENTS TO Al
NETWORKES FOR A REAL-TIME BIDDIMG PROCESS.

AFTER THE AD WINS THE BID, IT IS PROPAGATED IN REAL
TIME THROUGH YARIOUS PUBLISHERS AND WILL ONLY
TRIGGER ITS MALICIOUS PAYLOAD IF SPECIFIC COMDITIONS

ARE MET.
SIS NEEENNERERERIAREREEERERRREREES

i

Haro o Carc

MALICIOUS ADS ROTATE IN WITH NOAMAL ADS.
IIILHL.*"_IRL. WHEN A LUSEH VISITS AN INFECTED SITE, THEY
MIGHT NOT BE ATTACKED.

BECAUSE DUPLICATING THE INFECTION I5 DINEFICULT, THIS
CAN MAKE IT WERY HARD FOR SECURITY RESEARCHERS TO

STUDY A MALVERTISING ATTALK,
(AL IR RS T AT E PR R NS A R R R R Y 1

ProtecTION

USing SOFTWARE LIKE POS=URSAD BLOCKERS OFFERS
SOME PROTECTION AGAINST MALVERTISING, BUT
CMPLOYING ANTI=-EXPLOIT SOFTWARE [N CONJUNCTION
WITH AN ANTI=MALWARE IS YOLFR BEST BET.

LEann MORE AT WWW, MALWAREBYTES, ORG.
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PHISHING MADE EASY

Phishing is the starting point for
most network and data breaches.

Toaby meeeded For & Prisning Campatgn
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DDoS: High Level Analysis

Types of DDoS Attacks:
» Volumetric Attacks, the most
common, including ICMP and UDP

DEFENSE

floods ; s
» DDoS: Distributed Denial of Service » Application Layer Attacks Pe;enﬁ:a'[%?{r;g#feshd RatesisEnd i
+ The perpetrator seeks to make a - State-exhaustion or Protocol A ﬁf:atio:w N p—
network asset unavailable to its Attacks Imriﬁca to:"sj y P
intended users, flooding it with ¢ « Advanced Persistent DDoS . Blackholing & Sinkhalin
traffic. \- DoS as a Service : N

* |IPS based defense

+ Firewals, Routers & Switches
« DDS based defense

\» Upstream filtering

= The incoming traffic comes from
multiple sources making more
difficult to neutralize it.

8 .

>

Diverse Motivations: Most Attacked Sectors:

= Financial Motivations = Gambling

» Political or ideological disputes * Online Gaming

= Extortion \ * Internet & Telecom Services

- Diversion to cover cyber attacks ¢ S( : = Cryptocurrencies

= Competitive rivalry ' = News Sites & Media Publications

+ Vandalism Cyber Startup Observatory - Tusight « Financial Services

« Accidental due to misconfiguration  Universities

\» Others J : - ( + Politics P,




f\ctor : mee-ssional spies, Governments, Global 25 \ Attacks - Full spectrum, High caliber attacks and long term
arget -Technology, critical systems, people with knowledge, Yy attacks

Gca1 Go.npacrmse tech, peap:e im pactcom"wand ar‘d ‘Tier i Defense - Counter intelligence capability, Off

control, impact critical infrastructure { Nations ability '
nact - Severe catastrophic losses, National security impact L

Ac*m - ’“overnm@r'tﬁ; Global 150, F’romes .
! [ Tier V Attackers 3 - ;-;.;: response, Coll

st 0 . Nauons Glcba|150 _ and threat intelligence systems, Risk \'
(;Gal Ga:n economic/ techr‘olcgy advantage
Impact - Gain defense and commercial capability

Attacks - Backdoors, Crypto cracking,
Target \ ) Advanced malware
data, other revenue mn Ol‘g‘-anaed Crlﬂ'lBGI'OlipG Defense - Behavi
Goal - Financial gai Identm ccn mroruse Cyber Mercenaries APT e {
Impact - Financial fraL.d. identity theft ir

key users, Mid _
Tier Il Aitackers irssagin

. A Defense =M, APT Engines, Mature
Crime Groups, Hactivists fESpONSE

Goal - IP norsorel data theft, DDoS

Impact - Loss of IP, Branding

Actor - Coders, Workers Attacks - Bots, DDOS and

Target - Small business : d :t

éi:lmDeface:l‘nént Ee\pnge T At e other advanfe Trerla acks
el = - ¥ LA~ = . ) -

bzt < artal ol Sarica. Criminals, Disgruntled workers, Programmers

Data breech

Actor - Downloaders N Attacks - Phishing,

Target - Freemail, web h viruses, DNS attacks

Goal - Whatever they S Tlerlmac*{eﬁ. De Endpoint
1 1 =] el AV
s e Script Kiddies, Non-malicious actors o all AV

DS, If
Impact - Nuisance




Changing Attacker Profiles

State

Sponsored

Organized
Crime

HEthE‘JiSt - Cyberwan
state secrets,
£ ) ) industrial
TR espionage
. 51gE|f!cant + Highly
« Statement technical sophisticated
resources and
» Relentless, capabilities « Nearly
: tionall unlimited
« Vandalism cth Y . i
s ’ committed Eatal?hahed resources
= Limited technical syndicates
. bilities « Vast networks » Advanced
« Fame and notoriety e » Adware, stent
o » Targeted attacks oo PSSty
« Limited technical i ' threats
resources IPthe

« Known exploits

e

INCREASING RESOURCES AND SOPHISTICATION

The expansion of attacker types, their resources, and their sophistication.




Common Cyber Attacks:
Reducing The Impact

Most cyber attacks are composed of four
stages: : : and

. The following security controls,
applied at each stage of an attack, can
reduce your organisation's exposure

to a successful cyber attack.

1%

OF LARGE COMPANIES

REPORTING BREACH

Controls For
£600 K i Oncz anlaﬁm;’:l.:i'lla:;ﬁlmd full
£1.15m

actess, it°s much harder to detect
AVERAGE COST OF

their actiens and eradicate thodr
SECURITY BREACH

User Education
Train all users to consider what they Include in
@ publicly available documents and web content
should atso be aware of the risks from

- discussing work-related topics on social media, and
the patential of being targetad by phishing attacks.

Cyber
Attack
Stages

presance. This is where a more in

depth, holistic approach to cyber
secyrity can heip. 10 StepsTo
Cyber Security outlines many of

the features of a complete cyber

risk management regime, %

i1

Patch Management
Apply patches at the eariest
possibility to limit exposure to
known softwarz

1' ! vulnerabifities.

Secure Conf guration ﬁ
Remove unnetessary software and default
user accounts. Ensure default passwords are
changed, and that automatic features that
could activate malware are turned off

Source; 2014 Information

Manitoring
Menitor and analyse all
network activity to identify

any malicious or I: .
unusual activity 1
User Access Liser Training
Wedl maintained user access
controls can restrict the
applications, prvileges and data
that users can access.

"
Qcescw

o

Malware Protection
Malware protection within the
internet gateway can detect
maficious code in an
imported item

User training is extremely

valuable In reducing the

likelihood of successful
social engineering attacks.

Who might be attacking you?

Cyber Criminals interested in making money through
fraud or from the sale of valuable information.

Industrial competitars and forelgn intefligence
services interested in gaining an economic
advantage for their companies or countries.

Hackers wha find interfering with computer
systems an enjoyable challenge.

Hacktivists who wish to attack companies for
political or ideological matives,

Employees, orthose who have legitimate access,
either by accidental or deliberate misuse,

(2

Malware
Protection
Can block malicious
emails and prevent
malwana being
downloaded from
wibsites

-

Password Policy
Can prevent users from
selacting easily guessed
passwords and locks
accounts after a low
number of failed
attempts

(>

Device Controls
Devices within the intemal gateway should be
used to prevent unauthonised access to
critical services or inherently insecure
services that may still be required intemally,

Metwork Pedmeter
Defences
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Organizational
lack of
interoperability,
scalability, and
agility within
the IT security
architecture

Elevatad risk of
cyber attacks tied to:

= Lost revenue

= Disruption of
infastructure

= Loss of intellectual
property

Lack of spending

on recruiting and

retaining security
IT personnel

Top data
types at risk

« RED informaticn
& Customer accounts

The IT security
function is
unable to detect
zero-days
attacks

= Trade secrets

= Confidential
company data

Top Cyber
threats reported:
* Phishing &
social engineering
* Clickjacking
* Ransomware
« Botnets
* SOL & code
codeinjection
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Infrastructure
Risk
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Human
Capital Risk

Top security risks
within IT Infrastructure:
= Negligent insiders
= Maliclious insiders
* IoT devices and
apps
= Mobile devices

* DNS server
environment

Lack of spending IT's challenges with

the appropriate use of

disruptive technologies
(mobile, cloud, social
media, loT devices,

etc.) In the work place

on educating
employees about
security
reqguirements




Top 10 Malware February 2020

 Top 10 Malware composition is very consistent with January
2020 with the exception of Ursnif.

e Nemucod remained, for the second month in a row, in the
Top 10 despite remaining relatively quiet since 2017.

e This is likely to a lack of activity associated with more
prominent malwares regularly seen on the list.

e Qverall, the Top 10 Malware variants comprised 51% of Total
Malware activity in February, down slightly from 53% in
January.

e ZeuS and its variants continue to drive the number of
Infections to start out the new year.
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e Dropped — Malware delivered by other malware already on the
system, an exploit kit, infected third-party software, or manually by a
cyber threat actor.

e Multiple — Refers to malware that currently favors at least two
vectors.
e Malspam — Unsolicited emails, which either direct users to

download malware from malicious websites or trick the user into
opening malware through an attachment.

o Network — Malware introduced through the abuse of legitimate
network protocols or tools, such as SMB or remote PowerShell.




Zeus is a modular banking trojan which uses keystroke logging to compromise victim
credentials when the user visits a banking website. Since the release of the ZeuS source code in
2011, many other malware variants have adopted parts of it’s codebase, which means that events
classified as ZeuS may actually be other malware using parts of the ZeusS code.

Cerber is an evasive ransomware that is capable of encrypting files in offline mode and is known
for fully renaming files and appending them with a random extension. There are currently six
versions of Cerber, which evolved specifically to evade detection by machine learning algorithms.
Currently, version 1 is the only version of Cerber for which a decryptor tool is available.

NanoCore is a Remote Access Trojan (RAT) spread via malspam as a malicious Excel XLS
spreadsheet. As a RAT, NanoCore can accept commands to download and execute files, visit
websites, and add registry keys for persistence.

Dridex is a banking trojan that uses malicious macros in Microsoft Office with either malicious
embedded links or attachments. Dridex is disseminated via malspam campaigns.

CryptoWall is a ransomware commonly distributed through malspam with malicious ZIP
attachments, Java Vulnerabilities, and malicious advertisements. Upon successful infection,
CryptoWall will scan the system for drive letters, network shares, and removable drives.
CryptoWall runs on both 32-bit and 64-bit systems.




Kovter is a fileless click fraud malware and a downloader that evades detection by
hiding in registry keys. Reporting indicates that Kovter can have backdoor capabilities
and uses hooks within certain APIs for persistence.

CoinMiner is a cryptocurrency miner that uses Windows Management Instrumentation
(WMI) and EternalBlue to spread across a network. CoinMiner uses the WMI Standard
Event Consumer scripting to execute scripts for persistence. CoinMiner spreads through
malspam or is dropped by other malware.

GhOst is a RAT used to control infected endpoints. GhOst is dropped by other malware
to create a backdoor into a device that allows an attacker to fully control the infected
device.

Nemucod is a trojan that downloads additional malware onto an infected system. It is
primarily spread via malspam and is known to drop ransomware such as Teslacrypt.

Ursnif, and its variant Dreambot, are banking trojans known for weaponizing
documents. Ursnif recently upgraded its web injection attacks to include TLS callbacks in
order to obfuscate against anti-malware software. Ursnif collects victim information
from login pages and web forms




Objectives of Security

e Security modules should be flexible and extendable and able to
recover from possible attacks.

e Communication that takes place across the network must be free from
attacks like eaves dropping, modification DOS etc.

e The architecture that is flexible and loosely coupled should be robust
from attacks

e Architecture must able to recover from possible attacks

e Different architectures follow different security policies that are to be
supported by the architecture.

» The basic services like authentication, confidentiality, trust, integrity
etc are to be made available.

 According to the requirements of the user different levels of security
has to be provided

o




Security Requirements

 Confidentiality

e Integrity

e Privacy

* Non-Repudiation

e |ID Management
 Access Control
 Detection

e Recovery

e Security Management
e Authentication




Architecture-Approaches

e Clean State Approach--- Design from scratch

e Evolutionary Approach--- Search line by line and modify the
protocol

* Re-engineering —ADD Extensions




RBA: Role Based Architecture

e |t follows heap instead of stack as followed by TCP/IP for the
flow of information.

e Encryption and authentication are treated as one Role.

 Encapsulations reserved and has a special building block
which takes care of forwarding and packet processing.
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ANA: Autonomic Network Architecture

e Separation of mechanics from networking logic and it Is an
example of network meta architecture.

e |t extracts and refracts core networking concepts to support
heterogeneous addressing and naming of network nodes and
networks

e system has got evolvability and dynamic reconfiguration capability
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RNA: Recursive Network Architecture
e This Is a new approach developed based on the combination
of the above mentioned two methods

e Uses dynamic service composition, cleaner cross-layer
Interaction, and the impact of layers of architecture
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Innovations /FIND: Future Internet

Design

» One of the major project of the US National Science

Foundation i1s GENI

e Aiming to design, development and implementation of a
realistic, large scale, open experimental facility for the
evaluation of new network architectures, services and

applications.




PONA: Policy Oriented Naming
Architecture

e It envisions the next generation Internet to be dynamic,
secure, heterogeneous, flexible to support innovations and
Implementation of policies at the end and core of the system

e This architecture uses advanced mechanisms of security like
biometrics, larger key size, tokens




" SONATE: Service Oriented Network

Architecture




RINA: Recursive Inter Network
Architecture
e |t is secure and resistant to the attacks like port scanning,

data transfer and connection opening.

e |t focused on developing the security modules for access
control, data transfer etc. to overcome the vulnerabilities.

e |t decouples various functions of security like authentication,
confidentiality and integrity




ChoiceNet

 The three principles of the architecture for performing the
functionalities are Encourage alternatives,Vote with your
wallet and Know what happened

e Other Architectures are AKARAI, Future Internet
Assembly (FIA) of the European Union, Future Internet
Design (FIND), NetSE & GENI of the United States,
Future Internet Forum (FIF) of Korea




The Internet is Hard to Secure

e Extreme complexity, minimal understanding
e High global connectivity
» Weak attribution (who’s doing what?)

e Hard to tell malicious uses from legitimate ones
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