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Cyber bullying is a form of bullying which occurs online; through 

social networking sites, gaming or chat rooms or through mobile 

phone and tablets. 



Cyber bullying - forms

• Harassment or trolling: sending threatening or offensive 

messages, sharing embarrassing photos and videos or posting 

upsetting or threatening messages on social networking sites;

• Denigration: fake untrue information to spread rumours;

• Flaming: extreme language to cause a fight;• Flaming: extreme language to cause a fight;

• Stealing someone’s identity or hacking into someone’s site; 

• Exclusion: intentionally leaving someone out;

• Sending explicit pictures or pressuring others to send sexual 

images

Cyber-Hate-and-Bullying-Post-Conference-

Report_English_pdf.pdf

More facts and review Bullying can be anonymous over the 

internet.





Cyber bullying

• According to the research conducted by Sameer
Hinduja and Justin W. Patchin, out of around 
5,000 surveyed middle and high school students 
in the US, more than a third have experienced 

cyberbullying. cyberbullying. 

• At the same time, almost 15 percent have 

participated in cyberbullying others.

• Children are often targeted because of their 
appearance, performance, disabilities, religion, 
and other factors.











https://www.broadbandsearch.net/blog/cyber

-bullying-statistics





Loss of confidence: 

Self-harming

Suicide:

















How to solve using technologies

AI/ML



How to solve using technologies

AI/ML

• Softwares to detect Cyber bullying ContentSoftwares to detect Cyber bullying Content



ML for Cyber bullying

• Machine learning opens up a lot of 

possibilities to prevent cyberbullying. 

Currently, there are many initiatives to create 

and train algorithms that are able to detect and train algorithms that are able to detect 

hate and abusive speech online to block the 

user from seeing it and, therefore, getting 

cyberbullied.

https://bdtechtalks.com/2019/09/05/artificial-

intelligence-online-bullying/



Social Media – Text Forensis

• Social media analytics has been explored in the 
areas of terrorist intelligence mining, financial 
investment prediction, and market intelligence 
mining, and so on.

• However, social media analytics and text mining • However, social media analytics and text mining 
for cyber-attack forensic has received little 
attention by researchers to date.

• The amount of big data that social media 
generates is immense, instant, dynamic and 
constantly evolving. 
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Challenges in Social Media Text

• Social Media Texts are about Products or different 
persons

• Informal and Noisy 

• lack of sufficient context

• Misspellings, Abbreviations and spelling variations• Misspellings, Abbreviations and spelling variations

Good Night

Gud nite, gud nit, Good 9t, gud 9t, gn. 

• Performance of the present standard language 
processing tools is severely affected on Social Media 
Text.
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Telugu example

• ఇక ‘సత్య’ సినిమా జేడీ చక్రవర్తి కెరీర్ లోనే 
అత్యుత్తమ చిత్రంగా నిలిచింది. బాలీవుడ్ లోనూ 
జేడీకి ప్రత్యేక గుర్తింపు తెచ్చిపెట్టిన చిత్రం 
‘సత్య’. 

• Today on varadhi, Mr V Ramayyah was the guest. And one thing he 
kept saying was ""Special status isn't anything big or better than kept saying was ""Special status isn't anything big or better than 
Special package"". 

• Mee asthini meeru maku freega istara.... Avasaramitey maa
bhavalanu rentki ichukuntam................ Meekendhuku.......meerey
samardistey Mee astani maku rasivvandi

• Actual ga kattapa bahubali matter baga bore dobutundi no more 
intresting
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Native Language Identification

• Automatically identify the native language 

(L1) of an author on the basis of the way 

he/she writes in another language (L2) that 

he/she learned.he/she learned.

• (L1)Six Indian languages (Telugu, Kannada, 

Bengali, Hindi, Tamil and Malayalam).

• L2:English



Cyber bullying - forms

• Harassment or trolling: sending threatening or offensive 
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Hate Speech Detection

• Hate speech is characterized by any form of verbal or 
non-verbal attack targeting an Individual or specific 

group of people.

• Hate speech is usually communicated through different 
media such as Internet, hand-held devices, media such as Internet, hand-held devices, 
newspapers, magazines, television, radio broadcasts, 
verbal person-to-person. 

• Social Media Forensics for Hate Speech Opinion Mining 
relates to the scientific application of cyber forensics 
tools to social media web forums in order to extract, 
identify and document hate speech. 



• Offensive language is pervasive in social media.

• Individuals frequently take advantage of the 

perceived anonymity of computer-mediated 

communication, using this to engage in behavior 

Hate Speech Detection

communication, using this to engage in behavior 

that many of them would not consider in real life.

• Online communities, social media platforms, and 

technology companies have been investing 

heavily in ways to cope with offensive language 

to prevent abusive behavior in social media.
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OffensEval: Identifying and Categorizing Offensive Language in Social Media 

(SemEval 2019 - Task 6) 



SemEval-2020 Task 12: Multilingual Offensive Language Identificationin

Social Media (OffensEval 2020)





SemEval 2019 Tasks

• HatEval: Multilingual Detection of Hate Speech Against 

Immigrants and Women in Twitter

• The proposed task consists in Hate Speech detection in 

Twitter but featured by two specific different targets, Twitter but featured by two specific different targets, 

immigrants and women, in a multilingual perspective, for 

Spanish and English.

• TASK A - Hate Speech Detection against Immigrants and 

Women:

• TASK B - Aggressive behavior and Target Classification:
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Paraphrase detection

• Paraphrase can be defined as “the same 

meaning of a sentence is expressed in another 

sentence using different words”.

• Quora, Yahoo answers etc.. /chat bots• Quora, Yahoo answers etc.. /chat bots

• nlp.amrita.edu/dpil_cen
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Author Profiling

• This helps in identifying aspects such as gender, age, 

demographics , native language, or personality type.

• Author profiling is a problem of growing importance 

in applications in forensics, security, and marketing
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in applications in forensics, security, and marketing
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Personality, Gender, and 

Age in the Language of 

Social Media: The Open-

Vocabulary Approach

Article

Sep 2013



INLI- Native Language Identification

• Helps to determine the native language of an 

user/author of a suspicious or threatening text or 

Fake news.

• Native language influences the usage of words as • Native language influences the usage of words as 

well the errors that a person makes when writing 

in another language .

• NLI systems can identify the writing patterns that 

are based on the author’s linguistic background. 

(Error correction and language proficiency)



Why INLI- Native Language 

Identification

• Marketing- Categorizing the geographical 

region of customer using native language.

• Politics:  User comments - Govt. policies and 

who dislike - the policies and the region-who dislike - the policies and the region-

specific people opinion 



PAN  INLI@FIRE2017 – IISc Bangalore

• This was the first NLI shared task for Indian
Languages.

• Dataset- Comments from Face book - Regional
news paper pages.news paper pages.

• 13 teams successfully submitted their runs-a
total 26 runs – Working notes 7.

• Among the top performing systems, two of
them used an ensemble method employed
with SVM.









Conclusion

• Not much work from India

• Can develop systems for Indic languages/ 

Product development

• Publications• Publications

• Sharedtasks-Dataset creation-Github





Spam Detection
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